CoVerD

An image
classifier Covering Distribution
Estimator
An image A T3 T & |
Yy 9y v \“ ~_ Candidate verification
The number v, ki,t v, kit v, ki, t coverings’ distributions
of pixels to robust /
perturb t non-robust
Select verification covering
ﬁ ﬁ

by dynamic programming

Covering Constructor sets in the chosen

verification covering

Lo, robustness L., robustness Lo, robustness
verifier verifier verifier

(if refinements are needed, proceeds as Calzone)




An image
classifier N

An image x of
dimension v

The number
of pixels to
perturb t

Planning:

1. Sampling: for k € {t, ..., MAX_K = 99}, estimate average analysis time

and success rate by submitting to GPUPoly ng,mples Is(x) with random S

2. Dynamic programming: compute the optimal sizes of the blocks in the

coverings k41, k5, ..., k1, t

‘ A K strategy: kq, k5, ..., kpy—1,t

Analysis:

blocks = C(v, k4, t)

while blocks is not empty:
S = pop(blocks)
if (GPUPoly(N, Is(x)) = robust) continue
if (|S|> t) push(blocks, Cs(|S|, knext(isp,t))
else if (MILPVerifier(N, Is(x)) = robust) continue
else return non-robust

return robust
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Planning: CoVerD
1. Fork € {t,.., MAX_K}: compute success rate and average analysis time
by submitting random sets to GPUPoly; if success rate = 0 for ng,;) k-5,
reduce number of samples
Use Calzone’s dynamic programming to define a mapping fz of block
sizes k to their optimal refinement size k¢, for k € {t+1,.. MAX_K}
The number . For every candidate covering verification design, defined by (g, m):
of pixels to 1. Estimate the block size distribution
perturb t 2. Predict the overall analysis time Ty;t(q,m)
Let (¢*, m") be the candidate with the minimal Ty;s¢(q* m*)
gm+i_1
)
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Define L = random_list(v, ’

Analysis:
while (CoveringGenerator(q™, m", t, L) has more blocks):

blocks = blocks.push(next_block())
while blocks is not empty: Refinements’
// continue as Calzone; covering
/1 refine S by Cs(IS|, fa(ISD, £) database
return robust
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