Prompt .
yp User <
Output in the human

readable format

Q: When was the
laser first invented?

A: The first laser was
built in 1960 by ...

Prompt

>

' User <
Misleading Output in th

human readable format

A: The first laser was
built in 1937 by ...
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Generate the query )
in the APl format

> .
< Third-Party API

Response from
the API (JSON)

JSON {“Extract”: “Laser was
first invented in 1960"}

Malicious
attack

Generate the query
in the API format

> L]
< Third-Party API
Modified Response
from the API (JSON)

{“Extract”: “Laser was
JSON ¢ =% .
first invented in 1937}
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