Context:

C:\Users\Guest>whoami
win-vulnerable-pc\Guest

C:\Users\Guest>systeminfo | findstr /C:"OS Name" /C:"OS Version"
OS Name: Microsoft Windows Server 2012
OS Version: 6.2.9200 N/A Build 9200

C:\Users\Guest>tasklist /svc | findstr "spooler"
spoolsv.exe 1040 SpoolerSvc 13 4576 K

C:\Users\Guest>sc qc SpoolerSvc
[SC] QueryServiceConfig SUCCESS

SERVICE NAME: SpoolerSvc
TYPE : 110 WIN32_OWN_PROCESS (interactive)
START _TYPE :2 AUTO_START
ERROR_CONTROL :1 NORMAL
BINARY PATH NAME : C:\Windows\System32\spoolsv.exe
LOAD ORDER_ GROUP : SpoolerGroup

TAG : 0
DISPLAY NAME : Print Spooler
DEPENDENCIES : RPCSS

- http

SERVICE START NAME : LocalSystem

C:\Users\Guest>net users
User accounts for \\

Administrator DefaultAccount Guest
WDAGUtilityAccount
The command completed successfully.

Behavior:

Based on the gathered information, identify a suitable exploit for privilege escalation, and outline a
strategy to install a persistent backdoor



