0 Motivating Scenario (Developer) e A vulnerable function and its fix 9 An example and fix from CWE system

1 static MagickBooleanType Get8BIMProperty(const Image *image,const char *key, 1int getValueFromArray(int *array, int len, int index)
2 ExceptionInfo *exception) 2{
Vulnerable First understand the code 34 . ' ' ' 3 int value;
code and then figure out how 4 e /* 38 code lines are missed Wh‘LFh contains 422 tokens */ 4
(CWE-125) to fix CWE-125 Correct Fix 5 while ((length > @) &% (status == MaglclfFalse)) { 5 {/ Lt'en: Length of the array
6 ... /* 32 code lines are missed which contains 452 tokens */ 6 - if (index < len)
j 7 count=(ssize_t) ReadPropertyMSBLong(&info,&length); 7+ if (index >= 0 & index < len) {
@ 8 + if ((count < @) || ((size_t) count > length)) 8 // get the value at the specified index of the array
. . 9+ { 9 value = array[index];
;I'zisl(s_b_efo_rt-:;s_tzir'ilrlg_r_eea_lr_l ’ 10 + length=0; 10 // if array index is invalid then output error message
| -understand the function 1 i -+ continue; 1}
|- analyze the code structure : 12 + } 12 else{
1 -understand CWE-125 : 13 ... /* 30 code lLines are skipped for simplicity*/ 13 value = -1;
: - read similar examples and | 14 attribute[count]="\0"; 14 }
: fixes as reference  C\J/F | 15 ... /* 25 code lines are skipped for simplicity*/ 15
"""""""""""" 16 } 16 return value;
17 } 17 }




