14 mmmm = src/mongo/shell/linenoise.cpp &
@@ -2762,7 +2762,17 @@ int linenoiseHistorySetMaxLen(int len) {

/* Save the history in the specified file. On success @ is returned
* otherwise -1 is returned. */
int linenoiseHistorySave(const char* filename {
FILE&* fp = fopen(filename, "wt");
if (fp == NULL) {
return -1;
}

for (int j = @; j < historylLen; ++j) {
if Chistory[jl[@] !'= "\@") {
fprintf(fp, "%s\n", history[j]);
3

3
fclose(fp);
return 0;

13K CVE-2016-6494 Detail

i Description

I The client in MongoDB uses world-readable permissions on .dbshell history
| files, which might allow local users to obtain sensitive information by reading

|
|
|
|
|
|
|
|

:thesefnes. I

|

| .

i Weakness Enumeration :
|
|
|
|
|

|
! CWE-ID |CWE Name
|
|
|

CWE-200 Exposure of Sensitive Information to an Unauthorized Actor

:VuITeIIer

|

I

:The FILE before VERSION does not verify that use ofthe :
| INSIORYIES, allows local guest to read |
I

' |
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