Perceived sender legitimacy
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Perceived familiarity with the
email content

Perceived professionalism of the
email title and content

Perceived likelihood of
receiving the email

Perceived adequacy of length
and granularity of information

Personal habits

Emotional attachments
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Perceived email
legitimacy
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Trust for email links
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Perceived sense of security from
auxiliary security content
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Previous phishing experiences
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Intention to validate the email
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Individual's
intention to
respond to an
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