Finding Adversarial Examples:

From a corpus, find adversarial examples that CLIP
model encodes very similarly while DINOv2 encodes
differently.

Corpus:

CLIP Similarity: 0.9507
DINOv2 Similarity: 0.6297

CLIP Similarity: 0.9534
DINOV2 Similarity: 0.5776

E Finding Differences in Adversarial Examples:

Given a pair of adversarial examples, manually find
differences between images and formulate questions

Adversarial Examples:

Thg dog in the left image is lying on the carpet whereas

~ the the dog in the right image is lying on the floor.
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In this image, the yellow animal is lying on?
(a) Floor (b) Carpet

B Evaluating on MLLM

Evaluate whether a pair of adversarial examples and the
question lead to failure on MLLMs.

MLLM Interface:
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In this image, the yellow
animal is lying on?
(a) Floor (b) Carpet

In this image, the yellow
animal is lying on?
(a) Floor (b) Carpet

j (b) Carpet j (b) Carpet
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Correct Incorrect

Adversarial Examples Lead to Failures in MLLM!
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