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TABLE I
MEAN SILHOUETTE SCORES FOR IVA, MCCA AND PARAFAC2 USING

DATASET A

Mean Silhouette scores

IVA MCCA PARAFAC2

ResNet-50 0..81 0.78 0.87

DenseNet-121 0.74 0.71 0.82

Inception-v3 0.77 0.75 0.84

TABLE II
PERFORMANCE METRICS: PRECISION, RECALL AND ACCURACY FOR 3

ALGORITHMS: IVA, MCCA AND PARAFAC2 USING DATASET A AND B

sil

Precision Recall Accuracy

ResNet-50: Dataset A 90.91% 90.91% 89.42%

ResNet-50: Dataset B 100% 74.07% 84.44%

DenseNet-121: Dataset A 76.47% 81.25% 79.41%

= =

mv Rel. err Time mv Rel. err Time

11034 1.3e-7 3.9 15846 2.7e-11 5.6

21952 1.3e-7 6.2 31516 2.7e-11 8.8

15883 5.2e-8 7.1 32023 1.1e-11 1.4e1

11180 8.0e-9 4.3 17348 1.5e-11 6.6

Fig. 1. Example of a figure caption.

TABLE III
TABLE TYPE STYLES

Table Table Column Head

Head Table column subhead Subhead Subhead

copy More table copya

aSample of a Table footnote.

Figure Labels: Use 8 point Times New Roman for Figure
labels. Use words rather than symbols or abbreviations when
writing Figure axis labels to avoid confusing the reader. As an
example, write the quantity “Magnetization”, or “Magnetiza-
tion, M”, not just “M”. If including units in the label, present
them within parentheses. Do not label axes only with units. In
the example, write “Magnetization (A/m)” or “Magnetization
{A[m(1)]}”, not just “A/m”. Do not label axes with a ratio of
quantities and units. For example, write “Temperature (K)”,
not “Temperature/K”.
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Fig. 3. Correlation matrices using (a) IVA, (b) MCCA and (c) PARAFAC2 for Dataset A: ResNet-50 models. Of the 38 models shown, first 22 are trojan
and last 16 are clean models. Red boxes indicate significant correlation and one model is decided as trojan if at least one red box exists for that model.

Figure 2. The polygon triggers used in our dataset poison
2% to 50% of the training data and mask 2% to 25% of the
foreground object. To ensure the robustness of the training
process for the models, each traffic sign has been added to
several different backgrounds with different transformations
applied. All the models are trained for solving a 5-class
classification problem of these fake traffic signs. For each
trojaned model, all of the 5-classes are poisoned using the
triggers to classify them as one common target class during
the training process.
MNIST dataset: We train 400 CNN models (50% clean, 50%
trojan) to recongnize the MNIST handwritten digits data (See
the Appendix) using the code provided by NIST 2 and use
them for NC and ABS training purpose. Moreover, 50 separate
CNNs were trained regarding the performance comparison
during inference time of the four methods.

IV. RESULTS AND POST-ANALYSIS

Several performance metrics are reported using the methods
along with clustering analysis for trojaned and clean models.
We also compare our findings with similar trojan detection
methods in terms of both performance and computation time.

A. Decoding the correlation matrices

After implementing each of the three algorithms (IVA,
MCCA, and PARAFC2) we get a K ×K correlation matrix
where K is the number of models. We use Pearson’s correla-
tion coefficient [33] where the correlation between two random
variables P and Q is defined as,

r(P,Q) =
covariance(P,Q)

mean(P ) ·mean(Q)
(4)

As this only captures the strength of the correlation, we also
need the significance of r to decide on the survival of the
correlation values [34]. So we do a two sample t-test between
all the variable pairs which also returns a K × K matrix of
p-values. We keep only the correlation values with p < 0.05,
and a Bonferroni correction [35] is used after the t-test to
reduce the false positive rate. Figure 3 shows the correlation

2https://github.com/trojai/trojai

matrices using (a) IVA, (b) MCCA, and (c) PARAFAC2 for
Dataset A and the RestNet-50 DNN models. There are K = 38
models in this case, where the first 22 models are trojaned and
the last 16 models are clean. In the figure red boxes indicate
significant correlation and if one model shows at least one
significant correlation with any other trojaned model, we select
it as a trojaned model because the trojaned activations tend to
stay in the same subspace. For example, in 3(a), all trojaned
models except 15, 16, and 21 show at least one significant
correlation. Therefore, the number of true positive models is
19 and there are 3 false negatives. On the other hand, models
25, 31, and 35 have significant correlation in spite of being
clean models, yielding 13 true negatives and 3 false positives.
We use the same pipeline for trojan model detection for the
other algorithms and datasets. Hence, only three correlation
matrices are shown to clarify our detection mechanism.

B. Performance Analysis of the Algorithms

We calculate three performance metrics - precision, recall
and accuracy - using true positives, true negatives, false pos-
itives, and false negatives to evaluate the performance of the
three algorithms. From Table I, we can see that PARAFAC2
shows better performance for each combination of model
architecture and dataset. This is because unique representations
are possible with PARAFAC2 [13] models while estimating the
sources across the datasets and there is no need for statistical
assumptions like IVA and MCCA due to their deterministic
nature [36]. Moreover, PARAFAC2 is more robust than IVA
and MCCA when there is noise present in the data [37] even
if we use PCA before applying IVA or MCCA. IVA and
MCCA show very similar performance in all cases, though
results using IVA are somewhat better. This is because IVA
takes sample dependence and higher order statistics (skewness,
kurtosis) into account when estimating the source matrices
[38]. To show the robustness and generalizability of our
method, we used Dataset B with the same number of models
and architectures as Dataset A. The results are very similar to
those reported for Dataset A.
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