
TABLE I
PERFORMANCE METRICS: PRECISION, RECALL AND ACCURACY FOR 3 ALGORITHMS: IVA, MCCA AND PARAFAC2 USING DATASET A AND B

IVA MCCA PARAFAC2

Precision Recall Accuracy Precision Recall Accuracy Precision Recall Accuracy

ResNet-50: Dataset A 0.86 0.86 0.84 0.85 0.82 0.82 0.90 0.86 0.87
ResNet-50: Dataset B 0.91 0.78 0.82 0.87 0.74 0.78 1.00 0.78 0.87
DenseNet-121: Dataset A 0.76 0.81 0.79 0.75 0.75 0.76 0.82 0.88 0.85
DenseNet-121: Dataset B 0.73 0.80 0.79 0.67 0.80 0.75 0.82 0.90 0.83
Inception-v3: Dataset A 0.73 0.73 0.78 0.64 0.82 0.74 0.75 0.82 0.81
Inception-v3: Dataset B 0.77 0.77 0.80 0.71 0.77 0.77 0.79 0.85 0.83

C. Clustering analysis

From IVA, MCCA, and PARAFAC2, we get both the
sources or components and the mixing matrix, A. Each
column of A ∈ RK×1 shows the contribution of each model to
one source or component. We applied 2-means clustering using
the first two columns of A, meaning the contribution of K
models in the first two sources (IVA, MCCA) or components
(PARAFAC2). As an example, we plotted the clustering results
using PARAFAC2 on ResNet50 from Dataset A in Figure 4.
Here, red circles are cluster 1 consisting of trojaned models
while blue circles indicate clean models. As expected from
our previous correlation analysis, all the trojaned models are
very close to each other in one cluster and the clean models
form a sparse cluster. The blue circles in the red cluster depict
false positives and red circles in the blue cluster are false
negatives. To summarize our clustering results, we compute
the mean silhouette scores ranging from –1 to 1 where scores
close to 1 indicate that a point is well correlated to its own
cluster and poorly matched to other clusters. Table II shows
the silhouette score is greater than 0.65 in all scenarios, hence
the data is well fitted in two clusters for Dataset A. However,
PARAFAC2 has better scores, as we do not need to reconstruct
the mixing matrix, A, because we do not apply PCA first.
But in IVA and MCCA, A[k],∈ RM×N , is back reconstructed
using, A[k] = (D[k])−T Â[k], where D[k] is the data reduction
matrix and Â[k] is estimated mixing matrix, resulting in some
information loss.
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Fig. 4. 2-means clustering using PARAFAC2 on ResNet50: Dataset A. Red
circles are trojan and blue circles are clean models.

TABLE II
MEAN SILHOUETTE SCORES FOR IVA, MCCA AND PARAFAC2 USING

DATASET A

Mean Silhouette scores

IVA MCCA PARAFAC2

ResNet-50 0.75 0.73 0.81
DenseNet-121 0.72 0.71 0.77
Inception-v3 0.67 0.66 0.72

D. Performance comparison with other methods

We compare the accuracy of TDTD and other methods
using accuracy, and compute confidence intervals on the
empirical accuracies using the standard equation for bino-
mial proportions, which is confidenceinterval = z ×√
(accuracy × (1− accuracy))/n. n is the number of mod-

els classified as trojaned or clean, and we use z = 1.96 and
thus have 95% confidence intervals [39].

TrojAI dataset: Table III shows the accuracy of TDTD com-
pared to three state-of-the-art trojan detection methods: Neural
Cleanse (NC) [20], ABS [21], and Activation Clustering (AC)
[22]. Because PARAFAC2 produced the best results of the
three tensor decomposition methods, it is the one used for the
purpose of this comparison. Note that TDTD outperforms all
competitors for each combination of dataset and architecture
by a wide margin. We believe that this may be explained by the
fact that: (1) the TrojAI dataset has more trigger variation than
the datasets used to develop the other algorithms, including
variation in the size, color, and location of the trigger; (2) the
TrojAI models are much larger than the models previously
used to develop and evaluate the competitors; and (3) every
class in the TrojAI models is poisoned, so that methods like
AC cannot find patterns within a single model to detect clean
vs. trojaned classes. Moreover, the confidence intervals for
TDTD are tighter than for the other methods, which is perhaps
unsurprising given its high accuracy.
MNIST dataset: MNIST is the most commonly used dataset

for performance comparison among trojan detection
pipelines. However, TDTD outperforms NC, ABS and AC




