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Based on functionalities

Based on availability of
specification

Based on statefulness

Based on OSI reference model

— Security protocols

e.g., TLS, SSL, DTLS, HTTPS, ...

— Rounting protocols

e.g., BGP, OSPE RIP, IGRP, ...

Open protocols

—  Application protocols

e.g., HTTP, SMTP, FTP, DN, ...

e.g., TLS, DTLS, TCP, Bluetooth, ...

Stateful protocols

Proprietary protocols

e.g., TCP, Telnet, Zigbee, ...

e.g., iMessage, RDP, SMB, Skype, ...

Stateless protocols

e.g., UDP, HTTP, DNS, ...

— Application layer protocols

e.g., HTTP, FTP, DNS, ...

— Presentation layer protocols

e.g., TLS, DTLS, ...

—  Session layer protocols

e.g., TLS, DTLS, SOCKS, ...

— Transport layer protocols

e.g., TCP, UDP, QUIC, ...

— Network layer protocols

e.g., IP IPSEC, ICMP. ...

— Data link layer protocols

e.g., Wi-Fi, PPP, MAC, ...

— Physical layer protocols

e.g., Ethernet, PLC, Wi-Fi, ...



