
Attack type Uses one
training round

FedSGD
individual update

FedSGD
aggregation

FedAVG
individual update

FedAVG
aggregation Non-IID support

Inverting Gradients
(NeurIPS '20) Optimization

N/A

GradInversion
(CVPR '21) Optimization

Eluding Secure Agg.
(ACM CCS '22) Analytic

Fishing for User Data
(ICML '23) Analytic

When the Curious
(EuroS&P '23) Linear layer leakage

Robbing the Fed
(ICLR '22) Linear layer leakage

LOKI Linear layer leakage

Yes No Partial



 
   
     
       
         
         
         
           
        
         
           
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
             
          
        
         
           
        
         
           
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
             
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
      
    
  


