Question

Who is involved in this project? e.g. researchers, organizations, end users
Have all the humans involved in the project been identified? This includes
data scientists, downstream users of data science objects, & data subjects
(e.g., patients).

Are there formal agreements or explicitly described relationships between
them? Examples of formal agreements: employment contracts (specifically
length of contract, percentage of work, employee classifications, & other
characteristics that might interact with ACCOUNTABILITY), consent forms,
ethical approvals, intellectual property protocols, patents, non-disclosure
agreements, contracts governing engagements

Are these formal agreements accessible by all of the actors?

Have the contributions of the humans who are involved been described?

Are there mechanisms in place to mitigate potential conflicts between actors?
Is there a provision for continuity and sustainability of the project and its
resources over time? (e.g., do contact emails go to institutional email
addresses, not individuals’?)

Are there any other secondary actors involved or affected by the project?
(e.g., investors, funding agency)

What the outputs or deliverables of the project are? e.g. types of data to
collect/re-use, models or algorithms

Have all data/metadata/algorithms been described [this may be a link to a
document]

How will you make data and algorithms you used in the analysis transparent?
How will you make data and algorithms that you used in the analysis
accessible to others? (such as following the FAIR principles, meeting Open
Science guidelines)

Is any metadata given for the dataset?

Are your data and metadata in a repository? (provide links such as Github,
Zenodo etc.)

Are the data and metadata publicly available?

What is the licence associated with the data?

Have you measured the quality of the data? If yes, what quality dimensions
and metrics did you use (i.e. accuracy, completeness, consistency, timeliness,
uniqueness, and validity )? What is the overall quality of the data?

What is the quantity of missing values in the data?

Are there any terms and conditions specified on the use of the
data/algorithm?

Describe the overall process used to achieve the project’s outputs or
deliverables (including data science lifecycle and project planning)? e.g. data
collection, cleaning, data management

How will you collect the data?

How do you clean/preprocess the data?

How do you analyse the data?

How do you maintain/serve the project or your data?

What are the aims of the project?

What are the outcomes of the project?
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What are the expected impacts of the project?

Can you describe the implications of the project so that it is understandable
by everyone?

Can you articulate how this project will affect people's life or research?

Have you described how this project might be misused?

Are there any terms and conditions specified on the use of data/algorithm?
Has the researcher signed a code of conduct agreement?

Is it clear who is responsible for which part of the outcome?

Does your organisation have protocols and procedures for dealing with an
intentional or unintentional breakdown of transparency,
privacy/confidentiality, or norm breaking?

Are there protocols and procedures for dealing with conflicts between legal
and ethical positions in projects?

Does your organisation have a data protection officer? Data ethics review
committees? Data stewards?

Do employees have access to resources (e.g., training) for doing responsible
data science?

Do protections exist against lawsuit or damages for individual data scientists,
users, or organisations?

What is the provenance of the data?

Do you know the original permissions attached to the data (in the case of
re-use)?

Are you following the original permissions that are attached to that data?

Is there a description provided about potential biases, such as confounding
factors?

Is data quality an issue? If yes, what is the specific issue and how is it
resolved?

Is there any missing data or missing variables and how are these values
handled?

Is there a clear, transparent and accessible description of the data collection
and data management processes in the project?

How responsibilities for the processes ( data collection, management or
analysys) are assigned?

Is there any control/checkpoints within the process?

What is the impact or the outcome of the analysis?

How are the outcomes of the project communicated to the stakeholders?

How are unintended outcomes communicated to the relevant organisation?
Are there protocols and procedures for dealing with conflicts between legal
and ethical positions in the project?

Is there a procedure for dealing with unintended outcomes, either positive or
negative?

How does your organisation deal with evaluations by external parties about
the responsibility aspects of the project?

Is there an informed consent form signed by the human subjects in the
project?

Has a confidentiality agreement or non disclosure agreement been signed (if
applicable)?

Has a data usage agreement been signed by the researchers involved?
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Has a privacy protection method been used to make the data anonymous or
pseudonymous?

Are you collecting identifiable personal information?

Are you collecting sensitive data (as defined by GDPR)?

Are the data you collect or re-use necessary to answer your research
questions?

Where/how do you process the data? (do you upload data to some servers to
execute processing? Which tools do you use?)

Where do you store data during and after your project?

Is it secure?

Did you do your data management plan or use a template (such as
https://dmponline.dcc.ac.uk/)?

Can third parties use the data? if so, how?
Do your models and results reveal personal information directly?

Can the outcome be used to identify individuals indirectly?

Is it possible that other people can combine your model/algorithm with other
resources to identify individuals?

Did you collect the data from the individuals in question directly, or obtain it
via third parties or other sources (e.g., websites)?

Were the individuals in question notified about the data collection? If so,
please describe (or show with screenshots or other information) how notice
was provided, and provide a link or other access point to, or otherwise
reproduce, the exact language of the notification itself

Did the individuals in question consent to the collection and use of their data?
If so, please describe how consent was requested and provided, and provide a
link or other access point to, or otherwise reproduce, the exact language to
which the individuals consented.

If consent was obtained, were the consenting individuals provided with a
mechanism to revoke their consent in the future or for certain uses? If so,
please provide a description, as well as a link or other access point to the
mechanism (if appropriate).

What procedures were used to ensure the anonymity of personal data? For
example, removing sensitive data fields, aggregating at a group level, data
encryption mechanisms...ect

Has an information management system been set in place for auditing
purposes?

Has an analysis of the potential impact of the dataset and its use on data
subjects (e.g., a data protection impact analysis) been conducted? If so, please
provide a description of this analysis, including the outcomes, as well as a link
or other access point to any supporting documentation

Does your project have the potential to impact the privacy and confidentiality
of individuals? If yes, how?

Can your project change society's confidence and trust in data science
projects? If yes, how?

Will your outcome deliver a positive message to people about how their
privacy and confidentiality have been handled?

What are the operative social values and norms of the actors that are involved
in the project? (i.e. cultural or ethical norms)
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In which country(is) or location(s) is the work being conducted (Europe, US,
Asia, etc)?

Are there any code of conducts that your project should follow?

What are the operative social values and norms that touch on data,
algorithms, and other outputs or deliverables of the project?

Are there any laws or regulations in place to secure data protection (like the
GDPR, CCPA in California)?

What are the practices for sharing research data with the community that
your project strives to follow?

Is there a data sharing agreement between the partners within or beyond the
project?

Are there any governing rules affecting your project in regards to use of
devices and/or digital applications?

Are there any rules or standards for data collection?

Did you pre-register your study somewhere (share your research data
management plan)? For example via Center for Open Science (OSF)*.

Does the data analysis process affect specific population groups?

If you are collecting data, what are the steps taken to reduce possible societal
bias (i.e gender, population, cultural, age biases)

If you are using already collected data, what are the steps taken to reduce
possible societal biases existing in these data (i.e gender, population, cultural,
age biases)?

What are the societal impacts of this project?

Will the project inform the stakeholders about any possible side-effects or
negative impacts?

What could be possible commercial interests in the project’s outcomes?

What is the public interest in the project's outcomes once they mature?

Is there an identifiable conflict between societal values of the commercial and
public interests in the outcomes?

Are there any procedures or norms in place to resolve different interests
between public interest and commercial interests?

Did you create a Data protection impact assessment (DPIA)®> which is
obligatory under the GDPR in the Netherlands.

Are all of the operative social values and norms in agreement with each

other? If not please explain.
Can you describe or estimate the environmental impact of the project (for
example: energy consumption)?

Does the project rely on the use of any toxic or non recyclable materials?

' Link:
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2 Link: https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/stcrt-2019-64418.pdf
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