
2.VIPRE "Trojan.Win32.CoinMiner.c"
3. Agnitum "Bebeg.RiskTool.BitCoinMiner!FwnP7UHRdLc"
4.AVG "Skodnab.BitCoinMiner.EQ"

(a) Input AV labels

2.VIPRE "trojan","win","coinminer","c"
3. Agnitum "bebeg","risktool","bitcoinminer"
4.AVG "skodna","bitcoinminer", "eq"

(b) After tokenization

2.VIPRE "windows","bitcoinminer"
3. Agnitum "bebeg","grayware","tool","bitcoinminer"
4.AVG "skodna","bitcoinminer"

(c) After tagging

"CLASS:miner:bitcoinminer","CLASS:miner",
"BEH:mining:bitcoinmining","BEH:mining"

2.VIPRE "FILE:os:windows",
"CLASS:miner:bitcoinminer","CLASS:miner",
"BEH:mining:bitcoinmining","BEH:mining"

3. Agnitum "FAM:bebeg",
"CLASS:grayware","CLASS:grayware:tool",
"CLASS:miner:bitcoinminer","CLASS:miner",
"BEH:mining:bitcoinmining","BEH:mining"

4.AVG "UNK:skodna",
"CLASS:miner:bitcoinminer","CLASS:miner",
"BEH:mining:bitcoinmining","BEH:mining"

(d) After expansion

CLASS:miner:bitcoinminer 3
CLASS:grayware 2
BEH:mining 6
BEH:mining:bitcoinmining 3
FAM:bebeg 2

(e) Output

Figure 3: Running example.

evolution is a challenge. It requires to constantly evolve the tax-
onomy, tagging rules, and expansion rules with new concepts and
previously unknown relations. Those new concepts will appear
in the output of AVclass2 as unknown tokens, not present in the
taxonomy and tagging rules. Manually categorizing those unknown
tokens does not scale to the huge numbers of new samples a secu-
rity vendor may observe each day. We need automatic approaches
to keep labeling and tagging tools up-to-date.

To this end, AVclass2 provides an update module to automati-
cally update the input taxonomy, tagging rules, and expansion rules
with new concepts and relations. The update module first identifies
co-occurrence relations of tokens in AV labels. Co-occurrence in AV
labels was introduced in VAMO [32] and later used in AVClass [35]
and Euphony [9] to identify family aliases. But, the update module
in AVclass2 takes this concept a step further by introducing a novel
recursive process that first identifies relations between unknown
tokens and tags and then uses a set of learning rules to classify
those relations and propose updates to the taxonomy, tagging rules,
and expansion rules.

3 LABELING MODULE
The labeling module takes as input the AV labels assigned by mul-
tiple AV engines to the same set of samples, an optional list of
AV engines whose labels to use, a set of tagging rules, an optional
set of expansion rules, and a taxonomy. For each input sample, it
outputs a set of tags ranked by the number of AV engines including
the tag’s concept in their label. AVclass2 comprises of three steps:
tokenization, tagging, and expansion. To illustrate them we use the
running example in Figure 3. The inputs are the labels assigned by
four AV engines to the same sample, shown in Figure 3a.

Tokenization. Takes as input an AV label and outputs the list of
tokens the label contains. The tokenization in AVclass2 is almost
identical to that of AVclass and we refer the reader to the original
paper for details [35]. The only significant difference is that AV-
class2 does not filter out short tokens (less than four characters)
during tokenization, but rather after tagging. This enables AVclass
to extract tags from short tokens that correspond to well-known
concepts, e.g., irc, bot. Figure 3b shows the tokens obtained in our
running example.
Tagging. Takes as input the tokens obtained from the tokenization
and the input tagging rules. For each input token, if a tagging rule
exists for the token, it applies it to obtain a list of tags. If the token
is generic, it is removed. If no tagging rule exists for the token, it is
kept. It outputs a list of identified tags and any remaining unknown
tokens. Figure 3c shows the tagging output. Some tokens have been
replaced by their tags, e.g., token win by tag windows and token
risktool by tags grayware and tool. Other tokens have been dropped
as generic (e.g., trojan) or because they are short (e.g., eq).
Expansion. Takes as input the file with expansion rules, the tax-
onomy, and the tags output by the tagging. For each tag, if an
expansion rule exists for it, it applies the rule to obtain a larger list
of target tags that replaces the tag. Unknown tokens are not affected
by the expansion. The expansion first applies the inter-category
expansion rules provided as input to AVclass2. Next, it applies
the implicit intra-category expansion rules due to the parent-child
tag relationships in the taxonomy. For example, in our running
example tag bitcoinminer implies tag CLASS:miner.
Output. For each tag and unknown token, AVclass2 counts the
number of AV labels where it appears. This count can be interpreted
as a confidence score. Tags and unknown tokens that appear in the
label of at most one AV engine are removed. This filters random
unknown tokens that earlier steps may have missed, as the likeli-
hood that those appear in labels from multiple AV engines is low,
as well as very low confidence tags.

The output of AVclass2 is the list of tags and unknown tokens
along with their confidence score. Figure 3e shows the output of
our running example where unknown token skodna, as well as tag
FILE:os:windows, have been removed because they only appeared
in one label. AVclass2 also provides a compatibility mode with
AVclass to output the most likely family for each sample, which
corresponds to the highest ranked family tag or unknown token.
i.e., FAM:bebeg in our running example.

4 UPDATE MODULE
The update process comprises of two steps. When labeling a dataset,
AVclass2 outputs co-occurrence statistics between tags and un-
known tokens. The larger the dataset, the higher confidence in the
identified co-occurrence statistics. The update module takes as in-
put the co-occurrence statistics, the taxonomy, and the tagging and
expansion rules. It performs two substeps: identifying strong rela-
tions and converting strong relations into updates to the input files.
The process of generating co-occurrence statistics and identifying
strong relations is similar to the one used by AVclass to detect alias
relations [35]. The novel part of the update module is the recursive
process and update rules used to automatically generate updates to
the taxonomy, tagging rules, and expansion rules.


