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Figure 2: A simple taxonomy with all four categories in the default taxonomy, but only a small subset of its tags.

Table 1: Summary of the default taxonomy.

Category Tags Leaf Intermediate
BEH 44 38 browsermodify, infosteal, killproc, min-

ing, sms
CLASS 32 23 adware, bot, dialer, grayware, hoax,

miner, tool, virus, worm
FAM 894 894 -
FILE 95 88 exploit, FILETYPE, installer, OS, packed,

PROGLANG, signed

malware continuously evolves, requiring constant updates to any
taxonomy. Instead, a key property of AVclass2 is that it supports
previously unknown concepts, not yet in the tagging rules and
taxonomy. When an unknown token, i.e., a token without a tagging
rule, appears in an AV label, AVclass2 will keep it and potentially
include it in the output, marking it as having an unknown (UNK)
pseudo-category. Another key property of AVclass2 is that the
taxonomy is provided as a separate input, so that it can be easily
modified. Thus, we say that AVclass2 uses an open taxonomy that
while incomplete, can be refined using the update module or in a
collaborative manner.

A tag can be represented by its name or by its path in the taxon-
omy up to the category it belongs to. For example, the adware tag
can also be represented as CLASS:grayware:adware.
Default taxonomy. AVclass2 provides a default taxonomy, which
organizes concepts that commonly appear in AV labels. Since the
default taxonomy is included in the open source release of AVclass2,
users can share their updates collaboratively. The default taxonomy
is summarized in Table 1. It comprises of over 1,000 tags split into
the four categories in Figure 2, which we detail next.

• Behavior (BEH). Captures how the malware behaves, e.g.,
infosteal, sendssms, spam, mining. Behaviors manifest during
a sample’s execution. However, once encoded in an AV la-
bel, they can be extracted by AVclass2 without the need to
execute the sample.

• Class (CLASS). Malware classes are widely used to capture
malware characteristics such as specific behaviors or distri-
bution methods. Common malware classes are worm, virus,
ransomware, and downloader. A malware family can belong
to multiple malware classes. For example, wannacry was
both ransomware and worm. A problematic class is trojan.
Originally, this class captured a distribution method, namely

that the sample fooled the user by claiming fake function-
ality. However, nowadays trojan is the default class used
by AV vendors for samples without a more specific class.
Thus, we believe it currently holds little meaning and should
be considered generic. For this reason, AVclass2 by default
considers trojan a generic token, but the analyst can easily
modify this behavior.

• File properties (FILE). Comprises of static file properties
including the file type (e.g., pdf, flash,msword), the operating
system under which the sample executes (e.g., android, linux,
windows), the packer used for obfuscation (e.g., pecompact,
themida, vmprotect), and the programming language used to
code the sample (e.g., autoit, delphi, java).

• Family (FAM). The malware family of the sample. The de-
fault taxonomy does not include parent-child relationships
between malware families, i.e., no intermediate family tags.
Family relationships could be added to the taxonomy using
malware lineage approaches [15, 22].

The starting point to build the default taxonomy was the file
with generic tokens in the AVclass repository. In AVclass, generics
were common tokens in AV labels that do not provide family infor-
mation. That differs from AVclass2 where generics are tokens that
do not provide any useful information, family or other. Our insight
was that the AVclass generics contained much useful non-family
information such as malware classes, behaviors, and file proper-
ties. To build the seed taxonomy, we examined AVclass generics,
manually classifying them into the four tag categories above, or
as generics that provide no useful information. After that initial
manual effort, we refined the seed taxonomy by running the update
module on different datasets, incorporating the newly found tags
and relationships, as well as adjusting any conflicts it identifies.
Table 1 summarizes the current status of the default taxonomy.

2.3 Update Module Overview
Malware is an ever-evolving ecosystem where new concepts keep
appearing. Over time, known families exhibit new behaviors and
file properties (e.g., novel obfuscations); new families are introduced
with their corresponding aliases; and novel malware classes are
occasionally created. Furthermore, new relations among known
concepts are learned by the community increasing our knowledge
base such as which families belong to a certain class or exhibit a
specific behavior. Keeping AVclass2 up-to-date with this natural


