
Red Head 
Underparts Color None
Black Wing
Black Beak
Black Eye

Head Color None
-White Underparts
Black Wing
Grey Beak
Black Tail (Wrong 
grounding)

Rosebreasted GrosbeakRedheaded Woodpecker
Head Color None
White Underparts
Black Wing
Grey Beak
Black Tail

Rosebreasted Grosbeak

Perturbed                      Clean             Example from Counter Class        

Zebra Wolf Wolf
Is white 
No Claws 
Not Domestic
No Grey
Is black

-No White
-Have claws
-Is domestic 
Is Grey
-Is black

No White
Have claws
Is domestic 
Is Grey
Is black

Perturbed                      Clean             Example from Counter Class        

Yellow Beak
Black Eye
White Wing

-White Underparts
-Black Eye
-Spotted Wing
-Bill length same as head

Example from adversary 
(Wrong Class)          

Perturbed                      
Clean             Adversarial                      

Standard 
Network
(Targeted 
Attacks)

Gray Wing
Black Wing

-Small Size
-Brown Back
-Buff undertail
-White Undertail

Red Head
Black Wing
Black Tail

Black Tail
-Black Wing
-White upper Tail
-Solid Back
-Black Back

White Wing
Black Wing
Black Head
White Head

Adversarial with 
robust network 

(Ground truth Class)            

White Wing
Black Wing
-Striped Back
-Pointed Tail
-Striped Wing

Black Beak
Yellow Head
Orange Head

Adversarial with 
robust network 

(Ground truth Class)          

Black Beak
-Black Belly
-Bill Longer than head
-Striped Wing

Adversarial with 
robust network 

(Ground truth Class)          

Red Head
Black Head
Gray Wing
Black Leg

Blue Beak
Black Head
Brown Wing
Brown Tail
-Brown throat
-Spotted Wing

Brown Wing
Long Wing
Long Tail
-Color Brown
-Multicolored Breast

Orange Head
Black Beak
Brown Wing
Long Wing

Is white 
Is black

Is black
-Have claws
-Is domestic 
-Is Gray

Is walking 
Is black

Is black
Is walking
-Is white
-Is grazer
-Is domestic

Is red
Is green

-Has insects
-Is growing
-Has  nutlets
-Is big

AWA
 

Is white 
Is black
Is red

Is red
-Is Yellow
-Is lively
-Is small
-Is cool

Clean             

Ruby Throated Hummingbird

Rufous Hummingbird

Striped Wing
Bill length same as head
Black Eye
Multicolored Tail

Have spots
Is Black
Is muscular
Is smart

Is Yellow
Is Green
Has  nutlets
Has Nectar-

Striped Wing
Black Wing
Black Beak

Perturbed                      
Example from counter class

 (Wrong Class)          Clean             

Cardinal Grey kingfisher

Grey kingfisher

Zebra Wolf Wolf

Example from Correct Class
(Correctly Classified)         

Clean             Adversarial                      Example from 
adversary 

(Incorrect Class)          

-Color White
-Red Throat
-Black Eye
-White Breast

Red Head
Black Eye
Gray Beak

Red Head 
Underparts Color None
Black Wing
Black Beak
Black Eye

Head Color None
White Underparts
Black Wing
Grey Beak
Black Tail

Redheaded Woodpecker

Rosebreasted Grosbeak
Red Head 
Underparts Color None
Beak Longer than Head
Black Wing
Black Eye 

Redheaded Woodpecker

Is white 
No Claws 
Not Domestic
No Grey
Is black

No White
Have claws
Is domestic 
Is Grey
Is black

Zebra

Wolf
Is Big
Is Grazing
Is white 
Is black

Zebra

Perturbed                      

Clean             

Example from Correct Class
(Correctly Classified)         

Head Color None
White Underparts
Black Wing
Grey Beak
Black Tail

Rosebreasted Grosbeak

Example from Counter Class        

No White
Have claws
Is domestic 
Is Grey
Is black

Example from Counter Class        

Wolf

Black Tail (Wrong grounding)
Rosebreasted Grosbeak

Perturbed                      


