HMD Analyst

\l, Benign

Benignware

Real Users

|

Angry Birds Sana Medical Tuneln Radio ...

U

!

Record-replay user input

Performance counter traces

Mobile platform

o

Samsun§
Exynos

PROCESSOR

apps
HMD algorithms
Power transform | —_
ocSVM
DWT | bag of words,
markov model | ocSVM,
2c¢ SVM, rand forest...
Malware

synthesizer

Behavior
taxonomy

Malware
binaries

[

f

Payload diversification, Command and control,
Code obfuscation, Repackage into benignware

Info Stealers Network nodes

Compute nodes

Geinimi.a LeNa.c Zitmo Obad Maistealer ...

Malware

Operating

—> range
of HMD



