arXiv:2405.10611v1 [cs.LO] 17 May 2024

A Certified Proof Checker for Deep Neural Network Verification

Remi Desmartin^{1,3,§}, Omri Isac^{2,§}, Ekaterina Komendantskaya^{4,1}, Kathrin Stark^1, Grant Passmore^3 and Guy Katz^2 1Heriot-Watt University, UK^2The Hebrew University of Jerusalem^3Imandra Inc^4Southampton University, UK

Abstract—Recent advances in the verification of deep neural networks (DNNs) have opened the way for broader usage of DNN verification technology in many application areas, including safety-critical ones. DNN verifiers are themselves complex programs that have been shown to be susceptible to errors and imprecisions; this in turn has raised the question of trust in DNN verifiers. One prominent attempt to address this issue is enhancing DNN verifiers with the capability of producing proofs of their results that are subject to independent algorithmic certification (proof checking). Formulations of proof production and proof checking already exist on top of the state-of-the-art Marabou DNN verifier. The native implementation of the proof checking algorithm for Marabou was done in C++ and itself raised the question of trust in the code (e.g., in the precision of floating point calculations or guarantees for implementation soundness). Here, we present an alternative implementation of the Marabou proof checking algorithm in Imandra – an industrial functional programming language and prover – that allows us to obtain an implementation with formal guarantees, including proofs of mathematical results underlying the algorithm, such as the use of the Farkas lemma.

I. INTRODUCTION As a part of the AI revolution in computer science, deep neural networks (DNNs) are becoming the state-of-the-art solution to many computational problems, including in safetycritical systems, e.g., in medicine [34] and autonomous vehicles [8]. Yet, DNNs are known for their opaqueness and poor performance in the presence of distribution shifts [35]. This raises the question of the reliability of DNNs in safety-critical systems and calls for tools that guarantee their safety.

One family of such tools based on formal methods are DNN verifiers, which allow to either mathematically prove that a DNN complies with certain properties or provide a counterexample for faulty behavior [10]. DNN verifiers can be based on SMT-solving with bound tightening (Marabou [38]), interval bound propagation (αβ-CROWN [37]), or abstract interpretation (AI2 [20]). But implementing these verifiers is only a first step to full safety guarantees [18]: All DNN verifiers are prone to implementation bugs and numerical imprecision that, in turn, might compromise the verifier’s soundness and can be exploited to generate unsound results [23], [27].

One could consider verifying DNN verifiers directly; however, as [38] exemplifies, a mature DNN verifier is a complex multi-platform library; its direct verification would be close to infeasible. A similar problem was faced when trying to verify SMT solvers [30], [4], [3], [12]. A solution was found:

§Both authors contributed equally.

to produce (and then check) the proof evidence, instead of checking the verifier in its entirety. The software that checks the proof evidence is called the proof checker. This idea only works on two conditions: the proof checker should be significantly simpler than the original verifier and, as a consequence, should yield strong guarantees of code correctness. For Marabou, the first half of this research agenda was accomplished in [22]. Proof checking for Marabou was reduced to the application of the famous Farkas lemma [36], a solvability theorem for a finite system of linear equations. We will call this procedure the core checker for Marabou, or the core checker. This first core checker [22] involved arithmetic computations that were still prone to numerical imprecision.

Thus, the next step is to establish the necessary guarantees of the checker’s correctness. As further elaborated in our position paper [14], the main concerns identified initially were to i) adhere to the principles of proof-carrying code [29] – a long tradition within programming language research arguing for weaving verification directly into the code, thus avoiding any potential discrepancy between implementation and formalization; and ii) ensure that the checker itself does not suffer from floating point imprecision. The industrial theorem prover Imandra [32] was chosen to fit with these goals: it supports arbitrary precision real arithmetic and can prove properties of programs written in a subset of OCaml. Imandra, as a prover, strikes a balance between interactive and automated proving: i.e., it features strong automation while admitting user interaction with the prover via tactics. The main goal was to obtain the checker implementation that can be safely executed and proven correct in the same language.

The result is Imarabou: to our knowledge, the first proof checker for DNN verification with a certified core. As such, the authors had to overcome the initial barrier that a functional programming language presents when working with algorithms that were initially conceived as imperative. The first implementation of the proof checker [22] was done in C++, and the conversion of that algorithm to OCaml/Imandra necessitated the introduction of different data structures, which meant substantial changes to the checking algorithm itself, e.g. the Farkas lemma had to be re-formulated more generally and in terms of systems of linear polynomial equations. Complete functional implementation of a new proof checker free from floating point instability is our first contribution.

The second contribution is the certification of the Imarabou core. This boiled down to the verification of the mathematical results that underlie the symbolic computations done by Imarabou, including the verification of the sound use of the Farkas lemma [36] for checking Marabou proofs.

At the same time, Imarabou development opened a question that did not arise in [22] but arises naturally in the context of certified compilers [25]: can we certify the Imarabou implementation in its entirety? This adds a set of structural guarantees to the core certification, e.g.: validity of some bound tightenings and correct coverage of the search space by the “ReLU case-splits” as implemented in Imarabou. We formalize and prove several structural guarantees that can be used to achieve full Imarabou certification in the future. This constitutes our third contribution.

We evaluate our implementation of the algorithm against the original proof checker [22]. Our results suggest an expected trade-off between the reliability and scalability of the proof checking process. We believe performance can be improved in the future by further refinement of the data structures.

Organization of the paper. We start with background on DNNs and DNN verification queries (Section II) and then proceed with the formalization and the verification of the Farkas lemma (Section III) required for the core certification of Imarabou. Section IV describes the implementation of Imarabou, and Section V proves several structural correctness lemmas. In Section VI, we briefly evaluate Imarabou against the original checker presented in [22] and then conclude and discuss related and future work in Section VII.

II. BACKGROUND

A. Deep Neural Networks as Graphs

Externally, a DNN can be defined as a function N : R^{kI} → R^{kO} , with inputs x_I = x_1, . . . , x_{kI} and outputs x_O = y_1, . . . , y_{kO} . Internally, we represent a DNN by a directed acyclic connected weighted graph (V, E), where V is a finite set of vertices {v_1, . . . , v_k} and E is a set of edges of the form {(v_i, v_j )}, equipped with a weight function w : E → R, and an activation function a_v : R → R for each node v. A vertex v_i is called an input vertex if there is no v_j s.t. (v_j , v_i) ∈ E and an output vertex if there is no v_j s.t. (v_i, v_j ) ∈ E.

As we assume that input values to a DNN are given, it will be convenient to assign values to input vertices using f(v_i) = r ∈ R. For all other vertices, we define the weighted sum (z) and neuron (f) functions:

z(v_j ) = ∑ (v_i ,v_j )∈E w(v_i, v_j ) · f(v_i) (1)

f(v_j ) = a_{vj} (z(v_j )) (2)

Here, we will use only two activation functions: rectified linear unit (ReLU), defined as ReLU(x) = max(x, 0) and the identity function id. However, this work can be extended to support DNNs with any piecewise linear activation function.

To cohere with the existing literature, we will use x and y (with indices) to refer to input and output vertices and x_I and

x_1 x_2 v_1 v_2y 2 1−11 −12 ReLU ReLUid

Fig. 1: Example of a toy DNN.

x_O to lists of input and output vertices. For brevity, we will call them simply inputs and outputs.

Example 1 (A Toy DNN). Consider the DNN from Fig. 1. Vertices, edges, as well as weight and activation functions are shown on the graph. For the inputs, we assign arbitrary values f(x_1) = 1 and f(x_2) = −1. The “second layer” of neuron functions computes to f(v_1) = ReLU([2 · 1] + [−1 · 1]) = 1 and f(v_2) = ReLU([1 · −1] + [−1 · 1]) = 0. Then, the final output is computed using an identity activation function: f(y) = [1 · −1] + [0 · 2] = −1.

B. DNN Verification Queries

Given a variable vector x of size k_I , and l, u ∈ R^{kI} , a bound property P (x) is defined by inequalities l_j ≤ x_j ≤ u_j for each element x_j of x. Given a DNN N , an input bound property P (x_I) and an output bound property Q(N (x_I)), the DNN verification problem is the decision problem of deciding whether there exists x_I ∈ R^{kI} such that P (x_I)∧Q(N (x_I)). If such x_I exists, the verification problem ⟨N , P, Q⟩ is satisfiable (SAT); otherwise, it is unsatisfiable (UNSAT). Typically, P, Q represent an erroneous behavior, thus an input x_I and output N (x_I) that satisfy the query serve as a counterexample and UNSAT implies safe behavior. This definition can be extended to more sophisticated properties of the network [21].

Since the DNNs we consider have only weighted sum functions which are affine (i.e., linear polynomial) and only piecewise linear activation functions, any DNN verification problem can be reduced to piecewise linear constraints that represent the activation functions, accompanied with a Linear Programming (LP) [11] instance, which represents the affine functions and the input/output properties. One prominent approach for solving the DNN verification constraints is using algorithms for solving LP, coupled with a case-splitting approach for handling the piecewise linear constraints [5], [24].

One example of such a DNN verification algorithm is the Reluplex [24] algorithm, which extends the Simplex algorithm [11], [16] for solving LP problems. Based on a DNN verification problem for a DNN N , the algorithm initiates: • a variable vector x containing variables x_I and x_O, and fresh variables x_{z(vi )} and x_{f (vi )} whose values represent weighted sum and neuron functions z(v_i) and f(v_i) for all v_i ∈ V which are neither an input nor an output.

• two bound vectors u, l, giving upper and lower bounds to each element in x. The values for l and u are generated as follows: values of x_I and x_O are given directly by P (x_I) and Q(N (x_I)). The remaining values of l and u are computed by propagating forward the lower and upper bounds of x_I through N using equations (1) and (2). For variables x_{f (vi )}, x_{z(vi )}, we denote their lower and upper bounds l_{f (vi)}, l_{z(vi)} and u_{f (vi )}, u_{z(vi)}, respectively.

• a matrix A, called tableau, which represents the equations given in (1). It is computed by defining a system of equations of the form ∑ (v_i ,v_j )∈E w(v_i, v_j ) · x_{f (vi)} − x_{z(vi )} = 0 (3)

one for each non-input node v_i. In A, we record these coefficients as follows. Let A ∈ R^{n×m} , where n is the size of x and m is the number of equations we generated as in (3). Each entry (j, k) in A contains the coefficient of the j^{th} variable in x in the k^{th} equation. We then obtain A · x = 0, where · is the dot product, and 0 is the vector of m zeros.

• a set C of ReLU constraints for variables in x, given by x_{f (vi)} = ReLU(x_{z(vi)}) for all non-input nodes v_i, such that f(v_i) = ReLU(z(v_i)) (as per equation (2)). We can join all c ∈ C in a conjunction: ⋀ c, and denote the resulting formula by C(x). Intuitively, C(x) holds if the variables in x satisfy the constraints in C.

The tuple ⟨A, u, l, C⟩ is a DNN verification query, and the tuple ⟨A, u, l⟩ is a linear query.

Example 2 (DNN Verification Query). Consider the DNN in Fig. 1, the input bound property P that holds if and only if (x_1, x_2) ∈ [0, 1]^2 and the output bound property Q that holds if and only if y ∈ [4, 5]. We first obtain x: x = [ x_1 x_2 x_{z(v1 )} x_{z(v2 )} x_{f (v1 )} x_{f (v2 )} y ]_⊺ Next, l and u are computed as follows. Firstly, P and Q already give the bounds for x_1, x_2, y. For the rest, we propagate the input bounds. We get:

0 ≤ x_1, x_2 ≤ 1, 0 ≤ x_{z(v1 )}, x_{f (v1 )} ≤ 3, −1 ≤ x_{z(v2 )} ≤ 1 0 ≤ x_{f (v2 )} ≤ 1, 4 ≤ y ≤ 5 (4) It only takes to assemble these values into vectors l and u: u = [ 1 1 3 1 3 1 5 ]_⊺ l = [ 0 0 0 −1 0 0 4 ]_⊺ To obtain A, we first get all equations as in (3):

2x_1 + x_2 − x_{z(v1 )} = 0, x_2 − x_1 − x_{z(v2 )} = 0, 2x_{f (v2 )} − x_{f (v1 )} − y = 0. (5)

The first equation suggests we have coefficients: 2 for x_1, 1 for x_2 and −1 for z(v_1). Because this equation does not feature any other variables in x, we record zero coefficients for all other variables; which gives the first row in the matrix A. We continue in the same manner for the remaining equations: A = 2 1 −1 0 0 0 0 −1 1 0 −1 0 0 0 0 0 0 0 −1 2 −1 Finally, the set of ReLU constraints is given by: {x_{f (v1)} = ReLU(x_{z(v1)}), x_{f (v2 )} = ReLU(x_{z(v2)})}.

Definition 3 (Solution to DNN verification query). Given a vector s ∈ R^n , variable assignment x = s is a solution of the DNN verification query ⟨A, u, l, C⟩ if the following is true:

(A · x = 0 ∧ l ≤ x ≤ u ∧ C(x))[x/s] (6)

We define the predicate is_solution(s, ⟨A, u, l, C⟩) that returns true if s is a solution to ⟨A, u, l, C⟩. In case C is empty, we will write is_solution(x, ⟨A, u, l⟩).

C. DNN Verification in Marabou

In order to find a solution for a DNN verification query, or conclude there is none, DNN verifiers such as Marabou [38] rely on algorithms such as Simplex [11] for solving the linear part of the query (i.e. ⟨A, u, l⟩), and enhance it with a splitting approach for handling the piecewise linear constraints (i.e. ReLU). Conceptually, the DNN verifier invokes the linear solver, which either returns a solution to the linear part of the query or concludes there is none. If no solution exists, the DNN verifier concludes the whole query is UNSAT. If a solution is provided, then the verifier checks whether it satisfies the remaining ReLU constraints. If so, the verifier concludes SAT. If not, case splitting is applied, and the process repeats for every case. For constraints of the form f = ReLU(z) a case-split divides the query into two subqueries: one enhances the linear part of the query with x_f = x_z ∧ l_z = 0 and the other with u_f = 0 ∧ u_z = 0. This induces a tree structure, with nodes corresponding to the splits applied. If the verifier concludes an answer for a subquery, then its node represents a leaf, as no further splits are performed. A tree for which all leaf subqueries are UNSAT corresponds to an UNSAT verification query, and vice versa. Note that in every such UNSAT leaf, unsatisfiability is concluded using the linear part of the query.

The integration of ReLU constraints introduces theorylemmas as well. Intuitively, theory-lemmas consist of a bound tightening of some variable invoked by a bound tightening of another. Formally, a theory-lemma is a tuple ⟨k_1, t_1, a_1, k_2, t_2, a_2⟩ where k_1, k_2 ∈ N are variable indices, t_1, t_2 ∈ {upper, lower} representing the bound type of the tightening, and a_1, a_2 ∈ R are the values of the tightening. The first triplet represents the invoking bound, and the second represents the affected bound. For instance, in our running example, the upper bound of the output variable x_{f (v2 )} of the ReLU constraint can be tightened by tightening the upper bound of x_{z(v2 )}, which is 1. Then the corresponding theorylemma is ⟨f(v_2), upper, 1, z(v_2), upper, 1⟩. The definition and list of theory-lemmas appear in Appendix A.

Note that such a DNN verification scheme involves a solver for linear equations, which often manipulates the matrix A, as well as many optimizations and heuristics for splitting strategy. A proof checker avoids implementing any of those operations.

III. THE FARKAS LEMMA FOR CORE CERTIFICATION Recall that the idea of a proof checker assumes that we can obtain a proof witness that the checker can certify independently. Since a solution to a DNN verification query is a satisfiability problem, a satisfying assignment serves as a original Farkas lemma

DNN Farkas lemma polynomial Farkas lemma

DNN polynomial Farkas lemma

UNSAT of DNN query

Fig. 2: Soundness and known relations between different versions of the Farkas lemma prior to this work. Boxes represent results that are proven sound. An arrow from A to B states that the soundness of A implies the soundness of B. Dashed lines show results that were proven manually; solid lines show those formalized in an ITP. Dotted lines were our conjectures (for soundness or relations). Colored arrows are the results we present in this section, with red signifying parts that guarantee the core safety of the Imarabou checker.

straightforward (and independently checkable) proof witness of SAT. However, providing a proof witness for the UNSAT case was an open question. The novelty of Isac et al.’s result [22] was in showing that the Farkas lemma [36] can be reformulated constructively in terms of the DNN verification problem, and that the vectors in its construction can be then used to witness the UNSAT proof. We will call this specialized constructive form of the Farkas lemma the DNN Farkas lemma (Section III-A will recap its construction).

If we were to use the DNN Farkas lemma directly in Imarabou, we would need to certify its correctness in Imandra. However, prior work in interactive theorem-proving [9], [6], [31] has suggested that direct tackling of the original Farkas lemma may be undesirable. Instead, they restate the lemma in terms of systems of linear polynomial equations (abbreviated systems of l.p.e. for short), obtaining the original Farkas lemma as a corollary. We will call this form of the Farkas lemma the “polynomial Farkas lemma”. All ITP formalizations we are aware of follow this route: in Isabelle/HOL [9], Coq [6] and ACL2 [31]. A pictorial summary of the state of the art prior to this work is given in Fig. 2.

We follow this approach and prove the polynomial Farkas lemma in Imandra (UNSAT case only, cf. Imandra Theorem 6), obtaining its specialization to the case that refers to the parameters of the DNN verification problem, referred to as the DNN Polynomial Farkas lemma. In this shape, the lemma relates the existence of witnesses of a certain form to the unsatisfiability of a system of l.p.e.. To ensure that the core checker is sound, it remains to link this unsatisfiability to the unsatisfiability of the DNN verification query (which we do in Imandra Theorem 8). These two results constitute the safetycritical certified core of Imarabou and are shown in red in Fig. 2. As a bonus, we provide a procedure that converts UNSAT proofs of the DNN Farkas lemma to the witnesses of the DNN polynomial Farkas lemma.

A. DNN Farkas Lemma

To produce proofs of UNSAT for linear queries of the form ⟨A, u, l⟩, Isac et al. [22] prove a constructive variant of the Farkas lemma that defines proof witnesses of UNSAT:

Theorem 4. [DNN Farkas Lemma [22]] Let A ∈ R^{n×m} , x a vector of n variables and l, u ∈ R^n , such that A · x = 0 and l ≤ x ≤ u. Then exactly one of these two options holds: 1) The SAT case: There exists a solution s ∈ R^n such that (A · x = 0 ∧ l ≤ x ≤ u)[x/s] is true.

2) The UNSAT case: There exists a contradiction vector w ∈ R^m such that for all x, if l ≤ x ≤ u we have w^⊺ · A · x < 0. As w · 0 = 0, w is a proof of the constraints’ unsatisfiability.

Moreover, in the UNSAT case, the contradiction vector can be constructed during the execution of the Simplex algorithm.

Isac et al. further provide a version of the DNN Farkas lemma that can prove bound tightenings.

Theorem 5. [DNN Farkas Lemma for Bound Tightening] Let A ∈ R^{n×m} , x a vector of n variables and l, u ∈ R^n , such that A · x = 0, l ≤ x ≤ u, and x_k ▷◁ a for some 0 ≤ k < n and a ∈ R with ▷◁ ∈ {<, >}. Then exactly one of these two options holds:

1) The SAT case: There exists a solution s ∈ R^n such that (A · x = 0 ∧ l ≤ x ≤ u ∧ x_k ▷◁ a)[x/s] is true.

2) The UNSAT case: There exists a bound tightening proof vector w ∈ R^m such that for all x, if l ≤ x ≤ u we have ¬(w^⊺ · A · x + x_k ▷◁ a). The intuition of applying Theorem 5 to bound tightening is that proving a bound tightening is equivalent to proving UNSAT for the bound tightening’s negation. For instance, given a bound tightening l ≤ x ≤ u ∧ A · x = 0 ⇒ x_k ≤ a for some x_k ∈ x and a ∈ R, proving the tightening is equivalent to proving that l ≤ x ≤ u ∧ A · x = 0 ∧ x_k > a is UNSAT.

Note that, given a vector s or w, a proof checker can immediately conclude the satisfiability of ⟨A, u, l⟩, while constructing s or w often requires the DNN verifier to apply more sophisticated procedures [22].

B. Polynomial Farkas Lemma

We now establish the results for the polynomial Farkas lemma. Proofs in this section are given both manually (cf. Appendix C) and in Imandra [13]. We highlight the differences between the manual and formalized proofs as we go.

Given coefficients α = α_0, . . . , α_n ∈ R^n and a vector of variables x = (x_1, ..., x_n), a real linear polynomial p^α(x) of size n is defined as follows:

p^α(x) := α_0 + n∑ i=1 α_ix_i. Given x, one can form different polynomials p^{α1} (x), . . . , p^{αK} (x). To simplify the notation, we write p_1(x), . . . p_n(x) to denote n arbitrary polynomials when the concrete choice of α_is is unimportant. We will use notation q_1(x), . . . q_n(x) and r_1(x), . . . r_n(x) to denote potentially different lists of polynomials.

A linear polynomial equation is an equation of the form p(x) ▷◁ 0, where ▷◁ is either =, ≥ or >. The following formula defines a system of linear polynomial equations S(x) :=

theorem farkas_lemma_no_strict_ineq (s: system) (x: var_vect) (c: certificate) = well_formed s x && has_strict_ineq s = false && check_cert s c ==> eval_system s x = false [@@auto][@@fc] [@@apply negative_eval_certificate s c x, non_negative_solution_certificate’ s c x]

Imandra Theorem 6 (Polynomial Farkas Lemma). If ∃I,C .I(x) + C (x) < 0 then ¬(∃s.eval_system(s, S(x)))

Imandra Theorem 6 (corollary) (DNN Polynomial Farkas Lemma). If ∃I,C .I(x) + C (x) < 0 then ¬(∃s.eval_system(s, S^{A,l,u}(x)))

Fig. 3: On the left: the Imandra statement of the Farkas lemma for systems of l.p.e. containing no strict inequalities. The keywords auto, apply, fc are automation tactics to guide Imandra in its proof. On the right: pseudocode formulation of the same theorem. In pseudocode, by definition, all elements are well-formed, i.e. the system of l.p.e. is valid w.r.t. x. In Imandra, we assert this with the predicate well_formed. The function check_cert checks whether the provided coefficients build witnesses I,C s.t. I+ C < 0, and eval_system checks if the assignment x is a solution to the system of l.p.e.

(^K ⋀ i=1 (p_i(x) = 0)) ∧ (^M ⋀ j=1 (q_j (x) ≥ 0)) ∧ (^M ′⋀ l=1 (r_l(x) > 0))

where K, M, M^′ are arbitrary natural numbers. We say S(x) is satisfied by a vector s ∈ R^n if S(x)[x/s] is true. In the implementation, we will use the predicate eval_system(s, S(x)), which returns true when the vector s is a solution to S(x). We say the system of l.p.e. S(x) has a solution if there exists an s such that S([x/s]) is satisfied.

Operations on Polynomials. A polynomial p^α(x) with coefficients α = α_0, ..., α_n scaled by a real constant c is defined as the polynomial over x with coefficients cα_0, ..., cα_n, and noted c·p(x). The addition of two polynomials p^α(x) and p^β(x) with coefficients α = α_0, ..., α_n and β = β_0, ..., β_n respectively, denoted as p^α + p^β (x), is a polynomial with coefficients α_0 + β_0, ..., α_n + β_n. The linear combination of polynomials p_1(x), ...p_N (x) with coefficient vector c = c_1, ..., c_N ∈ R^N is defined as the sum of polynomials p_1(x), ..., p_N (x) scaled by

the coefficients in c:^N ∑ i=1 c_ip_i(x).

We use the notation S^{(A,u,l)}(x) to refer to the system of l.p.e. corresponding to ⟨A, u, l⟩. It is composed of the linear polynomial equations as defined in equation (3), and for each bound u_i, l_i, corresponding l.p.e. u_i − x_i ≥ 0 and x_i − l_i ≥ 0.

Theorem 6 (Polynomial Farkas Lemma). A system of l.p.e.

S(x) :=^K ⋀ i=1 (p_i(x) = 0)^M ⋀ j=1 (q_j (x) ≥ 0) has a solu-

tion iff there does not exist: 1) a linear combination I(x) of p_1(x), ..., p_K (x) and 2) a linear combination C (x) of q_1(x), ..., q_M (x) with non-negative coefficients, such that I(x) + C (x) < 0. We call I, C witnesses of UNSAT for S(x).

Fig. 3 shows how the proof looks like in Imandra. Imandra’s statement covers only one direction of Theorem 6, the one necessary for certifying the proof checker. Note also the corollary of Imandra Theorem 6 in Fig. 3 which specializes to the DNN query parameters. It turns a dotted box and a dotted line in Fig. 2 into solid ones. Theorem 6 can be modified to apply to systems of l.p.e. with strict inequalities. This will later be used to prove bound tightenings:

Corollary 7 (Polynomial Farkas Lemma with Strict Inequalities). Let S be a system of l.p.e. defined as S(x) := K⋀ i=1 (p_i(x) = 0)^M ⋀ j=1 (q_j (x) ≥ 0)^M ′⋀ l=1 (r_l(x) > 0). There exists a

solution to the system of l.p.e. S(x) if and only if there does not exist: 1) a linear combination I(x) of p_1(x), ..., p_K (x), 2) a linear combination C (x) of q_1(x), ..., q_M (x), with nonnegative coefficients, and 3) a non-zero linear combination C^′ (x) of r_1(x), ..., r_M ′ (x) with non-negative coefficients, such that I(x) + C (x) + C^′ (x) ≤ 0.

The UNSAT case of this corollary is verified in Imandra as well [13] and formalized similarly to Imandra Theorem 6.

C. Farkas Lemma for Core Soundness of the Checker Marabou produces proofs of UNSAT of the form given in Theorem 4, but the Imandra implementation uses the formulation of Farkas lemma given in Theorem 6. To deduce the UNSAT of a DNN verification query from the UNSAT of its equivalent system of l.p.e., we prove in Imandra:

Imandra Theorem 8 (Sound Application of DNN Polynomial Farkas Lemma). If ¬(∃s.eval_system(s, S^{(A,u,l)}(x))) then ¬(∃s.is_solution(s, ⟨A, u, l⟩).

Assembling Imandra Theorem 6 and Imandra Theorem 8, we get that a witness of UNSAT for a system of l.p.e. is sufficient to guarantee that the corresponding DNN verification query is also UNSAT. This core result is all we need to guarantee that, given a witness, our independent checker can deduce unsatisfiability (it turns the remaining red dotted line of Fig. 2 solid).

D. Obtaining Witnesses from Contradiction Vectors In the rest of this section, we provide novel pen-and-paper results that show that the contradiction vectors obtained from Marabou can be effectively transformed into the witness vectors serving as proofs to be checked by the Imarabou checker. Their purpose is to justify that we can effectively interface the verified core of Imarabou with Marabou proofs.

Theorem 9 (Reduction of a Contradiction Vector to Witness of UNSAT). Let A ∈ R^{n×m} and l, x, u ∈ R^n , such that A·x = 0 and l ≤ x ≤ u, and assume that the linear query ⟨A, u, l⟩ is UNSAT. Let w ∈ R^m as given in Theorem 4 case 2. Then w is sufficient to construct witnesses of UNSAT for the system of l.p.e. S^{(A,u,l)}(x).

Proof. We need to construct witnesses I(x) and C (x). We define I(x) := w^⊺ · A · x. Computing first the dot product w^⊺ · A, we get a vector of real numbers (let us denote it by α_1, . . . , α_n). Then the dot product of this vector with the vector of variables will give us a polynomial of the form: w^⊺ · A · x = ∑ α_i>0 α_i · x_i + ∑ α_i <0 α_i · x_i.

We define C (x) := ∑ α_i >0 α_i · (u_i − x_i) + ∑ α_i <0 − α_i · (x_i − l_i) = ∑ α_i>0 α_i ·(u_i −x_i)+ ∑ α_i <0 α_i ·(l_i −x_i). Observe that C (x) indeed

has non-negative coefficients. We then have that:

I(x) + C (x) = ∑ α_i>0 α_i ·x_i + ∑ α_i<0 α_i ·x_i + ∑ α_i>0 α_i ·(u_i −x_i)+ ∑ α_i<0 α_i ·(l_i −x_i) = ∑ α_i>0 α_i · u_i + ∑ α_i<0 α_i · l_i < 0 (7)

To see that the last inequality is true, recall that by definition of w, ∀x such that l ≤ x ≤ u we have: w^⊺ · A · x < 0. It only remains to observe that α_i come from w^⊺ · A, and for x we take values u_i and l_i, that trivially satisfy l ≤ x ≤ u.

Theorem 9 can be generalized to include bound tightening:

Corollary 10 (Reduction of bound tightening Proof Vector to Witness of UNSAT). Let A ∈ R^{n×m} and l, x, u ∈ R^n , such that l ≤ x ≤ u ∧ A · x = 0 ∧ x_k − a > 0 (alternatively l ≤ x ≤ u ∧ A · x = 0 ∧ a − x_k > 0) is UNSAT. And let w^′ ∈ R^m be a bound tightening proof vector (existence of such is guaranteed to exist by [22]). Then: w^′ is sufficient to construct witnesses of UNSAT S^{(A,u,l)}(x) ∧ (x_k − a > 0) (alternatively S^{(A,u,l)}(x) ∧ (x_k − a < 0)).

Proof. Similar to Theorem 9, see Appendix D.

Theorem 9 assumes that a contradiction vector implies UNSAT of the DNN verification query, and constructs a reduct witness that implies the corresponding system of l.p.e. is UNSAT. It then signifies that the UNSAT case of the DNN Farkas lemma implies the UNSAT case of the DNN polynomial Farkas lemma, thus turning the diagonal orange dotted line in Fig. 2 into a dashed line.

When only using witnesses constructed from contradiction vectors, we are guaranteed that UNSAT of system of l.p.e. implies UNSAT of the corresponding DNN verification query. From this section onwards, we assume this throughout, since we only apply Imarabou to witnesses obtained in this way.

IV. IMARABOU: THE DNN PROOF CHECKER IN IMANDRA Recall that Marabou search procedure induces tree-like structures, as Section II-C recaps. The proof production mechanism proposed in [22] constructs a “witness tree” based on the search trace of UNSAT queries. We will call these trees proof trees. Imarabou is designed to check these proof trees. We first recap the proof tree structure given in [22]. Each nonleaf node corresponds to a case split over a ReLU constraint. Leaves correspond to UNSAT results of the linear part of the subqueries and contain contradiction vectors as in Theorem 4. Each node contains a list of proofs of theory-lemmas added based on that node’s subquery, each such proof includes a bound tightening proof vector as in Theorem 5.

Example 11 (Marabou Proof Tree Construction). Fig. 4 contains a proof tree proving that the query presented in

⟨A, u, l, C⟩ u_{z(v2)} = 1 → u_{f (v2)} = 1, [ 0 −1 0 ]_⊺ (x_{f (v2 )} = x_{z(v2 )}) ∧ l_{z(v2)} = 0

(u_{f (v2)} = 0) ∧ (u_{z(v2 )} = 0) [ 0 1 1 ]_⊺ [ 0 0 1 ]_⊺

Fig. 4: Example of a proof tree produced by Marabou.

Example 2 is UNSAT. The proof contains the tableau A, the bound vectors u, l, and the ReLU constraints C as presented in Example 2. The proof tree itself consists of a root containing a single theory-lemma and two leaves, each containing a contradiction vector for their respective subquery, as defined in Theorem 4 case 2. This represents the fact that Marabou performed a single split during execution.

Our reconstruction of proof trees in Imarabou is motivated by three underlying ideas: 1. using inductive data structures to ensure some properties by construction, 2. making use of Imandra Theorems 6, 8 to certify contradiction vectors of DNN verification queries, and 3. using additional checks defined by recursion on the tree structure to certify its correctness.

A. Inductive Proof Trees in Imandra

The inductive type of proof trees needs to ensure that the root of a proof tree is given by a DNN verification query ⟨A, u, l, C⟩, as defined in Section II-B, each leaf node is a contradiction vector, as defined in Theorem 4, case 2, and that the tree construction should be subject to ReLU constraints’ case splitting and theory-lemmas. We define:

type proofTree =

| Leaf of real list | Node of tree_info * tree_info

where tree_info type is defined by mutual induction with

proofTree, as a tuple ⟨T , ⟨M, v1, v2, D⟩, Lem⟩ that contains:

• a proofTree T , which ensures an inductive tree structure. • a tuple ⟨M, v_1, v_2, D⟩ associated with the root of the subtree in question, where M is a list of lists of reals, v_1, v_2 are lists of reals, and D is a list of pairs of integers. Note that ⟨M, v_1, v_2, D⟩ will eventually be checked to correspond to a verification query ⟨A, u, l, C⟩, hence the choice of types for M, v_1, v_2. The choice of representation for D is perhaps less obvious, but the idea is to use integers as indices to variables used within ReLU constraints. Thus, a tuple of integers (i, j) stands for a ReLU constraint x_i = ReLU(x_j ). This construction hence gives a one-to-one map v from a set of ReLU constraints C to a vector of pairs v(C), necessary when defining the checking algorithm.

• a list Lem of theory_lemmas defined as:

type theory_lemma =

| int * bound_type * real * int * bound_type * real * real list

A theory-lemma structure’s validity is checked in the context of a DNN verification query. Both the invoking and the affected bounds should correspond to bound tightenings of variables in the query, connected through a constraint in C, and match one of the structural patterns supported by the checker. Formally, given ⟨k_1, t_1, a_1, k_2, t_2, a_2⟩ and a valid

DNN verification query ⟨A, u, l, C⟩, the theory lemma is valid if k_1, k_2 ≤ len(u); if there exists c ∈ C such that c := x_{k1} = ReLU(x_{k2} ) or x_{k2} = ReLU(x_{k1} ); and if the t_1 bound of x_{k1} and value a_1 can invoke the t_2 bound of x_{k2} and value a_2, by the theory.

This data structure guarantees some structural properties but not the full certification of proof trees. For example, an arbitrary vector of reals is a trivial element of the proofTree type but it is not necessarily a contradiction vector for its corresponding subquery. Recall that we need a contradiction vector to construct a witness of UNSAT, as in Theorem 6.

B. The Checking Algorithm

Algorithm 1, the main algorithm of Imarabou, traverses a given proof tree and returns true iff:

– the given proof tree is valid (i.e. ReLU spilts and theorylemmas are valid, cf. lines 10-14); and – for all the tree’s leaves and lemmas it is able to build witnesses of UNSAT in the sense of Imandra Theorem 6 and Imandra Corollary 7 (cf. lines 3-5).

Algorithm 1 Proof tree traversal algorithm - check_node

1: Inputs: A, u, l, v(C), T 2: Outputs: {true, false} 3: if T is a leaf, with list of reals w then 4: I,C := mk_certificate(A, u, l, w) 5: if I(x) + C (x) < 0 then 6: return true 7: else 8: return false 9: if T is a non-leaf node, containing ⟨T^L, ⟨A, u^L, l^L, v(C)⟩, Lem^L⟩, ⟨T^R, ⟨A, u^R, l^R, v(C)⟩, Lem^R⟩ then 10: if ¬valid_split(u^L, l^L, u^R, l^R, v(C)) then 11: return false 12: u^L, l^L := valid_lemmas(A, u^L, l^L, Lem^L) 13: u^R, l^R := valid_lemmas(A, u^R, l^R, Lem^R) 14: if check_node(A, l^L, u^L, v(C), T^L)

∧ check_node(A, l^R, u^R, v(C), T^R) then 15: return true 16: else 17: return false

The algorithm takes as an input a proof tree T and a DNN verification query ⟨A, u, l, C⟩ that was used by Marabou to generate T . First, T is converted to Imandra/OCaml, and typechecked against the type proofTree. Imarabou also typechecks ⟨A, u, l, C⟩, i.e. ensures that A ∈ R^{m×n} , l, u are in R^n . Then, Imarabou vectorizes C by applying the map v(C). The tree traversal operates as follows:

For a leaf node containing a list of reals w, the procedure

mk_certificate computes polynomials I(x), C (x) as in The-

orem 9, then the algorithm checks whether I(x) + C (x) < 0. If this check passes, by Imandra Theorem 6, I(x), C (x) are witnesses of UNSAT for the system of l.p.e. S^{A,u,l}(x).

For a non-leaf node with two tuples of tree_info ⟨T L, ⟨A, uL, lL, v(C)⟩, LemL⟩ and ⟨T^R, ⟨A, u^R, l^R, v(C)⟩, Lem^R⟩: • the procedure valid_split checks whether the split of the children T^L, T^R is a valid ReLU split, i.e. there exists a constraint c := x_{f (vi)} = ReLU(x_{z(vi )}) ∈ C such that ⟨A, u^L, l^L⟩ includes the constraints (x_{f (vi )} = x_{z(vi )}) ∧ (l^L_{z(vi)} = 0), and ⟨A, u^R, l^R⟩ includes (u^R_{f (vi )} = 0) ∧ (u^R_{z(vi )} = 0). We refer the reader to [13] for the exact implementation of this check.

• the procedure valid_lemmas iteratively checks theorylemmas in Lem^L and Lem^R. Thanks to the rich type

proofTree, we know by the construction of LemL and

Lem^R that each is a finite list of tuples of type

theory_lemma. The type of theory_lemma in turn guarantees

that each tuple contains a list of reals. For the lemma to be sound, it needs to pass the structural checks. In addition, the invoking bound needs to be certified by computing a polynomial from the proof information, and then checking that this polynomial is indeed a witness of UNSAT for the system that encodes the bound tightening as in Imandra Corollary 7. If both these checks pass, the affected bound in the theory_lemma tuples is used to update either l or u.

• recursive calls to check_node, using the bounds that correspond to each sub-tree, check the sub-trees rooted in T^L and T^R by applying Algorithm 1 recursively.

If all these checks pass, i.e. check_node(A, u, l, C, T ) returns true, we say that T is certified by Imarabou. We refer the reader to [13] for full implementation of Algorithm 1. For simplicity, the following example shows the algorithm’s execution in accordance to the proof tree as in Fig. 4. Example 12 (Checking the Proof Tree of Fig. 4). To prove that the proof tree is valid Imarabou begins by checking the theory-lemma of the root ⟨A, u, l, C⟩ (cf. Appendix E). The checking procedure is concluded by updating u_{f (v2)} = 1.

After checking the theory-lemma, Imarabou certifies that the bound vectors of the two children correspond to the splits u_{f (v2)} = 0 ∧ u_{z(v2 )} = 0 and x_{f (v2 )} = x_{z(v2 )} ∧ l_{z(v2)} = 0, i.e., to the two splits of the constraint x_{f (v2 )} = ReLU(x_{z(v2 )}). Then, as the children contain no lemmas, Imarabou recursively checks the leaves. It starts by updating u_{z(v2 )} = 0 and u_{f (v2)} = 0. Then, Imarabou certifies the contradiction vector of the leaf: it constructs the system of l.p.e. with equations representing the tableau A: 2x_1 + x_2 − x_{z(v1 )} = 0, x_2 − x_1 − x_{z(v2 )} = 0, 2x_{f (v2)} − x_{f (v1 )} − y = 0, and the inequalities representing the bounds l, u. For simplicity, we consider only the inequalities 0 − x_{f (v2 )} ≥ 0, x_{f (v1)} − 0 ≥ 0 and y − 4 ≥ 0. Then, it constructs the certificate I = [ 0 0 1 ]_⊺ · A · x = 2x_{f (v2)} − x_{f (v1 )} − y = 0, C = 2(−x_{f (v1 )}) + x_{f (v1 )} + y − 4. Lastly, it checks that indeed I+C = 2x_{f (v2)}−x_{f (v1)}−y−2x_{f (v1)}+x_{f (v1 )}+y−4 = −4 ≤ 0. The left leaf is checked similarly.

Since all nodes pass the checks, the algorithm returns true, the certification of this proof tree is complete.

V. STRUCTURAL PROPERTIES OF IMARABOU

Based on Algorithm 1, the soundness of Imarabou relies on three main properties:

1) Sound application of the Farkas lemma when checking proof tree leaves

2) The soundness of the ReLU splits (ReLU split coverage) 3) The soundness of the theory-lemmas Recall that core soundness covers the application of the Farkas lemma in the proof tree’s leaves (item 1) and when checking the correctness of proofs for the invoking bounds of theorylemmas (part of item 3). Imandra Corollary 7 guarantees the latter. We need the following lemma to complete the proof of core soundness of Imarabou (pertaining to item 1):

Imandra Lemma 13 (Leaf checking). If T is a leaf and check_node(⟨A, u, l, C⟩, T ) then ¬(∃s.eval_system(s, S^{(A,u,l)}(x))).

Full proof of this lemma, as well as all other lemmas in this section are available in [13]. Lemma 13 states that if the checker certifies a leaf T with corresponding query ⟨A, u, l, C⟩, then the corresponding system of l.p.e. S^{(A,u,l)} is UNSAT. We then apply Imandra Theorems 6 and 8 to obtain the core soundness of Imarabou.

Next, we need to ensure that ReLU splits are covering and all theory-lemmas are sound (items 2 and 3 above). Starting with the ReLU splits, the next Imandra lemma shows that each ReLU split indeed covers the search space induced by the corresponding ReLU constraint. That is, given a system of l.p.e. S and a ReLU constraint c := f(v_i) = ReLU(z(v_i)), any solution of the system S ∧ c is either a solution of the right split S ∧ (x_{z(vi )} ≥ 0) ∧ (x_{f (vi )} = x_{z(vi )}) or a solution of the left split S ∧ (x_{z(vi )} ≤ 0) ∧ (x_{f (vi )} ≤ 0). For simplicity, we denote C^′ = C \ {c}.

Imandra Lemma 14 (ReLU splits are covering). Let S_1 := S ∧ (x_{z(vi )} ≥ 0) ∧ (x_{f (vi )} = x_{z(vi )}) and S_2 := S ∧ (x_{z(vi )} ≤ 0) ∧ (x_{f (vi )} ≤ 0). If ∃s.eval_system(s, S(x) ∧ C(x)) and ∃c := f(v_i) = ReLUz(v_i) ∈ C then eval_system(s, S_1 ∧ C^′(x)) or eval_system(s, S_2 ∧ C^′(x)).

Finally, we characterize soundness of theory-lemma applications. Recall that Marabou has 8 ReLU theory-lemmas in total (cf. Appendix A). Given a constraint x_f = ReLU(x_z ), for each structural pattern of a theory-lemma, we prove that if the invoking bound applies then the affected bound applies as well. For example, given the structural pattern of theorylemma (i): ∀a, if u_f = a, then u_z = a, which states that x_f ≤ a implies x_z ≤ a, we prove:

Imandra Lemma 15. Structural Soundness, Theory Lemma (i)] if f(v_i) = ReLU(z(v_i)) ∈ C and ∃s.eval_system(s, S(x) ∧ C(x) ∧ (x_{f (vi )} ≤ a)) then

eval_system(s, S(x) ∧ C(x) ∧ (xf (v_i ) ≤ a) ∧ (xz(v_i ) ≤ a)).

That is, given a system of l.p.e. S(x), ReLU constraints C, a scalar a ∈ R and a ReLU constraint c := f(v_i) = ReLU(z(v_i)) ∈ C; any solution of the system S(x) ∧ C(x) ∧ (x_{f (vi )} ≤ a) is a solution of the system S(x)∧C(x)∧(x_{f (vi )} ≤ a) ∧ (x_{z(vi )} ≤ a) as well. We prove correctness of all theory-lemmas in Imarabou [13] (see Appendix F for the remaining statements). Notably, Imandra proved all lemmas automatically, giving an example of how using a prover with strong automation pays back in large verification efforts.

Results of this section give guarantees that can be eventually used to certify the full functional soundness of Imarabou, i.e., show that for a valid proof tree T , and a valid DNN verification query ⟨A, u, l, C⟩, if the checker certifies T then ⟨A, u, l, C⟩ is UNSAT. This is left for future work.

VI. EVALUATION We used Marabou to solve 90 UNSAT queries from a robotic navigation benchmark, which includes several properties of a DNN used in Robotis Turtlebot 3 attempting to solve the Mapless Navigation Problem [1]. Overall, Marabou has solved the queries and generated UNSAT proofs in approx. 0.92 seconds. Then, all UNSAT proofs were checked by the Marabou native checker and Imarabou, and both returned true. The native checker has checked the proofs in approx. 0.05 seconds on average, and Imarabou checked them in approx. 106 seconds on average. While performance differences are expected due to the use of a more precise arithmetic, our results suggest a crucial trade-off between scalability and reliability. We believe much of the performance difference originates in the selection of verification-oriented data structures, and thus using performance-oriented data structures may improve speed.

VII. CONCLUSIONS, FUTURE AND RELATED WORK The nascent field of DNN verifiers has several major challenges [38]: scalability, non-linearity, missing property specifications – and more recently – certification of DNN verifiers themselves. On the latter front, recent work of [22] laid theoretical foundations for the certification of the DNN verifier Marabou, by connecting its proof producing version with the famous Farkas lemma. In this paper, we build on [22]: taking inspiration from the “proof-carrying code” [29] tradition we propose a framework that implements, executes, and verifies a checker of proofs produced by Marabou, within the same programming language, thus obtaining high assurance levels. Moreover, thanks to Imandra’s native use of infinite precision reals, we avoid the problem of floating point imprecision in the checker.

Concrete contributions include: (i) Imandra proof of the “core soundness” of the checker – i.e. parts of [22] pertaining to the use of Farkas lemma for DNN verifier certification; (ii) a new checker implementation based on the formally verified core; (iii) proofs of soundness of additional structural properties (not present in [22]), building towards the full functional safety of the checker. The latter, as well as the optimization of the checker, is left for future work.

Related Work. We hope our successful experience encourages further collaboration between verification and programming language communities. The latter has accumulated experience in large verification projects, such as CompCert [26]. Notable is recent success of industrial programming languages in this family, such as Imandra [33], [15] and F* [2], [28]. These languages are particularly suitable for AI verification, thanks to their automation and other modern features.

Proof-evidence production for SMT solvers is a known problem [30], [4], [3], [12], and we build on some experience in this domain. However, no SMT solver has been verified in an ITP as far as we are aware, the closest work in this direction comes from ITPs that integrate SMT solvers for proof automation and can verify the proof evidence [7], [17].

Finally, although our proof of the Farkas Lemma takes into consideration the previous experience in ITP [6], [9], [31], it had to include substantial modifications needed to cover the DNN case and in particular Imandra Theorem 8 is original relative to the cited papers.

Acknowledgements: The work of Desmartin and Komendantskaya is partially supported by the EPSRC grant EP/T026952/1: AISEC: AI Secure and Explainable by Construction. Desmartin acknowledges Imandra sponsorship of his PhD studies. The work of Isac and Katz was partially funded by the European Union (ERC, VeriDeL, 101112713). Views and opinions expressed are however those of the author(s) only and do not necessarily reflect those of the European Union or the European Research Council Executive Agency. Neither the European Union nor the granting authority can be held responsible for them.

REFERENCES

[1] G. Amir, D. Corsi, R. Yerushalmi, L. Marzari, D. Harel, A. Farinelli, and G. Katz. Verifying Learning-Based Robotic Navigation Systems. In Proc. 29th Int. Conf. on Tools and Algorithms for the Construction and Analysis of Systems (TACAS), pages 607–627, 2023.

[2] C. Andrici, S. Ciobaca, C. Hritcu, G. Martínez, E. Rivas, É. Tanter, and T. Winterhalter. Securing verified IO programs against unverified code in F*. Proc. 51st Symposium on Principles of Programming Languages (POPL), pages 2226–2259, 2024.

[3] H. Barbosa, A. Reynolds, G. Kremer, H. Lachnitt, A. Niemetz, A. Nötzli, A. Ozdemir, M. Preiner, A. Viswanathan, S. Viteri, Y. Zohar, C. Tinelli, and C. Barrett. Flexible Proof Production in an Industrial-Strength SMT Solver. In Proc. 11th Int. Joint Conference on Automated Reasoning (IJCAR), pages 15–35, 2022.

[4] C. Barrett, L. de Moura, and P. Fontaine. Proofs in Satisfiability Modulo Theories. All about Proofs, Proofs for All, 55(1):23–44, 2015.

[5] O. Bastani, Y. Ioannou, L. Lampropoulos, D. Vytiniotis, A. Nori, and A. Criminisi. Measuring Neural Net Robustness with Constraints. In Proc. 30th Conf. on Neural Information Processing Systems (NeurIPS), 2016.

[6] F. Besson, P.-E. Cornilleau, and D. Pichardie. Modular SMT Proofs for Fast Reflexive Checking inside Coq. In Proc. 38th Symposium on Principles of Programming Languages (POPL), pages 151–166, 2011.

[7] S. Böhme and T. Weber. Fast LCF-Style Proof Reconstruction for Z3.

In Proc. 1st Int. Conf. on Interactive Theorem Proving (ITP), pages 179–194, 2010.

[8] M. Bojarski, D. Del Testa, D. Dworakowski, B. Firner, B. Flepp, P. Goyal, L. Jackel, M. Monfort, U. Muller, J. Zhang, X. Zhang, J. Zhao, and K. Zieba. End to End Learning for Self-Driving Cars, 2016. Technical Report. http://arxiv.org/abs/1604.07316.

[9] R. Bottesch, M. W. Haslbeck, and R. Thiemann. Farkas’ Lemma and Motzkin’s Transposition Theorem. Archive of Formal Proofs, 2019.

[10] C. Brix, M. N. Müller, S. Bak, T. T. Johnson, and C. Liu. First Three Years of the International Verification of Neural Networks Competition (VNN-COMP), 2023. Technical report. http://arxiv.org/abs/2301.05815.

[11] G. Dantzig. Linear Programming and Extensions. Princeton University Press, 1963.

[12] L. de Moura and N. Bjørner. Satisfiability Modulo Theories: Introduction and Applications. Communications of the ACM, 54(9):69–77, 2011.

[13] R. Desmartin, O. Isac, E. Komendantskaya, K. Stark, G. Passmore, and G. Katz. Imarabou: Proof Checker for DNN Verification. https://github.com/rdesmartin/imandra-marabou-proof-checking, 2024.

[14] R. Desmartin, O. Isac, G. Passmore, K. Stark, E. Komendantskaya, and G. Katz. Towards a Certified Proof Checker for Deep Neural Network Verification. In Proc. 33rd Int. Symposium on Logic-Based Program Synthesis and Transformation (LOPSTR), pages 198–209, 2023.

[15] R. Desmartin, G. O. Passmore, E. Komendantskaya, and M. Daggit.

CheckINN: Wide Range Neural Network Verification in Imandra. In Proc. 24th Int. Symposium on Principles and Practice of Declarative Programming (PPDP), pages 3:1–3:14, 2022.

[16] B. Dutertre and L. de Moura. A Fast Linear-Arithmetic Solver for DPLL(T). In Proc. 18th Int. Conf. on Computer Aided Verification (CAV), pages 81–94, 2006.

[17] B. Ekici, A. Mebsout, C. Tinelli, C. Keller, G. Katz, A. Reynolds, and C. Barrett. SMTCoq: A Plug-in for Integrating SMT Solvers into Coq. In Proc. 29th Int. Conf. Computer Aided Verification (CAV 2017), pages 126–133, 2017.

[18] Y. Elboher, R. Elsaleh, O. Isac, M. Ducoffe, A. Galametz, G. Povéda, R. Boumazouza, N. Cohen, and G. Katz. Robustness Assessment of a Runway Object Classifier for Safe Aircraft Taxiing. In Proc. 43rd Int Digital Avionics Systems Conf. (DASC), 2024.

[19] D. Gale, H. W. Kuhn, and A. W. Tucker. Linear Programming and the Theory of Games. Activity analysis of production and allocation, 13:317–335, 1951.

[20] T. Gehr, M. Mirman, D. Drachsler-Cohen, P. Tsankov, S. Chaudhuri, and M. Vechev. AI2: Safety and Robustness Certification of Neural Networks with Abstract Interpretation. In Proc. 39th IEEE Symposium on Security and Privacy (SP), pages 3–18, 2018.

[21] D. Gopinath, L. Lungeanu, R. Mangal, C. Pasareanu, S. Xie, and H. Yu.

Feature-Guided Analysis of Neural Networks. In Proc. 26th Int. Conf. on Fundamental Approaches to Software Engineering (FASE), pages 133– 142, 2023.

[22] O. Isac, C. Barrett, M. Zhang, and G. Katz. Neural Network Verification with Proof Production. In Proc. 22nd Int. Conf. on Formal Methods in Computer-Aided Design (FMCAD), pages 38–48, 2022.

[23] K. Jia and M. Rinard. Exploiting Verified Neural Networks via Floating Point Numerical Error. In Proc. 28th Int. Static Analysis Symposium (SAS), pages 191–205, 2021.

[24] G. Katz, C. Barrett, D. Dill, K. Julian, and M. Kochenderfer. Reluplex: a Calculus for Reasoning about Deep Neural Networks. Formal Methods in System Design (FMSD), 2021.

[25] X. Leroy. Formal Certification of a Compiler Back-end or: Programming a Compiler with a Proof Assistant. In Proc. 33rd Symposium on Principles of Programming Languages, (POPL), pages 42–54, 2006.

[26] X. Leroy. Formal Verification of a Realistic Compiler. Communications of the ACM, 52(7):107–115, 2009.

[27] E. Manino, R. S. Menezes, F. Shmarov, and L. C. Cordeiro. NeuroCodeBench: a Plain C Neural Network Benchmark for Software Verification, 2023. Technical report. http://arxiv.org/abs/2309.03617.

[28] D. Merigoux, N. Chataing, and J. Protzenko. Catala: A Programming Language for the Law. Proceedings of the ACM on Programming Languages, 5:77:1–77:29, 2021.

[29] G. Necula. Proof-carrying code. In Proc. 24th Symposium on Principles of Programming Languages (POPL), pages 106–119, 1997.

[30] G. Necula. Compiling with Proofs. Carnegie Mellon University, 1998. [31] G. Passmore. ACL2 Proofs of Nonlinear Inequalities with Imandra.

Electronic Proceedings in Theoretical Computer Science, 393:151–160, 2023.

[32] G. Passmore, S. Cruanes, D. Ignatovich, D. Aitken, M. Bray, E. Kagan, K. Kanishev, E. Maclean, and N. Mometto. The Imandra Automated Reasoning System (System Description). In Proc. 10th Int. Joint Conf. Automated Reasoning (IJCAR), pages 464–471, 2020.

[33] G. O. Passmore. Some Lessons Learned in the Industrialization of Formal Methods for Financial Algorithms. In Proc. 24th Int. Symposium on Formal Methods (FM), pages 717–721, 2021.

[34] K. Suzuki. Overview of Deep Learning in Medical Imaging. Radiological Physics and Technology, 10(3):257–273, 2017.

[35] C. Szegedy, W. Zaremba, I. Sutskever, J. Bruna, D. Erhan, I. Goodfellow, and R. Fergus. Intriguing Properties of Neural Networks, 2013. Technical report. http://arxiv.org/abs/1312.6199.

[36] R. Vanderbei. Linear Programming: Foundations and Extensions.

Journal of the Operational Research Society, 1996.

[37] S. Wang, H. Zhang, K. Xu, X. Lin, S. Jana, C.-J. Hsieh, and J. Z.

Kolter. Beta-CROWN: Efficient Bound Propagation with Per-neuron Split Constraints for Neural Network Robustness Verification. Advances in Neural Information Processing Systems, 34:29909–29921, 2021.

[38] H. Wu, O. Isac, A. Zeljić, T. Tagomori, M. Daggitt, W. Kokke, I. Refaeli, G. Amir, K. Julian, S. Bassan, P. Huang, O. Lahav, M. Wu, M. Zhang, E. Komendantskaya, G. Katz, and C. Barrett. Marabou 2.0: A Versatile Formal Analyzer of Neural Networks. In Proc. 36th Int. Conf. on Computer Aided Verification (CAV), 2024.

Appendix_{A. MARABOU THEORY-LEMMAS}

Marabou uses 8 theory-lemmas while performing the proof search. This list consists in one of the following options, for any constraint of the form x_f = ReLU(x_z ). For completeness, note that we accompany each ReLU with the equation x_f = x_z + x_{aux} included in the matrix A. x_{aux} is a fresh auxiliary variable, introduced for each ReLU, that represents the difference between its input and output.

Definition 16 (ReLU theory-lemmas). Let x_f = ReLU(x_z ) be a ReLU constraint, accompanied with an equation x_f = x_z + x_{aux}. The following theory-lemmas can be applied:

(i) ∀a, if u_f = a, then u_z = a. (ii) If l_z = 0, then u_{aux} = 0.

(iii) For a positive a, if l_f = a, then u_{aux} = 0. (iv) For a positive a, if l_{aux} = a, then u_f = 0. (v) For a negative a, if l_f = a, then l_f = 0. (vi) For a non-negative a, if u_z = a, then u_f = a. (vii) ∀a, if u_{aux} = a, then l_z = −a.

(viii) For a non-positive a, if l_z = a, then u_{aux} = −a

B. THE FARKAS LEMMA For completeness, we state here a classical version of the Farkas lemma, due to [19]

Theorem 17 (The Farkas lemma). Let A ∈ R^{m×n} , b ∈ R^m . Exactly one the these two options holds:

1) The SAT case: ∃x ∈ R^n such that A · x = b, and x ≥ 0 (i.e., all elements of x are non-negative).

2) The UNSAT case: ∃w ∈ R^m such that w · A^⊺ ≥ 0 and b^⊺ · w < 0. C. PROOFS OF THEOREM 6 AND COROLLARY 7 In this section, we provide a hand-written proof for the part of the of the polynomial Farkas’ lemmas (Theorem 6), which is relevant for our purpose. Their Imandra versions are available online [13].

Proof. We prove that such witnesses I(x), C (x) and a solution to the system of l.p.e. cannot exist simultaneously.

Assume there exists c = (c_1, ..., c_K ) ∈ R^K and d = (d_1, ..., d_M ) ∈ R^M , where d_j ≥ 0 for all d_j ∈ d, such that I(x) + C (x) = ∑_K i=1 c_i · p_i(x) + ∑_M j=1 d_j · q_j (x) < 0. Furthermore, assume that the system of l.p.e. S(x) has a solution s. Then, for S(x)[x/s] and for all i ∈ [1, K], p_i(s) = 0, so

we have^K ∑ i=1 c_i · p_i(s) = 0. Similarly, it implies that for all

j ∈ [1, M], q_j (s) ≥ 0, so we have^M ∑ j=1 d_j · q_j (s) ≥ 0. This

means that^K ∑ i=1 c_i·p_i(s)+^M ∑ j=1 d_j ·q_j (s) ≥ 0. Since we postulated

that this sum is negative, this leads to a contradiction.

The proof of Corollary 7 is a straightforward adaptation of the proof of Theorem 6. Intuitively, the generalization states that if a strictly positive constraint is satisfied, then the UNSAT certificate could sum to 0, and vice versa.

D. PROOF OF COROLLARY 10

This this section, we prove Corollary 10.

Proof. We start with the case of proving the bound tightening of the form l ≤ x ≤ u ∧ A · x = 0 ⇒ x_k ≤ a, which is equivalent to proving that l ≤ x ≤ u ∧ A · x = 0 ∧ x_k > a is UNSAT.

Similar to the proof of Theorem 9, denote w^⊺ · A · x + x_k := ∑ α^′_i >0 α^′_i · x_i + ∑ α^′_i <0 α^′_i · x_i, and equivalently w^⊺ · A · x = ∑ α^′_i >0 α^′_i · x_i + ∑ α^′_i <0 α^′_i · x_i − x_k. By Theorem 5, there

exists a vector w^′ ∈ R^m such that ∀l ≤ x ≤ u we have: w^{′⊺} · A · x + x_k ≤ a, or alternatively w^{′⊺} · A · x + x_k − a ≤ 0. In particular ∑ α^′_i >0 α^′_i · u_i + ∑ α^′_i<0 α^′_i · l_i − a ≤ 0.

Consider I(x) = w^{′⊺} · A · x, C (x) = ∑ α^′_i>0 α^′_i · (u_i − x_i) + ∑ α^′_i<0 (−α^′_i) · (x_i − l_i), C^′ (x) = x_k − a. We then have that:

I(x) + C (x) + C^′ (x) = ∑ α^′_i>0 α^′_i·x_i+ ∑ α^′_i<0 α^′_i·x_i−x_k+ ∑ α^′_i>0 α^′_i·(u_i−x_i)+ ∑ α^′_i<0 −α^′_i·(x_i−l_i) + x_k − a = ∑ α^′_i >0 α^′_i · u_i + ∑ α^′_i<0 α^′_i · l_i − x_k + x_k − a = ∑ α^′_i >0 α^′_i · u_i + ∑ α^′_i <0 α^′_i · l_i − a ≤ 0 (8)

The proof for the case l ≤ x ≤ u ∧ A · x = 0 ⇒ x_k ≥ a is symmetric, though it requires a close examination. By our assumption, the system l ≤ x ≤ u ∧ A · x = 0 ∧ a − x_k > 0 is UNSAT. By Theorem 5, there exists a vector w^′ ∈ R^m such that ∀l ≤ x ≤ u, we have: w^{′⊺} ·A·x+x_k ≥ a, or alternatively w^{′⊺}·A·x+x_k −a ≥ 0. In particular ∑ α^′_i >0 α^′_i·l_i+ ∑ α^′_i<0 α^′_i·u_i−a ≥ 0. Equivalently, we get that ∑ α^′_i>0 (−α^′_i)·l_i+ ∑ α^′_i<0 (−α^′_i)·u_i+a ≤ 0. Using a similar notation, consider now I(x) = −w^{′⊺} · A · x, C (x) = ∑ α^′_i >0 α^′_i · (x_i − l_i) + ∑ α^′_i<0 (−α^′_i) · (u_i − x_i), C^′ (x) =

a−x_k. Observe that (−w)^⊺·A·x = ∑ α^′_i >0 (−α^′_i)·x_i+ ∑ α^′_i<0 (−α^′_i)· x_i +x_k . We then have that I(x)+C (x)+C^′ (x) = ∑ α^′_i>0 (−α^′_i)· x_i + ∑ α^′_i<0 (−α^′_i)·x_i +x_k + ∑ α^′_i >0 α^′_i ·(x_i −l_i)+ ∑ α^′_i <0 (−α^′_i)·(u_i −

x_i) − x_k + a = ∑ α^′_i >0 (−α^′_i) · l_i + ∑ α^′_i<0 (−α^′_i) · u_i + x_k − x_k + a.

We then have that:

I(x)+C (x)+C^′ (x) = ∑ α^′_i>0 (−α^′_i)·l_i + ∑ α^′_i <0 (−α^′_i)·u_i +a ≤ 0 (9)

E. THEORY-LEMMA CHECKING IN IMARABOU In this appendix, we complement the proof checking example with an example for checking the proof of a theory-lemma. Then, we provide a list of structural patterns of ReLU theorylemmas supported by Imarabou, and the structural correctness Imandra Lemmas associated with them.

Example 18 (Proving Theory-Lemma Correctness). Recall the theory lemmas that appears in the example of Section IV-B.

The checker constructs the system of l.p.e., It starts with the equations representing the tableau A: 2x_1 + x_2 − x_{z(v1 )} = 0, x_2 − x_1 − x_{z(v2 )} = 0, 2x_{f (v2)} − x_{f (v1 )} − y = 0, and the inequalities representing the bounds l, u. For simplicity, we consider only the inequalities 1 − x_1 ≥ 0, x_2 − 0 ≥ 0.

Since the theory-lemma is invoked by the upper bound of x_{z(v2 )} with the value 1, the checker adds the strict inequality representing the bound’s negation, by adding x_{z(v2 )} > 1 or equivalently x_{z(v2 )} − 1 > 0.

Then, it constructs the certificate I(x) = [ 0 −1 0 ]_⊺ · A · x = −x_2 + x_1 + x_{z(v2 )}, C (x) = 1 − x_1 + x_2 − 0 and C^′ (x) = x_{z(v2 )} −1. Lastly, it checks that indeed I(x)+C(x)+ C^′ (x) = −x_2+x_1+x_{z(v2 )}+1−x_1+x_2−0+x_{z(v2 )}−1 = 0 ≤ 0.

To conclude the theory-lemma checking, the checker checks that the bound u_{f (v2 )} = 1 can indeed be deduced using the bound u_{z(v2 )} = 1 and the constraint x_{f (v2 )} = ReLU(x_{z(v2 )}), using one of the structural patterns of Appendix A.

F. IMANDRA PROOFS OF STRUCTURAL SOUNDNESS OF THEORY-LEMMAS In this appendix, we provide a list of structural soundness properties, proven in Imandra, for all ReLU theory-lemmas in Appendix A. We prove a dedicated lemma of structural soundness for each theory-lemma. The corresponding to (i) appears in Section V, the rest appear below:

Imandra Lemma 19 (Structural Soundness, Theory-Lemma (ii)). if f = ReLU(z) ∈ C and ∃s.eval_system(s, S(x) ∧ C(x) ∧ (x_z ≥ 0)) then eval_system(s, S(x) ∧ C(x) ∧ (x_z ≥ 0) ∧ (x_{aux} ≤ 0)).

Imandra Lemma 20 (Structural Soundness, Theory-Lemma (iii)). if f = ReLU(z) ∈ C and a > 0 and ∃s.eval_system(s, S(x) ∧ C(x) ∧ (x_f ≥ a)) then

eval_system(s, S(x) ∧ C(x) ∧ (xf ≥ a) ∧ (xaux ≥ 0)).

Imandra Lemma 21 (Structural Soundness, Theory-Lemma (iv)). if f = ReLU(z) ∈ C and a > 0 and ∃s.eval_system(s, S(x) ∧ C(x) ∧ (x_{aux} ≥ a)) then

eval_system(s, S(x) ∧ C(x) ∧ (xaux ≥ a) ∧ (xf ≤ 0)).

Imandra Lemma 22 (Structural Soundness, Theory-Lemma (v)). if f = ReLU(z) ∈ C and a < 0 and ∃s.eval_system(s, S(x) ∧ C(x) ∧ (x_f ≥ a)) then

eval_system(s, S(x) ∧ C(x) ∧ (xf ≥ a) ∧ (xf ≥ 0)).

Imandra Lemma 23 (Structural Soundness, Theory-Lemma (vi)). if f = ReLU(z) ∈ C and a ≥ 0 ∃s.eval_system(s, S(x) ∧ C(x) ∧ (x_z ≤ a)) then

eval_system(s, S(x) ∧ C(x) ∧ (xz ≤ a) ∧ (xf ≤ a)).

Imandra Lemma 24 (Structural Soundness, Theory-Lemma (vii)). if f = ReLU(z) ∈ C and ∃s.eval_system(s, S(x) ∧ C(x) ∧ (x_{aux} ≤ a)) then eval_system(s, S(x) ∧ C(x) ∧ (x_{aux} ≤ a) ∧ (x_z ≥ −a)). Imandra Lemma 25 (Structural Soundness, Theory-Lemma (viii)). if f = ReLU(z) ∈ C and a ≤ 0 and ∃s.eval_system(s, S(x) ∧ C(x) ∧ (x_z ≥ a)) then

eval_system(s, S(x) ∧ C(x) ∧ (xz ≥ a) ∧ (xaux ≥ −a)).