arXiv:2404.11325v1 [cs.CR] 17 Apr 2024

On Learning Parities with Dependent Noise

Noah Golowich^∗ MIT Ankur Moitra^† MIT Dhruv Rohatgi^‡ MIT April 18, 2024

Abstract

In this expository note we show that the learning parities with noise (LPN) assumption is robust to weak dependencies in the noise distribution of small batches of samples. This provides a partial converse to the linearization technique of [AG11]. The material in this note is drawn from a recent work by the authors [GMR24], where the robustness guarantee was a key component in a cryptographic separation between reinforcement learning and supervised learning.

1 Introduction

Learning parities with noise (LPN) is a central problem in average-case complexity, with numerous connections to learning theory and cryptography [BKW03, Pie12]. In the standard search version of the problem, the goal is to recover a fixed n-bit secret sk ∈ F^n_2 from independent samples from the distribution LPN_{n,δ}(sk) defined below, for some parameter δ ∈ (0, 1/2):

Definition 1.1 (LPN distribution). Let n ∈ N, δ ∈ (0, 1/2), and sk ∈ F^n_2 . We define the LPN distribution LPN_{n,δ}(sk) with secret sk and noise level 1/2 − δ to be the distribution of the random variable (u, ⟨u, sk⟩ + e), where u ∼ Unif(F^n_2 ) and e ∼ Ber(1/2 − δ) are independent.

Despite intense interest, there is no known polynomial-time algorithm for learning parities with noise even when the noise level is only Ω(log^2(n)/n) [BLSV18]. In fact, when the noise level is constant, the best known algorithm has time complexity 2^{O(n/ log n)} [BKW03], only slightly outperforming exhaustive search. As a result, it is widely conjectured that the problem is computationally intractable. Instantiations of this conjecture have been used to conditionally construct a variety of cryptographic primitives, including symmetric encryption [GRS08, ACPS09], public-key encryption [Ale03, YZ16], commitment schemes [JKPT12], and collision-resistant hashing [YZW^+19]. The hardness of LPN has also been employed to prove computational lower bounds throughout theoretical machine learning, from learning Hidden Markov Models [MR05] and reinforcement learning in block MDPs [GMR23, GMR24] to learning quantum states [GL22] and separations between multimodal and unimodal learning [Kar24].

In cryptography, robustness properties of concrete computational assumptions such as LPN are of great theoretical and practical importance, due to the possibility of side-channel attacks. As one

∗Email: nzg@mit.edu. Supported by a Fannie & John Hertz Foundation Fellowship and an NSF Graduate Fellowship.

†Email: moitra@mit.edu. Supported in part by a Microsoft Trustworthy AI Grant, an ONR grant and a David and Lucile Packard Fellowship.

‡Email: drohatgi@mit.edu. Supported by a U.S. DoD NDSEG Fellowship.

example, what happens to an encryption scheme where the secret key is partially leaked? Robustness of the related Learning with Errors (LWE) assumption to non-uniform distributions over the secret [GKPV10, BD20] implies that schemes based on LWE are still secure. As another example, what happens if the encryptions rely on imperfect randomness? Little is known about the robustness of LWE or LPN to non-standard noise distributions; see Section 1.1 for related prior work.

In this note, we give a self-contained exposition of an LPN robustness property recently proven by the authors as part of a larger result [GMR24]. Essentially, this property asserts that learning parities with small batches of weakly dependent noise is still hard, under the standard LPN hardness assumption with appropriate parameters. A formal statement requires the following definition: Definition 1.2 (Batch LPN distribution). Let n, k ∈ N, p ∈ Δ(F^k_2 ), and sk ∈ F^n_2 . We define the batch LPN distribution LPN_{n,p}(sk) with secret sk and joint noise distribution p to be

(u^i, ⟨u^i, sk⟩ + e^i)^k_{i=1} ∼ LPN_{n,p}(sk)

where u^1, . . . , u^k ∼ Unif(F^n_2 ) and (e^1, . . . , e^k) ∼ p are independent.

Given independent batch samples from LPN_{n,p}(sk), the goal of batch LPN with joint noise distribution p is to recover sk. Note that k = 1 and p = Ber(1/2 − δ) exactly corresponds to one sample from LPN_{n,δ}(sk), i.e. the standard LPN distribution with noise level 1/2 − δ. However, for k ≥ 2, if p is not a product distribution, the connection to standard LPN is not evident.

When is batch LPN hard? It’s easy to construct seemingly innocuous joint distributions p for which batch LPN can actually be solved in poly(n) time – e.g. the uniform distribution over vectors in F^k_2 with Hamming weight exactly one – because the dependencies enable simulating noiseless samples. This algorithmic approach is generalized by the Arora-Ge linearization attack [AG11], which remains the state-of-the-art for batch LPN. However, this attack still only applies to joint distributions with specific structure (see Section 1.1). In the absence of this structure, is batch LPN computationally hard? In analogy with the seminal robustness results discussed above, can this be proven under a standard LPN assumption?

Theorem 1.4 takes a first step in this direction. The family of Santha-Vazirani sources [SV86] is a broad family of distributions that naturally models imperfect, physical noise sources where the bias of each new bit may have some dependence on previous bits, but the dependence is never too strong:

Definition 1.3 (c.f. [SV86]). Let k ∈ N, δ ∈ (0, 1/2), and p ∈ Δ(F^k_2 ). We say p is a δ-Santha- Vazirani source if for all i ∈ [k] and x ∈ F^k_2 it holds that

Pr_{X∼p}[X_i = 1|X_{<i} = x_{<i}] ∈ [1/2 − δ, 1/2 + δ].

In words, a distribution over F^k_2 is a δ-Santha-Vazirani source if each bit is biased at most δ from uniform, under any conditioning of all preceding bits. Theorem 1.4 shows that a sample from the batch LPN distribution with a δ-Santha-Vazirani source can be efficiently constructed using k independent samples from the standard LPN distribution with noise level 1/2 − O_k(δ). Theorem 1.4 ([GMR24]). There is an algorithm EntangleLPN with the following property. Fix n, k ∈ N, δ ∈ (0, 1/2^{k+3}), and p ∈ Δ(F^k_2 ). Suppose that p is a δ-Santha-Vazirani source. For every sk ∈ F^n_2 , for independent samples (a_i, y_i)^k_{i=1} from LPN_{n,2}k+2_δ(sk), the output of EntangleLPN((a_i, y_i)^k_{i=1}, p, δ) has distribution LPN_{n,p}(sk). Moreover, the time complexity of EntangleLPN is poly(n, 2^k).

As an immediate consequence, for any constant k and δ-Santha-Vazirani source p ∈ Δ(F^k_2 ), the standard problem of learning sk given independent samples from LPN_{n,2}k+2_δ(sk) is polynomial-time reducible to the problem of learning sk given independent batches from LPN_{n,p}(sk).

1.1 Related work

Batch LPN was first studied by Arora and Ge, who called it “learning parities with structured noise” [AG11]. They required that there is some w ∈ F^k_2 such that Pr_{e,e}′_{∼p}[e + e^′ = w] = 0. Under this structural assumption on the support of p, they showed that sk can be learned using n^{O(k)} time and batches, which is polynomial when k is constant.^1

Little subsequent progress has been made on understanding batch LPN, either via algorithms or hardness. Most relevant is a result due to [BLMZ19], which shows hardness of batch LPN with k = 2 and a specific structured choice of p, under a standard LPN assumption, so long as the number of samples is not too large. Their choice of p is not a δ-Santha-Vazirani source, so their result is incomparable to Theorem 1.4.

Other forms of robustness for LPN and LWE have received significant attention, but much remains unknown. As previously mentioned, the LWE assumption is known to be robust to nonuniform, high-entropy distributions for the secret [BD20]. While LPN with high-entropy secret distributions is believed to be hard, no formal reduction from standard LPN is known [YYLG16]. The LWE assumption is known to be robust to uniform noise distributions rather than discrete Gaussian when the sample complexity is bounded; establishing a reduction in greater generality is a long-standing open problem motivated by the computational burden of sampling a discrete Gaussian [MP13, DMQ13]. Finally, LPN is known to be robust to noise levels depending on the inner product [BHK^+21], another setting motivated by physical noise models.

Outline. The next two sections of this note are drawn (almost verbatim) from [GMR24, Section 8.2], and are included so that this note is self-contained. In Section 2 below, we give an overview of the proof of Theorem 1.4, and in Section 3 we give the formal proof.

In Section 4 we discuss future directions and make some concluding remarks.

2 Proof overview

An obvious attempt at proving Theorem 1.4 would be to show that there is some distribution ~p ∈ Δ(F^k_2 ) so that if X ∼ Ber(1/2 − 2^{k+2}δ)^{⊗k} and Y ∼ ~p are independent, then Z = X + Y is distributed according to p. If this were true, one could construct a batch distributed according to LPN_{n,p}(sk) by sampling Y ∼ ~p and adding Y to the responses in the input batch (a_i, y_i)^k_{i=1}.

Unfortunately, this is actually false, even for k = 2. Suppose that p is the distribution of the random vector Z = (e_1 + b, e_2 + b) ∈ F^2 where e_1, e_2 ∼ Ber(1/2 − √ δ) and b ∼ Ber(1/2) are independent. Then Z_2|Z_1 = 0 and Z_2|Z_1 = 1 are both O(δ)-close to Ber(1/2), so p is an O(δ)-Santha-Vazirani source. However, since TV(Z_1 + Z_2, Ber(1/2)) = Ω(δ), the data processing inequality implies that if we have Z = X + Y for independent random variables X, Y , then

TV(X_1 + X_2, Ber(1/2)) ≥ TV(X_1 + Y_1 + X_2 + Y_2, Ber(1/2) + Y_1 + Y_2) = TV(Z_1 + Z_2, Ber(1/2)) = Ω(δ).

Thus, if the input noise distribution is X ∼ Ber(1/2 − η)^{⊗2}, then (by e.g. Lemma 3.3) the bias η must be Ω( √ δ). Since we want the input noise distribution to have bias O(δ), this approach does not work.

1In fact, their algorithm works in a more general model where the noise vector of each batch is chosen adversarially from the support of p. It also applies to larger fields (i.e. the learning with errors problem).

For this particular choice of p, there is a simple transformation to construct the desired batch, with joint noise distribution p, from a single sample from LPN_{n,2δ}(sk), but it’s not immediately clear how to generalize that transformation even slightly – e.g., if p is instead the distribution of Z = (e_1 + b, e_2 + b, e_3 + b) for e_1, e_2, e_3 ∼ Ber(1/2 − δ) and b ∼ Ber(1/2).

The takeaway of the above analysis seems to be that we need to add noise that is correlated with the noise in the input LPN samples. Indeed, suppose that we have managed to construct a batch of k − 1 LPN samples (a^′_i, y^′_i)^{k−1}_{i=1} with joint noise distribution p_{1:k−1}, so all that remains is to construct a random variable (a^′_k, y^′_k) where a^′_k ∼ Unif(F^n_2 ) and y^′_k has the appropriate conditional distribution:

y^′_k − ⟨a^′_k, sk⟩ ∼ Ber(Pr_{Z∼p}[Z_k = 1|Z_j = y^′_j − ⟨a^′_j , sk⟩ ∀j ∈ [k − 1]]).

By assumption on p, this Bernoulli random variable has some bias δ^′ ∈ [−δ, δ]. Thus, if we knew δ^′, then we could construct (a^′_k, y^′_k) from a fresh input sample (a_k, y_k) ∼ LPN_{n,2}k+2_δ(sk) by adding y_k to an independent Bernoulli random variable with bias δ^′/(2^{k+3}δ). This gets around the above obstacle because δ^′ implicitly depends on the noise terms (y_i − ⟨a_i, sk⟩)^{k−1}_{i=1} of the input samples. Unfortunately, it therefore also depends on sk, so we cannot hope to learn it.

Solution: adding affine noise (in sk). The first insight (previously employed for key-dependent message cryptography [ACPS09]) is to observe that we can sometimes “simulate” adding something to the noise term of an LPN sample (a_k, y_k) that depends on sk, by appropriately adjusting not just y_k but also a_k. In particular, suppose that (a_k, y_k) ∼ LPN_{n,δ}(sk) and F (sk) = α + ⟨β, sk⟩ where α, β are independent of (a_k, y_k). Then the random variable

(a^′_k, y^′_k) := (a_k − β, y_k + α)

satisfies that a^′_k ∼ Unif(F^n_2 ) and moreover that, conditioned on a^′_k, y^′_k − ⟨a^′_k, sk⟩ = y_k + α − ⟨a_k − β, sk⟩ = y_k − ⟨a_k, sk⟩ + F (sk). Thus, for all intents and purposes, we have “added” the affine function F (sk) to the noise term. It remains to argue that we can write the random variable Ber(1/2 − δ^′/(2^{k+3}δ)) as a (random) affine function in sk.

Linearization. Note that 1/2 − δ^′/(2^{k+3}δ) is some known function (say, q) of the unknown vector z := (y^′_j − ⟨a^′_j , sk⟩)^{k−1}_{j=1} . Thinking of z as an affine function in sk, we can write down the coefficients of any affine function that is a linear combination of z_1, . . . , z_{k−1} (along with a constant term), i.e. F_0 + F_1z_1 + · · · + F_{k−1}z_{k−1}. Thus, it suffices to show that there is a distribution μ over such linear combinations so that F_0 + F_1z_1 + · · · + F_{k−1}z_{k−1} ∼ Ber(q(z)) (1)

for all fixed z. We accomplish this by a perturbation argument. It’s easy to see that if q is the constant function q(z) = 1/2, then we can simply define μ := Ber(1/2)^{⊗k} . Of course q may not be constant, but by assumption we know that q is entry-wise close to constant. Moreover, for each z the induced constraint (1) on μ is linear in the density function of μ, and we can show that the system of constraints (across all z) is essentially well-conditioned. Hence, a small perturbation to q preserves satisfiability of the system. Some care has to be taken to ensure that e.g. the perturbed μ is still a distribution, but this is the main idea.

3 Proof of Theorem 1.4

We proceed to the formal proof of Theorem 1.4, starting with the following least singular bound that will be needed for the perturbation argument.

Lemma 3.1. Fix k ∈ N and let B ∈ R^{2k −1×2k −1} be the matrix with rows and columns indexed by nonzero vectors in {0, 1}^k , where B_{uv} = ⟨u, v⟩ mod 2 for any nonzero vectors u, v ∈ {0, 1}^k . Then we have the following properties (note that we are treating B as a real-valued matrix, not a matrix over F_2 ):

• B1 = 2^{k−1}1.

• The least singular value of B satisfies σ_{min}(B) ≥ 2^{(k−2)/2}.

Proof. For any nonzero vector v ∈ {0, 1}^k , the number of u ∈ {0, 1}^k such that ⟨u, v⟩ ≡ 1 mod 2 is exactly 2^{k−1}. The first property immediately follows. Next, for any distinct nonzero vectors u, v ∈ {0, 1}^k , we observe that the number of w ∈ {0, 1}^k such that ⟨u, w⟩ ≡ ⟨v, w⟩ ≡ 1 mod 2 is exactly 2^{k−2}. Thus, B^⊤B = 2^{k−2}11^⊤ + 2^{k−2}I. It follows that λ_{min}(B^⊤B) ≥ 2^{k−2} and thus σ_{min}(B) ≥ 2^{(k−2)/2}.

Using Lemma 3.1, we can now formally prove that (1) is solvable for any near-uniform function q. Note that the distance to uniform needs to be exponentially small in the batch size k, hence the factor of 2^{k+2} in the bias of the input LPN samples in Theorem 1.4. It is an interesting question whether this dependence can be removed.

Lemma 3.2. Fix k ∈ N, and pick any function q : F^k_2 → [1/2 − 2^{−(k+3)}, 1/2 + 2^{−(k+3)}]. Then there is a random variable F = (F_0, . . . , F_k) on F^{k+1}_2 such that for all z ∈ F^k_2 , it holds that

Pr(F_0 + z_1F_1 + · · · + z_kF_k ≡ 1 mod 2) = q(z).

Moreover, there is an algorithm that takes q as input and samples F in time 2^{O(k)}.

Proof. We represent q as an element of R^{F k2} , and we also identify Δ(F^{k+1}_2 ) with the simplex in R^{Fk+12} . Throughout this proof, we let 1 denote the all-ones real vector, of appropriate dimension per the context. Set δ := ‖ ‖q −^1_2 1 ‖ ‖_∞ ≤ 2−(k+3). Let A ∈ R2^{k+1} ×2^k be the matrix with rows indexed by F^{k+1}_2 and columns indexed by F^k_2 , so that for any f ∈ F^{k+1}_2 and z ∈ F^k_2 , we define A_{fz} := 1[f_0 + f_1z_1 + · · · + f_kz_k ≡ 1 mod 2]. Then for any distribution μ ∈ Δ(F^{k+1}_2 ), it is clear that for all z ∈ F^k_2 , Pr_{F ∼μ}(F_0 + z_1F_1 + · · · + z_kF_k ≡ 1 mod 2) = (A^⊤μ)_z. (2)

We construct a distribution μ^⋆ ∈ Δ(F^{k+1}_2 ) satisfying A^⊤μ^⋆ = q as follows. First, define μ̄ ∈ Δ(F^{k+1}_2 ) by μ̄ := Ber(q(0)) × Ber(1/2)^{⊗k}

where 0 denotes the all-0s vector (taken to be of appropriate dimension per the context). Next, define Z = F^k_2 \ 0 and F = {0} × Z ⊆ F^{k+1}_2 , and define the matrix B := (A_{FZ} )^⊤. Note that B is exactly the matrix defined in Lemma 3.1. Let q_Z ∈ R^Z denote the vector whose entry corresponding to z ∈ Z is q(z). We construct μ^⋆, viewed as a vector in R^{F k+12} , by separately defining its components:

μ^⋆_F for entries in F, μ^⋆_0 for the 0-entry, and all other entries:

μ^⋆_F := μ̄_F + B^{−1} ( q_Z − 1 2 1 ) (3) μ^⋆_0 := μ̄_0 + 1^⊤B^{−1} ( 1 2 1 − q_Z ) (4) μ^⋆_f := μ̄_f ∀f ∈ F^{k+1}_2 \ (F ∪ {0}). (5)

We must first show that μ^⋆ is a well-defined distribution on F^{k+1}_2 . First, by Lemma 3.1 and the fact that B is a symmetric matrix, we have that B is invertible. Moreover, ‖ ‖ ‖B^{−1} ( q_Z − 1 2 1 )‖ ‖ ‖_∞ ≤ ‖ ‖ ‖B^{−1} ( q_Z − 1 2 1 )‖ ‖ ‖_2 ≤ 2^{(2−k)/2} ‖ ‖ ‖q^Z − 1 2 1 ‖ ‖ ‖_2 ≤ 2 ‖ ‖ ‖q^Z − 1 2 1 ‖ ‖ ‖_∞ ≤ 2δ (6)

where the second inequality is by Lemma 3.1 and the final inequality is by definition of δ. Also, by construction, we know that^{min(q(0),1−q(0))}_{2k} ≤ μ̄_f ≤^1_{2k} for all f ∈ F^{k+1}_2 . It follows that for all f ∈ F, 0 ≤ 1/2 − δ 2^k − 2δ ≤ min(q(0), 1 − q(0)) 2^k − 2δ ≤ μ^⋆_f ≤ 1 2^k + 2δ ≤ 1, where the first inequality is because (2^{k+2} + 2)δ ≤ 1, the second inequality is by definition of δ, the third and fourth inequalities use (3) and (6), and the final inequality is because δ ≤ 1/4. Next, since B1 = 2^{k−1}1 (Lemma 3.1), we have B^{−1}1 = 2^{1−k}1, so

|μ^⋆_0 − μ̄_0| = 2^{1−k} | |⟨1, 1⟩ 2 − ⟨q_Z , 1⟩ | | ≤ 2 ‖ ‖1 2 1 − q_Z ‖ ‖ ∞ ≤ 2δ and thus, like above, 0 ≤ μ^⋆_0 ≤ 1. Finally, since μ̄ is a distribution, it’s immediate from (5) that 0 ≤ μ^⋆_f ≤ 1 for all f ∈ F^{k+1}_2 \ (F ∪ {0}). This shows that all entries of μ^⋆ are between 0 and 1. Next, observe that

1^⊤μ^⋆ = 1^⊤μ̄ + 1^⊤B^{−1} ( q_Z − 1 2 1 ) + 1^⊤B^{−1} ( 1 2 1 − q_Z ) = 1 where the final equality uses that μ̄ is a distribution. We conclude that μ^⋆ is a distribution.

Next, we must prove that A^⊤μ^⋆ = q. First recall that μ̄ is the distribution Ber(q(0))×Ber(1/2)^{⊗k} . Thus, one can see from (2) that (A^⊤μ̄)_0 = q(0), whereas for any z ∈ Z, (A^⊤μ̄)_z = 1/2. Now since A_{f,0} = 0 for all f ∈ F ∪ {0}, and μ^⋆_f = μ̄_f for all f ∈ F^{k+1}_2 \ (F ∪ {0}), we see that (A^⊤μ^⋆)_0 = (A^⊤μ̄)_0 = q(0) as desired. Moreover, using that A_{0,z} = 0 for all z ∈ F^k_2 ,

(A^⊤μ^⋆)_Z = (A^⊤μ̄)_Z + A^⊤_{FZ} (μ^⋆_F − μ̄_F ) = 1 2 1 + BB^{−1} ( q_Z − 1 2 1 ) = q_Z as needed. Since Z ∪ {0} = F^k_2 , this proves that A^⊤μ^⋆ = q.

Finally, the claimed time complexity bound for sampling F ∼ μ^⋆ follows from the fact that the probability mass function μ^⋆ (of size 2^{k+1}) has an explicit formula (described in Eqs. (3) to (5)) and can be computed in time 2^{O(k)}.

We can now complete the proof of Theorem 1.4, following the sketch described above for generating the k-th sample of the batch given the first k − 1 samples (and the target distribution p).

Proof of Theorem 1.4. Throughout, sk ∈ F^n_2 is fixed and unknown to the algorithm. The algorithm EntangleLPN constructs (a^′_i, y^′_i)^k_{i=1} iteratively from i = 1 to k. At each step i, we will maintain the invariant that (a^′_1, . . . , a^′_i, (y^′_1 − ⟨a^′_1, sk⟩, . . . , y^′_i − ⟨a^′_i, sk⟩)) is distributed according to Unif(F^n_2 )^{⊗i} × p_{1:i}, for any sk ∈ F^n_2 , where p_{1:i} is the marginal distribution of Z_{1:i} for Z ∼ p.

At step i = 1, EntangleLPN sets a^′_1 := a_1

e^′_1 ∼ Ber ( 1 2 − 1 2 1 2 − p_1(1) 2^{k+2}δ )

y^′_1 := y_1 + e^′_1 where p_1 is the marginal distribution of Z_1 for Z ∼ p. Note that e^′_1 is well-defined since p_1(1) ∈ [1/2 − δ, 1/2 + δ] (by the fact that p is a δ-Santha-Vazirani source). By construction, a^′_1 ∼ Unif(F^n_2 ). Moreover, since y_1 = ⟨a_1, sk⟩ + e_1, where e_1 ∼ Ber(1/2 − 2^{k+2}δ) is independent of a_1, it follows that y^′_1 − ⟨a^′_1, sk⟩ = e_1 + e^′_1 is independent of a^′_1 and (by Lemma 3.3) has distribution Ber(p_1(1)). Thus, indeed (a^′_1, y^′_1 − ⟨a^′_1, sk⟩) ∼ Unif(F^n_2 ) × p_1.

Now fix 1 < i ≤ k and suppose that EntangleLPN has constructed (a^′_j , y^′_j)^{i−1}_{j=1} with the desired distribution, using (a_j , y_j)^{i−1}_{j=1}. At step i, EntangleLPN computes the function p^{(i)} : F^{i−1}_2 → [0, 1] defined by

p^{(i)}(z_{1:i−1}) := 1 2 − 1 2 − Pr_{Z∼p}[Z_i = 1|Z_{1:i−1} = z_{1:i−1}] 2^{k+3}δ

. (7)

Since p is a δ-Santha-Vazirani source, it holds that Pr_{Z∼p}[Z_i = 1|Z_{1:i−1} = z_{1:i−1}] ∈ [1/2 − δ, 1/2 + δ], and thus p^{(i)}(z_{1:i−1}) ∈ [1/2 − 1/2^{k+3}, 1/2 + 1/2^{k+3}], for all z_{1:i−1} ∈ F^{i−1}_2 . Applying the algorithm guaranteed by Lemma 3.2, EntangleLPN samples a random variable (F^{(i)}_0 , F^{(i)}_1 , . . . , F^{(i)}_{i−1}) with the property that

Pr(F^{(i)}_0 + F^{(i)}_1 z_1 + · · · + F^{(i)}_{i−1}z_{i−1} ≡ 1 mod 2) = p^{(i)}(z_{1:i−1}) (8)

for all z_{1:i−1} ∈ F^{i−1}_2 . Finally, EntangleLPN sets

a^′_i := a_i + F^{(i)}_1 a^′_1 + · · · + F^{(i)}_{i−1}a^′_{i−1}

y^′_i := y_i + F^{(i)}_0 + F^{(i)}_1 y^′_1 + · · · + F^{(i)}_{i−1}y^′_{i−1}.

It remains to argue that (a^′_j , y^′_j)^i_{j=1} has the desired distribution. To see this, first observe that the following four random variables are, by construction, mutually independent:

• (a^′_j , y^′_j )^{i−1}_{j=1}, • a_i, • y_i − ⟨a_i, sk⟩, • (F^{(i)}_0 , . . . , F^{(i)}_{i−1}).

Thus, suppose we condition on the first i − 1 samples (a^′_j , y^′_j )^{i−1}_{j=1}. Then still a_i ∼ Unif(F^n_2 ), and moreover a_i is independent of (F^{(i)}_0 , . . . , F^{(i)}_{i−1}). Thus, conditioned on (a^′_j , y^′_j)^{i−1}_{j=1}, we have that a^′_i is distributed according to Unif(F^n_2 ).

Next we also condition on a^′_i. Since a^′_i is independent of (F^{(i)}_0 , . . . , F^{(i)}_{i−1}) conditioned on (a^′_j , y^′_j)^{i−1}_{j=1}, the distribution of (F^{(i)}_0 , . . . , F^{(i)}_{i−1}) conditioned on {(a^′_j , y^′_j)^{i−1}_{j=1}, a^′_i} still satisfies the property (8): for every z ∈ F^{i−1}_2 , the distribution of F^{(i)}_0 + F^{(i)}_1 z_1 + · · · + F^{(i)}_{i−1}z_{i−1} is still Ber(p^{(i)}(z_{1:i−1})). We have that

y^′_i − ⟨a^′_i, sk⟩ = y_i − ⟨a_i, sk⟩ + F^{(i)}_0 + F^{(i)}_1 (y^′_1 − ⟨a^′_1, sk⟩) + · · · + F^{(i)}_{i−1}(y^′_{i−1} − ⟨a^′_{i−1}, sk⟩). (9)

Using the property (8), we have F^{(i)}_0 + ∑_{i−1} j=1 F^{(i)}_j (y^′_j − ⟨a^′_j , sk⟩) ∼ Ber(p^{(i)}((y^′_j − ⟨a^′_j , sk⟩)^{i−1}_{j=1})). Also y_i − ⟨a_i, sk⟩ ∼ Ber(1/2 − 2^{k+2}δ) is independent of (F^{(i)}_j )^{i−1}_{j=0}. Thus, combining (9), the definition of p^{(i)} in (7), and Lemma 3.3, we get y^′_i − ⟨a^′_i, sk⟩ ∼ Ber ( Pr_{Z∼p} [ Z_i = 1|Z_j = y^′_j − ⟨a^′_j , sk⟩ ∀j ∈ [i − 1] ]) . It follows that the conditional distribution of (a^′_i, y^′_i − ⟨a^′_i, sk⟩), given (a^′_j , y^′_j )^{i−1}_{j=1}, is

Unif(F^n_2 ) × Ber ( Pr_{Z∼p} [ Z_i = 1|Z_j = y^′_j − ⟨a^′_j , sk⟩ ∀j ∈ [i − 1] ]) . By the inductive hypothesis, we get that the distribution of (a^′_j , y^′_j − ⟨a^′_j , sk⟩)^i_{j=1} is

Unif(F^n_2 )^{⊗i} × p_{1:i}

as desired. Finally, we note that the claimed time complexity bound on EntangleLPN follows from the algorithm description and Lemma 3.2. ■

In the above proof, we used the following basic fact:

Lemma 3.3. Let δ_1, δ_2 ∈ [−1/2, 1/2]. If Z_1 ∼ Ber(1/2−δ_1) and Z_2 ∼ Ber(1/2−δ_2) are independent, and Z_3 := Z_1 + Z_2 mod 2, then Z_3 ∼ Ber(1/2 − 2δ_1δ_2).

Proof. We can check that

Pr[Z_3 = 1] = ( 1 2 − δ_1 ) ( 1 2 + δ_2 ) + ( 1 2 + δ_1 ) ( 1 2 − δ_2 ) = 1 2 − 2δ_1δ_2

as needed.

4 Discussion

Theorem 1.4 shows that the LPN hardness assumption is robust to weak dependencies in the noise terms of small batches of samples. To the authors’ knowledge, this result has not been previously observed. The authors applied it to prove a computational separation between reinforcement learning and supervised learning [GMR24], where it was crucial due to the dependent nature of data in reinforcement learning. We hope it may have further applications in learning theory and cryptography.

There are a number of ways in which Lemma 3.2 could potentially be strengthened. First, the current result shows that batch LPN with a δ-Santha-Vazirani source is as hard as LPN with noise level 1/2 − 2^{k+2}δ. This is only non-vacuous for fairly high noise levels, since it requires δ ≤ 2^{−(k+3)}. Intuitively, one might expect that batch LPN with a δ-Santha-Vazirani source is as hard as LPN with noise level 1/2 − δ. Can this be formally proven? Second, the reduction incurs time complexity exponential in the batch size k, which is currently unavoidable since the reduction takes as input an explicit description of the joint noise distribution p ∈ Δ(F^k_2 ). Is there a natural and general model where p is succinctly described and larger batch sizes can be handled? For instance, consider the variant of LPN with a sampling oracle. At the m-th sampling query, the oracle takes as input a circuit C : F^{m−1}_2 → [1/2 − δ, 1/2 + δ] from the learning agent, and returns an LPN sample with noise term e_m ∼ Ber(C(e_{1:m−1})), where e_1, . . . , e_{m−1} are the previous noise terms. Is this problem as hard as standard LPN with noise level 1/2 − δ?

Acknowledgments. We would like to thank Vinod Vaikuntanathan for encouraging us to post this note and providing additional context about known robustness properties of LWE/LPN.

References

[ACPS09] Benny Applebaum, David Cash, Chris Peikert, and Amit Sahai, Fast cryptographic primitives and circular-secure encryption based on hard learning problems, Advances in Cryptology-CRYPTO 2009: 29th Annual International Cryptology Conference, Santa Barbara, CA, USA, August 16-20, 2009. Proceedings, Springer, 2009, pp. 595–618.

[AG11] Sanjeev Arora and Rong Ge, New algorithms for learning in presence of errors, International Colloquium on Automata, Languages, and Programming, Springer, 2011, pp. 403–415.

[Ale03] Michael Alekhnovich, More on average case vs approximation complexity, 44th Annual IEEE Symposium on Foundations of Computer Science, 2003. Proceedings., IEEE, 2003, pp. 298–307.

[BD20] Zvika Brakerski and Nico Döttling, Hardness of lwe on general entropic distributions, Advances in Cryptology–EUROCRYPT 2020: 39th Annual International Conference on the Theory and Applications of Cryptographic Techniques, Zagreb, Croatia, May 10–14, 2020, Proceedings, Part II 30, Springer, 2020, pp. 551–575.

[BHK^+21] Davide Bellizia, Clément Hoffmann, Dina Kamel, Hanlin Liu, Pierrick Méaux, François- Xavier Standaert, and Yu Yu, Learning parity with physical noise: Imperfections, reductions and fpga prototype, IACR Transactions on Cryptographic Hardware and Embedded Systems (2021), 390–417.

[BKW03] Avrim Blum, Adam Kalai, and Hal Wasserman, Noise-tolerant learning, the parity problem, and the statistical query model, Journal of the ACM (JACM) 50 (2003), no. 4, 506–519.

[BLMZ19] James Bartusek, Tancrède Lepoint, Fermi Ma, and Mark Zhandry, New techniques for obfuscating conjunctions, Annual International Conference on the Theory and Applications of Cryptographic Techniques, Springer, 2019, pp. 636–666.

[BLSV18] Zvika Brakerski, Alex Lombardi, Gil Segev, and Vinod Vaikuntanathan, Anonymous ibe, leakage resilience and circular security from new assumptions, Annual International Conference on the Theory and Applications of Cryptographic Techniques, Springer, 2018, pp. 535–564.

[DMQ13] Nico Döttling and Jörn Müller-Quade, Lossy codes and a new variant of the learningwith-errors problem, Advances in Cryptology–EUROCRYPT 2013: 32nd Annual International Conference on the Theory and Applications of Cryptographic Techniques, Athens, Greece, May 26-30, 2013. Proceedings 32, Springer, 2013, pp. 18–34.

[GKPV10] Shafi Goldwasser, Yael Tauman Kalai, Chris Peikert, and Vinod Vaikuntanathan, Robustness of the learning with errors assumption.

[GL22] Aravind Gollakota and Daniel Liang, On the hardness of pac-learning stabilizer states with noise, Quantum 6 (2022), 640.

[GMR23] Noah Golowich, Ankur Moitra, and Dhruv Rohatgi, Exploring and learning in sparse linear mdps without computationally intractable oracles, arXiv preprint arXiv:2309.09457 (2023).

[GMR24] , Exploration is harder than prediction: Cryptographically separating reinforcement learning from supervised learning, arXiv preprint arXiv:2404.03774 (2024).

[GRS08] Henri Gilbert, Matthew JB Robshaw, and Yannick Seurin, How to encrypt with the lpn problem, Automata, Languages and Programming: 35th International Colloquium, ICALP 2008, Reykjavik, Iceland, July 7-11, 2008, Proceedings, Part II 35, Springer, 2008, pp. 679–690.

[JKPT12] Abhishek Jain, Stephan Krenn, Krzysztof Pietrzak, and Aris Tentes, Commitments and efficient zero-knowledge proofs from learning parity with noise, International Conference on the Theory and Application of Cryptology and Information Security, Springer, 2012, pp. 663–680.

[Kar24] Ari Karchmer, On stronger computational separations between multimodal and unimodal machine learning, arXiv preprint arXiv:2404.02254 (2024).

[MP13] Daniele Micciancio and Chris Peikert, Hardness of sis and lwe with small parameters, Annual cryptology conference, Springer, 2013, pp. 21–39.

[MR05] Elchanan Mossel and Sébastien Roch, Learning nonsingular phylogenies and hidden markov models, Proceedings of the thirty-seventh annual ACM symposium on Theory of computing, 2005, pp. 366–375.

[Pie12] Krzysztof Pietrzak, Cryptography from learning parity with noise, International Conference on Current Trends in Theory and Practice of Computer Science, Springer, 2012, pp. 99–114.

[SV86] Miklos Santha and Umesh V Vazirani, Generating quasi-random sequences from semirandom sources, Journal of computer and system sciences 33 (1986), no. 1, 75–87.

[YYLG16] Nan Yao, Yu Yu, Xiangxue Li, and Dawu Gu, On the robustness of learning parity with noise, Information and Communications Security: 18th International Conference, ICICS 2016, Singapore, Singapore, November 29–December 2, 2016, Proceedings 18, Springer, 2016, pp. 99–106.

[YZ16] Yu Yu and Jiang Zhang, Cryptography with auxiliary input and trapdoor from constantnoise lpn, Annual International Cryptology Conference, Springer, 2016, pp. 214–243.

[YZW^+19] Yu Yu, Jiang Zhang, Jian Weng, Chun Guo, and Xiangxue Li, Collision resistant hashing from sub-exponential learning parity with noise, International Conference on the Theory and Application of Cryptology and Information Security, Springer, 2019, pp. 3–24.