arXiv:2404.09005v5 [cs.CR] 4 Jun 2024

Proof-of-Learning with Incentive Security

Zishuo Zhao

Department of ISE UIUC Urbana, United States zishuoz2@illinois.edu

Zhixuan Fang

Tsinghua University Shanghai Qi Zhi Institute Beijing, China zfang@mail.tsinghua.edu.cn

Xuechao Wang

Thrust of Fintech HKUST (GZ) Hong Kong, China xuechaowang@hkust-gz.edu.cn

Xi Chen

New York University New York City, United States xc13@stern.nyu.edu

Yuan Zhou

Yau Mathematical Sciences Center Tsinghua University Beijing, China yuan-zhou@tsinghua.edu.cn

ABSTRACT

Most concurrent blockchain systems rely heavily on the Proof-of- Work (PoW) or Proof-of-Stake (PoS) mechanisms for decentralized consensus and security assurance. However, the substantial energy expenditure stemming from computationally intensive yet meaningless tasks has raised considerable concerns surrounding traditional PoW approaches, and the PoS mechanism, while free of energy consumption, is subject to security and economic issues. Addressing these issues, the paradigm of Proof-of-Useful-Work (PoUW) seeks to employ challenges of practical significance as PoW, thereby imbuing energy consumption with tangible value. While previous efforts in Proof of Learning (PoL) explored the utilization of deep learning model training Stochastic Gradient Descent (SGD) tasks as PoUW challenges, recent research has revealed its vulnerabilities to adversarial attacks and the theoretical hardness in crafting a byzantine-secure PoL mechanism.

In this paper, we introduce the concept of incentive-security that incentivizes rational provers to behave honestly for their best interest, bypassing the existing hardness to design a PoL mechanism with computational efficiency, a provable incentive-security guarantee, and controllable difficulty. Particularly, our work is secure against two attacks [11, 47] to the recent work of Jia et al. [21]. For a training task of 𝐸 epochs and model size |W|, we improve the relative computational overhead from Θ(1) to 𝑂 (^{log 𝐸}_𝐸 ) without any staking requirement, or 𝑂 (^1_𝐸 ) with a staking requirement comparable to the block reward, and improve the communication complexity from Θ(𝐸|W|) to 𝑂 (𝐸 + |W| log 𝐸) or 𝑂 (𝐸 + |W|), respectively. Furthermore, while most recent research on PoUW assumes trusted problem providers and verifiers, our design also guarantees frontend incentive-security against known-model and modelstealing attacks even when problem providers are untrusted, and verifier incentive-security that bypasses the Verifier’s Dilemma via a capture-the-flag protocol. By incorporating ML training into blockchain consensus mechanisms with provable incentive-security guarantees, our research not only proposes an eco-friendly solution to blockchain systems, but also provides a proposal for a completely decentralized computing power market in the new AI age.

, , 2024. ACM ISBN 978-x-xxxx-xxxx-x/YY/MM https://doi.org/10.1145/nnnnnnn.nnnnnnn

CCS CONCEPTS

• Security and privacy → Economics of security and privacy; Distributed systems security; • Computing methodologies → Neural networks.

KEYWORDS

blockchain, mechanism design, trustworthy machine learning, sustainability

1 INTRODUCTION

Blockchain, with prevailing examples as Bitcoin [32] and Ethereum [8], is an emerging technology that maintains decentralized consensus via a distributed ledger that utilizes cryptographic techniques to achieve trust and security. To prevent sybil attacks in the consensus mechanism, the earliest and most conventional way is Proof-of-Work (PoW) [14, 15, 20, 25] as Bitcoin uses: all “miners” attempt to solve a hash puzzle and the first miner getting a valid solution wins the access to the block.

However, the huge and inefficient use of energy and severe carbon footprint in the traditional PoW mechanism draws wide concern and is recognized as a heavy disadvantage of the blockchain system [42, 46]. Since May 2021, cryptocurrency mining and even cryptocurrency trading have been banned in China due to the ecological concern of energy inefficiency [38]. To address the energy issue, researchers propose alternative consensus mechanisms, e.g. Proofof-Stake (PoS) [13, 26, 39] in order to substitute PoW, but they tend to have inherent drawbacks in security and centralization issues [2]. In the high-level view of economics, Piketty [34] argued that the phenomenon of r>g, i.e. the return rate on capital (“stake”) being greater than the rate of economic growth (“work”), results in wealth concentration and social instability. Indeed, the heavy computation cost arguably binds the voting power with real-world productivity rather than intangible tokens. Were the computation made useful, the Proof-of-Useful-Work (PoUW) mechanism would indeed resolve the energy issue while preserving the decentralization and security of PoW [17, 44].

In the age in which artificial intelligence has been becoming one of the most attractive topics in modern technology, researchers are actively attempting to incorporate machine learning tasks as PoUW challenges, i.e. Proof-of-Learning (PoL). As a consensus mechanism for the blockchain system, an ideal design of PoUW should satisfy the following properties:

(1) Security: For the security and credibility of the blockchain system, an ideal PoUW mechanism should have theoretically provable security guarantees against dishonest behavior.

(2) Efficiency: An ideal PoUW mechanism should have a low computational overhead (redundancy) for energy efficiency, as a main motivation of PoUW.

(3) Controllable Difficulty^1: As a stable block production time (BPT) is essential for the blockchain system’s stability [49], an ideal PoUW mechanism should use challenges with predictable and controllable difficulty.

However, although there have been a series of PoL proposals in the literature (e.g., [3, 7, 21, 29]), as far as we are concerned, none of them could simultaneously satisfy the three properties above. Particularly, the methodologies of existing PoL mechanisms can be organized into two classes:

(1) Proof-of-Computation: Proving that the training task is honestly done, e.g. [21];

(2) Proof-of-Performance: Proving that the output model satisfies required accuracy on a test dataset, e.g. [3, 7, 29].

The difficulty of designing a desirable PoL mechanism is observed as follows. For Proof-of-Computation mechanisms, a recent work [11] shows the hardness of efficiently verifying the correctness of a Proof-of-Computation with provable security guarantees without a further theoretical understanding of deep learning — particularly, the work of Jia et al. [21] is subject to adversarial attacks [11, 47]. For Proof-of-Performance mechanisms, Hoffmann [17] argues that it is hard to evaluate the actual difficulty (even possibility) to achieve given accuracy, leading to a barrier to controllable difficulty. In summary of the existing PoL mechanisms, we observe a Trilemma of Proof-of-Learning as below:

Trilemma of Proof-of-Learning It is difficult to design a Proof-of-Learning mechanism that simultaneously satisfies perfect security, efficiency and controllable difficulty.

In this research, we are motivated to resolve the sustainability issue of blockchain systems via a Proof-of-Computation mechanism to machine learning model training, and tackle the trilemma via a delicate relaxation of the security notion. Instead of preventing all attacks from being conducted without getting detected (byzantine security), we aim to prevent the attacks from “being useful” with the incentive-security notion, i.e. an attacker cannot increase their utility via saving computational cost by cheating. Particularly, our mechanism in which the prover trains with designated random seeds and the verifier verifies random subsets of stages (as shown in Section 4.1-4.2) can prevent the attacks of [47] and [11] in the way as follows. From the stochastic nature of SGD, the verification protocol of [21] introduces a “tolerance” that allows small discrepancies in verification, which is exploited by these attacks.

1The “difficulty” of a PoW challenge can be defined as the (expected) amount of computation needed to solve it.

As our mechanism replaces the tolerance with designated random seeds^2, our mechanism is enabled to catch their exploits as “dishonest stages” successfully. Furthermore, our verification mechanism only has an 𝑂 (^{log 𝐸}_𝐸 ) relative computational overhead^3 for a total of 𝐸 epochs with no staking requirement, or 𝑂 (^1_𝐸 ) with a staking requirement comparable to the block reward, compared to Θ(1) in the work of Jia et al. [21]. For a model of size |W|, we also improves the communication complexity from Θ(𝐸|W|) to 𝑂 (𝐸 +|W| log 𝐸) or 𝑂 (𝐸 + |W|), respectively.

From another perspective, compared to the Proof-of-Performance paradigm, our Proof-of-Computation mechanism offers additional practical value. While the Proof-of-Performance mechanism is primarily motivated by the goal of improving the sustainability of blockchain PoW mining, thus improving blockchain with AI, the Proof-of-Computation mechanism can also serve as a blockchainbased Trustworthy AI platform, enhancing the security and credibility of machine learning, i.e. simultaneously securing AI with blockchain.

Furthermore, while most recent research papers on PoUW explicitly or implicitly assume that problem providers are trusted — so that their proposed system is not completely decentralized, we are also motivated to consider frontend incentive-security against known-model and model-stealing attacks even when problem providers and provers are both untrusted, thus enabling full decentralization and more robustness of the system. (See discussion in Section 2.2) In light of the security desiderata discussed above, in our paper, we propose an incentive-secure Proof-of-Learning mechanism with the following contributions consisting of:

(1) With trusted verifiers (that are widely assumed in previous works), our basic design satisfies computational efficiency, controllable difficulty, and incentive-security against dishonest provers for any stochastic optimization tasks, e.g. stochastic gradient descent (SGD), and also substantially improves the relative computational overhead of the previous work [21]. (Sections 3-4) (2) With untrusted verifiers, we propose a capture-the-flag^4 protocol that preserves all desired properties in our basic design and additionally achieves incentive-security against dishonest verifiers. (Section 5) Then, in Section 6 we show the incentive-security properties of our mechanisms.

2 BACKGROUND AND RELATED WORK 2.1 Proof-of-Useful-Work in Literature

The biggest concern of the traditional PoW mechanism is the computation, and essentially, energy consumption. As discussed by Chen et al. [9], the current energy consumption of the Bitcoin network is around 120TWh per year, comparable to a mediumsized country, but the consumption serves no social welfare apart

2Different types of machines or softwares may have different rounding behavior, but we can enforce high precision and set a tolerance low enough to prevent any “meaningful” attack.

3The ratio of computational power consumption in verification to computational power consumption in model training.

4The term “Capture-The-Flag (CTF)” refers to a cybersecurity competition in which participants attempt to find “flags” hidden in deliberately vulnerable systems to claim rewards, which is conceptually similar to our design.

from maintaining the security scheme, leading to severe social inefficiency. In recent years, the wasteful energy consumption of blockchains, particularly Bitcoin, has been widely criticized around the world. Particularly, Vranken [46] empirically discovered that the energy consumption of Bitcoin market is higher than its longterm benefit; Stoll et al. [42] also noticed the severe carbon footprint of Bitcoin for sustainability issues.

Aware of the energy and sustainability issues, previous research studied a wide variety of real-world problems that may serve as Proof-of-Useful-Work (PoUW) challenges. Hoffmann [17] surveyed the existing projects that incorporate number-theoretical, biological and machine learning problems into the PoUW mechanism. The survey shows a “more usefulness, more challenge” phenomenon in the existing works: while the Primecoin [27] has been the most developed and already deployed on chain, the numbertheoretical problem may be of limited interest for the general public except mathematicians; the Coinami [19] proposes a solution to solve DNA sequencing problems for PoUW, but it needs a centralized authority and is not genuinely decentralized; the CoinAI [3] propose to develop a Proof-of-Learning system which uses the final performance as the certificate, but setting a reasonable “performance bar” to desired difficulty is a hard (if even possible) task.

In the specific area of Proof-of-Learning (PoL), Jia et al. [21] considered a setting of a specific threat model, and proposed a PoL mechanism to show that the verification of SGD training requires two types of parties as provers and verifiers. They aim to design a mechanism in which an honest certificate generated by the prover can be verified by the verifier at a low computational cost, while a dishonest certificate (spoof) within the threat model will be detected by the verifier at a low cost too. In their protocol, the provers report the state every 𝑘 epochs and the verifier checks the largest updates, arguing that within their threat model, the largest updates tend to be the most suspicious when the dishonest prover attempts to forge a fake certificate. However, when going beyond that specific threat model, Zhang et al. [47] showed that attackers can maliciously design spoofs that bypass the largest-update verification and exploit the tolerance. Furthermore, Fang et al. [11] claimed that the Proof-of-Learning “is more broken than you think” by demonstrating that realizing the desired security requirements reduces to solving hard open problems in learning theory, so that a provably secure PoL is not possible to design until significant progress in further understanding in deep learning.

In an economic view, the difficulty in designing a cheap but secure verification of PoL is conceptually related to Goodhart’s Law: “When a measure becomes a target, it ceases to be a good measure” [16]. Until further understanding of deep learning, no more efficient method has been found to verify the integrity of training than training it again. The work of Jia et al. [21], to reduce the computational overhead of the verification, chose to identify “most suspicious” parts to verify, but when the criteria for suspicion are deterministically designed, there would constantly be risks that cheaters adversarially design attacks to bypass the criteria. Therefore, designing an efficient method to deterministically (or with high probability) catch all cheats in PoL is indeed faced with major difficulties.

In contrast, our research relaxes the security requirement to “incentive-security” in a game-theoretical setting: we do not need to prevent all attacks, but only need to prevent attacks from being “worthy”. Intuitively, while all attacks are considered equal in Byzantine security, they may have different degrees of effects in the economic view. In our design, our mechanism detects attacks in a stochastic way and “more severe” attacks that potentially benefit the attackers more, would be caught with higher chances and lead to heavier expected penalties. In this way, our incentive-secure PoL design can manage to disincentivize rational agents from cheating.

Another difference between the settings of Jia et al. [21] and our work is that: while the work of Jia et al. [21] mainly aims to prevent the spoof of a specific PoL to protect the copyright of the model, we aim to prevent all spoofs that try to cheat the verifier and claim the block reward. Hence, while our work adopts a relaxed notion of incentive security, it generally applies to a wider range of attacks (details discussed in Section 3.4).

2.2 Proof-of-Useful-Work with Trusted or Untrusted Problem Providers

In the traditional PoW mechanism, e.g. in Bitcoin, the hash puzzle is automatically generated from the previous block and is unpredictable before the previous block is confirmed. However, in the paradigm of PoUW, the problem should come from real-world providers, so can be indeed predictable or even controllable. In particular, malicious parties can conduct the following attacks:

• Known-model attack: submit a problem to which they already have a solution, and then submit the solution to claim the block.

• Model-stealing attack: submit a model trained by others (or based on it) and claim that they trained it on their own.

As far as we are concerned, most research in the literature of PoUW has not considered the credibility of the problems, i.e. implicitly assumed that the problems are credible and focus on the prevention of spurious certificates. Besides, Coinami [19] extensively discussed their system structure that depends on authority nodes and stated that their system is “not completely decentralized” and argued that it is necessary for usefulness; while the work of [21] did not consider known-model attack, their solution to model-stealing attack is a chain-of-trust protocol that also relies on a sort of authorization.

Nevertheless, to build a robust blockchain system, we are motivated to design a mechanism in which both problem providers and provers can be untrusted but are incentivized to behave honestly, which we call frontend-secure. In consideration of frontendsecurity, Ball et al. [4] proposed a PoUW mechanism based on Orthogonal Vectors that adds an extra randomization layer to the PoUW challenge: instead of only requiring the prover to solve the problem, it requires the prover to solve the problem “in the way the system (randomly) specifies”, so that even if the prover has a solution beforehand, the transcript may not meet the requirement of the challenge and the prover still has to compute the challenge again to pass the verification. The protocol works as follows:

• The system receives the problem 𝐴 from an untrusted problem provider.

• The system generates a random seed 𝜙 and transform 𝐴 to a PoUW challenge 𝐶 = C(𝐴, 𝜙).

• The prover solves the challenge and gets a certificate 𝑐 = 𝑆 (𝐶).

• The verifier verifies the certificate, expecting to get𝑉 (𝐶, 𝑐) = 𝑡𝑟𝑢𝑒.

• The system recovers the solution 𝑤 = W(𝐶, 𝜙) and sends it to the problem provider.

On a high level, the frontend-security of the proposal is based on the one-way reduction from 𝐶 to 𝐴: it is easy to generate a solution to 𝐴 from a solution to 𝐶, but not in the inverse direction. While our design is generally different from this work, we indeed adopt the thought to introduce randomization in the design of PoUW challenges, which is naturally implementable due to the stochastic nature of the training of deep learning models.

2.3 Trustworthy AI and MLaaS on the Blockchain Platform

While the artificial intelligence (AI) has been becoming one of the most topic in research and industry, the expansion of model sizes and computing source consumption in machine learning tasks has raised significant concerns about security [6, 18] and sustainability [24]. The advent of Machine Learning as a Service (MLaaS) [37] has democratized access to powerful AI tools, enabling companies and individuals to integrate advanced machine learning models into their operations without extensive infrastructure.

However, this convenience comes with challenges in ensuring the transparency [1, 45] and security [35] of these services. Trustworthy AI principles are crucial in this context, as they advocate for the development and deployment of AI systems that are secure and accountable [22].

The blockchain, as a decentralized and transparent infrastructure, has an inherent affinity for applications in trustworthy AI [33]. Furthermore, the innate element of cryptocurrency tokens can also serve as economic incentives for participation [28].

Three recent methodologies that implement trustworthy AI in the blockchain platform are zero-knowledge machine learning (zkML) [30], optimistic machine learning (opML) [10] and Proof-of-Sampling (spML) [48]. The method of zkML utilizes the tool of zero-knowledge proof to secure the integrity of ML training, but the nature of zeroknowledge proof makes the protocol extremely computationally inefficient. The methods of opML and spML both adopt economic incentives in the protocol and reduce the computational overheads to one or a few additional passes of retraining of the model, but neither of them effectively addresses the Verifier’s Dilemma to prevent verifiers from being lazy when the fraction of dishonest provers is arbitrarily low^5. In comparison, our mechanism has a computational overhead as low as a small fraction of one training pass, and it utilizes the capture-the-flag protocol to bypass the Verifier’s Dilemma (See Section 5.1 and Theorem 5.2) and prevent lazy verifiers robustly when there are arbitrarily few or no cheating provers.

Hence, the family of Proof-of-Learning mechanisms, especially in the paradigm of Proof-of-Computation, not only serves as a fundamental mechanism to maintain the reliability of blockchain systems but also has the potential for the development of lowoverhead decentralized computing power markets.

5opML utilizes constant staking penalty that works when the fraction 𝜖 of dishonest provers is at least a small constant, but does not work uniformly when 𝜖 → 0.

3 PRELIMINARIES

In the Proof-of-Learning mechanism, we consider a situation where a prover tries to convince all parties via a “certificate” that she has honestly completed the training task and is thus eligible to claim the block reward; the verifier, in turn, is expected to verify the validity of the certificate to ensure the security of the system. In general, our protocol works as follows:

(1) A PoL problem 𝐴 is assigned.

(2) One or more provers work on the problem 𝐴, either honestly or dishonestly, until one prover claims to have solved the problem and posts the PoL certificate 𝑐, winning the competition; other provers lose the competition and have their computing efforts lost as a sunk cost.

(3) The verifier verifies the certificate 𝑐, possibly via interactions with the prover, and reports the verification result.

(4) The system processes rewards and penalties accordingly. In the rest of this section, we briefly discuss the basic components of the protocol.

3.1 Modeling of ML Training Tasks

Suppose there is a data distribution D in the form of X × Y, in which X is the input space and Y is the output space. A machine learning model (abbreviated as “model”) is a function 𝑓 : W×X → Y in which W is the parameter space. In the ML practice, the parameters are commonly called weights.

The ML training task can be modeled as empirical risk minimization, in which a training dataset is sampled from the distribution as 𝐷_{𝑡𝑟} ∼ D^𝑛, and we denote 𝐷_{𝑡𝑟} = (𝑑_1, · · · , 𝑑_𝑛) in which 𝑑_𝑖 = (𝑥_𝑖, 𝑦_𝑖). For any data point (𝑥, 𝑦) and weight 𝑤 ∈ W, the model prediction is 𝑓 (𝑤, 𝑥), and the loss is defined as a loss function L(𝑓 (𝑤, 𝑥), 𝑦). Then, the empirical risk to minimize is defined as:

𝐿̂(𝑤) = � 𝑖 ∈ [𝑛]

L(𝑓 (𝑤, 𝑥_𝑖 ), 𝑦_𝑖). (1)

The stochastic gradient descent (SGD) training process consists of a number 𝐸 of epochs, and every epoch corresponds to one full pass of the training set. In each epoch 𝑒 ∈ [𝐸], the training set is randomly divided into 𝑙 batches of size 𝑚, with 𝑛 = 𝑙 · 𝑚. In every step 𝑠 = (𝑒 − 1)𝑚 + 𝑗, the corresponding batch, denoted as a subset 𝑏_𝑒 ( 𝑗) of [𝑛], is processed, and the weight is updated as:

𝑤_𝑠 = 𝑇_{𝜂,𝑏𝑒 ( 𝑗 )} (𝑤_{𝑠−1})

= 𝑤_{𝑠−1} − 𝜂 · ∇𝐿̂_{𝑏𝑒 ( 𝑗 )} (𝑤_{𝑠−1}). (2) Here, 𝜂 is a hyper-parameter of learning rate and 𝐿̂_{𝑏𝑒 ( 𝑗 )} is the empirical risk on the batch 𝑏_𝑒 ( 𝑗), defined as:

𝐿̂_{𝑏𝑒 ( 𝑗 )} (𝑤) = � 𝑖 ∈𝑏_𝑒 ( 𝑗 )

L(𝑓 (𝑤, 𝑥_𝑖 ), 𝑦_𝑖). (3)

Therefore, given the batch division as 𝑏_𝑒 ∈ B, the training process of epoch 𝑒 can be formulated as a mapping T_𝜂 : B ×W → W, with

T_𝜂 (𝑏_𝑒, 𝑤) = 𝑇_{𝜂,𝑏𝑒 (𝑚)} (𝑇_{𝜂,𝑏𝑒 (𝑚−1)} ( · · · 𝑇_{𝜂,𝑏𝑒 (1)} (𝑤) · · · )). (4)

In the rest of this paper, we regard 𝜂 as a fixed hyper-parameter and denote T_𝜂 as T for simplicity.

3.2 Credible (Pseudo-)Randomness Generator

As described above, due to the random choice of batches {𝑏_𝑒 ( 𝑗)}, the training process T of stochastic gradient descent, is innately a stochastic process. To verify the correctness of the training process, the paper of Jia et al. [21] leverages the concentration properties of the process and introduces tolerance for slight discrepancies in verification. However, the tolerance can, in turn, be exploited for adversarial attacks (See in [47]).

In Bitcoin, the randomness in the hash puzzle is essentially based on a pseudo-randomness generator (cryptographic hash) seeded with the last block, so that every party can have a consensus on the same pseudo-random PoW challenge.

A typical pseudo-randomness generator (PRG) works as follows. Given a random seed 𝜙, the PRG generates a sequence of 𝑟_𝜙 (1), 𝑟_𝜙 (2), · · · , and without loss of generality we assume they are (“behaving as”) uniformly distributed in [0, 1). Since the PRG is typically based on a finite state machine, the sequence will eventually repeat after a period. Nevertheless, a “good” PRG would have a period long enough and pass certain randomness tests, and a PRG that meets the cryptographical criteria is called “cryptographically secure” [23].

In this paper, we would perform the SGD training with {𝑏_𝑒 } generated from a cryptographically secure PRG with seeds generated from public data of the previous block, so that the prover and verifier would run with the same pseudo-random sequences and get exactly the same result for the same epoch. On the other hand, as the sequence is not predictable until the seed 𝜙 is generated, even if a strategic party submits a task with a known model and training process, as the protocol requires the prover to train with the given random seed, the prepared model or training process would not pass the verification and she still has to train it again to claim the reward.

3.3 Modeling of Prover’s Incentive

For a fixed prover and a fixed task, we can assume the computational cost to honestly train an epoch is a deterministic constant 𝑚, and thus honestly training the task has a cost (aka. “difficulty”) of 𝑀 = 𝑚·𝐸 > 0, which can be dynamically adjusted by adjustment of 𝐸. For each epoch, the prover may train it honestly or dishonestly (detailed discussion in Section 6). When dishonestly training an epoch, the prover may pay a significantly lower computational cost, and we assume it to be 0. We assume that dishonest training of one epoch does not affect the computational cost of further epochs. Therefore, if we honestly train a 𝜌 portion of all epochs, the computational cost is (lower bounded by) 𝜌𝑀.

There can be competition among provers (or not, due to the allocation rule of the tasks) and only the first prover who submits a certificate wins, so if a prover does more honest computation and consumes more time before submission, her probability of winning the competition does not increase. We define 𝑃 : [0, 1] → (0, 1] as a non-increasing function that characterizes the competition: if the prover computes 𝜌 portion of the task (i.e. 𝜌𝐸 epochs) honestly, then she has a 𝑃 (𝜌) probability of winning, in which 𝑃 (0) = 1. If there is no competition, we just let 𝑃 (𝑥) ≡ 1.

When the prover wins the competition and submits her certificate, if 𝜌 < 1, i.e., the prover does not act honestly, then there is a chance that she is caught. For any fixed 𝜌, as the prover may have multiple strategies to choose the (1 − 𝜌) portion for cheating, we denote 𝑄 (𝜌) as the maximal probability among all such cheating strategies of passing the verification, in which we assume 𝑄 (·) is non-decreasing and 𝑄 (1) = 1. If passing the verification, the prover gets a reward of 𝑅 at a computational cost of 𝜌𝑀, and the net utility is 𝑅 − 𝜌𝑀; if getting caught cheating, she will be penalized for 𝛾𝑅, and the net utility is −(𝛾𝑅 + 𝜌𝑀). For a good PoL mechanism, we expect a low 𝛾, ideally zero, to lower the staking requirement^6 and improve the convenience of participation.

If the prover loses the competition, the sunk cost in training the model is still paid, but she may find out that the task has been completed by another prover before she completes the computation, so the cost can be less than 𝜌𝑀. Hence, we denote her expected utility conditioned on losing as −𝜇(𝜌) ∈ [−𝜌𝑀, 0]. Assuming 𝑃 (·) is a differentiable function, we can compute that (details in Appendix A).

𝜇(𝜌) =

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥 − 𝜌𝑃 (𝜌)

1 − 𝑃 (𝜌)

𝑀. (5)

In summary, the expected utility for the prover to honestly train a 𝜌 portion of the task is

𝑢 (𝜌) = 𝑃 (𝜌)(𝑄 (𝜌) · (𝑅 − 𝜌𝑀) − (1 − 𝑄 (𝜌)) · (𝛾𝑅 + 𝜌𝑀)) − (1 − 𝑃 (𝜌))𝜇(𝜌)

= 𝑃 (𝜌)(𝑄 (𝜌) − 𝛾 (1 − 𝑄 (𝜌)))𝑅 −

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥 · 𝑀. (6)

To make the mechanism desirable for the prover and incentivize the prover to honestly train all the 𝐸 epochs, we expect to satisfy the following (strict) interim individual-rationality (strictly interim IR) and basic incentive-security (BIS) properties:

Definition 3.1 (Strict interim individual-rationality). We call a PoL mechanism strictly interim individually-rational (strictly interim IR) if and only if honestly training the task earns a positive expected utility, i.e., 𝑢 (1) > 0, (7)

assuming the verifier is honest.

Definition 3.2 (Strict interim basic incentive-security). We call a PoL mechanism strictly interim basic incentive-secure (strictly interim BIS) if and only if honestly training the task earns strictly more expected utility than dishonest training, i.e.,

∀𝜌 ∈ [0, 1), 𝑢 (𝜌) < 𝑢 (1), (8)

assuming the verifier is honest.

In the rest of this paper, without confusion, we omit the words “strict” and “interim”, and call a mechanism 𝛾-IR-BIS if it satisfies both of the properties above for parameter 𝛾.

6To ensure that the prover has enough tokens to pay the penalty, we have to require the prover to stake 𝛾𝑅 before participation. We can see that setting 𝛾 → +∞ makes the problem trivial as the prover gets an infinite penalty whenever she cheats; however, it needs the prover to stake an infinite amount of tokens, which is not possible.

3.4 Threat Model

Jia et al. [21] introduce a threat model that consists of 4 types of attacks, as follows:

(1) Retraining-based spoofing: the attacker aims to get the same PoL of the same model.

(2) Stochastic spoofing: the attacker aims to get a different PoL of the same model.

(3) Structurally correct spoofing: the attacker aims to get an invalid PoL of the same model that passes verification.

(4) Distillation-based spoofing: the attacker aims to get a PoL of a (slightly) different model.

While our mechanism has some structural similarity to [21], our work has a different motivation. The work of Jia et al. [21] mainly aims to protect the copyright of an already trained model, but in our work the PoL serves as a Proof-of-Useful-Work, and our mechanism mainly aims to verify that the prover (as a miner) honestly did the computation, in which the attacker may have the interest to steal the copyright or not (if yes, we can just add the benefit of the copyright into the reward 𝑅 in our analysis, so we essentially consider a wider attack space.) Nevertheless, as PoW miners typically compete for the blocks to earn block rewards, so we are motivated to mainly consider rational miners who would cheat to gain more economic utility.

In the paper of Jia et al. [21], the authors assume the attacker has the full information of the desired model, the full dataset, but does not have information of the random source of the model. In our paper, as the random seed is specified by the protocol, we consider an even stronger adversary that also has the random source. Formally, we assume that:

• The attacker has full information of the desired model 𝑓 (𝑊 , ·) trained with seed 𝜙, but does not know the training process (for model-stealing attacks); she has also pre-trained a valid model 𝑓 (𝑊^′, ·) with a different seed 𝜙^′ (for known-model attacks).

• The attacker has full information on the dataset. • The attacker also has the random source of the desired model, i.e. the random seed 𝜙 and the randomization guideline G.

With our rational attacker assumption, the attack space contains a slightly modified version of 4 types of attacks. Actually, it is stronger because the structurally correct spoofing no longer requires to get the same model.

(1) Retraining-based spoofing: the attacker aims to get the same PoL of the desired model 𝑓 (𝑊 , ·).

(2) Stochastic spoofing: the attacker aims to get a different but valid PoL of the desired model 𝑓 (𝑊 , ·).

(3) Structurally correct spoofing: the attacker aims to get an invalid PoL of any (correct or incorrect) model 𝑓 (𝑊^#, ·) that passes verification.

(4) Distillation-based spoofing: the attacker aims to get a valid PoL of a (slightly) different model 𝑓 (𝑊^{′′}, ·).

In Section 6 we will show the incentive-security property of our basic and full mechanisms against such attacks.

4 BASIC MECHANISM FOR TRUSTED VERIFIERS

In this section, we provide a general overview of our basic protocol for provers and verifiers, under the assumption of trusted verifiers which is widely adopted in previous literature.

4.1 Generation of PoL Certificate

The protocol is shown in Algorithm 1. For each block, we assume that there is an assigned problem 𝐴 = (𝐷_{𝑡𝑟} , E, 𝜙), in which 𝐷_{𝑡𝑟} is the training dataset, E is the environmental variables which include learning rate 𝜂, loss function L, batch size 𝑚, number of epochs 𝐸, randomization guideline G that dictates how the randomness is generated from the seed, and other required specifications if needed (e.g. the initialization), and 𝜙 is the random seed generated from past blocks.

The prover is expected to solve the problem 𝐴 by training 𝐸 epochs following the given rule directed by E, with the random seed 𝜙. The initialization 𝑤_0 is specified by E, and the prover is required to record the status after every 𝑘 epochs, in which 𝑘 is an integer parameter (either specified in the blockchain rule or specified in G): smaller 𝑘 leads to larger certificate size and prover storage consumption but lower computational overhead (see Section 6).

We assume that 𝐸 is divisible by 𝑘, then the training process can consist of 𝑇 =^𝐸_𝑘 stages, in which each stage consists of 𝜏 = 𝑘 · 𝑙 steps. For each stage 𝑡 ∈ [𝑇 ], the prover is required to save the current weight 𝑊_𝑡 = 𝑤_{𝑡 ·𝜏} . To save on-chain space, we only need the prover to a hash value of each 𝑊_𝑡 , and the required certificate is structured as 𝑐 = (𝑐_1, · · · , 𝑐_𝑇 ) in which 𝑐_𝑡 = ℎ𝑎𝑠ℎ(𝑊_𝑡 ); In the verification stage, she also needs to post a subset of {𝑊_𝑡 } when queried by the verifier (see section 4.2).

Denote |W| as the model size, then the communication complexity is 𝑂 (^𝐸_𝑘 ) and the storage requirement for the prover is 𝑂 (^{𝐸| W |}_𝑘 ) on this part.

Algorithm 1 Prover’s certificate generation protocol in the basic mechanism 1: Input 𝐴 = (𝐷_{𝑡𝑟} , E, 𝜙), 𝑘, 𝛼, L, 𝑓 . 2: Initialize 𝑤 = 𝑤_0 according to E. 3: 𝑇 :=^𝐸_𝑘 . 4: 𝑒 := 0 5: for 𝑡 := 1 · · ·𝑇 do 6: for 𝑥 := 1 · · · 𝑘 do 7: 𝑒 := 𝑒 + 1 8: Draw 𝑏_𝑒 according to (G, 𝜙) 9: 𝑤_{(𝑒)} := T_𝜂 (𝑏_𝑒, 𝑤_{(𝑒−1)} ) 10: 𝑊_𝑡 := 𝑤_{(𝑒)} 11: 𝑐_𝑡 := ℎ𝑎𝑠ℎ(𝑊_𝑡 ) 12: Post 𝑐 := (𝑐_1, · · · , 𝑐_𝑇 ).

4.2 Verification

The verification protocol is shown in Algorithm 2. The verifier is expected to randomly^7 verify 𝛼 stages t_{𝑣𝑒} = {𝑡_1, · · · , 𝑡_𝛼 } among

7In this paper, whenever we use the term “randomly”, we refer to “randomly with a uniform distribution”.

𝑇 , in which 𝛼 is a security parameter. For unpredictability to the prover, these stages should be drawn via uniform random sampling without replacement from her own secret (independent from 𝜙). Then the verifier posts t_{𝑣𝑒} , requiring the prover to show corresponding weights.

Then, for each 𝑡_𝑖, the prover is expected to post the weights before and after the stage, i.e. 𝑊_{𝑡𝑖 −1} and 𝑊_{𝑡𝑖} . The verifier then checks whether the previously posted hashes are correct, and re-train the stage from 𝑊_{𝑡𝑖 −1} to see if the result is 𝑊_{𝑡𝑖} . If and only if all tests are passed, then the basic verification is successful; otherwise, the verifier reports the detected cheating stages and indicates that the verification has failed.

In this part, the communication complexity is 𝑂 (𝛼 |W|) and the relative computational overhead is 𝑂 (^{𝛼𝑘}_𝐸 ). In total, the communication complexity is 𝑂 (𝐸 + 𝛼 |W|).

Algorithm 2 Verifier’s verification protocol in the basic mechanism 1: Input 𝐴 = (𝐷_{𝑡𝑟} , E, 𝜙), 𝑘, L, 𝑓 , 𝑐 = (𝑐_1, · · · , 𝑐_𝑇 ). 2: Draw t_{𝑣𝑒} = {𝑡_1, · · · , 𝑡_𝛼 } from {1, · · · ,𝑇 } via her own secret. 3: Post t_{𝑣𝑒} to the prover, expecting to get {(𝑊_{𝑡𝑖 −1},𝑊_{𝑡𝑖} )} for each 𝑡_𝑖 ∈ t_{𝑣𝑒} .

4: for 𝑖 ∈ 1 · · · 𝛼 do 5: if 𝑐_{𝑡𝑖 −1} ≠ ℎ𝑎𝑠ℎ(𝑊_{𝑡𝑖 −1}) ∨ 𝑐_{𝑡𝑖} ≠ ℎ𝑎𝑠ℎ(𝑊_{𝑡𝑖} ) then 6: Return (“Fail”, InvalidWeights(𝑡_𝑖 )) 7: 𝑤 = 𝑊_{𝑡𝑖 −1} 8: for 𝑒 := 𝑘 · (𝑡_𝑖 − 1) + 1, · · · , 𝑘 · 𝑡_𝑖 do 9: Draw 𝑏_𝑒 according to (G, 𝜙) 10: 𝑤 := T_𝜂 (𝑏_𝑒, 𝑤) 11: if 𝑤 ≠ 𝑊_{𝑡𝑖} then 12: Return (“Fail”, ErrorInStage(𝑡_𝑖 )) 13: Return “Success”

5 FULL MECHANISM FOR UNTRUSTED VERIFIERS

In this section, we discuss the verifier’s incentive and augment our design to incentivize the verifier to verify honestly. On a high level, we introduce safe deviations as “flags” that do not affect the validity of the PoL but gain the verifier additional rewards that compensate for the verification cost, and design incentives to incentivize the verifier to find a certain number of flags for their optimal utility, so that they would indeed verify (approximately) 𝛼 stages as supposed to.

5.1 Verifier’s Strategy Space

In the previous works on Proof-of-Learning, it is typical that the systems only prevent the provers from cheating while assuming that verifiers are honest. However, in a fully decentralized and permissionless blockchain system, this is not necessarily true. While one may straightforwardly consider game-theoretic ways to incentivize verifiers to verify honestly, the Verifier’s Dilemma [12, 41] would occur:

Verifier’s Dilemma • If a PoUW mechanism is (incentive-)secure against strategic provers, then no (rational) prover would cheat.

• If no prover would cheat and the verification has a non-zero computational cost, then the verifier’s optimal strategy is to report “Success” without actual verification.

• If all verifiers are rational and would not actually verify, then the security properties no longer hold.

The Verifier’s Dilemma indicates the difficulty in the design of a truthful mechanism with a Nash equilibrium^8 that both the prover and verifier act honestly.

Formally, we can model the verification game as follows:

Definition 5.1 (Verification Game). In a verification game, there is one prover 𝑃 and 𝑛_𝑣 ≥ 1 verifier(s) 𝑉_1, · · · , 𝑉_{𝑛𝑣} . The prover has an action space 𝐴_𝑝 , and a subset 𝐴^𝐻_𝑝 ⊆ 𝐴_𝑝 is denoted as honest. We denote 𝐴^𝐷_𝑝 = 𝐴_𝑝 \𝐴^𝐻_𝑝 as the set of the prover’s dishonest actions. For each action 𝑎_𝑝 ∈ 𝐴_𝑝 , the prover is incurred an initial cost 𝑐_𝑝 (𝑎_𝑝).

We assume 𝑛_𝑣 verifiers are independent and homogeneous. Any verifier also has an action space 𝐴_𝑣 with subsets 𝐴^𝐻_𝑣 and 𝐴^𝐷_𝑣 defined similarly. For any action 𝑎_𝑣 ∈ 𝐴_𝑣, the verifier pays a cost of 𝑐_𝑣 (𝑎_𝑣, 𝑎_𝑝 ) and observes a result “Success” or “Fail”, possibly attached with additional information in I. Here, we denote 𝑃_𝑣 (𝑎_𝑣, 𝑎_𝑝 ) as the probability that the result is “Success”.

In this work, we assume that the honest verification process may fail to detect cheats, but always passes honest proofs, i.e.,

𝑎_𝑝 ∈ 𝐴^𝐻_𝑝 ∧ 𝑎_𝑣 ∈ 𝐴^𝐻_𝑣 =⇒ 𝑃_𝑣 (𝑎_𝑣, 𝑎_𝑝 ) = 1.

Finally, the prover and verifiers are rewarded or punished based on the verifiers’ reports and the prover’s action, given that the prover may dispute and future users may check the verification result and do slashing for dishonest verification. Hence, the payment rule can be denoted as:

𝜋 : ({“Success”, “Fail”} × I)^{𝑛𝑣} × 𝐴_𝑝 → R^{𝑛𝑣 +1}.

For the slashing rule, since the honest verification always passes honest proofs, we assume that reporting “Fail” when 𝑎_𝑝 ∈ 𝐴^𝐻_𝑝 can be regarded as deliberately malicious and will incur heavy penalties (→ ∞) for the verifier.

From the modeling, we can show a negative result as:

Theorem 5.2 (Verifier’s Dilemma). In a verification game in which the only information the verifier(s) report is “Success” or “Fail”, i.e. |I| = 1, and honest verification has a strictly positive cost, i.e.

𝑎_𝑣 ∈ 𝐴^𝐻_𝑣 =⇒ 𝑐_𝑣 (𝑎_𝑣, 𝑎_𝑝) > 0,

it is impossible to design a verification mechanism with a pure-strategy Nash equilibrium that the prover and verifier(s) simultaneously act honestly.

8A Nash equilibrium refers to a situation in multi-party games in which no single party can benefit from individual deviation.

The proof is deferred to Appendix B.

To analyze the concern in the scope of our work, in the context of this paper, we classify the verifier’s strategies into 3 types:

• Honest: Run the verification protocol honestly. • Lazy: Verify a different (possibly stochastic) 𝛼^′ ≤ 𝛼 of stages from designated, with Pr[𝛼^′ < 𝛼] > 0.

• Non-trivially Dishonest: Run any algorithm non-equivalent to Honest or Lazy.

We notice that any Honest or Lazy verification strategy essentially verifies a subset of the stages so that no honest proof would fail the verification. On the other hand, from our protocol in Section 4.2, when a verifier reports “Fail” she must indicate the stage that fails the verification; hence, if the prover is actually honest, she can clarify its honesty and thus the verifier can be easily caught and heavily penalized by a “slashing” mechanism like in Ethereum. Therefore, we mainly consider the “benign” verification strategies, formally defined as follows:

Definition 5.3 (Benign verification strategy). A verification strategy is benign if and only if honest proofs pass the verification with probability 1.

In the rest of this section, we only consider benign verification strategies for the verifier.

5.2 The Symmetric-Cheating Model and Failure of Basic Mechanism

While a dishonest prover may prefer certain stages over others for cheating in the real world, since every stage has the same computational cost and our verifier’s protocol in Section 4.2 guarantees that the probability of getting caught only depends on the number of cheating stages, we can argue that a dishonest prover would be indifferent on the stages to cheat. Therefore, we consider a symmetric-cheating model in which a dishonest prover acts in the following way:

Definition 5.4 (Symmetric-cheating prover). A symmetriccheating prover has a type p = (𝑝_0, 𝑝_1, · · · , 𝑝_𝑇 ) in which 𝑝_𝑖 is the probability that she cheats in 𝑖 stages, and

�_𝑖 𝑝_𝑖 = 1. When she is generating a PoL, she performs as follows:

(1) Nature chooses 𝑚 ∼ p as the number of stages she would cheat. (2) She uniformly randomly draws 𝑚 stages among the total 𝑇 stages to cheat and compute the PoL in this way.

(3) She submits the PoL.

Now we assume that the prover is symmetric-cheating. Since we have shown the basic (prover-side) incentive-security of our mechanism, among the population of parties that may serve as provers, we assume that an overwhelming majority are honest, and only a small fraction 𝜖 may cheat. Define p̄ = (𝑝̄_0, · · · , 𝑝̄_𝑇 ) as the mean of p in the population of provers, then we have

𝑝̄_0 ∈ (1 − 𝜖, 1). (9) Failure of the basic mechanism. While we may straightforwardly want to reward the verifier for catching cheats, unfortunately from the Verifier’s Lemma, as long as the reward for the verifier is bounded, we can see that our basic mechanism in Section 4.1-4.2 would not work. Formally, we have

Theorem 5.5. In our basic mechanism in Section 4.1-4.2, if we assume that the verifier’s maximum reward for finding a cheat is 𝑣_+ and the verifier’s expected reward when the PoL passes the verification is 𝑣_0, then if 𝑣_+ ≤ 𝑣_0 or 𝜖 ∈ (0,^𝑀_{𝑇 (𝑣+ −𝑣0 )} ), the verifier’s strictly optimal strategy is to report “Success” without verification.

The proof of Theorem 5.5 is deferred to Appendix C. Therefore, for any fixed 𝑣_+, 𝑣_0, we always have 𝜖 > 0 which makes the mechanism not incentive-secure for the verifier, because for 𝜖 small enough, the expected “additional reward” for catching a cheat would not cover the cost of verification. Therefore, we desire to modify the basic mechanism in a way that the verifier would maximize her expected utility by verifying and reporting honestly, uniformly for any 𝜖 small enough.

In this setting, we define verifier incentive-security (VIS) as follows:

Definition 5.6 (Verifier incentive-security). We call a PoL mechanism verifier incentive-secure if and only if, for some fixed 𝜖 > 0, as long as the prover is honest with a probability greater than 1−𝜖, the verifier gets the most expected utility via honestly performing the verification protocol among all benign verification strategies.

Particularly, the mechanism discussed in this section is VIS if and only if the verifier is incentivized to honestly verify all 𝛼 stages in t_{𝑣𝑒} honestly.

5.3 The Capture-The-Flag Protocol

As discussed in the parts above, we are aware that the Verifier’s Dilemma only occurs in the scenario of 𝜖 → 0. Hence, a natural idea is to increase 𝜖, i.e. insert deliberate invalid objects, or so-called “flags” to incentivize verifiers to find, as in the works of [31, 36, 43]. On the other hand, our Theorem 5.2 also shows the necessity for a desirable verification mechanism to let the verifier incorporate additional information into her report. Hence, the most straightforward idea is to deliberately generate invalid PoL’s into the pool that serve as flags. However, this approach also faces the following challenges:

• The cheaters in the pool can have complicated behavior, e.g., having different 𝜌’s in their cheating patterns. It is difficult to set proper 𝜌’s or analyze verifiers’ behavior in the presence of both cheats and deliberately inserted flags.

• Particularly, if 𝜌 is not close to 0, then the generation of invalid PoL’s needs to contain a large portion of honest computation which has immense computational overhead, which not only undermines the efficiency but also complicates the protocol, e.g., in the allocation and compensation of such “chores”.

• If 𝜌 is close to 0, then the verifier would have a high probability of identifying the flags even if they only verify 1 stage (rather than 𝛼), which could incentivize a different dishonest strategy rather than the honest one.

In consideration of the issues above, we propose a variant to (let provers) insert the flags into each PoL certificate, i.e. designate a random subset of the stages as flags, and provers should make commitments about the flags inserted when submitting the PoL. However, due to the sequential nature of the SGD algorithm, inserting an invalid stage may affect the validity of the following stages and ultimately the resulting model; therefore, we insert safe deviations that serve as flags, which is implemented by computing honestly with a differently designated seed. In particular, given the (root) random seed 𝜙, a stage 𝑡 can have 4 possible types:

(1) Normal: it is trained with random seed 𝑟_𝜙 (3𝑡), as defined in Section 3.2.

(2) Flag 𝐹_1: it is trained with random seed 𝑟_𝜙 (3𝑡 + 1). (3) Flag 𝐹_2: it is trained with random seed 𝑟_𝜙 (3𝑡 + 2). (4) Dishonest: otherwise.

Notice that we do need two types of flags so that the verifier would be willing to check the type of the flag, instead of reporting “Flag” when the verification of “Normal” fails without any attempt to differentiate it from a dishonest stage. In this setting, we assume that less than half of the stages are flagged, so that the verifier would first verify with seed 𝑟_𝜙 (3𝑡) for stage 𝑡. If the verification of seed 𝑟_𝜙 (3𝑡) fails, the verifier, who believes that the probability of cheating is sufficiently small, would believe that it is a flag and randomly choose one of the following actions:

• Verify with seed 𝑟_𝜙 (3𝑡 +1). If successful report 𝐹_1, otherwise report 𝐹_2.^9 • Verify with seed 𝑟_𝜙 (3𝑡 +2). If successful report 𝐹_2, otherwise report 𝐹_1.

Therefore, if a cheater wants to disguise a dishonest stage as a flag, she must claim that it is 𝐹_1 or 𝐹_2 in the commitment, with a 𝜅 = 1/2 probability of being caught if the stage is verified.

The protocol of certificate generation and verification are shown in Algorithm 3 and Algorithm 4, respectively.

Intuitively, to incentivize the verifier to verify 𝛼 stages among the total𝑇 , assume that we would like the prover to insert 𝜂𝑇 (committed) flags in which 𝜂 ∈ [^{2𝛼}_𝑇 ,^1_2 ), then when the verifier verifies honestly, the expected number of flags she finds would be 𝛼𝜂. Since the verifier only has access to the 𝛼 stages in t_{𝑣𝑒} , we would like to incentivize the verifier to find as many flags as possible so that the verifier would honestly verify all the 𝛼 stages. Therefore, we award the verifier for each flag she detected. Particularly, recalling that the training cost of a stage is^𝑀_𝑇 and noting that the discovery of a flag would take an additional^𝑀_𝑇 cost of computation, we set positive parameters 𝑅_0 ≫ 𝑅_1 >^𝑀_𝑇 (^2_𝜂 + 1). When the verifier finds 𝑢 flags and 𝐷 dishonest stages, the system gives the verifier a reward of 𝑊_𝑣 (𝑢):

𝑊_𝑣 (𝑢) = 𝑅_0 [𝐷 > 0] + 𝑅_1𝑢. (10)

in which the notation [𝑠𝑡𝑎𝑡𝑒𝑚𝑒𝑛𝑡] stands for

[𝑠𝑡𝑎𝑡𝑒𝑚𝑒𝑛𝑡] = � 1, if [𝑠𝑡𝑎𝑡𝑒𝑚𝑒𝑛𝑡] is true; 0, otherwise.

In Section 6, we prove that for values of 𝛼, 𝛽,𝑇 that satisfy certain conditions, there is a Nash equilibrium that the prover trains honestly, and the verifier verifies exactly 𝛼 stages.

9Since the stage is neither normal or 𝐹_1, it is either 𝐹_2 or dishonest. As the probability of cheating is sufficiently small, she would prefer to believe it is 𝐹_2 rather than take additional computational cost to distinguish them via verifying with seed 𝑟_𝜙 (3𝑡 + 2). Similar for the other case.

Algorithm 3 Prover’s certificate generation protocol in the full mechanism 1: Input 𝐴 = (𝐷_{𝑡𝑟} , E, 𝜙), 𝑘, 𝛼, L, 𝑓 , 𝜂. 2: Initialize 𝑤 = 𝑤_0 according to E. 3: 𝑇 :=^𝐸_𝑘 4: 𝑒 := 0 5: Generate 𝜎 = (𝜎_1, · · · , 𝜎_𝑇 ) as a random permutation of [𝑇 ] from her own secret.

6: H := ℎ𝑎𝑠ℎ(𝜎) 7: for 𝑡 := 1 · · ·𝑇 do 8: if 𝜎_𝑡 ≤ 𝜂𝑇 then 9: if 𝜎_𝑡 is odd then 10: 𝑠_𝑡 := 𝑟_𝜙 (3𝑡 + 1) 11: else 12: 𝑠_𝑡 := 𝑟_𝜙 (3𝑡 + 2) 13: else 14: 𝑠_𝑡 := 𝑟_𝜙 (3𝑡) 15: for 𝑥 := 1 · · · 𝑘 do 16: 𝑒 := 𝑒 + 1 17: Draw 𝑏_𝑒 according to (G, 𝑠_𝑡 ), denoted as 𝑏_𝑒 := 𝐵_𝑒 (𝑠_𝑡 ). 18: 𝑤_{(𝑒)} := T_𝜂 (𝑏_𝑒, 𝑤_{(𝑒−1)} ) 19: 𝑊_𝑡 := 𝑤_{(𝑒)} 20: 𝑐_𝑡 := ℎ𝑎𝑠ℎ(𝑊_𝑡 ) 21: 𝑐 := (𝑐_1, · · · , 𝑐_𝑇 ) 22: Post (𝑐, H ).

6 THEORETICAL INCENTIVE-SECURITY ANALYSIS

In this section, we show the incentive-security properties of our mechanisms.

In Section 3.4, we model 4 types of attacks to the PoL mechanism. In the protocol defined in Section 4.1, the training task is divided into 𝑇 stages. Even though it is a stochastic gradient descent task, since the random seeds are given by the protocol, the training process of each stage is deterministic.

In the prover’s training process, the prover is expected to save the model weights 𝑊_𝑡 at each stage 𝑡, and post 𝑐_𝑡 = ℎ𝑎𝑠ℎ(𝑊_𝑡). An honest prover should compute each 𝑊_𝑡 from the result𝑊_{𝑡 −1} of the previous stage following the expected procedure.

For a possibly dishonest prover, in each stage 𝑡, she may compute 𝑊_𝑡 from 𝑊_{𝑡 −1} either honestly or dishonestly, or even does not compute a 𝑊_𝑡 at all while forging a fake 𝑐_𝑡 . In our definition, even if 𝑊_{𝑡 −1} may be dishonestly computed, as long as she follows the procedure and computes 𝑊_𝑡 from 𝑊_{𝑡 −1}, we say that she trains stage 𝑡 “honestly”; otherwise, if either𝑊_{𝑡 −1} or𝑊_𝑡 is nonexistent or invalid, or the prover does not follow the procedure when computing 𝑊_𝑡 from 𝑊_{𝑡 −1}, we say that she trains the stage 𝑡 “dishonestly”. Hence, we can naturally define the 𝜌 (as discussed in Section 3.3) as the fraction of stages trained honestly and say that the prover is honest if and only if 𝜌 = 1, i.e., she trains all stages honestly.

As introduced in Section 4.2, the verifier randomly chooses 𝛼 stages among the 𝑇 stages to verify. For each chosen stage 𝑡, the verifier queries the prover for (𝑊_{𝑡 −1},𝑊_𝑡 ) and verifies if 𝑊_{𝑡 −1}, 𝑊_𝑡 match the hashes and 𝑊_𝑡 is the result of honest computation from

Algorithm 4 Verifier’s verification protocol in the full mechanism 1: Input 𝐴 = (𝐷_{𝑡𝑟} , E, 𝜙), 𝑘, L, 𝑓 , 𝑐 = (𝑐_1, · · · , 𝑐_𝑇 ), H . 2: Draw t_{𝑣𝑒} = {𝑡_1, · · · , 𝑡_𝛼 } from {1, · · · ,𝑇 } via her own secret. 3: Post t_{𝑣𝑒} to the prover, expecting to get {(𝑊_{𝑡𝑖 −1},𝑊_{𝑡𝑖} )} for each 𝑡_𝑖 ∈ t_{𝑣𝑒} .

4: for 𝑖 ∈ 1 · · · 𝛼 do 5: if 𝑐_{𝑡𝑖 −1} ≠ ℎ𝑎𝑠ℎ(𝑊_{𝑡𝑖 −1}) ∨ 𝑐_{𝑡𝑖} ≠ ℎ𝑎𝑠ℎ(𝑊_{𝑡𝑖} ) then 6: Return (“Fail”, InvalidWeights(𝑡_𝑖 ) ) 7: 𝑤 = 𝑊_{𝑡𝑖 −1} 8: 𝑤_1 = 𝑤 9: for 𝑒 := 𝑘 · (𝑡_𝑖 − 1) + 1, · · · , 𝑘 · 𝑡_𝑖 do 10: 𝑏^{(0)}_𝑒 = 𝐵_𝑒 (𝑟_𝜙 (3𝑡)) 11: 𝑏^{(1)}_𝑒 = 𝐵_𝑒 (𝑟_𝜙 (3𝑡 + 1)) 12: 𝑏^{(2)}_𝑒 = 𝐵_𝑒 (𝑟_𝜙 (3𝑡 + 2)) 13: 𝑤_1 := T_𝜂 (𝑏^{(0)}_𝑒 , 𝑤_1) 14: if 𝑤_1 = 𝑊_{𝑡𝑖} then 15: 𝑉_𝑖 := 0 16: else 17: Draw 𝜉 ∼ 𝑈 𝑛𝑖 𝑓 𝑜𝑟𝑚{0, 1} 18: if 𝜉 = 1 then 19: for 𝑒 := 𝑘 · (𝑡_𝑖 − 1) + 1, · · · , 𝑘 · 𝑡_𝑖 do 20: 𝑤 := T_𝜂 (𝑏^{(1)}_𝑒 , 𝑤) 21: if 𝑤 = 𝑊_{𝑡𝑖} then 22: 𝑉_𝑖 := 1 23: else 24: 𝑉_𝑖 := 2 25: else 26: for 𝑒 := 𝑘 · (𝑡_𝑖 − 1) + 1, · · · , 𝑘 · 𝑡_𝑖 do 27: 𝑤 := T_𝜂 (𝑏^{(2)}_𝑒 , 𝑤) 28: if 𝑤 = 𝑊_{𝑡𝑖} then 29: 𝑉_𝑖 := 2 30: else 31: 𝑉_𝑖 := 1 32: Post 𝑉 = {𝑉_𝑖 }_{𝑖 ∈ [𝛼 ]}, requesting the prover to post 𝜎. 33: if ℎ𝑎𝑠ℎ(𝜎) ≠ H then 34: Return (“Fail”, InvalidFlagCommitment) 35: for 𝑖 ∈ 1 · · · 𝛼 do 36: if 𝜎_{𝑡𝑖} ≤ 𝜂𝑇 then 37: if 𝜎_{𝑡𝑖} is odd then 38: 𝑠_𝑖 := 1 39: else 40: 𝑠_𝑖 := 2 41: else 42: 𝑠_𝑖 := 0 43: if 𝑉_𝑖 ≠ 𝑠_𝑖 then 44: Return(“Fail”, ErrorInStage(𝑡_𝑖 ) ) 45: Return (“Success”, t_{𝑣𝑒} , {𝑠_𝑖 }).

𝑊_{𝑡 −1}. Since the prover needs to post hashes of weights before the verification, all the weights have to be finalized before the verification. Hence, the prover would pass the verification with a probability of 1 if and only if all verified stages are trained honestly. In the full mechanism, if 𝜉 verified stages are not trained honestly, the prover passes the verification with a probability of 2^{−𝜉} .

In Section 3.4 we discussed about 4 types of attacks. In retrainingbased spoofing, the attacker aims to get the same PoL, while in the other 3 types of attacks, the attacker aims to get a different PoL. Due to the deterministic nature of our protocol, if the attacker aims to get a different PoL, she must train a subset of stages dishonestly, which is indeed classified as “dishonest” in our analysis^{10}; for the retraining-based spoofing, since the attacker aims to get the same PoL, it can neither save any computational cost nor corrupt the model, so it only has interest in copyright protection and does not need to be considered for the motivation of out setting that aims to adopt PoL as a PoUW.

For prevention of the 3 types of attacks, under mild assumptions, we show that our mechanism is incentive-secure for small 𝛼 compared to the number 𝑇 of stages and a moderately large 𝑅_1, as characterized as below:

• Even with no penalty (𝛾 = 0), an 𝛼 = 𝑂 (log𝑇 ) is sufficient as long as the reward 𝑅 guarantees “just slightly more than” individual-rationality.

• With moderate penalty 𝛾 = Θ(1), an 𝛼 = 𝑂 (1/𝛾) = 𝑂 (1) and a reward 𝑅 guaranteeing IR are sufficient to guarantee 𝛾-IR-BIS.

• With 𝜂 ∈

�_{2𝛼} 𝑇 ,^1_2 � and 𝑅_1 ≥^𝑀_𝑇

�_2 𝜂 + 1 � , our full mechanism is guaranteed to be VIS.

Formally, we have our main theorem on the prover side:

Theorem 6.1 (Main Theorem). Assume 𝑇 ≥ 2, and denote 𝛽 = 𝑀 𝑅 . If the winning probability function 𝑃 (·) is differentiable and its hazard rate is upper bounded by 𝜆, i.e.,

𝑃^′ (𝜌) 𝑃 (𝜌)

∈ [−𝜆, 0], ∀𝜌 ∈ [0, 1], (11)

in which 𝑃^′ (·) is denoted as the derivative of 𝑃 (·); and in the verification protocol defined, a cheating stage has at least a 𝜅 = Θ(1) probability to be caught when verified^{11}, then the mechanisms defined as Algorithms 1-2 and Algorithms 3-4 are 0-IR-BIS if 𝑅 > ∫_1 0 𝑃 (𝜌)𝑑𝜌 · 𝑀 𝑃 (1) − (1 − 𝜅)^𝛼

, (12)

𝛼 ≥ max � � � � 2(𝜆 + 𝛽) 𝛽𝜅 , 2 ln^𝑇_𝛽 𝜅 � � � � , (13)

in which Eq. (12) exponentially converges to 𝑅 >

∫_1 0 𝑃 (𝜌 )𝑑𝜌·𝑀 𝑃 (1) , the

sufficient and necessary condition for IR, when 𝛼 is moderately large.

The proof is deferred to Appendix D. From the main theorem, we see that for a fixed 𝑃, the number of required stages for verification is 𝑂 (log𝑇 ) for bounded 𝜆 and 𝜅 = Θ(1), making the relative computational overhead as low as 𝑂 (^{log𝑇}_𝑇 ) = 𝑂 (^{𝑘 log 𝐸}_𝐸 ).

Furthermore, by inducing penalty 𝛾 = Θ(1), i.e. getting caught cheating leads to a penalty comparable to the block reward, we

10In the augmentation of Section 5 there may exist different valid safe deviations but they could not save any computational cost.

11In the basic mechanism we have 𝜅 = 1, while in the full mechanism 𝜅 =^1_2 .

can lower the number of required stages to 𝑂 (1) and the relative computational overhead to 𝑂 (^𝑘_𝐸 ). Formally, we have:

Theorem 6.2. For 𝛾 > 0, with the same definition of 𝛽, 𝜆, 𝜅 as in Theorem 6.1, the mechanisms defined as Algorithms 1-2 and Algorithms 3-4 are 𝛾-IR-BIS if 𝑅 > ∫_1 0 𝑃 (𝜌)𝑑𝜌 · 𝑀 𝑃 (1)

, (14)

𝛼 > max � 𝛽 𝛾𝜅 , 𝜆 𝜅 � . (15)

The proof of Theorem 6.2 is deferred to Appendix E. On the other hand, we show the verifier incentive-security property of our mechanism, which, combined with the basic incentivesecurity properties of our mechanism, guarantees a Nash equilibrium that both parties behave honestly:

Theorem 6.3. Our full mechanism defined as Algorithms 3-4 is VIS if 𝜂 ∈ � 2𝛼 𝑇 , 1 2 � , (16)

𝑅_1 ≥ 𝑀 𝑇 � 2 𝜂 + 1 � . (17)

The proof of Theorem 6.3 is deferred to Appendix F.

7 DISCUSSION

In this paper, we develop an incentive-secure PoL mechanism with provable incentive-security, efficiency and controllable difficulty that successfully bypasses the existing hardness results, and also tackles the Verifier’s Dilemma via a capture-the-flag protocol that encourages honest verification, while improving the relative computational overhead from Θ(1) in [21] to 𝑂 (^{log 𝐸}_𝐸 ) or 𝑂 (^1_𝐸 ), and improving the communication complexity from Θ(𝐸|W|) to 𝑂 (𝐸 + |W| log 𝐸) or 𝑂 (𝐸 + |W|), depending on different settings. On a high level, this paper not only provides a solution toward a secure and sustainable blockchain consensus mechanism, but also has the potential to be a novel design for decentralized AI platforms.

A possible issue is that while we assume the prover inserts flags and the verifier verifies randomly, a “distribution drift” may occur when in the long run all provers prefer to insert flags in a specific non-uniform distribution and verifiers also verify non-uniformly according to the pattern for optimal utility when the randomness is not enforced. To resolve this issue, we may require that although we allow the prover/verifier to decide on the flag/verification positions with their own secrets, they must randomly draw the positions via a designated salted PRG with their committed seeds, so that they cannot find a seed that generates a statistically unbalanced distribution without excessive computational burden.

While our mechanism can significantly improve the communication complexity from Θ(𝐸|W|) down to 𝑂 (𝐸 + |W|), if the communication is implemented on-chain, it is still only applicable for small models. To enable models with larger sizes compared to block spaces, IPFS [5] or layer-2 techniques [40] can be utilized for cheaper storage.

Additionally, while this work is focused on the proof and verification of a specific ML task, we are aware that mining competition may still lead to energy waste. Via future studies on techniques of distributed computing and task allocation, the energy efficiency of our PoUW mechanism may be further improved.

ACKNOWLEDGMENTS

Zishuo Zhao would like to appreciate Yongzheng Jia and Hongyin Chen for general discussion on related topics of PoUW, Shuran Zheng for discussion on the BB84 protocol which inspires the design of Algorithm 4, and Yuqing Kong for discussion about possible future directions. Zishuo Zhao is also grateful for the encouragement of all the individuals mentioned, which has been instrumental in maintaining his poise while exploring these novel and challenging topics.

REFERENCES

[1] Nuno Antunes, Leandro Balby, Flavio Figueiredo, Nuno Lourenco, Wagner Meira, and Walter Santos. 2018. Fairness and transparency of machine learning for trustworthy cloud services. In 2018 48th Annual IEEE/IFIP International Conference on Dependable Systems and Networks Workshops (DSN-W). IEEE, 188– 193.

[2] Vivek Bagaria, Amir Dembo, Sreeram Kannan, Sewoong Oh, David Tse, Pramod Viswanath, Xuechao Wang, and Ofer Zeitouni. 2022. Proof-of-stake longest chain protocols: Security vs predictability. In Proceedings of the 2022 ACM Workshop on Developments in Consensus. 29–42.

[3] Alejandro Baldominos and Yago Saez. 2019. Coin. AI: A proof-of-useful-work scheme for blockchain-based distributed deep learning. Entropy 21, 8 (2019), 723.

[4] Marshall Ball, Alon Rosen, Manuel Sabin, and Prashant Nalini Vasudevan. 2017.

Proofs of useful work. Cryptology ePrint Archive (2017).

[5] Juan Benet. 2014. Ipfs-content addressed, versioned, p2p file system. arXiv preprint arXiv:1407.3561 (2014).

[6] Elisa Bertino, Murat Kantarcioglu, Cuneyt Gurcan Akcora, Sagar Samtani, Sudip Mittal, and Maanak Gupta. 2021. AI for Security and Security for AI. In Proceedings of the Eleventh ACM Conference on Data and Application Security and Privacy. 333–334.

[7] Felipe Bravo-Marquez, Steve Reeves, and Martin Ugarte. 2019. Proof-of-learning:

a blockchain consensus mechanism based on machine learning competitions. In 2019 IEEE International Conference on Decentralized Applications and Infrastructures (DAPPCON). IEEE, 119–124.

[8] Vitalik Buterin et al. 2014. A next-generation smart contract and decentralized application platform. white paper 3, 37 (2014), 2–1.

[9] Canhui Chen, Zerui Cheng, Shutong Qu, and Zhixuan Fang. 2022. Crowdsourcing Work as Mining: A Decentralized Computation and Storage Paradigm. arXiv preprint arXiv:2211.06669 (2022).

[10] KD Conway, Cathie So, Xiaohang Yu, and Kartin Wong. 2024. opML: Optimistic Machine Learning on Blockchain. arXiv preprint arXiv:2401.17555 (2024).

[11] Congyu Fang, Hengrui Jia, Anvith Thudi, Mohammad Yaghini, Christopher A Choquette-Choo, Natalie Dullerud, Varun Chandrasekaran, and Nicolas Papernot. 2023. Proof-of-Learning is Currently More Broken Than You Think. In 2023 IEEE 8th European Symposium on Security and Privacy (EuroS&P). IEEE, 797–816.

[12] Beltrán Borja Fiz Pontiveros, Christof Ferreira Torres, and Radu State. 2020. Sluggish mining: Profiting from the verifier’s dilemma. In Financial Cryptography and Data Security: FC 2019 International Workshops, VOTING and WTSC, St. Kitts, St. Kitts and Nevis, February 18–22, 2019, Revised Selected Papers 23. Springer, 67– 81. [13] Chaya Ganesh, Claudio Orlandi, and Daniel Tschudi. 2019. Proof-of-Stake Protocols for Privacy-Aware Blockchains. In Advances in Cryptology – EUROCRYPT 2019, Yuval Ishai and Vincent Rijmen (Eds.). Springer International Publishing, Cham, 690–719.

[14] Arthur Gervais, Ghassan O. Karame, Karl Wüst, Vasileios Glykantzis, Hubert Ritzdorf, and Srdjan Capkun. 2016. On the Security and Performance of Proof of Work Blockchains. In Proceedings of the 2016 ACM SIGSAC Conference on Computer and Communications Security (Vienna, Austria) (CCS ’16). Association for Computing Machinery, New York, NY, USA, 3–16. https://doi.org/10.1145/2976749.2978341 [15] Arthur Gervais, Ghassan O Karame, Karl Wüst, Vasileios Glykantzis, Hubert Ritzdorf, and Srdjan Capkun. 2016. On the security and performance of proof of work blockchains. In Proceedings of the 2016 ACM SIGSAC conference on computer and communications security. 3–16.

[16] Charles AE Goodhart. 1984. Problems of monetary management: the UK experience. Springer.

[17] Felix Hoffmann. 2022. Challenges of Proof-of-Useful-Work (PoUW). In 2022 IEEE 1st Global Emerging Technology Blockchain Forum: Blockchain & Beyond (iGETblockchain). IEEE, 1–5.

[18] Yupeng Hu, Wenxin Kuang, Zheng Qin, Kenli Li, Jiliang Zhang, Yansong Gao, Wenjia Li, and Keqin Li. 2021. Artificial intelligence security: Threats and countermeasures. ACM Computing Surveys (CSUR) 55, 1 (2021), 1–36.

[19] Atalay M Ileri, Halil I Ozercan, Alper Gundogdu, Ahmet K Senol, M Yusuf Ozkaya, and Can Alkan. 2016. Coinami: a cryptocurrency with DNA sequence alignment as proof-of-work. arXiv preprint arXiv:1602.03031 (2016).

[20] Markus Jakobsson and Ari Juels. 1999. Proofs of work and bread pudding protocols. In Secure Information Networks: Communications and Multimedia Security IFIP TC6/TC11 Joint Working Conference on Communications and Multimedia Security (CMS’99) September 20–21, 1999, Leuven, Belgium. Springer, 258–272.

[21] Hengrui Jia, Mohammad Yaghini, Christopher A Choquette-Choo, Natalie Dullerud, Anvith Thudi, Varun Chandrasekaran, and Nicolas Papernot. 2021. Proof-of-learning: Definitions and practice. In 2021 IEEE Symposium on Security and Privacy (SP). IEEE, 1039–1056.

[22] Davinder Kaur, Suleyman Uslu, Kaley J Rittichier, and Arjan Durresi. 2022. Trustworthy artificial intelligence: a review. ACM computing surveys (CSUR) 55, 2 (2022), 1–38.

[23] John Kelsey, Bruce Schneier, David Wagner, and Chris Hall. 1998. Cryptanalytic attacks on pseudorandom number generators. In International workshop on fast software encryption. Springer, 168–188.

[24] Jayden Khakurel, Birgit Penzenstadler, Jari Porras, Antti Knutas, and Wenlu Zhang. 2018. The rise of artificial intelligence under the lens of sustainability. Technologies 6, 4 (2018), 100.

[25] Aggelos Kiayias, Andrew Miller, and Dionysis Zindros. 2020. Non-interactive proofs of proof-of-work. In Financial Cryptography and Data Security: 24th International Conference, FC 2020, Kota Kinabalu, Malaysia, February 10–14, 2020 Revised Selected Papers 24. Springer, 505–522.

[26] Aggelos Kiayias, Alexander Russell, Bernardo David, and Roman Oliynykov.

2017. Ouroboros: A provably secure proof-of-stake blockchain protocol. In Annual international cryptology conference. Springer, 357–388.

[27] Sunny King. 2013. Primecoin: Cryptocurrency with prime number proof-of-work. July 7th 1, 6 (2013).

[28] Jei Young Lee. 2019. A decentralized token economy: How blockchain and cryptocurrency can revolutionize business. Business Horizons 62, 6 (2019), 773–784.

[29] Yuan Liu, Yixiao Lan, Boyang Li, Chunyan Miao, and Zhihong Tian. 2021. Proof of Learning (PoLe): empowering neural network training with consensus building on blockchains. Computer Networks 201 (2021), 108594.

[30] Tao Lu, Haoyu Wang, Wenjie Qu, Zonghui Wang, Jinye He, Tianyang Tao, Wenzhi Chen, and Jiaheng Zhang. 2024. An Efficient and Extensible Zero-knowledge Proof Framework for Neural Networks. Cryptology ePrint Archive (2024).

[31] Loi Luu, Jason Teutsch, Raghav Kulkarni, and Prateek Saxena. 2015. Demystifying incentives in the consensus computer. In Proceedings of the 22Nd acm sigsac conference on computer and communications security. 706–719.

[32] Satoshi Nakamoto. 2008. Bitcoin: A peer-to-peer electronic cash system. Decentralized business review (2008).

[33] Mohamed Nassar, Khaled Salah, Muhammad Habib ur Rehman, and Davor Svetinovic. 2020. Blockchain for explainable and trustworthy artificial intelligence. Wiley Interdisciplinary Reviews: Data Mining and Knowledge Discovery 10, 1 (2020), e1340.

[34] Thomas Piketty. 2014. Capital in the twenty-first century. Harvard University Press.

[35] Adnan Qayyum, Aneeqa Ijaz, Muhammad Usama, Waleed Iqbal, Junaid Qadir, Yehia Elkhatib, and Ala Al-Fuqaha. 2020. Securing machine learning in the cloud: A systematic review of cloud machine learning security. Frontiers in big Data 3 (2020), 587139.

[36] Maxime Reynouard, Rida Laraki, and Olga Gorelkina. 2024. BAR Nash Equilibrium and Application to Blockchain Design. arXiv preprint arXiv:2401.16856 (2024).

[37] Mauro Ribeiro, Katarina Grolinger, and Miriam AM Capretz. 2015. Mlaas: Machine learning as a service. In 2015 IEEE 14th international conference on machine learning and applications (ICMLA). IEEE, 896–902.

[38] John Riley. 2021. The current status of cryptocurrency regulation in China and its effect around the world. China and WTO Review 7, 1 (2021), 135–152.

[39] Fahad Saleh. 2020. Blockchain without Waste: Proof-of-Stake. The Review of Financial Studies 34, 3 (07 2020), 1156–1190. https://doi.org/10.1093/rfs/hhaa075 arXiv:https://academic.oup.com/rfs/article-pdf/34/3/1156/36264598/hhaa075.pdf [40] Cosimo Sguanci, Roberto Spatafora, and Andrea Mario Vergani. 2021. Layer 2 Blockchain Scaling: a Survey. arXiv:2107.10881 [cs.DC] [41] Daria Smuseva, Ivan Malakhov, Andrea Marin, Aad van Moorsel, and Sabina Rossi. 2022. Verifier’s dilemma in ethereum blockchain: A quantitative analysis. In International Conference on Quantitative Evaluation of Systems. Springer, 317– 336.

[42] Christian Stoll, Lena Klaaßen, and Ulrich Gallersdörfer. 2019. The carbon footprint of bitcoin. Joule 3, 7 (2019), 1647–1661.

[43] Jason Teutsch and Christian Reitwießner. 2024. A scalable verification solution for blockchains. In ASPECTS OF COMPUTATION AND AUTOMATA THEORY WITH APPLICATIONS. World Scientific, 377–424.

[44] Ambre Toulemonde, Loic Besson, Louis Goubin, and Jacques Patarin. 2022. Useful work: a new protocol to ensure usefulness of PoW-based consensus for blockchain. In Proceedings of the 2022 ACM Conference on Information Technology for Social Good (Limassol, Cyprus) (GoodIT ’22). Association for Computing Machinery, New York, NY, USA, 308–314. https://doi.org/10.1145/3524458.3547248 [45] Warren J Von Eschenbach. 2021. Transparency and the black box problem: Why we do not trust AI. Philosophy & Technology 34, 4 (2021), 1607–1622.

[46] Harald Vranken. 2017. Sustainability of bitcoin and blockchains. Current opinion in environmental sustainability 28 (2017), 1–9.

[47] Rui Zhang, Jian Liu, Yuan Ding, Zhibo Wang, Qingbiao Wu, and Kui Ren. 2022.

“Adversarial Examples” for Proof-of-Learning. In 2022 IEEE Symposium on Security and Privacy (SP). IEEE, 1408–1422.

[48] Yue Zhang, Shouqiao Wang, Xiaoyuan Liu, Sijun Tan, Raluca Ada Popa, and Ciamac C Moallemi. 2024. Proof of Sampling: A Nash Equilibrium-Secured Verification Protocol for Decentralized Systems. arXiv preprint arXiv:2405.00295 (2024).

[49] Kaiwen Zheng, Shulai Zhang, and Xiaoli Ma. 2020. Difficulty prediction for proof-of-work based blockchains. In 2020 IEEE 21st International Workshop on Signal Processing Advances in Wireless Communications (SPAWC). IEEE, 1–5.

Appendix

A COMPUTATION OF PROVER’S SUNK COST 𝜇(𝜌) ON LOSING COMPETITION

Define 𝑃_− (𝑡) as the probability that another prover would have finished the computation by the time the fixed prover computes a 𝑡 portion of the task. Then by definition, we have

𝑃_− (𝑡) = 1 − 𝑃 (𝑡). (18) Denote 𝑋 as the random variable of the portion the fixed prover has done to the task when another prover would submit the work, then 𝑃_− (·) is essentially the CDF of 𝑋 , and the PDF of 𝑋 is 𝑃^′_− (·).

Given that the fixed prover would stop computing when some other prover submits the task, we get that

𝜇(𝜌) 𝑀 = E[𝑋 |𝑋 < 𝜌] (19) = E[𝑋 · 1_{[𝑋 <𝜌 ]} ]

Pr[𝑋 < 𝜌]

(20) = ∫_𝜌 0 𝑡𝑃^′ (𝑡)𝑑𝑡 1 − 𝑃 (𝜌)

(21)

= ∫_𝜌 0 ∫_𝑡 0 𝑃^′_− (𝑡)𝑑𝑥𝑑𝑡 1 − 𝑃 (𝜌)

(22) = ∫_𝜌 0 ∫_𝜌 𝑡 𝑃^′_− (𝑡)𝑑𝑡𝑑𝑥 1 − 𝑃 (𝜌)

(23) = ∫_𝜌 0 (𝑃_− (𝜌) − 𝑃_− (𝑥))𝑑𝑥 1 − 𝑃 (𝜌)

(24) = ∫_𝜌 0 (𝑃 (𝑥) − 𝑃 (𝜌))𝑑𝑥 1 − 𝑃 (𝜌)

(25) = ∫_𝜌 0 𝑃 (𝑥)𝑑𝑥 − 𝜌𝑃 (𝜌) 1 − 𝑃 (𝜌)

. (26)

Therefore,

𝜇(𝜌) =

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥 − 𝜌𝑃 (𝜌) 1 − 𝑃 (𝜌)

𝑀. (27)

B PROOF OF THEOREM 5.2

Assume we have such a mechanism. By the definition of Nash equilibrium, we consider a fixed verifier. Given that the prover and all other verifiers (if exist) act honestly, that verifier should be incentivized to do the honest verification.

Since the prover is honest, when that verifier performs honest verification, the result should always be “Success”. However, if the verifier simply reports “Success” without verification, the outcome is the same but the verifier saves the verification cost, so that the verifier is incentivized to deviate from the honest strategy.

That leads to a contradiction. So no such mechanism exists.

C PROOF OF THEOREM 5.5

Notice that if the verifier verifies at least one stage, then she has a computational cost of^𝑀_𝑇 .

If 𝑣_+ ≤ 𝑣_0, then the verifier does not have any incentive to find a cheat, so her strict optimal strategy is reporting “Success”. Now we assume 𝑣_+ > 𝑣_0.

If the verifier verifies at least one stage, then as the probability that the proof is dishonest is at most 𝜖, she catches a cheat with a probability upper bounded by 𝜖. Therefore, her expected utility is at most 𝑣_+𝜖 + 𝑣_0 (1 − 𝜖) −^𝑀_𝑇 .

If the verifier just report “Success”, her utility is 𝑣_0. Since 𝜖 <^𝑀_{𝑇 (𝑣+ −𝑣0 )} , we have

𝑣_0 > 𝑣_+𝜖 + 𝑣_0 (1 − 𝜖) − 𝑀 𝑇 . (28)

Therefore the verifier’s strict optimal strategy is to report “Success” without actual verification.

D PROOF OF THEOREM 6.1

We assume 𝛼 ≥ 2. From Eq. 6 and 𝑄 (1) = 1 we see that

𝑢 (1) = 𝑃 (1)𝑅 −

∫_1 0 𝑃 (𝑥)𝑑𝑥 · 𝑀. (29)

So Eq. (12) implies that 𝑢 (1) > 0, i.e. the mechanism is IR. From 𝑃 (𝑥) ≥ 𝑃 (1) we also deduce that 𝑀 < 𝑅, i.e. the reward must be greater than the honest computation cost.

Now we estimate 𝑄 (𝜌) for 𝜌 ∈ [0, 1).

Since each cheating stage has an independent 𝜅 probability to be caught when verified, we can equivalently model that the verification of each stage has an independent 𝜅 probability to be effective. In other words, a cheating stage is caught if and only if it is verified and the verification happens to be effective.

Then, we denote 𝛼^# as a random variable of the total number of effectively verified stages. Hence we have:

Pr[𝛼^# = 𝑠] = � 𝛼 𝑠 � 𝜅^𝑠 (1 − 𝜅)^{𝛼 −𝑠} . (30)

For the total of 𝑇 stages, there are 𝜌𝑇 stages trained honestly, and 𝑄 (𝜌) is the probability that all 𝛼^# effectively verified stages are honest. Denote 𝑄_𝑠 (𝜌) as the conditional probability that the proof passes the verification given 𝛼^# = 𝑠, then

𝑄_𝑠 (𝜌) =

�_{𝜌𝑇} 𝑠 � �_𝑇 𝑠 � (31) = 𝜌𝑇 (𝜌𝑇 − 1) · · · (𝜌𝑇 − 𝑠 + 1) 𝑇 (𝑇 − 1) · · · (𝑇 − 𝑠 + 1)

(32) ≤ 𝜌𝑇 (𝜌𝑇 − 𝜌) · · · (𝜌𝑇 − (𝑠 + 1)𝜌) 𝑇 (𝑇 − 1) · · · (𝑇 − 𝑠 + 1)

(33)

= 𝜌^𝑠 . (34)

Therefore, we have

𝑄 (𝜌) = 𝛼� 𝑠=0 Pr[𝛼^# = 𝑠]𝑄_𝑠 (𝜌) (35)

≤ 𝛼� 𝑠=0 � 𝛼 𝑠 � 𝜅^𝑠 (1 − 𝜅)^{𝛼 −𝑠} 𝜌^𝑠 (36)

= 𝛼� 𝑠=0 � 𝛼 𝑠 � (𝜅𝜌)^𝑠 (1 − 𝜅)^{𝛼 −𝑠} (37)

= (1 − 𝜅 + 𝜅𝜌)^𝛼 . (38)

Let 𝛾 = 0, from Eq. (6) we see that

𝑢 (𝜌) = 𝑃 (𝜌)(𝑄 (𝜌) − 𝛾 (1 − 𝑄 (𝜌)))𝑅 −

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥 · 𝑀 (39)

≤ (1 − 𝜅 + 𝜅𝜌)^𝛼 𝑃 (𝜌)𝑅 −

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥 · 𝑀, (40)

with equality holding at 𝜌 = 1. Now we define 𝛽 =^𝑀_𝑅 ∈ (0, 1)^{12} and

𝑢(𝜌) = (1 − 𝜅 + 𝜅𝜌)^𝛼 𝑃 (𝜌) − 𝛽

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥. (41)

Notice that 𝑃 (·) is a non-increasing function, so for 𝑥 ∈ [0, 𝜌], 𝑃 (𝑥) ≥ 𝑃 (𝜌). Hence, we have

𝑢(𝜌) = (1 − 𝜅 + 𝜅𝜌)^𝛼 𝑃 (𝜌) − 𝛽

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥 (42)

≤ (1 − 𝜅 + 𝜅𝜌)^𝛼 𝑃 (𝜌) − 𝛽

∫_𝜌 0 𝑃 (𝜌)𝑑𝑥 (43)

= ((1 − 𝜅 + 𝜅𝜌)^𝛼 − 𝛽𝜌)𝑃 (𝜌). (44)

Since 𝜌 is defined as the fraction of honest stages, which in practice must be multiples of^1_𝑇 , we only need to prove that if Eqs. (12)- (13) hold, then

∀𝜌 ∈ {0} ∪ [ 1 𝑇 , 1), 𝑢(𝜌) < 𝑢(1). (45)

Now we prove (45) for 𝜌 = 0, 𝜌 ∈ [^1_𝑇 ,^1_2 ], and 𝜌 ∈ (^1_2 , 1), respectively.

(i) Case of 𝜌 = 0.

Since 𝜌 = 0, we have 𝑢(0) = (1 − 𝜅)^𝛼 𝑃 (0) = (1 − 𝜅)^𝛼 . From (12) we see that 𝑢(0) < 𝑢(1).

(ii) Case of 𝜌 ∈ [^1_𝑇 ,^1_2 ].

From (44) we only need to prove (1−𝜅 +𝜅𝜌)^𝛼 −𝛽𝜌 ≤ 0 to deduce 𝑢(𝜌) ≤ 0 < 𝑢(1).

Define 𝜓 (𝜌) = (1 − 𝜅 + 𝜅𝜌)^𝛼 − 𝛽𝜌.

From 𝛼 ≥ 2 we get 𝜓^{′′} (𝜌) = (1 − 𝜅 + 𝜅𝜌)^{𝛼 −2} ≥ 0, so 𝜙 (·) is concave and we only need to show 𝜓 (^1_𝑇 ) ≤ 0 and 𝜓 (^1_2 ) ≤ 0.

Actually, for 𝜌 ∈

�_1 𝑇 ,^1_2 � we have

12It is obvious that 𝑀 < 𝑅 because the strict IR condition implies that the reward for training must be greater than the cost.

𝜓 (𝜌) = (1 − 𝜅 + 𝜅𝜌)^𝛼 − 𝛽𝜌 (46) ≤ � 1 − 𝜅 + 𝜅 2 �_𝛼 − 𝛽 𝑇 (47)

≤ 𝑒^{− 𝜅2 𝛼} − 𝛽 𝑇 (48)

≤ 𝑒^{− 𝜅2 ·}

2 ln 𝑇𝛽 𝜅 − 𝛽 𝑇 (49)

≤ 𝑒^{− ln 𝑇𝛽} − 𝛽 𝑇 (50) = 0. (51)

(iii) Case of 𝜌 ∈ (^1_2 , 1). From Eq. (41) we get

𝑢^′ (𝜌) = 𝛼𝜅 (1 −𝜅 +𝜅𝜌)^{𝛼 −1}𝑃 (𝜌) + (1 −𝜅 +𝜅𝜌)^𝛼𝑃^′ (𝜌) − 𝛽𝑃 (𝜌). (52)

From Eq. (11) we have 𝑃^′ (𝜌) ≥ −𝜆𝑃 (𝜌), hence

𝑢^′ (𝜌) ≥ 𝛼𝜅 (1 − 𝜅 + 𝜅𝜌)^{𝛼 −1}𝑃 (𝜌) − 𝜆(1 − 𝜅 + 𝜅𝜌)^𝛼 𝑃 (𝜌) − 𝛽𝑃 (𝜌) (53) = ((1 − 𝜅 + 𝜅𝜌)^{𝛼 −1} (𝛼𝜅 − 𝜆(1 − 𝜅 + 𝜅𝜌)) − 𝛽)𝑃 (𝜌). (54)

Now we define 𝑡 = 1 − 𝜅 + 𝜅𝜌, then we have 𝜌 =^{𝑡+(1−𝜅)}_𝜅 and

𝑡 ∈ (1 − 𝜅 2 , 1). (55)

We denote

𝑉 (𝑡) = (1 − 𝜅 + 𝜅𝜌)^{𝛼 −1} (𝛼𝜅 − 𝜆(1 − 𝜅 + 𝜅𝜌)) − 𝛽 = −𝜆𝑡^𝛼 + 𝛼𝜅𝑡^{𝛼 −1} − 𝛽, 𝑈 (𝑡) = ((1 − 𝜅 + 𝜅𝜌)^𝛼 − 𝛽𝜌)

= 𝑡^𝛼 − 𝛽 𝜅 𝑡 + 𝛽 (1 − 𝜅) 𝜅 , then from (54) we see that

𝑢^′ (𝜌) ≥ 𝑉 (𝑡)𝑃 (𝜌), (56) and from (44) we see that

𝑢(𝜌) ≤ 𝑈 (𝑡)𝑃 (𝜌). (57)

For 𝜌 ∈ [^1_2 , 1] we define

𝑢(𝜌) = 𝑢(1) −

∫_1 𝜌 𝑉 (1 − 𝜅 + 𝜅𝑥)𝑃 (𝑥)𝑑𝑥,

then

𝑢^′ (𝜌) = 𝑉 (𝑡)𝑃 (𝜌) ≤ 𝑢^′ (𝜌). (58) and from (56) we deduce 𝑢(𝜌) = 𝑢(1) −

∫_1 𝜌 𝑢^′ (𝑥)𝑑𝑥 (59)

≥ 𝑢(1) −

∫_1 𝜌 𝑢^′ (𝑥)𝑑𝑥 (60)

= 𝑢(𝜌). (61)

From (13) we have 𝛼 ≥^{2(𝜆+𝛽 )}_{𝛽𝜅} ≥^𝜆_𝜅 + 1, thus we get

𝑉^′ (𝑡) = 𝛼𝑡^{𝛼 −2} ((𝛼 − 1)𝜅 − 𝜆𝑡) (62) ≥ 𝛼𝑡^{𝛼 −2} (𝜆 − 𝜆𝑡) (63) ≥ 0. (64)

Hence 𝑉 (𝑡) has at most one zero point on (^1_2 , 1), and from (58), 𝑢(𝜌) has at most one stationary point on (^1_2 , 1). Because 𝑉 (1) = −𝜆 + 𝛼𝜅 − 𝛽 ≥ 0, we deduce that 𝑢(𝜌) must satisfy one of the following:

• Monotonic increasing on (^1_2 , 1), or • Monotonic decreasing on (^1_2 , 𝜉) and increasing on (𝜉, 1), in which 𝜉 ∈ (^1_2 , 1).

In the first case, it holds that 𝑢(𝜌) ≤ 𝑢(𝜌) < 𝑢(1) = 𝑢(1) for 𝜌 ∈ (^1_2 , 1) and we prove (45). Now we consider the second case.

Since 𝑢(𝜌) is increasing on (𝜉, 1), we see that ∀𝜌 ∈ [𝜉, 1), 𝑢(𝜌) ≤ 𝑢(𝜌) < 𝑢(1) = 𝑢(1). On the other hand, when 𝜌 ∈ (^1_2 , 𝜉), we prove that 𝑢(𝜌) ≤ 0.

Actually, because 𝑢(·) is decreasing at 𝜌 ∈ (^1_2 , 𝜉), we deduce that 𝑢^′ (𝜌) ≤ 0, thus from (58) we have 𝑉 (𝑡) ≤ 0.

Additionally, we have

𝑡𝑉 (𝑡) − 𝛼𝜅𝑈 (𝑡) = (−𝜆𝑡^{𝛼+1} + 𝛼𝜅𝑡^𝛼 − 𝛽𝑡) − (𝛼𝜅𝑡^𝛼 − 𝛼𝛽𝑡 + 𝛼𝛽 (1 − 𝜅)) (65) = −𝜆𝑡^{𝛼+1} − 𝛽𝑡 + 𝛼𝛽𝑡 − 𝛼𝛽 (1 − 𝜅) (66) = 𝛼𝛽 (𝑡 + 𝜅 − 1) − (𝜆𝑡^{𝛼+1} + 𝛽𝑡). (67)

From (13) we have 𝛼 ≥^{2(𝜆+𝛽 )}_{𝛽𝜅} , and from (55) we have 1 −^𝜅_2 < 𝑡 < 1. Therefore,

𝑡𝑉 (𝑡) − 𝛼𝜅𝑈 (𝑡) >

2(𝜆 + 𝛽) 𝛽𝜅 𝛽 � 1 − 𝜅 2 + 𝜅 − 1 � − (𝜆 + 𝛽) (68) = 2(𝜆 + 𝛽) 𝜅 · 𝜅 2 − (𝜆 + 𝛽) (69) = 0. (70) Combined with 𝑉 (𝑡) ≤ 0, we deduce that 𝑈 (𝑡) ≤ 0, and from (57) we get 𝑢(𝜌) ≤ 0 < 𝑢(1).

Here we finish the proof for all three cases of (45). Now we have proven Theorem 6.1.

E PROOF OF THEOREM 6.2

It is straightforward to see that Eq. (14) holds if and only iff the mechanism is IR. Similar to the proof in Appendix D, we have 𝑢 (𝜌) = 𝑃 (𝜌)(𝑄 (𝜌) − 𝛾 (1 − 𝑄 (𝜌)))𝑅 −

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥 · 𝑀 (71)

≤ ((1 + 𝛾)(1 − 𝜅 + 𝜅𝜌)^𝛼 − 𝛾)𝑃 (𝜌)𝑅 −

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥 · 𝑀. (72)

Hence, we can similarly define

𝑢(𝜌) = ((1 + 𝛾)(1 − 𝜅 + 𝜅𝜌)^𝛼 − 𝛾)𝑃 (𝜌) − 𝛽

∫_𝜌 0 𝑃 (𝑥)𝑑𝑥, (73)

and only need to prove that

𝑢(𝜌) < 𝑢(1), 𝜌 ∈ [0, 1). For Eq. (73) we see that

(1 − 𝜅 + 𝜅𝜌)^𝛼 ≤ 𝛾 1 + 𝛾

=⇒ 𝑢(𝜌) ≤ 0. (74)

Now we consider two cases of (1−𝜅)^𝛼 <^𝛾_{1+𝛾} and (1−𝜅)^𝛼 ≥^𝛾_{1+𝛾} separately.

(i) Case of (1 − 𝜅)^𝛼 <^𝛾_{1+𝛾} .

In this case, we define 𝜌_{𝑡ℎ} =^( 𝛾 1+𝛾 )^1𝛼 +𝜅−1

𝜅 , then for 𝜌 ∈ [0, 1], we have

𝜌 ≤ 𝜌_{𝑡ℎ} ⇐⇒ (1 − 𝜅 + 𝜅𝜌)^𝛼 ≤ 𝛾 1 + 𝛾

. (75) From Eq.(74) and IR guarantee we have that 𝑢(𝜌) ≤ 0 < 𝑢(1) when 𝜌 ∈ [0, 𝜌_{𝑡ℎ}]. Now we consider 𝜌 ∈ (𝜌_{𝑡ℎ}, 1).

From Eq.(73) we have

𝑢^′ (𝜌) = 𝛼𝜅 (1 + 𝛾)(1 − 𝜅 + 𝜅𝜌)^{𝛼 −1}𝑃 (𝜌)

+ ((1 + 𝛾)(1 − 𝜅 + 𝜅𝜌)^𝛼 − 𝛾)𝑃^′ (𝜌) − 𝛽𝑃 (𝜌) (76) ≥ ((1 + 𝛾)(𝛼𝜅 (1 − 𝜅 + 𝜅𝜌)^{𝛼 −1} − 𝜆(1 − 𝜅 + 𝜅𝜌)^𝛼 ) + 𝜆𝛾 − 𝛽)𝑃 (𝜌) (77) = ((1 + 𝛾)(1 − 𝜅 + 𝜅𝜌)^{𝛼 −1} (𝛼𝜅 − 𝜆(1 − 𝜅 + 𝜅𝜌)) + 𝜆𝛾 − 𝛽)𝑃 (𝜌). (78) From (15) we have 𝛼𝜅 ≥ 𝜆, hence

𝛼𝜅 − 𝜆(1 − 𝜅 + 𝜅𝜌) ≥ 0. (79) From (75) and 1 − 𝜅 + 𝜅𝜌 ∈ [0, 1], we have

𝜌 > 𝜌_{𝑡ℎ} =⇒ (1 − 𝜅 + 𝜅𝜌)^𝛼 ≥ 𝛾 1 + 𝛾 =⇒ (1 − 𝜅 + 𝜅𝜌)^{𝛼 −1} ≥ 𝛾 1 + 𝛾 . Therefore, for 𝜌 ∈ (𝜌_{𝑡ℎ}, 1), we have

𝑢^′ (𝜌) ≥ ((1 + 𝛾) · 𝛾 1 + 𝛾

· (𝛼𝜅 − 𝜆(1 − 𝜅 + 𝜅𝜌)) + 𝜆𝛾 − 𝛽)𝑃 (𝜌) (80) = (𝛾 (𝛼𝜅 − 𝜆(1 − 𝜅 + 𝜅𝜌)) + 𝜆𝛾 − 𝛽)𝑃 (𝜌) (81) ≥ (𝛾 (𝛼𝜅 − 𝜆) + 𝜆𝛾 − 𝛽)𝑃 (𝜌) (82) = (𝛼𝛾𝜅 − 𝛽)𝑃 (𝜌). (83)

From 15 we have 𝛼 >^𝛽_{𝛾𝜅} , and as 𝛾, 𝜅 > 0, we have 𝛼𝛾𝜅 − 𝛽>0, hence 𝑢^′ (𝜌) > 0.

Therefore, 𝑢(·) is monotonic increasing on (𝜌_{𝑡ℎ}, 1), deducing that 𝑢(𝜌) < 𝑢(1) for 𝜌 ∈ (𝜌_{𝑡ℎ}, 1).

(ii) Case of (1 − 𝜅)^𝛼 ≥^𝛾_{1+𝛾} .

In this case, we have (1 − 𝜅 + 𝜅𝜌)^𝛼 ≥^𝛾_{1+𝛾} for 𝜌 ∈ [0, 1), so it holds that 𝑢(·) is monotonic increasing on [0, 1). Hence, we prove that 𝑢(𝜌) < 𝑢(1) for 𝜌 ∈ [0, 1).

F PROOF OF THEOREM 6.3

We first assume 𝜖 = 0. Then, we only need to prove a fact: assuming the prover is honest, then as long as the verifier has verified less than 𝛼 stages, she would increase her expected utility if she verifies one more stage.

Denote 𝛼^′ ≤ 𝛼 − 1 as the number of stages the verifier has verified, and she has found 𝑚 flags, then 𝑚 ≤ 𝛼^′.

Then, among the 𝑇 − 𝛼^′ remaining stages not verified yet, there are 𝜂𝑇 − 𝑚 ≥ 𝜂𝑇 − 𝛼^′ flags. Therefore, the probability that the verifier finds a flag in an additional stage is 𝑝 = 𝜂𝑇 − 𝑚 𝑇 − 𝛼^′ > 𝜂𝑇 − 𝛼 𝑇 . (84)

Since 𝜂 ≥^{2𝛼}_𝑇 , we have 𝛼 ≤^{𝜂𝑇}_2 , so it holds that 𝑝 > 𝜂𝑇 /2 𝑇 = 𝜂 2 . (85) If the verifier finds a flag, according to the CTF protocol, she retrains the stage with two different seeds, taking a computational cost of^{2𝑀}_𝑇 and gaining a reward of 𝑅_1. If she does not find a flag, she re-trains the stage with one seed, taking a computational cost of^𝑀_𝑇 and getting no reward. Hence, the expected gain of the utility in verifying an additional stage is

Δ𝑢 = 𝑝 � 𝑅_1 − 2𝑀 𝑇 � − (1 − 𝑝) 𝑀 𝑇 (86) = 𝑝 � 𝑅_1 − 𝑀 𝑇 � − 𝑀 𝑇 . (87)

From Eq. (17), we have

Δ𝑢 ≥ 𝑝 � 𝑀 𝑇 � 2 𝜂 + 1 � − 𝑀 𝑇 � − 𝑀 𝑇 (88) = 𝑀 𝑇 · � 2 𝜂 𝑝 − 1 � (89) > 𝑀 𝑇 · � 2 𝜂 · 𝜂 2 − 1 � (90)

= 0. (91) Hence, the verifier would always gain additional utility via verifying an additional stage as long as 𝛼^′ < 𝛼. On the other hand, the verifier only has access to 𝛼 stages in t_{𝑣𝑒} . Hence, given that the prover is honest, the verifier would maximize her expected utility when she honestly verifies all stages she requests.

Since the inequalities are strict, and the utilities are continuous functions of 𝜖, it also holds for any 𝜖 small enough. Therefore, the mechanism is VIS.