arXiv:2404.07052v1 [quant-ph] 10 Apr 2024

Efficient Post-Quantum Secured Blind Computation

Ethan Davies Information Security Group, Royal Holloway University of London, Egham, Surrey, TW20 0EX, UK.^∗

Alastair Kay Department of Mathematics, Royal Holloway University of London, Egham, Surrey, TW20 0EX, UK.^† (Dated: April 11, 2024)

In the medium term, quantum computing must tackle two key challenges: fault tolerance and security. Fault tolerance will be solved with sufficiently high quality experiments on large numbers of qubits, but the scale and complexity of these devices means that a cloud-based access model is likely to dominate. How can we risk evaluating valuable computations on an untrusted server? Here we detail a verifiable circuit-based model that only requires classical communication between parties. The server is blind to the details of the computation, which is computationally secure.

Cloud computing is now ubiquitous, and especially useful for quantum computers which, at least initially, will require specialist knowledge and equipment to run. If client Clio wants to employ the server Severus to perform her valuable quantum computation (a few minutes’ calculation might contain a result that the world’s largest supercomputers cannot perform in several years [1, 2]), how can she trust that Severus won’t just steal her answer, and how does she know that Severus has even performed the computation, given that verifying the answer may itself be a non-trivial challenge?

Blind quantum computation, in which Clio sends many single-qubit states to Severus, who uses them in a measurement-based protocol, provides Clio with information theoretic security over her input state, computation, and the outcome, only leaking to the server information about bounds on the size of the computation [3, 4]. This astounding result, which has also been implemented experimentally [5], has spawned numerous attempts to remove the one element that inhibits wide-scale utilisation: the requirement on Clio to produce and send single qubits (known as being ‘semi-classical’). These have included, for example, playing two different servers against each other [3, 6–13]. One further downside of this approach is that Clio must build into her circuits all the complexity of a fault-tolerant computation, with the massive qubit overheads that this entails [14].

An alternative approach, requiring only a single server and classical communication, necessitates the relaxation from information theoretic to computational security, relying on a cryptographic protocol that is believed secure against a resource-constrained quantum adversary. On the other hand, it can be built on top of a server’s faulttolerant quantum computer, of which Clio can be entirely oblivious. It has been established [15], with improvements by [16], that certain post-quantum cryptography schemes can be used to create a quantum fully homomorphic encryption (QFHE) scheme which produces an encrypted computation on the server. While these papers proved existence and security, how such a quantum computation proceeds was not detailed. In this paper, we make these steps explicit. We then extend the central construction of [15] from an encrypted controllednot to an encrypted universal gate set, permitting a more direct, resource efficient, implementation. Postquantum cryptography has also been used to directly replicate measurement-based blind computation [17–19]. Our method is also more resource efficient than these.

Overview of QFHE-based Blindness: Conceptually, [15, 16] demand a fixed computational scheme built entirely out of Clifford gates and Toffolis; the server’s circuit only depends on the size of the client’s computation, with the computation being entirely determined by the initial state, i.e. this will proceed like a quantum cellular automaton (QCA) [20]. Clio provides three things: A bit string specifying the initial (basis) state of the computation which has a one-time pad attached to it, Z^zX^x (Here, X^x conveys the application of Pauli X to qubits i where the bit string x ∈ {0, 1}^n satisfies x_i = 1.), an encryption of the one-time pad (padding), Enc(z, x) and an evaluation key for her encryption scheme. Severus initialises his qubits in the specified basis state (including the one-time pad), and starts to apply the circuit. Every time a Clifford gate U is applied, the pad must be updated to UZ^zX^xU^† = Z^{z′} X^{x′} [21]. With the evaluation key, homomorphic encryption schemes allow this calculation directly on the encrypted data Enc(z, x) → Enc(z^′, x^′). Every time a Toffoli Λ is applied, we have ΛZ^zX^x |ψ⟩ = V_z′_{,x}′ Z^{z′} X^{x′} (Λ |ψ⟩). Not only does the padding update, with Severus computing Enc(z, x) → Enc(z^′, x^′), but an additional V^† must be applied to the quantum register. In this case, V comprises some corrective controlled-nots determined by the padding. The key tool in [15] is an encrypted controllednot allowing Severus to apply the required corrections based only on the encryption of the pad. After all elements of the circuit have been applied, Severus measures every qubit in the standard basis. This is the padded answer, which is sent to Clio who, knowing the pad, can extract the answer to her computation. Note that, for a

SHSH. . . S HS H. . . SHSH. . . S HS H. . . SHSH. . . S HS H. . . time step 1 time step 3

Figure 1. Subset of qubits in a larger array with repeated applications of controlled-S and Hadamard. Relative to this repeating pattern, the gates Severus actually applies (black) at time step l are specified by a bit string y_l⊕x_l, a combination of the ideal gates y_l and a one-time pad x_l.

general gate Λ at level k in the Clifford hierarchy [22], the correction V^† is at level k − 1 in the hierarchy.

Explicit Computational Scheme: In [15] it was proved that this methodology results in a universal quantum computation if the circuits are designed appropriately. No such designs were provided. We now detail an explicit method using the universal gate set comprising Hadamard and controlled-S (acting only between nearest neighbours) [23]. Consider a computational register of n qubits which has m alternating layers of controlled- S and H applied across all qubits, as depicted in Fig. 1. If we could choose which of these gates to apply, or not, we could implement our desired circuit. Let y_l ∈ {0, 1}^n specify which gates in layer l should be on/off. The initial state of the computation that Clio supplies to Severus is (0^ny_1y_2 . . . y_m) ⊕ x, where x is the one-time pad. Severus holds two quantum registers, the first storing the n computational qubits, and the second holding all the mn padded steps y_l. On a single layer/step, controlledcontrolled-S (controlled-H) is implemented between a pair of neighbouring (a single) computational qubits controlled off one program qubit from the current layer. We can build both of these gates out of Clifford + Toffoli with the help of two (one) ancillas, as seen in Fig. 2.

This naïve version creates a QCA [20] where the entire computation is specified in a very large quantum state. Of course, the program data is entirely classical. Instead of holding that data in a quantum register, Severus should just choose to apply the gate based on the classical data he holds. However, care must be taken to not miss important corrections due to the padding. If his bit value c suggests that controlled-S (for example) need not be applied, the entire sequence must still be applied as new Pauli corrections and encrypted c-nots can arise at each step, meaning that some gates do not cancel in the

(a)

|0⟩c|0⟩S

(b) c|0⟩H

Figure 2. Creation of (a) controlled-S and (b) Hadamard both controlled off qubit c prepared in a basis state, up to global phases, using Toffoli and Cliffords. Any gate controlled off c can be replaced by a classical decision to apply an uncontrolled version provided we still propagate Paulis and apply encrypted c-nots as if the substitution hadn’t been made.

HTSHTS HTSHTS

Figure 3. One layer, which would be repeated many times to achieve a computation. Each gate is individually switched on/off by an encrypted bit. Each gate is immediately followed by the gate that offers any required non-Pauli correction.

way the circuit diagram might suggest.

Moving the program bits from a quantum to a classical register massively reduces the overhead in the number of qubits (now we only need O(n), not O(nm)) although it has little impact on the main cost: 3 encrypted controlled-nots applied after every Toffoli. A further inefficiency is that the gate set (H, c-S) is non-standard, and has to be constructed out of Toffoli + Clifford which are not particularly natural in a fault-tolerance scenario: you would not include the 3-qubit Toffoli in a faulttolerant gate set because it has a massive impact on the threshold. Instead, one would have to synthesise this from the available gates, adding to the overhead.

The gadget in Fig. 2 can replace H with any other Clifford gate to achieve a blind version of that gate. Gates in higher levels of the Clifford hierarchy may also be used but this requires lower level corrections which can be implemented using the same set-up until all required corrections are dealt with.

Direct Computational Scheme: We propose replacing the transmission of the one-time padded computation and the encrypted pad with simply an encryption of each computational layer, y_l as independent one-bit encodings. These are used to determine the application of an array of encrypted unitaries directly. The initial state q1Vq^2 U_f |0⟩H HR |0⟩^{⊗n}H H |0⟩^{⊗m}Y_{adr}y

Figure 4. Implementation of the encrypted c-V , controlled by q2, targeting q1, and enacted depending on the value d̂ which is never revealed to the server. If V is Pauli, no corrections are required beyond updates to the Pauli padding. When V = e^{iθ} 1, the shaded region can be replaced by magic state preparation.

may still be padded, and Clio keeps track of this padding as it propagates through the various gates, which add their own Pauli corrections without ever revealing any part to Severus. We envisage, for instance, a computation that proceeds by many repetitions of the circuit in Fig. 3, with every gate being independently turned on or off. All gates in this sequence are Clifford, except for T , although there is great flexibility in potential repeating patterns for tuning to specific algorithmic or hardware requirements. Since T ZT^† = Z and T XT^† = S^†ZX (up to an irrelevant global phase) the only non-Pauli correction is an S which we incorporate in the next step. While any single-qubit Clifford unitary can be implemented in an encrypted manner using two encrypted c-nots via Fig. 2, we will give direct constructions in the following section for each unitary in Fig. 3, only requiring the same complexity as one encrypted c-not.

Encrypted Unitaries: Using the post-quantum public key cryptography Learning With Errors (LWE) [24], Clio samples a public key pk and a secret key sk with associated security parameter λ. The public key is used to encrypt a bit d using some randomness r, Enc_{pk}(d, r). We make the computational assumption that this can only be decrypted in reasonable time with access to the secret key sk. The encryption algorithm further satisfies:

Enc_{pk}(d, r) + Enc_{pk}(d^′, r^′) = Enc_{pk}(d ⊕ d^′, r^{′′}), (1)

where the “+” operation can be performed with knowledge of the public key. Let d̂ be a bit held by Clio, determining the action of a single gate. She sends her encryption of it, ŷ = Enc_{pk}(d̂, r), to Severus along with the public key. He defines two injective functions

f_0(d, r) = Enc_{pk}(d, r), f_1(d, r) = Enc_{pk}(d, r) + ŷ,

and builds them into a unitary U_f with the action U_f |a⟩ |d⟩ |r⟩ |y⟩ = |a⟩ |d⟩ |r⟩ |y + f_a(d, r)⟩ . We use this in the circuit of Fig. 4 to implement a controlled-V between two qubits determined by the value

|ψ⟩ iY |+⟩U^fHA |0⟩H HR |0⟩^{⊗n}H H |0⟩^{⊗m}Y_{adr}y

Figure 5. Implementation of the encrypted Hadamard, enacted depending on the value d̂.

d̂. Note that after the measurement on the final register, we have collapsed the other registers onto values such that Y = f_0(d_0, r_0) = f_1(d_1, r_1) [25]. By Eq. (1), we know that f_1(d_1, r_1) = f_0(d_1 ⊕ d̂, r^′). Injectivity thus implies that d_0 = d_1 ⊕ d̂, which is conveniently rewritten as d_i = d_0 ⊕ (i × d̂). By this token, the final action is Z^{R·(d̂‖r0⊕r1 )} 2 (c_2 − V_1)^{−2d0d̂}V^{d0}_1 (c_2 − V_1)^{d̂}. (2)

While Severus does not know d̂, d_0, r_0, r_1, Clio can apply the decryption (trapdoor) function on the value Y to determine them. If c-V is in the Clifford hierarchy, then the hierarchy of corrections is finite, the c-V^2 terms can be dealt with similarly and the remaining corrections will also be in the Clifford hierarchy and can be dealt with as in the explicit computational scheme. If V is a Pauli operator, the only further corrections required are an adaptation to the padding, giving a particularly convenient encrypted c-not, c-Z.

Encrypted phase gates derive from the same construction: V = e^{iθ}1 is equivalent to a phase gate P applied to the control only. This has the added benefit that the input state on d is just a magic state for that phase gate. By Eq. (2), the action is Z^{R·(d̂‖r0⊕r1)}P^{−2d0d̂}P^{d̂}. As well as having an encrypted P , this also provides the required correction for encrypted controlled-P . The universal set of encrypted gates for Fig. 3 is completed by the Hadamard construction given in Fig. 5, which acts as Z^{^̄d}Y^{(d̂‖r0⊕r1)·R⊕A⊕(d0⊕A)d̂}H^{^̄d}. Strictly, the encrypted Hadamard is not necessary. One could proceed to apply Hadamard to every qubit at each required step. Much as for the brickwork state [3], three rounds provide the ability to switch on/off a Hadamard on each qubit by suitable choices of the S being on/off. In the context of gate synthesis, the cost is negligible.

Security: We prove our scheme is secure in that if there exists a quantum polynomial time (QPT) algorithm d^′ ← A(pk, y_i) that can distinguish between any two possible quantum circuits with probability better than 1/2 + 1/poly(λ), then there also exists a QPT algorithm d ← B(Enc(d̂)) such that P (d = d̂) > 1/2 + 1/poly(λ),

4 i.e. we would be able to break the encryption of the public key. This is impossible by assumption.

Proof: To construct an algorithm for B, we first deal with the case where all blind gates need no further corrections (i.e. Clifford only), and then show how the proof can be adapted to allow for the necessary corrections.

1. B receives as input pk and ŷ = Enc_{pk}(d̂, r). His challenge is to determine d̂.

2. B chooses any two circuits C_0, C_1 of the same size implementable by A.

3. For each gate i in C_0, B produces encryptions y_i = Enc_{pk}(C_{0i}).

4. B then computes:

ŷ_i = y_i + (C_{0i} ⊕ C_{1i})ŷ

= Enc_{pk}(C_{0i}) + (C_{0i} ⊕ C_{1i})Enc_{pk}(d̂)

= Enc_{pk}(C_{0i} ⊕ d̂ × (C_{0i} ⊕ C_{1i})) = Enc_{pk}(C_{d̂i}).

5. B runs A and computes d^′ ← A(pk, ŷ_i), i.e. outputs on d^′ which of the two circuits it was.

6. B then outputs d^′.

B succeeds when A succeeds, so our cryptographic assumption that B cannot succeed in determining d̂ implies that A cannot succeed, completing our simplified proof. So far, these circuits only consist of Clifford gates and cannot produce any quantum advantage [26]. Unfortunately, B has no way to compute the required corrections for non-Clifford gates as that would involve access to the trapdoor (decryption) function. We circumvent this by having B generate a random encryption and use that in its place. Since the public key encryption scheme has semantic security, replacing the correct encryption with a randomly generated one can only change the probability distribution by a negligible amount. Since there are only poly(λ) corrections needed, the success for B can be kept negligibly close to the case in which B succeeds with the correct encryptions for the needed corrections.

Verification: Verification of a quantum computation is also an important task – as much as the server claims to be performing a quantum computation, how sure can we be of this fact? We compute because we don’t know the answer, and the answer may not be easily verifiable. The tricks are well-known in blind computation: build in trap wires. In various places throughout the computation, create states that should have specific values. These could be single-qubit states or perhaps multi-qubit GHZ states, which provide an all-versus-nothing proof that the server is properly producing entangled states [27], and must therefore be performing faithfully as, by the blindness properties, they cannot know where these traps are.

(b)High-level programming language

Gate model

Client’s security & verification

Fault-tolerance

Physical level: Pulse sequences

Classical communication Computational security (a)High-level programming language

Gate model

Client’s security & verification Fault-tolerance

Physical level: Pulse sequences

Quantum communication Information Theoretic security

Figure 6. Computational stack for (a) measurement-based blind computation and (b) current proposal. In the current architecture, the server does not have to reveal anything about its capabilities to the client, who does not need to worry about the complexities of implementing fault tolerance.

Conclusions: We have explicitly specified a computational scheme based on [15] that allows universal quantum computation via QFHE. The work of [15] was subsequently improved in [16] to use standard, well-studied, security assumptions of the LWE problem. For pedagogical purposes, we have presented our results with respect to the original work. In the Appendix, we show equivalent constructions in the improved case of [16].

By relaxing the QFHE requirements (incorporating the feedback of Severus’ measurement results) and introducing new encrypted unitary gadgets, we have provided a more direct method for blind computation with lower overhead: the comparison can be made directly by using the layer structure of Fig. 1. We have to add extra corrective controlled-phase and S layers. Nevertheless, for each repetition of the structure, we need to apply U_f four times per qubit, and with the benefit of including additional gates, thereby reducing the required circuit depth. The indirect method requires 18 applications of U_f .

Direct recreation of measurement-based blind computation using post-quantum cryptography and computational security [17–19] requires two secure bits per qubit to be created, and hence a total of 16 to produce the brickwork state [3, 4]. We can reproduce the same structure with just 13 encrypted bits, essentially due to the greater efficiency of the two-qubit gate, and with the additional freedom to independently choose the single qubit rotations and the two-qubit gate in the same unit.

Our preferred circuit design in Fig. 3 utilises the more standard (finite) gate set of T , H and a c-Z. In fact, since any phase gate P satisfies P ZP^† = Z and P XP^† = P^2X, we could implement arbitrary chains of phase angles^π_{2k} , allowing for much shorter depth gate synthesis. However, since we envisage this sitting on top of a fault-tolerant implementation which will have a specific finite gate set (e.g. T, S, H, c-not, c-Z) it will ultimately be most efficient to construct the layered structure out of these specific gates, which was our motivation in choosing Fig. 3. Indeed, this structure is well tuned to the task of synthesis: with the controlled-phase gates removed, the single-qubit gates naturally describe a sequence of HT^{k1} HT^{k2} HT^{k2} . . . for k_i ∈ {0, 1, 2, 3}, which is exactly the structure required to synthesise single qubit unitaries from H and T with maximum efficiency [28, 29]. Moreover, option to use magic states to implement the phase gate is built in.

One of the major benefits of reducing the semi-classical client to a classical one is depicted in Fig. 6. In our scheme, the client only needs to specify a computation that sits on top of a fully fault-tolerant quantum computer. She can assume that the computation proceeds perfectly and be entirely oblivious to the error correction procedures implemented by Severus. On the other hand, a semi-classical Clio would be supplying Severus with single-qubit states. These cannot be protected in an error correcting code, and consequently are inherently noisy. Even if they could be supplied to the server with a high enough quality to surpass some critical threshold, the client would have to build appropriate error correction of those states into the structure of their measurementbased computation [30], adding significantly to the complexity for the client and to the resource overheads on the server. Most likely, the client’s circuits would operate at the level of physical qubits on the server, building in the full complexity of fault tolerance and requiring knowledge of the server’s noise properties. Our method shows that Clio can be relieved of this immense burden.

∗ ethan.davies.2021@live.rhul.ac.uk † alastair.kay@rhul.ac.uk [1] F. Arute and others, Quantum supremacy using a programmable superconducting processor, Nature 574, 505 (2019).

[2] H.-S. Zhong and others, Quantum computational advantage using photons, Science 370, 1460 (2020).

[3] A. Broadbent, J. Fitzsimons, and E. Kashefi, Universal Blind Quantum Computation, in 50th Annu. IEEE Symp. Found. Comput. Sci. 2009 FOCS 09 (2009) pp. 517–526.

[4] J. F. Fitzsimons, Private quantum computation: An introduction to blind quantum computing and related protocols, npj Quantum Inf. 3, 1 (2017).

[5] S. Barz, E. Kashefi, A. Broadbent, J. F. Fitzsimons, A. Zeilinger, and P. Walther, Demonstration of Blind Quantum Computing, Science 335, 303 (2012).

[6] B. W. Reichardt, F. Unger, and U. Vazirani, Classical command of quantum systems, Nature 496, 456 (2013).

[7] B. W. Reichardt, F. Unger, and U. Vazirani, Classical command of quantum systems, Nature 496, 456 (2013).

[8] A. Natarajan and T. Vidick, Robust self-testing of many-qubit states, in Proc. 49th Annu. ACM SIGACT Symp. Theory Comput. (2017) pp. 1003–1015.

[9] A. Gheorghiu, P. Wallden, and E. Kashefi, Rigidity of quantum steering and one-sided deviceindependent verifiable quantum computation, New J. Phys. 19, 023043 (2017).

[10] A. Gheorghiu, E. Kashefi, and P. Wallden, Robustness and device independence of verifiable blind quantum computing, New J. Phys. 17, 083040 (2015).

[11] M. McKague, Interactive Proofs for BQP via Self-Tested Graph States, Theory Comput. 12, 1 (2016).

[12] J. Fitzsimons and T. Vidick, A Multiprover Interactive Proof System for the Local Hamiltonian Problem, in Proc. 2015 Conf. Innov. Theor. Comput. Sci., ITCS ’15 (Association for Computing Machinery, New York, NY, USA, 2015) pp. 103–112.

[13] Z. Ji, Classical verification of quantum proofs, in Proc. Forty-Eighth Annu. ACM Symp. Theory Comput., STOC ’16 (Association for Computing Machinery, New York, NY, USA, 2016) pp. 885–898.

[14] C. Gidney and M. Ekerå, How to factor 2048 bit RSA integers in 8 hours using 20 million noisy qubits, Quantum 5, 433 (2021), arxiv:1905.09749 [quant-ph].

[15] U. Mahadev, Classical Homomorphic Encryption for Quantum Circuits, in 2018 IEEE 59th Annu. Symp. Found. Comput. Sci. FOCS (2018) pp. 332–338.

[16] Z. Brakerski, Quantum FHE (Almost) As Secure As Classical, in Adv. Cryptol. – CRYPTO 2018 , Lecture Notes in Computer Science, edited by H. Shacham and A. Boldyreva (Springer International Publishing, Cham, 2018) pp. 67–95.

[17] A. Cojocaru, L. Colisson, E. Kashefi, and P. Wallden, On the possibility of classical client blind quantum computing, Cryptography 5, 3 (2021).

[18] A. Cojocaru, L. Colisson, E. Kashefi, and P. Wallden, Qfactory: classically-instructed remote secret qubits preparation, in Advances in Cryptology–ASIACRYPT 2019: 25th International Conference on the Theory and Application of Cryptology and Information Security, Kobe, Japan, December 8–12, 2019, Proceedings, Part I 25 (Springer, 2019) pp. 615–645.

[19] C. Badertscher, A. Cojocaru, L. Colisson, E. Kashefi, D. Leichtle, A. Mantri, and P. Wallden, Security limitations of classical-client delegated quantum computing, in International Conference on the Theory and Application of Cryptology and Information Security (Springer, 2020) pp. 667–696.

[20] D. J. Shepherd, T. Franz, and R. F. Werner, Universally Programmable Quantum Cellular Automaton, Phys. Rev. Lett. 97, 020502 (2006).

[21] A. M. Childs, Secure assisted quantum computation, QIC 5, 10.26421/QIC5.6 (2005).

[22] D. Gottesman and I. L. Chuang, Demonstrating the viability of universal quantum computation using teleportation and single-qubit operations, Nature 402, 390 (1999).

[23] A. Y. Kitaev, Quantum computations: Algorithms and error correction, Russ. Math. Surv. 52, 1191 (1997).

[24] O. Regev, On lattices, learning with errors, random linear codes, and cryptography, J. ACM 56, 34:1 (2009).

[25] The procedure can fail at this point if the two different r values are different lengths, one being beyond the size of the r register. Under the assumption that Yao’s XOR Lemma also applies for one-round protocols (with classical messages) against a quantum adversary, the probability of failure is negligibly small [18]. We can thus simply restart the entire computation if it fails, without affecting the circuit complexity.

[26] S. Aaronson and D. Gottesman, Improved Simulation of Stabilizer Circuits, Phys. Rev. A 70, 052328 (2004).

q1 V q2U^0U^1U^fW |0⟩^{⊗m} c |0⟩^{⊗r} y_{BX}Y

Figure 7. Generalised setting to perform an encrypted gate. The c-V gate is controlled off bit B in the m-qubit register.

[27] D. M. Greenberger, M. A. Horne, and A. Zeilinger, Going Beyond Bell’s Theorem, in Bell’s Theorem, Quantum Theory and Conceptions of the Universe, Fundamental Theories of Physics, edited by M. Kafatos (Springer Netherlands, Dordrecht, 1989) pp. 69–72.

[28] V. Kliuchnikov, D. Maslov, and M. Mosca, Fast and efficient exact synthesis of single-qubit unitaries generated by clifford and T gates, Quantum Inf. Comput. 13, 607 (2013).

[29] V. Kliuchnikov, A. Bocharov, M. Roetteler, and J. Yard, A Framework for Approximating Qubit Unitaries (2015), arxiv:1510.03888.

[30] R. Raussendorf and J. Harrington, Fault-Tolerant Quantum Computation with High Threshold in Two Dimensions, Phys. Rev. Lett. 98, 190504 (2007).

Gate Constructions with Improved Security

Here we discuss the more general framework for how the blind c-not^{d̂} works [16] and show that it too can be generalised easily to a c-V^{d̂} gate. This construction with the correct assumptions will allow for the gate to occur blindly, with clear indication where the cryptography plays a role.

The more general blind gate requires a family of functions F = {f_{k,d} : X → Y}_{k∈K,d∈{0,1}} with security parameter λ and the following properties:

• For all QPT algorithms A, P (d̂ = d|d ← A (f_{k,d̂}), f_{k,d̂} ← F) = 1 2 + 1 negl(λ) . • there exist states |ϕ_i⟩ for i ∈ {0, 1} which are superpositions of the basis states X and can be made via U_i |0⟩^{⊗n}. It is then natural to reversibly compute f_{k,d̂} on |ϕ_i⟩ (using U_f , see Fig. 7) and measure the additional register. This collapses us onto one of the family of (unnormalised) states |ϕ_{i,y} ⟩ = P_{fk,d̂(·)=y} |ϕ_i⟩. In order to make progress with these states, additional global properties must hold for all y:

1. There exists a single bit B in |ϕ_{i,y}⟩ which is | | |by ⊕ i × d̂ ⟩ . Moreover given y and the trapdoor for f, b_y can be computed efficiently. 2. ∃W ∀y, i ∃z_i satisfying |ϕ_{i,y}⟩ = W^†Z^{zi} W |ϕ_{0,y}⟩ such that, with access to y and the trapdoor, z_i can computed efficiently. Note that this imposes that |ϕ_{i,y} ⟩ have the same normalisation for all i.

With these ingredients we can enact an encrypted c−V^{d̂}, using the circuit shown in Fig. 7 with the final action on the state being Z^{c·(z0⊕z1)} 2 (c_2 − V_1)^{−2by d̂}V^{by}_1 (c_2 − V_1)^{d̂},

as required. Brakerski [16] was able to demonstrate that a different encryption scheme to Mahadev [15] could be used such that these properties hold and is believed to be more secure for the same security parameter.