arXiv:2404.04375v1 [cs.LG] 5 Apr 2024

Compositional Estimation of Lipschitz Constants for Deep Neural Networks

Yuezhu Xu and S. Sivaranjani^∗

Abstract— The Lipschitz constant plays a crucial role in certifying the robustness of neural networks to input perturbations and adversarial attacks, as well as the stability and safety of systems with neural network controllers. Therefore, estimation of tight bounds on the Lipschitz constant of neural networks is a well-studied topic. However, typical approaches involve solving a large matrix verification problem, the computational cost of which grows significantly for deeper networks. In this letter, we provide a compositional approach to estimate Lipschitz constants for deep feedforward neural networks by obtaining an exact decomposition of the large matrix verification problem into smaller sub-problems. We further obtain a closed-form solution that applies to most common neural network activation functions, which will enable rapid robustness and stability certificates for neural networks deployed in online control settings. Finally, we demonstrate through numerical experiments that our approach provides a steep reduction in computation time while yielding Lipschitz bounds that are very close to those achieved by state-of-the-art approaches.

I. INTRODUCTION

Neural networks are increasingly common in control to capture the nonlinear behavior of dynamical systems and to design sophisticated controllers [1][2], with several applications including but not limited to autonomous vehicles [3], robotics [4], demand forecasting in smart grids [5], and modeling in HVAC systems [6]. In such applications, it is crucial to guarantee the safety and robustness of the system when utilizing neural networks in control loops. In the context of learning, it is also desirable to guarantee robustness against adversarial attacks [7][8] and overfitting to enhance generalization [9].

The Lipschitz constant, which quantifies how a neural network’s output varies in response to changes in its inputs, is a crucial measure for certifying robustness and safety. Mathematically, a smaller Lipschitz constant indicates greater robustness to input perturbations. In fact, regularizing neural networks to achieve a desired Lipschitz constant is a common practice to enhance robustness during training [10]-[12]. In control applications, the Lipschitz constant can be used to provide stability guarantees [13][14], and guarantee safetycritical properties [15][16], especially when neural networks are used in perception-control [17].

However, it is NP-hard to calculate the exact Lipschitz constant for complicated nonlinear functions like neural networks. Therefore, in recent years, efforts have been made in estimating tight upper bounds for the Lipschitz constant of

*Corresponding author.

The authors are with the School of Industrial Engineering, Purdue University, West Lafayette, IN, USA. {xu1732@purdue.edu, sseetha@purdue.edu}.

feedforward neural networks and other architectures such as convolutional neural networks (CNNs), either by formulating the problem as a polynomial optimization [18] or by upper bounding the Lipschitz constant via quadratic constraints and semidefinite programming (SDP) [19]-[21].

While such approaches are successful in providing tight Lipschitz bounds, the computational cost explodes as the number of layers increases. One common strategy to address this issue involves ignoring some coupling constraints among the neurons to reduce the number of decision variables, yielding a more scalable algorithm at the expense of estimation accuracy [19]. Another strategy is to exploit the sparsity of the SDP using graph-theoretic approaches in order to decompose it into smaller linear matrix inequalities (LMI) [20][22]. Along similar lines, [21] employs a dissipativitybased method to derive layer-wise LMIs. Yet, in practice, this requires pre-specifying the dissipativity indices of each layer, which may require impractical manual tuning, and may restrict the feasibility of the SDP. On the other hand, treating these indices as decision variables in the SDP drastically increases computational complexity, especially for deep networks. Finally, for deep neural networks, the computation time, even for state-of-the-art algorithms, is too large to be practical in control applications, where neural networks need to be verified during real-time operation.

In this letter, we overcome these issues by developing a compositional method to provide tight Lipschitz estimates for deep feedforward neural networks. Specifically, the key contributions of this letter are as follows. First, we obtain a series of sub-problems that are exactly equivalent to the SDP verification problem in [13][19], wherein the sub-problems are only as large as the size of each layer, rather than the entire neural network. Then, we develop a compositional algorithm wherein these sub-problems can be solved layerby-layer for the neural network. Second, in contrast to works like [21], we provide an approach to determine the best auxiliary parameters in sub-problems to obtain a tight Lipschitz estimate. In fact, we show that these sub-problems admit exact closed-form solutions for most commonly used neural network activation functions. Finally, we demonstrate through experiments that our approach provides a significant reduction in computation time for both deeper and wider networks, while providing estimates that are very close to those obtained using state-of-the-art algorithms [19]. This advantage is particularly pronounced when we consider deeper neural networks. Overall, the scalability of our approach will enable rapid robustness and stability certificates for neural networks deployed in online control settings.

The letter is organized as follows. We introduce the problem formulation in Section II, and present our methodology in Section III. In Section IV, we propose a compositional algorithm based on the methodology in Section III, and derive an exact solution that applies to most common neural network activation functions. Finally, in Section V, we benchmark the performance of our algorithm with respect to a state-of-the-art Lipschitz constant estimation approach, and provide directions for future work in Section VI. The proofs of all results are presented in the Appendix.

Notation: We denote the sets of positive real numbers and n-dimensional real vectors by R_{++} and R^n , respectively. We define Z_N = {1, . . . , N}, where N is a natural number excluding zero. Given a matrix A ∈ R^{m×n} , A^T ∈ R^{n×m} represents its transpose. A symmetric positive-definite matrix P ∈ R^{n×n} is represented as P > 0 (and as P ≥ 0, if it is positive semi-definite). Similarly, a symmetric negative definite matrix P ∈ R^{n×n} is represented as P < 0 (and as P ≤ 0, if it is negative semi-definite). The standard identity matrix is denoted by I, with dimensions clear from the context. ‖x‖_2 represents the 2-norm of vector x and ‖A‖_2 means the matrix norm of A induced by the vector 2-norm. We denote by eig_{min}(A) and eig_{max}(A) the smallest and the largest eigenvalue, respectively, for symmetric matrix A ∈ R^{n×n} , where A = A^T .

II. PROBLEM FORMULATION AND BACKGROUND A. Feed-forward Neural Network and Lipschitz Bound Consider a feedforward neural network (FNN) of l layers with input z ∈ R^{d0} and output y ∈ R^{dl} defined as y = f(z). The function f is recursively formulated with layers L_i, i ∈ Z_l, whose mapping is defined as

L_i : z^{(i)} = ϕ(v^{(i)}) ∀i ∈ Z_{l−1}, L_l : y = f(z) = z^{(l)} = v^{(l)}, (1) where z^{(0)} = z, v^{(i)} = W_iz^{(i−1)} + b_i with W_i and b_i representing the weight and bias for layer L_i respectively, and ϕ : R^{di} → R^{di} is a nonlinear activation function that acts element-wise on its argument. The last layer L_l is termed the output layer of the network. We denote the number of neurons in layer L_i by d_i, i ∈ Z_l.

Assumption 1: We assume that the function f : R^{d0} → R^{dl} is Lipschitz continuous on Z ⊆ R^n . In other words, there exists a constant L_0 ∈ R_{++} such that

‖f(z_1) − f(z_2)‖_2 ≤ L_0‖z_1 − z_2‖_2, ∀z_1, z_2 ∈ Z. (2) The smallest positive L_0 satisfying (2) is termed the Lipschitz constant of the function f.

The Lipschitz constant is widely used to quantify the robustness of neural networks. Typically, a smaller Lipschitz constant indicates that the neural network is more robust to input perturbations. However, it is not easy to compute the Lipschitz constant for this complex nonlinear function f, and no closed-form solution is possible. The common approach is to find a tight upper bound [19][21], which can be used to provide robustness certificates on downstream tasks that utilize the neural network. However, existing methods to estimate the Lipschitz bound involve verification of the definiteness of a large matrix that scales poorly to deep neural networks. Our goal is to provide a scalable compositional approach to estimate the Lipschitz bound by decomposing the large matrix verification problem into a series of layerby-layer verification problems with each involving matrices that are only as large as the size of the layer.

III. METHODOLOGY

In this section, we will first formulate the problem of estimating the Lipschitz bound as a semidefinite program (SDP), which verifies the definiteness of a large matrix. We then provide an exact decomposition of this problem into layerby-layer sub-problems that can be solved compositionally.

A. Lipschitz Certificates for Feed-forward Neural Networks We begin by deriving sufficient conditions for the neural network (1) to have Lipschitz constant L_0. An important property used here is the assumption of slope-restrictedness on the activation function, stated below.

Assumption 2 (Slope-restrictedness): For the neural network defined in (1), the activation function ϕ is sloperestricted in [α, β], α < β in the sense that ∀v_1, v_2 ∈ R^n , we have α(v_1 −v_2) ≤ ϕ(v_1)−ϕ(v_2) ≤ β(v_1 −v_2) element-wise. Consequently, we have the following: [ v_1 − v_2 ϕ(v_1) − ϕ(v_2) ]_T [ pI −mI −mI I ] [ v_1 − v_2 ϕ(v_1) − ϕ(v_2) ] ≤ 0, (3) where p = αβ and m =^{α+β}_2 .

Remark 1: The slope-restrictedness assumption is reasonable, since it holds for all commonly used activation functions. For example, Assumption 2 holds with α = 0, β = 1, and p = 0 for ReLU, sigmoid, tanh, exponential linear functions. For the Leaky ReLU function ϕ(x) = max(ax, x) (a > 0), we have α = min(a, 1), β = max(a, 1), and p > 0 [23, Proposition 2].

With this assumption, we can now provide a Lipschitz certificate, which is used to verify if a constant L ∈ R_{++} is a valid Lipschitz bound for the FNN (1).

Theorem 1 (Lipschitz certificates): Let P_l be defined as in (4) and e^l_i ∈ R^{∑ lj=0 dj} be defined as a vector with the ( ∑_{l−1} j=0 d_j + i) − th entry being 1 and the remaining entries being 0. For the FNN (1), if there exist c, L, λ_i ∈ R_{++} , i ∈ Z_l such that P_l − 1 L^2 d_l∑

i=1 e^l_i(e^l_i)^T > 0 (5)

holds, then ‖z^{(l)}_2 − z^{(l)}_1 ‖_2 ≤ √ cL‖z^{(0)}_2 − z^{(0)}_1 ‖_2. In other words, the Lipschitz constant L_0 with respect to the input and the output layer L_l is upper bounded by √ cL. Remark 2: The large matrix inequality in (5) corresponds exactly to LipSDP-Layer method in [19] and is the fastest method among the three algorithms proposed in [19]. We will

P_l = cI + λ1pW^T_1 W1 −λ1mW^T_1 0 ... 0 −λ1mW1 λ1I + λ2pW^T_2 W2 −λ2mW^T_2 ... 0 0 −λ2mW2 λ2I + λ3pW^T_3 W3 ... 0 . . 0 ... −λ_{l−2}mW_{l−2} λ_{l−2}I + λ_{l−1}pW^T_{l−1}W_{l−1} −λ_{l−1}mW^T_{l−1} 0 0 0 ... −λ_{l−1}mW_{l−1} λ_{l−1}I + λ_lW^T_l W_l −λ_lW^T_l 0 0 ... 0 −λ_lW_l λ_lI

(4)

show in Section V that our compositional method outperforms the LipSDP-Layer method in computation time while providing comparable estimates for the Lipschitz constant.

Theorem 1 has two applications. First, we can directly utilize the certificates in Theorem 1 to verify if some given L_0 ∈ R_{++} upper bounds the Lipschitz constant. Second, with given constant c, we can derive a tight estimate for the Lipschitz constant by formulating an SDP:

H^∗ = arg min_L −H

s.t. P_l > 0, H > 0, λ_i > 0 i ∈ Z_l, (6) where H ≜^1_{L2} . We denote H^∗ to be the optimal solution of (6); correspondingly, L^∗ = 1/ √ H^∗. Then, the best estimate for L_0 is L^∗_0 = √ cL^∗ = √ c/H^∗. The computational cost of solving (6) explodes as the FNN (1) grows deeper. This motivates us to provide a compositional approach to overcome this issue.

B. Compositional Certification and Tight Lipschitz Estimate In order to avoid directly solving the large matrix inequality (5), we will leverage a sequential Cholesky decomposition similar to that developed in [24] to derive necessary and sufficient conditions that only involve inequalities on matrices of the same size as the number of weights in a single layer.

Theorem 2: The inequality (5) holds if and only if the following sequence of matrix inequalities is satisfied:

(M_i)_l > 0, ∀i ∈ {0} ∪ Z_l (7)

where

(M_i)_l = cI + λ_1pW^T_1 W_1 if i = 0, λ_iI + λ_{i+1}pW^T_{i+1}W_{i+1}

−λ^2_i m^2W_i(M_{i−1})^{−1}_l W^T_i if i ∈ Z_{l−1}, λ_iI −^1_{L2} I − λ^2_i m^2W_i(M_{i−1})^{−1}_l W^T_i if i = l. (8) Notice that in Theorem 2, all the calculations in the verification process involve only the weights on a single layer and can be carried out in a recursive manner. Therefore, Theorem 2 provides a faster compositional approach to verify the Lipschitz constant of a deep FNN.

Remark 3: If the parameters λ_i, i ∈ Z_l are known, this problem can be solved as follows. Starting from i = 0, we can verify condition (7) sequentially for i ∈ {0} ∪ Z_{l−1}, since each (M_i)_l depends on the previous (M_{i−1})_l. Finally, if all verifications for i ∈ {0} ∪ Z_{l−1} are successful, we can optimize for the smallest L such that (M_l)_l > 0. However, if the parameters λ_i, i ∈ Z_l are unknown, it is challenging to compute their optimal values to obtain a tight Lipschitz estimate. In the next section, we will further analyze the layer-by-layer compositional structure in Theorem 2 to propose a practical algorithm to obtain λ_i, i ∈ Z_l that results in a tight Lipschitz bound for the FNN (1).

IV. ALGORITHM AND PRACTICAL ISSUES Our ultimate goal is to find a tight Lipschitz bound L_0 with respect to the inputs and the outputs of (1) using the fast compositional verification result in Theorem 2. In order to develop a practical algorithm that yields the best λ_i, i ∈ Z_l satisfying Theorem 2, we will split the FNN into two parts: L_i, i ∈ Z_{l−1}, and L_l, and deal with them separately. Concretely, with given constant c ∈ R_{++} , we will first find the best choices for the parameters λ_i, i ∈ Z_{l−1}, which will generate the smallest Lipschitz estimate with respect to the input layer and layer L_{l−1}, termed L̄_0. Next, in dealing with the last layer, we will establish a relationship between L̄_0 and L_0 to obtain a tight Lipschitz bound for the FNN.

1) Finding the best λ_i for layers L_i, i ∈ Z_{l−1}: In dealing with the first (l − 1) layers, the sequence of matrices in (7) will become (M_i)_{l−1}, which is obtained by replacing each occurrence of the index l in (8) by (l−1). Denote the solution to this problem by L̄. Then, similar to Theorem 1, we have the Lipschitz estimate L̄_0 = √ cL̄ for the first (l − 1) layers.

Recall that (8) can be verified sequentially starting from the input layer and proceeding layer-by-layer until the output layer. We observe in (8) that in the verification problem for layer L_i, (M_i)_{l−1} will involve information from the next layer, namely W_{i+1} and λ_{i+1}. In order to develop a compositional algorithm, we first decouple the verification conditions for layer L_i from parameters λ_{i+1} and weights W_{i+1} as follows.

We define a sequence of matrices X^i, i ∈ Z_{l−1} as

X^0 ≜ cI (9) X^i ≜ λ_iI − λ^2_i m^2W_i(M_{i−1})^{−1}_{l−1}W^T_i , i ∈ Z_{l−1}. (10)

Then, we have

(M_i)_{l−1} = { X^i + λ_{i+1}pW^T_{i+1}W_{i+1} if i ∈ {0} ∪ Z_{l−2}, X^i − (1/L̄^2)I if i = l − 1. (11)

Accordingly, we have the following recursive relationship corresponding to the layer L_i, i ∈ Z_{l−1}:

X^i = λ_iI − λ^2_i m^2W_i(X^{i−1} + λ_ipW^T_i W_i)^{−1}W^T_i . (12)

Note that X_i no longer depends on any information from any layers L_j , j > i.

Theorem 3: For any c ∈ R_{++} , λ_i ∈ R_{++} , i ∈ Z_{l−1}, p ≥ 0, and L̄ that satisfies

X^i > 0 ∀i ∈ Z_{l−2}, X^{l−1} − (1/L̄^2)I > 0, (13)

we have (M_i)_{l−1} > 0.

In other words, Theorem 3 is a sufficient condition for Theorem 2 with respect to the first (l − 1) layers. Based on Theorem 3, we can provide a Lipschitz certificate for the first (l − 1) layers as follows. First, given a constant c, we can determine λ_1 by treating it as a variable that must satisfy condition (13) in Theorem 3 with i = 1. Similarly, at the i-th stage, i > 1, and λ_j , j ∈ Z_{i−1}, we can find λ_i satisfying condition (13) in Theorem 3, with the knowledge of W_i and (M_{i−1})_{l−1} from the previous stage.

If we can somehow determine the ‘best’ λ_i, i ∈ Z_{l−1}, we can then directly derive a closed-form expression for the smallest L̄ with respect to the input layer and layer L_{l−1}, as

L̄ = √ 1/(eig_{min}(λ_{l−1}I − λ^2_{l−1}m^2W_{l−1}(M_{l−2})^{−1}_{l−1}W^T_{l−1})) (14)

to ensure (M_{l−1})_{l−1} = X^{l−1} − (1/L̄^2)I > 0 as in (13).

To formally define and thus set up the criterion for the ‘best’ λ_i, i ∈ Z_{l−1}, we need to first understand how c and the λ_i, i ∈ Z_{l−1} impact the feasible region of L̄ in the last stage. We analyze the problem recursively in a backward manner. At the (l − 1)-th stage, the constant c and all λ_i, i ∈ Z_{l−2} are already determined and all weights are known. Based on (13), obtaining smallest estimate L̄ is equivalent to finding the best λ_i, i ∈ Z_{l−1} that yields the largest eig_{min}(X^{l−1}). When we move backwards to stage i, ∀i ∈ Z_{l−2}, the recursive relationship characterized in (12) is much more complicated. However, we can still formulate a series of optimization problems as follows to obtain the λ_i, i ∈ Z_{l−1} at each stage:

λ̃_i = arg min λ_i −eig_{min}(X^i) s.t. X^i > 0, λ_i > 0, W_i, X^{i−1} known

(15)

The intuition behind this formulation is that a larger eig_{min}(X^{i−1}) is generally expected to result in a better (larger) eig_{min}(X^i). Therefore, with fixed c, λ_j , j ∈ Z_{i−1} and known W_j s, j ∈ Z_i, we search for λ_i that maximizes eig_{min}(X^i), i ∈ Z_{l−1}. Remark 4: As we transform the centralized certificate (5) into distributed sufficient but not necessary conditions (15), there is a natural trade-off between the verification speed and the tightness of the Lipschitz bound. Later, in Section V, we will experimentally demonstrate that this formulation significantly reduces computation time while still yielding a tight bound that is only slightly larger than the centralized estimates obtained from (5). This is particularly useful in providing Lipschitz certificates for fairly deep FNNs.

2) Exact Solution: Recall from Remark 1 that for almost all commonly used activation functions (with the exception of Leaky ReLU), it holds that p = 0. When p = 0, we find that the optimization problem (15) in fact admits an exact closed-form solution as follows. When p = 0, we have

eig_{min}(X^{i−1}) = λ_i − m^2λ^2_i eig_{max}(W_i(X^{i−1})^{−1}W^T_i ),

which is quadratic in λ_i. Therefore, the solution of (15) can be explicitly written as

λ̃_i = 1/(2m^2eig_{max}(W_i(X^{i−1})^{−1}W^T_i )). (16)

Additionally, we note that when p = 0, from (11), we have exactly (M_i)_{l−1} = X^i, i ∈ Z_{l−1}. Therefore, Theorem 3 becomes exactly equivalent to Theorem 2 for the first l − 1 layers of FNN (1).

Remark 5: When p > 0, it is hard to obtain the exact optimal solution to (15). Note that the output layer poses an additional complication, since p ≠ 0 for this layer. In fact, p = m = 1 for the output layer, since it is a linear layer with α = β = 1. Therefore, we handle the output layer separately.

3) Dealing with the last layer: We now derive the relationship between L̄_0 and L_0, which are the Lipschitz estimates for the first (l−1) layers and entire neural network including the output layer L_i, i ∈ Z_l, respectively. In fact, L_0 at the output layer can be computed as

L_0 = L̄_0‖W_l‖_2 = √ cL̄‖W_l‖_2. (17)

The first equality directly follows from the definition of the matrix norm and the fact that z^{(l)}_2 − z^{(l)}_1 = W_l(z^{(l−1)}_2 − z^{(l−1)}_1 ). The second equality is from Theorem 1.

4) Compositional Algorithm: We summarize the compositional algorithm to compute a Lipschitz constant for (1) for the case where p = 0 in Algorithm 1.

Algorithm 1 Compositional Lipschitz Constant Estimation Input Weights {W_i}^l_{i=1} from a FNN (1) with activation function slope-restricted in [0, 1]; constant c ∈ R_{++} Output Lipschitz estimate L_0 1: Set X^0 = cI 2: for i = 1, 2, ..., l − 1 do 3: Obtain λ̃_i from (16) 4: Obtain X^i from (12) with with p = 0 and λ_i = λ̃_i from Step 3 5: end for 6: Obtain L̄ from (14) 7: Return L_0 = √ cL̄‖W_l‖_2 Note that Algorithm (1) utilizes the exact solution from (16). For the case where p > 0, we can solve (15) numerically for all l layers to obtain the Lipschitz estimate.

V. EXPERIMENTS In this section, we will implement our compositional Lipschitz constant estimation procedure in Algorithm 1 on several FNNs formulated as (1), and compare the performance to both the trivial upper bound and the state-of-the-art Lipschitz constant estimation approach LipSDP-Layer [19]. The neural networks on which we experiment are chosen to have l ∈ {4, 8, 12, 16, 20} layers. The number of neurons in the hidden layers are selected to be the same for each neural network, and are chosen as d_i ∈ {4, 8, 16, 32}. We select the constant c to be 100 for all FNNs. Note that all the neural networks are set to have inputs z^{(0)} ∈ R^4 and outputs z^{(l)} ∈ R. All experiments are implemented locally on a 12-core CPU with 16GB of RAM using MATLAB. The LipSDP-Layer approach is implemented using YALMIP/Penlab [25][26], while our algorithm does not require any package thanks to the availability of closed-form solutions as described in Section III. We will demonstrate the performance of our algorithm in terms of the computation time and the tightness of the Lipschitz estimates for two experimental cases.

Case 1 - Varying neural network depth (number of layers): We implement Algorithm 1 to estimate the Lipschitz constants for FNNs with number of layers l = 4, 8, 12, 16, 20 respectively. The number of neurons d_i = 16 for the layers L_i, i ∈ Z_{l−1}. We summarize the results on the Lipschitz bound in Fig. 1. We can see that as the number of layers increases, the computation time for the LipSDP-Layer algorithm explodes. In contrast, the computation time for our algorithm stays low and grows only linearly with respect to the number of layers, indicating that our algorithm is highly scalable. Furthermore, the Lipschitz estimate given by our algorithm stays close to the one from LipSDP-Layer while significantly outperforming the trivial bound (Fig. 1). The trade-off is very worthwhile in that our algorithm leads to significant improvements in computation time with only a slight sacrifice in the tightness of the Lipschitz estimate.

Case 2 - Varying neural network width (number of neurons per layer): We now examine the performance of our compositional approach for wider (more hidden neurons per layer), rather than deeper neural networks (with more layers). This corresponds to practical situations where a large neural network is essential to capture complicated nonlinear behavior of a system. We select a deep neural network with 20 layers. Then, we execute our experiments where the number of neurons for the layers L_i, i ∈ Z_{l−1} are set to d_i = 4, 8, 16, 32. We can observe from Fig. 2 that the computation time needed for LipSDP-Layer also explodes as the number of neurons increases, while the computation time of our method still grows linearly. Meanwhile, the Lipschitz estimates of our method are only slightly larger than the one given by LipSDP-Layer. Thus, we can conclude that our

Fig. 1: Case 1 - Lipschitz constant estimates (left) and computation time (right) with respect to depth for an FNN with 16 neurons per hidden layer.

Fig. 2: Case 2 - Lipschitz constant estimates (left) and computation time (right) with respect to the number of hidden neurons per layer for an FNN with 20 layers.

method also outperforms standard centralized approaches for wider neural networks.

VI. CONCLUSIONS AND FUTURE WORK

We offer a compositional method to estimate a tight upper bound for the Lipschitz constant on a FNN by exploiting the underlying structure of the large but sparse verification matrix to break down the corresponding certificates into multiple smaller sub-problems. Our approach provides tight Lipschitz bounds with a steep reduction in computation time compared to state-of-the-art techniques, which provides a significant advantage in applications where neural networks are utilized as part of control loops and need to be certified during real-time operation. Future directions of interest include extension to less commonly used activation functions (such as LeakyReLU) and other neural network structures such as convolutional neural networks. VII. APPENDIX

We state the proofs of all the results in the paper here. Proof of Theorem 1: Given any two inputs z^{(0)}_1 and z^{(0)}_2 , let z^{(i)}_1 , z^{(i)}_2 , v^{(i)}_1 , v^{(i)}_2 , i ∈ Z_l be calculated as in (1). We denote Δz^{(i)} = z^{(i)}_1 − z^{(i)}_2 , i ∈ {0} ∪ Z_l and Δv^{(j)} = v^{(j)}_1 − v^{(j)}_2 , j ∈ Z_l. We both left and right multiply the left hand side in (5) by the vector [Δz^{(0)}, Δz^{(1)}, ..., Δz^{(l)}]^T . Then, we have l∑ i=1 ([ Δz^{(i−1)} Δz^{(i)} ]_T [ λ_ipW^T_i W_i −λ_imW^T_i −λ_imW_i λ_iI ] [ Δz^{(i−1)} Δz^{(i)} ])

+ c(Δz^{(0)})^2 − 1 L^2

(Δz^{(l)})^2 > 0. (18) Now we show that every summand in the upper inequality is negative semidefinite. In fact, with Assumption 2, using notation Δv^{(i)} = v^{(i)}_1 −v^{(i)}_2 and Δϕ(v^{(i)}) = ϕ(v^{(i)}_1 )−ϕ(v^{(i)}_2 ), i ∈ Z_l, we can write [ Δv^{(i)} Δϕ(v^{(i)}) ]_T [ pI −mI −mI I ] [ Δv^{(i)} Δϕ(v^{(i)}) ] ≤ 0. (19)

Note that Δv^{(i)} = (W_iz^{(i−1)}_1 + b_i) − (W_iz^{(i−1)}_2 + b_i) = W_iΔz^{(i−1)} and Δϕ(v^i) = Δz^i. We can express these relationships in matrix form as [ Δv^{(i)} Δϕ(v^{(i)}) ] = [ W_i 0 0 I ] [ Δz^{(i−1)} Δz^{(i)} ] . (20)

Substituting (20) into (19) and multiplying both sides by λ_i ∈ R_{++} , we finally have [ Δz^{(i−1)} Δz^{(i)} ]_T [ λ_ipW^T_i W_i −λ_imW^T_i −λ_imW_i λ_iI ] [ Δz^{(i−1)} Δz^{(i)} ] ≤ 0. (21) Combining (18) and (21), we have

c(Δz^{(0)})^2 − 1 L^2

(Δz^{(l)})^2 > 0,

which gives a upper bound √ cL for the Lipschitz constant.

Proof of Theorem 2: We first restate Lemma 2 in [24] here, which will be crucial in proving this result. A symmetric block tri-diagonal matrix defined as

P_0 R_1 0 ... 0 R^T_1 P_1 R_2 ... 0 0 R^T_2 P_2 R_3 ... 0 . . 0 ... 0 R^T_{l−1} P_{l−1} R_l 0 ... 0 R^T_l P_l

, (22)

is positive definite if and only if M_i > 0, ∀i ∈ {0} ∪ Z_l, (23) where

M_i = { P_i if i = 0, P_i − R^T_i M^{−1}_{i−1}R_i if i ∈ Z_l.

(24)

Now, we define

R_i = −λ_imW^T_i , i ∈ Z_l, (25) and P_i = cI + λ_1pW^T_1 W_1 if i = 0, λ_iI + λ_{i+1}pW^T_{i+1}W_{i+1} if i ∈ Z_{l−1}, λ_iI if i = l. (26)

Then, with P_i and R_i defined above, we directly have (M_i)_l = M_i, where (M_i)_l is defined in (8). In other words, (M_i)_l > 0, i ∈ {0} ∪ Z_l is a sufficient and necessary condition for (5).

Proof of Theorem 3: With λ_i ∈ R_{++} , i ∈ Z_l, p ≥ 0 and W^T_i W_i ≥ 0, we know that λ_ipW^T_i W_i ≥ 0. Then, according to (11), X^i ≥ (M_i)_{l−1}, i ∈ Z_{l−2}. When i = l − 1, X^{l−1} = (M_{l−1})_{l−1}. When i = 0, with c ∈ R_{++} and λ_1pW^T_1 W_1 ≥ 0, (M_0)_{l−1} > 0 is automatically satisfied. Gathering all these cases, (13) implies (8).

REFERENCES

[1] J. Sarangapani, Neural network control of nonlinear discrete-time systems. CRC press, 2018.

[2] A. Aswani, H. Gonzalez, S. S. Sastry, and C. Tomlin, “Provably safe and robust learning-based model predictive control,” Automatica, vol. 49, no. 5, pp. 1216–1226, 2013.

[3] S. Kuutti, R. Bowden, Y. Jin, P. Barber, and S. Fallah, “A survey of deep learning applications to autonomous vehicle control,” IEEE Transactions on Intelligent Transportation Systems, vol. 22, no. 2, pp. 712–733, 2020.

[4] D. Nguyen-Tuong and J. Peters, “Model learning for robot control: a survey,” Cognitive processing, vol. 12, pp. 319–340, 2011.

[5] M. Q. Raza and A. Khosravi, “A review on artificial intelligence based load demand forecasting techniques for smart grid and buildings,” Renewable and Sustainable Energy Reviews, vol. 50, pp. 1352–1372, 2015.

[6] Z. Afroz, G. Shafiullah, T. Urmee, and G. Higgins, “Modeling techniques used in building hvac control systems: A review,” Renewable and sustainable energy reviews, vol. 83, pp. 64–84, 2018.

[7] E. Wong and Z. Kolter, “Provable defenses against adversarial examples via the convex outer adversarial polytope,” in International conference on machine learning. PMLR, 2018, pp. 5286–5295.

[8] A. Raghunathan, J. Steinhardt, and P. Liang, “Certified defenses against adversarial examples,” arXiv preprint arXiv:1801.09344, 2018.

[9] P. L. Bartlett, D. J. Foster, and M. J. Telgarsky, “Spectrally-normalized margin bounds for neural networks,” Advances in neural information processing systems, vol. 30, 2017.

[10] H. Gouk, E. Frank, B. Pfahringer, and M. J. Cree, “Regularisation of neural networks by enforcing lipschitz continuity,” Machine Learning, vol. 110, pp. 393–416, 2021.

[11] Y. Tsuzuku, I. Sato, and M. Sugiyama, “Lipschitz-margin training:

Scalable certification of perturbation invariance for deep neural networks,” Advances in neural information processing systems, vol. 31, 2018.

[12] P. Pauli, N. Funcke, D. Gramlich, M. A. Msalmi, and F. Allgöwer, “Neural network training under semidefinite constraints,” in 2022 IEEE 61st Conference on Decision and Control (CDC). IEEE, 2022, pp. 2731–2736.

[13] P. Pauli, A. Koch, J. Berberich, P. Kohler, and F. Allgöwer, “Training robust neural networks using lipschitz bounds,” IEEE Control Systems Letters, vol. 6, pp. 121–126, 2021.

[14] Y. Xu and S. Sivaranjani, “Learning dissipative neural dynamical systems,” IEEE Control Systems Letters, vol. 7, pp. 3531–3536, 2023.

[15] X. Huang, D. Kroening, W. Ruan, J. Sharp, Y. Sun, E. Thamo, M. Wu, and X. Yi, “A survey of safety and trustworthiness of deep neural networks: Verification, testing, adversarial attack and defence, and interpretability,” Computer Science Review, vol. 37, p. 100270, 2020.

[16] L. Brunke, M. Greeff, A. W. Hall, Z. Yuan, S. Zhou, J. Panerati, and A. P. Schoellig, “Safe learning in robotics: From learning-based control to safe reinforcement learning,” Annual Review of Control, Robotics, and Autonomous Systems, vol. 5, pp. 411–444, 2022.

[17] S. Dean, N. Matni, B. Recht, and V. Ye, “Robust guarantees for perception-based control,” in Learning for Dynamics and Control. PMLR, 2020, pp. 350–360.

[18] F. Latorre, P. Rolland, and V. Cevher, “Lipschitz constant estimation of neural networks via sparse polynomial optimization,” arXiv preprint arXiv:2004.08688, 2020.

[19] M. Fazlyab, A. Robey, H. Hassani, M. Morari, and G. Pappas, “Efficient and accurate estimation of lipschitz constants for deep neural networks,” Advances in Neural Information Processing Systems, vol. 32, 2019.

[20] A. Xue, L. Lindemann, A. Robey, H. Hassani, G. J. Pappas, and R. Alur, “Chordal sparsity for lipschitz constant estimation of deep neural networks,” in 2022 IEEE 61st Conference on Decision and Control (CDC). IEEE, 2022, pp. 3389–3396.

[21] P. Pauli, D. Gramlich, and F. Allgöwer, “Lipschitz constant estimation for 1d convolutional neural networks,” in Learning for Dynamics and Control Conference. PMLR, 2023, pp. 1321–1332.

[22] M. Newton and A. Papachristodoulou, “Exploiting sparsity for neural network verification,” in Learning for Dynamics and Control. PMLR, 2021, pp. 715–727.

[23] M. Fazlyab, M. Morari, and G. J. Pappas, “Safety verification and robustness analysis of neural networks via quadratic constraints and semidefinite programming,” IEEE Transactions on Automatic Control, vol. 67, no. 1, pp. 1–15, 2020.

[24] E. Agarwal, S. Sivaranjani, V. Gupta, and P. Antsaklis, “Sequential synthesis of distributed controllers for cascade interconnected systems,” in 2019 American Control Conference (ACC). IEEE, 2019, pp. 5816–5821.

[25] J. Lofberg, “Yalmip: A toolbox for modeling and optimization in matlab,” in 2004 IEEE international conference on robotics and automation (IEEE Cat. No. 04CH37508). IEEE, 2004, pp. 284–289.

[26] J. Fiala, M. Kočvara, and M. Stingl, “Penlab: A matlab solver for nonlinear semidefinite optimization,” arXiv preprint arXiv:1311.5240, 2013.