arXiv:2404.02574v1 [eess.SY] 3 Apr 2024

Learning With Errors based Dynamic Encryption that Discloses Residue Signal for Anomaly Detection

Yeongjun Jang, Joowon Lee, Junsoo Kim, and Hyungbo Shim

Abstract— Anomaly detection is a protocol that detects integrity attacks on control systems by comparing the residue signal with a threshold. Implementing anomaly detection on encrypted control systems has been a challenge because it is hard to detect an anomaly from the encrypted residue signal without the secret key. In this paper, we propose a dynamic encryption scheme for a linear system that automatically discloses the residue signal. The initial state and the input are encrypted based on the zero-dynamics of the system, so that the effect of encryption on the residue signal remains identically zero. The proposed scheme is shown to be secure in the sense that no other information than the residue signal is disclosed. Furthermore, we demonstrate a method of utilizing the disclosed residue signal to operate an observer-based controller over encrypted data for an infinite time horizon without re-encryption.

I. INTRODUCTION

Cyber-attacks against networked control systems, which can cause critical physical damage, have been increasingly reported in the past decade [1]–[4]. To preserve data-privacy against malicious adversaries, the concept of encrypted control has been proposed [5]–[7]. Encrypted control protects all data in the network layer during transmission and computation stage by employing homomorphic encryption, which allows arithmetic evaluations over encrypted data without decryption, to perform control computations directly over encrypted data.

Establishing a method to detect and counteract integrity attacks^1 on encrypted control systems has received a lot of attention recently [8]–[11]. One of the representative strategies was to implement anomaly detection [12], as depicted in Fig. 1, which is a protocol that triggers an alarm if the residue signal exceeds a threshold. However, it is hard for a computing device without the secret key to directly detect an anomaly because only the encrypted residue signal is available. The comparison of the residue signal with a threshold can be carried out over encrypted data as in [11] but this requires a substantial amount of computational effort.

In this paper, we propose a dynamic encryption scheme that automatically discloses the residue signal, thereby enabling a computing device without the secret key to directly

*This work was supported by the National Research Foundation of Korea(NRF) grant funded by the Korea government(MSIT) (No. RS-2022- 00165417).

Y. Jang, J. Lee, and H. Shim are with are with ASRI, Department of Electrical and Computer Engineering, Seoul National University, Korea.

J. Kim is with the Department of Electrical and Information Engineering, Seoul National University of Science and Technology, Korea.

1An attack strategy in which an adversary forges an encrypted message without knowing the value of the message via encrypting an attack message with a public key and operating it to the encrypted message homomorphically.

Decryption x(t + 1) = F · x(t) + G · y(t)

u(t) = P · x(t) + Q · y(t)

Encryption

Alarm(r(t), threshold) ActuatorSensor Controller (over encrypted data)

Anomaly detector (over encrypted data) u(t)y(t) r(t) = H · x(t) + J · y(t)

Fig. 1. Configuration of encrypted control system with anomaly detector.

and efficiently detect an anomaly. By modifying the Learning With Errors (LWE) based encryption scheme [13], the initial state and the input are dynamically encrypted using the zerodynamics of the system, thus negating the effect of encryption on the residue signal. It is shown that the proposed encryption scheme is secure in the sense that adversaries can learn no other information than the disclosed residue signal. Also, we demonstrate that the disclosed residue signal enable an observer-based controller over encrypted data to operate for an infinite time horizon without re-encryption, contrary to some previous results in [6] and [14].

The remainder of this paper is organized as follows. Section II introduces the LWE based encryption scheme under consideration and formulates the problem. In Section III, the proposed encryption scheme is presented. Specific application of the scheme to an observer-based controller is presented in Section IV. And, Section V concludes the paper.

Notation: Let R, Z, and Z_{≥0} denote the set of real numbers, integers, and non-negative integers, respectively, and the set of integers modulo q is defined by Z_q := {0, 1, . . . , q − 1}. With the modulo operation a mod q := a − ⌊a/q⌋q for a ∈ Z, where ⌊·⌋ denotes the floor operation, the space Z_q is closed under the modular addition and modular multiplication. The rounding operation is denoted by ⌈·⌋. The modulo operation and the rounding operation are applied to vectors and matrices, component-wisely. The zero matrix and the identity matrix are denoted by 0_{m×n} ∈ Z^{m×n} and I_n ∈ Z^{n×n}, respectively. If there is no ambiguity, we let 0 also denote a zero vector or matrix with appropriate dimensions. The zero-mean discrete Gaussian distribution over Z with the standard deviation σ is denoted by N(0, σ).

II. PRELIMINARIES AND PROBLEM FORMULATION

We review how the Learning With Errors based encryption can be applied to dynamic systems, and state the problem.

A. Learning With Errors (LWE) based Encryption We make use of the encryption scheme of [13], where the additively homomorphic property is simply exploited. The cryptosystem parameters and the secret key are first chosen; the set Z_q = {0, 1, . . . , q − 1} is the space of messages with some modulus q, the secret key is denoted by a column vector sk ∈ Z^N_q of length N determining the security level, and σ is the standard deviation for the (discrete) Gaussian distribution N(0, σ). For a (column) vector v ∈ Z^n_q of an n-dimensional message, the encryption Enc is defined by

Enc(v) := [ v + A · sk + e, A ] mod q ∈ Z^{n×(N+1)} q , (1)

where A ∈ Z^{n×N}_q is a random matrix consisting of entries sampled from the uniform distribution over Z_q, and e ∈ Z^n is an error vector whose elements are sampled from N(0, σ). The decryption of a ciphertext c ∈ Z^{n×(N+1)}_q is defined by

Dec(c) := c · [ 1 −sk ] mod q ∈ Z^n_q ,

thus recovering an n-dimensional message v as

Dec(Enc(v)) = [ v + A · sk + e, A ] · [ 1 −sk ] mod q

= v + e mod q, (2) along with the error. In practice, the message is scaled by a large number, so that the effect of the error e is made far smaller than the message.

The encryption is additively homomorphic. By construction, a matrix K ∈ Z^{m×n}_q can be multiplied with Enc(v) ∈ Z^{n×(N+1)} q , resulting in the m-dimensional ciphertext

K · Enc(v) mod q ∈ Z^{m×(N+1)} q . Then, it is easily verified that

Dec(K · Enc(v)) = K · (v + e) mod q ∈ Z^m_q ,

where the multiplication by K is applied to both the message v and the error e.

Finally, the LWE problem [13] ensures security given that the secret key dimension N is chosen sufficiently large. Roughly, it is “hard” to distinguish the encryption of a given message from that of a random number in Z_q, without knowing the secret key.

B. Problem of Interest

Now, the configuration of “encrypted anomaly detection” depicted in Fig. 1 is further specified. From now on, we forget about the real output u(t) and focus on the residue signal r(t) only. Let the controller operate based on the introduced LWE-based cryptosystem, so that it can be described as:

x(t + 1) = F·x(t) + G·Enc(y(t)) mod q, x(0)=Enc(x_0), r(t) = H·x(t) + J·Enc(y(t)) mod q, (3)

where y(t) ∈ Z_q is the controller input (sensor measurement) that has been quantized and to be encrypted, x(t) ∈ Z^{n×(N+1)} q is the state as an n-dimensional ciphertext, x_0 ∈

Z^n_q is the initial state to be encrypted, and r(t) ∈ Z^{1×(N+1)}_q is the residue signal as a 1-dimensional ciphertext. With

F ∈ Z^{n×n}_q , G ∈ Z^{n×1}_q , H ∈ Z^{1×n}_q , J ∈ Z_q (4)

consisting of integers in Z_q, note that x(t) and r(t) retain their ciphertext form under the modular arithmetic.

In general, the matrices of controllers over R do not consist of integers in Z_q. It will be reviewed in Section IV that they can be converted to operate over Z_q, as in [14].

The adversarial model is considered as an eavesdropper or the system (3) itself, who collects all the encrypted messages Enc(x_0) and {Enc(y(τ))}^∞_{τ =0} (with which {x(t), r(t)} can also be obtained), and try to learn something without the secret key. It has been guaranteed by the LWE problem that practically no information can be learned. However, a problem in this existing setup is that monitoring the system (3) becomes also hard. This is because, without the secret key, it will also be hard to learn if there is an anomaly.

Based on this motivation, the problem of interest can be stated. Considering that the information of the residue signal can be treated to be public^2, we suggest that the encryption scheme be modified so that the residue signal is automatically disclosed, while all other information is kept protected as before. If it is possible, anomaly detection can be performed in encrypted control systems, without using the secret key. The problem is more specifically stated as follows.

Problem 1. Given the parameters {F, G, H, J} of (3), modify the encryption Enc in (1) so that the information of Dec(r(t)) is disclosed without decryption. Any other information should not be disclosed. And, given a linear plant, design an encrypted controller of the form (3) performing anomaly detection without the secret key. □

III. MAIN RESULT

This section serves to describe the proposed encryption scheme tackling the first part of Problem 1. Let the encrypted residue r(t) of (3) be rewritten in the form (1), as

r(t) = [ r(t) + A_r(t) · sk + e_r(t), A_r(t) ] mod q, where r(t) ∈ Z_q, A_r(t) ∈ Z^{1×N}_q , and e_r(t) ∈ Z_q correspond to the message part (the residue signal), the random matrix part, and the error part, respectively. The goal of modifying the encryption (1) is to disclose the information of the part

A_r(t) · sk + e_r(t) mod q (5)

for every t ≥ 0, thus disclosing r(t) without decryption.

Observe that (5) can be considered as a certain output of the system (3). In this regard, we aim to figure out an equivalent information of (5) from the encryptions of the initial state x_0 and the input y(t). To this end, interestingly, the concept of zero-dynamics is investigated for dynamic systems over the space Z_q, in the following subsection.

2For example, see Section IV for the case of observer-based detection.

A. Zero-dynamics of Systems over Z_q

Consider a dynamic system S over Z_q, written by

x(t + 1) = Fx(t) + Gy(t) mod q, x(0) = x_0, (6a) r(t) = Hx(t) + Jy(t) mod q, (6b)

where x(t) ∈ Z^n_q is the state with the initial value x_0 ∈ Z^n_q , y(t) ∈ Z_q is the input, r(t) ∈ Z_q is the residue signal as the output, and the matrices are the same as (4). The output r(t) of the system (6) can also be written as

r(t) = S(x_0, {y(τ)}^t_{τ =0}) (7)

to specify that it is determined by the initial state x_0 and the input sequence {y(τ)}^t_{τ =0}.

Now, we follow the procedure of [15, Chapter 13] to derive the Byrnes-Isidori normal form of (6). Before proceeding, we let the modulus q be chosen as a prime number, so that the set Z_q with the modular addition and multiplication becomes a field. This is because, for any nonzero element a ∈ Z_q, there exists a unique multiplicative inverse b ∈ Z_q such that ab mod q = 1. This allows us to regard the state space Z^n_q as a vector space over the field Z_q.

We begin by defining the relative degree ν ≥ 0 of (6), as

ν :=

0, if J ≠ 0, d, if J = 0, HF^{d−1}G mod q ≠ 0, and HF^iG mod q = 0, ∀i ∈ {0, . . . , d − 2}, analogous to that of linear systems over R. By virtue of linear algebra over the field Z_q, it can be easily verified that^3 the row vectors {HF^i}^{ν−1}_{i=0} are linearly independent. From this, we obtain a full row rank matrix

T_2 := H HF . . HF^{ν−1} mod q ∈ Z^{ν×n}_q . (8)

To obtain the normal form of the system (6), we seek for a transform in the space Z^n_q based on the matrix T_2, where we defer the discussion for the case ν = 0 and assume ν ≥ 1. One can verify that^4 there exists a matrix T_1 ∈ Z^{(n−ν)×n}_q such that T := [T^⊤_1 , T^⊤_2 ]^⊤ ∈ Z^{n×n}_q is invertible and

TG = [ T_1 T_2 ] G mod q = [ 0_{(n−1)×1} g ] ∈ Z^n_q , (9)

where g := HF^{ν−1}G mod q. Since T is invertible, there also exist matrices V_1 ∈ Z^{n×(n−ν)}_q and V_2 ∈ Z^{n×ν}_q such that

[V_1, V_2]T=T[V_1, V_2]= [ T_1V_1, T_1V_2 T_2V_1, T_2V_2 ] mod q =I_n, (10)

where V = [V_1, V_2] ∈ Z^{n×n}_q represents the inverse of T.

3Suppose that a_0H + a_1HF + . . . + a_{ν−1} HF^{ν−1} mod q = 0 with some {a_i }^{ν−1}_{i=0} ⊂ Z_q. By consecutively multiplying F^iG from the right for i = 0, 1, . . . , ν − 1, one has a_i = 0 for i = ν − 1, ν − 2, . . . , 0.

4The matrix T_1 is such that their rows and {HF^i}^{ν−2}_{i=0} compose a basis of the space {v ∈ Z^{1×n}_q : vG mod q = 0}, whose dimension is n − 1.

The following proposition presents the normal form of the system (6) using the transformation by the matrix T.

Proposition 1. Define z(t) ∈ Z^{n−ν}_q and v(t) ∈ Z^ν_q by [ z(t) v(t) ] := [ T_1 T_2 ] x(t) mod q, (11)

in case ν ≥ 1. With v(t) = [v_1(t), . . . , v_ν (t)]^⊤, they obey

z(t + 1) = F_1z(t) + F_2v(t) mod q, v_1(t + 1) = v_2(t), . . v_{ν−1}(t + 1) = v_ν (t),

v_ν (t + 1) = ψz(t) + ϕv(t) + gy(t) mod q, r(t) = v_1(t),

(12)

with z(0) = T_1x_0 mod q and v(0) = T_2x_0 mod q, where

F_1 := T_1FV_1 mod q, F_2 := T_1FV_2 mod q, ψ := HF^ν V_1 mod q, ϕ := HF^ν V_2 mod q. □ Proof. The transformation (11) converts the system (6) into

z(t + 1) = T_1FV_1z(t) + T_1FV_2v(t) + T_1Gy(t) mod q, v(t + 1) = T_2FV_1z(t) + T_2FV_2v(t) + T_2Gy(t) mod q, r(t) = HV_1z(t) + HV_2v(t) mod q,

because x(t) = V_1z(t) + V_2v(t) mod q. By (9), T_1G = 0 and T_2G = [0_{1×(ν−1)}, g]^⊤, and (8) and (10) imply

T_2FV_1 mod q = [ 0_{(ν−1)×(n−ν)} ψ ] ∈ Z^{ν×(n−ν)} q , T_2FV_2 mod q = [ 0_{(ν−1)×1}, I_{(ν−1)×(ν−1)} ϕ ] ∈ Z^{ν×ν}_q , HV_1 mod q = 0_{1×(n−ν)}, and HV_2 mod q = [1, 0, . . . , 0] ∈ Z^{1×ν}_q . This concludes the proof. ■

The normal form (12) enables us to derive a condition on the initial state and the input under which the output remains identically zero. This leads to a certain one-to-one correspondence between the output r(t) and some portion of the initial state x_0 and the input y(t) as follows.

Proposition 2. The output r(t) of the system (12) remains identically zero if and only if T_2x_0 mod q = 0 and

y(t) = −g^{−1}ψF^t_1T_1x_0 mod q, ∀t ≥ 0, (13)

where g^{−1} ∈ Z_q is the multiplicative inverse of g. □

Proof. Given that r(t) = 0 for all t ≥ 0, we have T_2x_0 mod q = v(0) = 0 because v(t) = [r(t), . . . , r(t+ν−1)]^⊤ = 0. Also, it follows that z(t + 1) = F_1z(t) mod q and

0 = ψz(t) + gy(t) mod q. (14)

Then, y(t) = −g^{−1}ψz(t) mod q and

z(t) = F^t_1z(0) mod q = F^t_1T_1x_0 mod q, (15) which leads to (13). Conversely, suppose that T_2x_0 mod q = v(0) = . . . = v(t) = 0 for some t ≥ 0. Then, (15) holds, and by (13) and (14), it follows that v_ν (t + 1) = 0, which means v(t + 1) = 0. By induction principle, v(t) = 0 for all t ≥ 0 so that r(t) ≡ 0. This concludes the proof. ■

Now we consider another sequence of inputs y^′(t) that yields the same output r(t), when the portion of the initial condition z(0) = T_1x(0) is set to zero, instead of T_1x_0.

Lemma 1. Consider the output (7) in case of ν ≥ 1. There exist unique v_0 ∈ Z^ν_q and y^′(·) : Z_{≥0} → Z_q such that^5

r(t) = S(x_0, {y(τ)}^t_{τ =0}) = S(V_2v_0, {y^′(τ)}^t_{τ =0}) (16)

for all t ≥ 0, which are uniquely determined by

v_0 = T_2x_0 mod q, y^′(t) = y(t) + g^{−1}ψF^t_1T_1x_0 mod q, ∀t ≥ 0.

(17) □ Proof. By the linearity of S, (16) holds if and only if

S(x_0 − V_2v_0, {y(τ) − y^′(τ)}^t_{τ =0}) = 0, ∀t ≥ 0. (18)

By (10) and Proposition 1, (18) is equivalent to

T_2(x_0 − V_2v_0) mod q = T_2x_0 − v_0 mod q = 0, y(t) − y^′(t) mod q = −g^{−1}ψF^t_1T_1(x_0 − V_2v_0) mod q = −g^{−1}ψF^t_1T_1x_0 mod q, ∀t ≥ 0.

Thus, (17) is the unique solution of (16). ■

The following lemma deals with the case when ν = 0.

Lemma 2. Consider the output (7) in case of ν = 0 or J ≠ 0. There exists y^′(·) : Z_{≥0} → Z_q such that

r(t) = S(x_0, {y(τ)}^t_{τ =0}) = S(0, {y^′(τ)}^t_{τ =0})

for all t ≥ 0, which is uniquely determined by

y^′(t) = y(t) + J^{−1}H ( F − GJ^{−1}H )_t x_0 mod q, ∀t ≥ 0, (19) where J^{−1} is the multiplicative inverse of J. □

Proof. By the linearity of S, it is enough to show that S(x_0, {y(τ) − y^′(τ)}^t_{τ =0}) ≡ 0 if and only if (19) holds. For the sufficiency part, y(t) − y^′(t) = −J^{−1}Hx(t) mod q for all t ≥ 0 by (6b). Then, it follows from (6a) that

x(t) = ( F − GJ^{−1}H )_t x_0 mod q, (20)

and (19) holds. To show necessity, observe that (6) and (19) yield (20). Hence, it follows that y(t) − y^′(t) = −J^{−1}Hx(t) mod q for all t ≥ 0, which concludes the proof. ■

Lemma 1 implies that the output r(t) is in one-to-one correspondence with v_0 and y^′(t) given in (17). In terms of the amount of information, disclosing the output r(t) is equivalent to disclosing v_0 and y^′(t). If ν = 0, the output r(t) is in one-to-one correspondence only with y^′(t) of (19).

5The operation mod q for the arguments of S is omitted for simplicity.

Note that the disclosure of y^′(t) does not specify y(t) without the knowledge of T_1x_0 (or, x_0 in case of ν = 0).

Just as for linear systems over R, we can consider the zero-dynamics of the system (6) over Z_q, written by

z(t + 1) = F_1z(t) mod q, z(0) = T_1x_0 mod q. (21)

From the zero-dynamics (21), the “equivalent input” y^′(t) in (17) or (19) can be generated as

y^′(t) = y(t) + g^{−1}ψz(t) mod q. (22)

If ν ≥ 1, the zero-dynamics (21) is the subsystem of (12) with respect to the sub-state z(t) ∈ Z^{n−ν}_q with v(t) ≡ 0. In case of ν = 0, we let

F_1 := F − GJ^{−1}H, g := J, ψ := H, T_1 := I_n, (23)

so that (21) with (22) matches the n-dimensional system that generates the input y^′(t) in (19).

Remark 1. Given an output sequence {r(t)}^∞_{t=0}, the “equivalent information” (17) can be calculated. First, v(t) = [r(t), . . . , r(t + ν − 1)]^⊤ is determined for all t ≥ 0, with which v_0 = v(0) is obtained. Since z(t) = F^t_1T_1x_0 + ∑_{t−1} τ =0 F t−1−τ 1 F_2v(τ) mod q, the equivalent input y^′(t) can be determined from {v(τ)}^t_{τ =0}, as

y^′(t) = g^{−1} ( gy(t) + ψF^t_1T_1x_0 ) mod q = g^{−1} ( gy(t) + ψz(t) + ψ ( F^t_1T_1x_0 − z(t) )) mod q

= g^{−1} ( r(t + ν)−ϕv(t)−ψ t−1∑ τ =0 F^{t−1−τ} 1 F_2v(τ) ) mod q, where the third equality owes to r(t + ν) = v_ν (t + 1). □

B. Proposed Encryption Scheme

Finally, we propose the encryption scheme for the system (3) by making use of its zero-dynamics. Recall that (3) is supposed to receive the encryptions of x_0 ∈ Z^n_q and y(t) ∈ Z_q. With respect to the conventional encryption (1), they can be written as

Enc(x_0) = [ x_0 + B_x, A_x ] mod q, (24a) Enc(y(t)) = [ y(t) + B_y(t), A_y(t) ] mod q, ∀t ≥ 0, with

B_x := A_x · sk + e_x mod q ∈ Z^n_q , B_y(t) := A_y(t) · sk + e_y(t) mod q ∈ Z_q,

(24b)

where each element of A_x ∈ Z^{n×N}_q and e_x ∈ Z^n_q are sampled respectively from the uniform distribution over Z_q and N(0, σ). Likewise, at each t ≥ 0, the elements of A_y(t) ∈ Z^{1×N}_q are sampled from the uniform distribution over Z_q, and e_y(t) ∈ Z_q is from N(0, σ).

Thanks to linearity, the first columns of the encrypted messages in (3) separately obey the dynamics of (6), with their respective initial state and input. In other words, one can observe that

S(x_0 + B_x, {y(τ) + B_y(τ)}^t_{τ =0}) = S(x_0, {y(τ)}^t_{τ =0}) + S(B_x, {B_y(τ)}^t_{τ =0}) mod q

(25) is the first element of the encrypted output r(t), which contains the information of the residue r(t) in (7).

We have investigated in Section III-A that disclosing the information of S(B_x, {B_y(t)}^t_{τ =0}) is equivalent to disclosing the portion of the initial state T_2B_x mod q ∈ Z^ν_q and the output B^′_y(t) ∈ Z_q of the system

z(t + 1) = F_1z(t) mod q, z(0) = T_1B_x mod q, B^′_y(t) = B_y(t) + g^{−1}ψz(t) mod q,

(26)

which stems from the zero-dynamics (21) and (22), in case of ν ≥ 1. When ν = 0, only the output B^′_y(t) is disclosed.

Based on this observation, we modify (24) as

Enc^x_0(x_0) := [x_0 + B_x − V_2T_2B_x, A_x, V_2T_2B_x] mod q ∈ Z^{n×(N+2)} q , (27) Enc^y_t(y(t)) := [ y(t) + B_y(t) − B^′_y(t), A_y, B^′_y(t) ] mod q ∈ Z^{1×(N+2)} q , ∀t ≥ 0, where B^′_y(t) ∈ Z_q is obtained according to (26) from B_x and {B_y(τ)}^t_{τ =0}. The proposed scheme (27) discloses V_2T_2B_x and B^′_y(t) as the last columns of the encrypted messages. However, the message parts x_0 and y(t) are concealed by B_x −V_2T_2B_x and B_y(t)−B^′_y(t), respectively. The rationale behind this modification is to decompose B_x and B_y(t) in (24) by

B_x = (B_x − V_2T_2B_x) + V_2T_2B_x, B_y(t) = ( B_y(t) − B^′_y(t) ) + B^′_y(t).

Since the encrypted messages have N + 2 columns, the decryption Dec is also modified with respect to a ciphertext c ∈ Z^{m×(N+2)} q , by

Dec^′(c) := c · [ 1, −sk^⊤, 1 ]_⊤ mod q ∈ Z^m_q . (28)

By definition, the modified encryptions (27) share the correctness and the additively homomorphic property of LWE based encryption, as shown in the following proposition.

Proposition 3. The proposed encryption scheme (27) and (28) satisfy the following:

1) Given the encrypted messages (24),

Dec^′(Enc^x_0(x_0)) = Dec(Enc(x_0)), Dec^′(Enc^y_t (y(t))) = Dec(Enc(y(t))), ∀t ≥ 0.

2) Given c ∈ Z^{m×(N+1)} q and c^′ ∈ Z^{m×(N+2)} q , if Dec^′(c^′) = Dec(c), then Dec^′(K · c^′) = Dec(K · c)

for any K ∈ Z^{l×m}_q . □ Now, let Enc(x_0) and Enc(y(t)) of the system (3) be replaced with the modified encrypted messages Enc^x_0 (x_0) and Enc^y_t (y(t)) in (27), respectively. As in (25), the first element of the encrypted residue output r(t) is obtained as

S(x_0 +(B_x −V_2T_2B_x), {y(τ)+(B_y(τ)−B^′_y(τ))}^t_{τ =0}) (29) in this case. The following theorem shows that (29) remains identical to r(t) for all t ≥ 0, thus disclosing the residue signal. It is implied that an adversary collecting the modified encrypted messages (27) learns nothing but the information of the disclosed residue signal, in terms of security.

Theorem 1. Given the encrypted messages (24), there exist v_0 ∈ Z^ν_q and y^′(·) : Z_{≥0} → Z_q such that

S(x_0 + (B_x − V_2v_0), {y(τ) + (B_y(τ) − y^′(τ))}^t_{τ =0}) = S(x_0, {y(τ)}^t_{τ =0}) = r(t) (30)

for all t ≥ 0, which are uniquely determined by

v_0 = T_2B_x mod q, y^′(t) = B^′_y(t), ∀t ≥ 0. (31) □ Proof. By the linearity of S, (30) is equivalent to

S(B_x − V_2v_0, {B_y(τ) − y^′(τ)}^t_{τ =0}) ≡ 0. (32)

By Lemmas 1 and 2, (31) is the unique solution of (32), which concludes the proof. ■

The implication of Theorem 1 is provided; given the modified encrypted messages (27), the residue r(t) is obtained by means of (29), and the conventional encrypted messages (24) can be obtained since V_2T_2B_x mod q and B^′_y(t) are disclosed to be public. Conversely, given the residue r(t) and the conventional encrypted messages (24), the modified encrypted messages (27) can be obtained by following Remark 1. Therefore, despite the disclosure of the residue, the proposed encryption scheme is secure in the sense that an adversary collecting the modified encrypted messages cannot learn any information other than the disclosed residue signal, as long as the conventional encryption scheme is secure.

Remark 2. In terms of computational effort, the modified encryption increases the number of columns of a ciphertext by 1, but it does not sacrifice much considering that the dimension N is usually chosen as a large number. Running the system (26) for the modified encryption can be precomputed offline since it is irrelevant to the messages. The order n − ν of the system (26) is smaller than that of the message dynamics (6) if ν ≥ 1, and is usually negligible compared to the dimension N for the ciphertexts. □

IV. APPLICATION TO OBSERVER-BASED CONTROLLER In this section, the proposed encryption scheme is applied to an observer-based controller over R, thereby disclosing the residue signal. To encrypt a dynamic controller, it is well known that the state matrix of the controller needs to be an integer matrix [16]. Thus, we propose a method to convert the state matrix of a given observer-based controller into an integer matrix by utilizing the disclosed residue signal. Then, the performance of the encrypted controller is discussed.

Consider a linear discrete-time single-input single-output plant written by

x(t + 1) = Ax(t) + Bu(t), x(0) = x_0, y(t) = Cx(t), (33) where x(t) ∈ R^n , u(t) ∈ R, y(t) ∈ R, and x_0 ∈ R^n are the state, the input, the output, and the initial state, respectively. It is assumed that the plant (33) is controllable and observable. Suppose an observer-based controller that stabilizes the plant (33) has been designed as

x̂(t + 1) = (A + BK − LC) x̂(t) + Ly(t), x̂(0) = x̂_0, u(t) = Kx̂(t), (34) r(t) = y(t) − Cx̂(t), where x̂(t) ∈ R^n is the estimate of x(t) with the initial value x̂_0 ∈ R^n , r(t) ∈ R is the residue signal, and K ∈ R^{1×n} and L ∈ R^{n×1} are the gains such that the closed-loop system of (33) and (34) is stable.

We first present a method of converting the controller (34) to have an integer state matrix. Let us rewrite the state dynamics of the controller as

x̂(t + 1) = F x̂(t) + (L − R) y(t) + Rr(t), (35)

where F := A + BK − LC + RC can be considered as the state matrix regarding r(t) as a fed-back input with an input matrix R ∈ R^n . Motivated by the results of [14], we aim to transform F to an integer matrix by assigning the coefficients of the characteristic polynomial of F to be integers. To do so, the following assumption is made.

Assumption 1. The pair (A + BK, C) is observable. □

By Assumption 1 and [14, Lemma 1], there exist R ∈ R^{n×1} and an inveritble matrix T ∈ R^{n×n} such that T F T^{−1} ∈ Z^{n×n}. Therefore, the coordinate transformation by the matrix T yields a state matrix consisting of integers.

Next, the parameters of the transformed controller are converted to integer matrices over the space of messages Z_q. To this end, a scaling parameter 1/s ∈ N is introduced to convert the control parameters other than the state matrix. Then, all the integer matrices are mapped to the following matrices over Z_q by taking the modulo operation:

F := T F T^{−1} mod q, G := ⌈ T (L−R) s ⌋ mod q, H := ⌈ −CT^{−1} s ⌋ mod q, J := 1 s^2 mod q, (36)

R := ⌈ T R s ⌋ mod q, P := ⌈ KT^{−1} s ⌋ mod q. Now, we encrypt the given controller (34) as follows; the transformed initial state T x̂_0 is scaled up and quantized with a step size r > 0, and then preprocessed for encryption as

x_0 := 1 L · ⌈ T x̂_0 rs ⌋ mod q, where 1/L ∈ N is a scaling factor that diminishes the effect of the error e in (2). Subsequently, it is encrypted offline by the proposed scheme (27). While online, the plant output y(t) is quantized and scaled up as

y(t) := 1 L · ⌈ y(t) r ⌋ mod q, and encrypted as in (27). It is then sent to the encrypted controller, written as

x(t + 1) = F · x(t) + G · Enc^y_t (y(t)) + R · r_1(t) mod q, u(t) = P · x(t) mod q, (37) r(t) = H · x(t) + J · Enc^y_t (y(t)) mod q, x(0) = Enc^x_0 (x_0) ,

where x(t) ∈ Z^{n×(N+2)} q is the state, u(t) ∈ Z^{1×(N+2)}_q is the output, r(t) ∈ Z^{1×(N+2)} q is the residue signal, and r_1(t) ∈ Z^{1×(N+2)} q is the fed-back input as in (35) that is defined from the first element r_1(t) of the row vector r(t), as

r_1(t) := [⌈ s^2 · r_1(t) ⌋ , 0_{1×(N+1)} ] mod q. Implementing an anomaly detector to the proposed encrypted controller (37) is efficient in the sense that the residue signal can be restored from r_1(t) without decryption, as

r_1(t) := Lrs^2 · ( r_1(t) − ⌊ r_1(t) +^q_2 q ⌋ q ) ∈ R. (38) Hence, the comparison of the residue signal with a threshold need not be carried out over encrypted data. Finally, the output u(t) of the encrypted controller is transmitted to the plant, decrypted, and then scaled down to obtain the plant input u(t), as

u(t) := Lrs^2 · ( Dec^′(u(t)) − ⌊ Dec^′(u(t)) +^q_2 q ⌋ q ) . (39)

It is worth noting that although the encrypted controller (37) has an additional term R · r_1(t) in the state dynamics, the portions of B_x − V_2T_2B_x and B^′_y(t) of the modified encryptions (27) obey the dynamics of (6), with the matrices F, G, H and J defined as in (36). Thus, the modified encryptor computes B^′_y(t) as the output of the system (26), where the matrices are defined as in (23) because J ≠ 0. Since T_1 = I_n in this case, the last column V_2T_2B_x of Enc^x_0(x_0) is a zero vector.

The following theorem states that the difference between the residue signals from the encrypted and the given controller can be made arbitrarily small, with an appropriate choice of the parameters 1/r, 1/s, and 1/L, and q.

Theorem 2. Under Assumption 1, there exist parameters r > 0, 1/s ∈ N, 1/L ∈ N, and a prime number q such that for given ϵ > 0, the residue signal (38) in the encrypted controller (37) satisfies |r(t) − r_1(t)| ≤ ϵ for all t ∈ Z_{≥0}. □

Proof. It can be derived from Theorem 1 that Dec^′(r(t)) = r_1(t), ∀t ≥ 0. By the definition of the modified decryption,

Dec^′(r_1(t)) = ⌈s^2 · r_1(t)⌋ mod q, ∀t ≥ 0.

Then, using Proposition 3 and the induction principle, one can obtain the “decrypted controller” written by

x(t + 1) = Fx(t) + G · Dec(Enc(y(t)) + R⌈s^2r_1(t)⌋ mod q, u(t) = Dec^′(u(t)) = Px(t) mod q, r_1(t) = Hx(t) + J · Dec(Enc(y(t)) mod q, x(0) = Dec(Enc(x_0)),

which is essentially identical to the controller encrypted by the conventional LWE based scheme. The rest of the proof follows that of [14, Theorem 2]. ■

Remark 3. The proposed encrypted controller is capable of operating for an infinite time horizon without re-encryption, unlike the previous result [14]. The re-encryption requires an additional communication link between the actuator and the encrypted controller, since the controller output is decrypted, re-scaled, encrypted, and then transmitted back to the controller. Instead, we utilized the disclosed residue signal to convert the state matrix of the given controller into an integer matrix, and re-scaled it directly. Therefore, the encrypted control system is implemented without the additional communication link and the decryption device at the actuator, reducing both the computation time and burden. □ Remark 4. One may be concerned that the encrypted controller learns some information through the disclosed residue. It can be expected that, from the residue signal, the state estimation error x(t) − x̂(t) can be obtained, since it is observable in the closed-loop system from the residue. However, the actual plant state x(t) cannot be estimated from the residue signal, as it can be easily verified that the closedloop system is not observable from the residue. □

V. CONCLUSION

We have proposed a dynamic encryption scheme that automatically discloses the residue signal, thus enabling a computing device without the secret key to directly and efficiently detect an anomaly. To maintain the effect of encryption on the residue signal to remain identically zero, the proposed scheme exploits the zero-dynamics of the system to generate the encryptions of the initial state and the input. Specific to an observer-based controller, we have demonstrated a method of utilizing the disclosed residue signal to operate the system over encrypted data for an infinite time horizon without re-encryption.

REFERENCES

[1] H. Sandberg, S. Amin, and K. H. Johansson, “Cyberphysical security in networked control systems: An introduction to the issue,” IEEE Control Syst. Mag., vol. 35, no. 1, pp. 20-23, 2015.

[2] A. Teixeira, I. Shames, H. Sandberg, and K. H. Johansson, “A secure control framework for resource-limited adversaries,” Automatica, vol. 51, pp. 135–148, 2015.

[3] G. Park, H. Shim, C. Lee, Y. Eun, and K. H. Johansson, “When adversary encounters uncertain cyber-physical systems: Robust zerodynamics attack with disclosure resources,” in Proc. 55th IEEE Conf. Decision Control, 2016, pp. 5085–5090.

[4] R. Langner, “Stuxnet: Dissecting a cyberwarfare weapon,” IEEE Secur.

Priv. Mag., vol. 9, no. 3, pp. 49–51, 2011.

[5] M. Schulze Darup, A. B. Alexandru, D. E. Quevedo, and G. J. Pappas, “Encrypted control for networked systems: An illustrative introduction and current challenges,” IEEE Control Syst. Mag., vol. 41, no. 3, pp. 58–78, 2021.

[6] K. Kogiso and T. Fujita, “Cyber-security enhancement of networked control systems using homomorphic encryption,” in Proc. 54th IEEE Conf. Decision Control, 2015, pp. 6836–6843.

[7] J. Kim, D. Kim, Y. Song, H. Shim, H. Sandberg, K. H. Johansson, “Comparison of encrypted control approaches and tutorial on dynamic systems using Learning With Errors-based homomorphic encryption,” Annu. Rev. Control, vol. 54, pp. 200–218, 2022.

[8] R. Baba, K. Kogiso, and M. Kishida, “Detection method of controller falsification attacks against encrypted control system,” in Proc. SICE Annu. Conf., 2018, pp. 244–248.

[9] G. Spathoulas, G. Theodoridis, and G. P. Damiris, “Using homomorphic encryption for privacy-preserving clustering of intrusion detection alerts,” Int. J. Inf. Secur., vol. 20, pp. 347–370, 2021.

[10] M. Fauser and P. Zhang, “Detection of cyber attacks in encrypted control systems,” in Proc. 2022 Am. Control Conf., 2022, pp. 4992– 4997.

[11] A. B. Alexandru, L. Burbano, M. F. Çeliktuğ, J. Gomez, A. A. Cardenas, M. Kantarcioglu, and J. Katz, “Private anomaly detection in linear controllers: Garbled circuits vs. homomorphic encryption,” in Proc. 61st IEEE Conf. Decision and Control, 2022, pp. 7746–7753.

[12] D. Denning, “An intrusion-detection model,” IEEE Trans. Softw. Eng., vol. 13, no. 2, pp. 222–232, 1987.

[13] O. Regev, “On lattices, learning with errors, random linear codes, and cryptography,” J. ACM, vol. 56, no. 6, Art. no. 34, pp. 1–40, 2009.

[14] J. Kim, H. Shim, and K. Han, “Dynamic controller that operates over homomorphically encrypted data for infinite time horizon,” IEEE Trans. Autom. Control, vol. 68, no. 2, pp. 660–672, 2023.

[15] H. K. Khalil, Nonlinear Systems (3rd ed.), Prentice Hall, 1996. [16] J. H. Cheon, K. Han, H. Kim, J. Kim and H. Shim, “Need for controllers having integer coefficients in homomorphically encrypted dynamic system,” in Proc. 57th IEEE Conf. Decision Control, 2018, pp. 5020–5025.