arXiv:2403.16711v1 [eess.SY] 25 Mar 2024

Predictable Interval MDPs through Entropy Regularization

Menno van Zutphen, Giannis Delimpaltadakis,

Maurice Heemels, and Duarte Antunes^{∗†}

Abstract

Regularization of control policies using entropy can be instrumental in adjusting predictability of real-world systems. Applications benefiting from such approaches range from, e.g., cybersecurity, which aims at maximal unpredictability, to human-robot interaction, where predictable behavior is highly desirable. In this paper, we consider entropy regularization for interval Markov decision processes (IMDPs). IMDPs are uncertain MDPs, where transition probabilities are only known to belong to intervals. Lately, IMDPs have gained significant popularity in the context of abstracting stochastic systems for control design. In this work, we address robust minimization of the linear combination of entropy and a standard cumulative cost in IMDPs, thereby establishing a trade-off between optimality and predictability. We show that optimal deterministic policies exist, and devise a value-iteration algorithm to compute them. The algorithm solves a number of convex programs at each step. Finally, through an illustrative example we show the benefits of penalizing entropy in IMDPs.

1 INTRODUCTION

Since its introduction by Shannon, the concept of information entropy has always been strongly related to Markovian processes [1]. Apart from a purely theoretical interest, entropy optimization is valuable in many practical applications. In real-world autonomous systems, entropy encapsulates the predictability of their behavior, and thus penalizing/encouraging it makes the resulting system more/less predictable. In applications such as cybersecurity [2] and surveillance [3, 4, 5, 6], it is beneficial to increase entropy and thereby the difficulty for an adversary to predict the next action of the system. In contrast, for autonomous systems that need to cooperate, be it with humans or other systems, predictability is generally a highly desirable trait [7].

Minimization of entropy (rate), alongside a reward has recently been investigated in the context of reinforcement learning [7, 8], while maximization of policy entropy in reinforcement learning [9] has already had enormous success in practice [10]. Additionally, methods have recently been developed that maximize the entropy and entropy rate of interval Markov chains (IMCs; the generalization of Markov chains (MCs) to interval-valued transition probabilities) [2, 11]. Similar research has been conducted for maximization of infinite-horizon entropy [12, 13] and its trade-off to cost optimality in Markov decision processes (MDPs) [14] through expected reward constraints [15].

Despite this recent work, optimization of entropy on interval Markov decision processes (IMDPs) [16] has not been addressed. IMDPs are uncertain MDPs, where the transition probabilities are only known to belong to action-dependent intervals. IMDPs have recently been

∗This research is part of the research program SYNERGIA (project number 17626), which is partly financed by the Dutch Research Council (NWO).

†The authors are with the Control Systems Technology Group, Department of Mechanical Engineering, Eindhoven University of Technology, The Netherlands. E-mail: {m.j.t.c.v.zutphen, i.delimpaltadakis,

m.heemels, d.antunes}@tue.nl.

receiving considerable attention in many applications [17, 18, 19, 20], especially as abstractions of stochastic systems for formal verification and control design [21, 22, 23, 24, 25, 26, 27]. The IMDP setting raises unique challenges w.r.t. IMCs [2, 11] and MDPs [12, 13]. In fact, due to the action-dependent uncertainty on the transition probabilities in IMDPs, two agents are involved in the robust minimization problem; an agent who aims to minimize the objective function and an adversary that resolves uncertainty in an adversarial manner, maximizing the objective function.

In this work, we address robust minimization of the linear combination of entropy and a standard cumulative cost in IMDPs, thereby establishing a trade-off between optimality and predictability. We show that optimal deterministic policies exist. Note that this property of entropy minimization is not surprising, as the aim is predictability. Further, we devise a value-iteration algorithm that computes the optimal policy and the corresponding tight upper bound on the linear combination of cumulative cost and entropy. The algorithm solves |S| × |A| convex programs at each time step, where |S| and |A| are the number of states and actions of the IMDP, respectively. Thus, through our algorithm, computation of the optimal policy and the associated upper bound on the combined objective is carried out efficiently, employing convex optimization.

The remainder of the paper is organized as follows. Section 2 provides the problem formulation. Sections 3 and 4 discusses our main results: the value-iteration algorithm in Section 3, and the determinism of entropy minimizing policies in Section 4. Section 5 provides a numerical example and Section 6 provides concluding remarks. The proofs of the results are given in Section 7.

2 PROBLEM FORMULATION

We start by formally introducing IMDPs in Section 2.1. We then discuss the relationship between Markov processes and Shannon Entropy in Section 2.2. In Section 2.3, we define the problem of finding the cost-entropy upper-bound minimizing policy for IMDPs.

2.1 Preliminaries: IMDPs, Policies and Adversaries

Let the set of all discrete probability distributions of size n ∈ N be denoted by P^n := {p ∈ [0, 1]^n : ∑_n i=1 p_i = 1}.

Definition 1 (IMDP). An interval Markov decision process (IMDP) is a tuple I = (S, A, α, c, c_h, P , P , h), with finite state and action spaces, S and A, respectively, initial state distribution α ∈ P^{|S|}, stage cost c : S×A → R, terminal cost c_h : S → R, transition probability bounds P : S×A×S → [0, 1], P : S × A × S → [0, 1], and finite horizon length h ∈ N.

For all s, q ∈ S and a ∈ A, it holds that P (s, a, q) ≤ P (s, a, q) and ∑ q∈S P (s, a, q) ≤ 1 ≤ ∑ q∈S P (s, a, q). Given a state s ∈ S and an action a ∈ A, a transition probability distribution p ∈ P^{|S|} is called feasible if P (s, a, q) ≤ p_q ≤ P (s, a, q), for all q ∈ S. Let the (convex) set of all feasible distributions for the state-action pair (s, a) be defined as P^a_s := {p ∈ P^{|S|} : ∀q ∈ S, P (s, a, q) ≤ p_q ≤ P (s, a, q)}. (1) While we assume the stage cost and transition probability bounds to be time-invariant, all methods below can straightforwardly be modified to accommodate for time-varying stage cost and transition probability bounds.

Definition 2 (Policy). For an IMDP I = (S, A, α, c, c_h, P , P , h), a policy is defined as a map π : {0, 1, . . . , h − 1} × S → P^{|A|}.

Hence, a policy μ is a function that, given the state s ∈ S, at time step k ∈ {0, 1, . . . , h − 1}, produces a probability distribution governing the selection of actions a ∈ A. The set of all policies is denoted by Π.

Note that we focus on Markov policies, i.e., the policies that we consider depend only on the present and not the history of the process. Extensions to non-Markovian policies are left for future work. Nonetheless, it is worth noting that, in most scenarios, Markov policies are indeed sufficient for optimality [24].

Definition 3 (Adversary). For an IMDP I = (S, A, α, c, c_h, P , P , h), an adversary is defined as a map ξ : {0, 1, . . . , h − 1} × S × A → P^{|S|}. Hence, an adversary ξ is a function that, given the state s ∈ S and action a ∈ A, at time step k ∈ {0, 1, . . . , h − 1}, selects a feasible transition probability distribution p ∈ P^a_s ⊆ P^{|S|}. The set of all adversaries is denoted by Ξ.

In the following, we will slightly abuse notation and write π_k(s) := π(k, s) and ξ^a_k (s) := ξ(k, s, a). As with policies, we only consider Markov adversaries, and leave extensions to non- Markovian ones for future work.

Given an IMDP, a policy π and an adversary ξ, state transitions occur as follows. At time k, given the current state s_k, an action a_k is randomly selected according to the corresponding probability distribution π_k (s_k) defined by policy π. Then, the adversary ξ, given the state s_k, chooses a feasible distribution p^{sk}_k := ξ^{sk}_k (a_k) ∈ P^{ak}_{sk} . The next state of the path s_{k+1} is sampled randomly from p^{sk}_k .

An IMDP I subject to an adversary ξ ∈ Ξ and a policy π ∈ Π thus simplifies to a timevarying Markov chain (MC), with transition probability matrix

P^{π,ξ}_k := | | | p^1_k p^2_k · · · p^{|S|}_k | | | , p^s_k := ∑ a∈A π^a_k (s)ξ^a_k (s), (2)

at time k ∈ {0, 1, . . . , h − 1}, where we let P^{π,ξ} := (P^{π,ξ}_0 , P^{π,ξ}_1 , . . . , P^{π,ξ}_{h−1}). Let us use notation I^{π,ξ} := (S, α, c, c_h, P^{π,ξ}, h) to refer to the MC that results from the application of policy π and adversary ξ to IMDP I, and X_k ∼ I^{π,ξ} to refer to a trajectory of the process generated by this MC. 2.2 Markov process entropy

In the context of information theory, the concept of entropy [1] describes the degree of uncertainty inherent to the outcome of a random variable. The entropy of a single random variable X, which takes values on a finite set S, distributed according to p ∈ P^{|S|}, is often defined as H(X) = − ∑ s∈S p_s log p_s,

where we use notation log := log_2 and we let x log x = 0 for x = 0 as lim_{x↓0} x log x = 0. The entropy of a sequence of h + 1 random variables on S as X_0, X_1, . . . , X_h (possibly for h → ∞) is described by the joint entropy H(X_0, . . . , X_h) = − ∑ s_0 s_1 ···s_h ∈S^{h+1} p_{s0 s1 ···sh} log p_{s0s1 ···sh} , (3)

where p_{s0 s1···sh} := Prob[X_0 = s_0, X_1 = s_1, . . . , X_h = s_h] denotes the probability measure over the sequences X_0, X_1, . . . , X_h.

Due to the Markov property, for sequences of random variables generated by a Markov process X_k over a state space S, we might thus alternatively write the p_{s0s1 ...sh} term found in (3), as p_{s0 s1···sh} = Prob[X_0 = s_0] h−1∏ k=0 Prob[X_{k+1} = s_{k+1}|X_k = s_k]. (4)

In the context of IMDPs, these transition probabilities are thus constrained to lie in the interval Prob[X_{k+1} = q|X_k = s] ∈ [P (s, a, q), P (s, a, q)], (5) for k ∈ {0, 1, . . . , h − 1}, s, q ∈ S, and action choice a ∈ A.

2.3 Problem statement

Let us introduce the shorthand notation H(I^{π,ξ} ) := H(X_0, . . . , X_h | X_k ∼ I^{π,ξ}, k ∈ {0, 1, . . . , h}), to describe the entropy (3) of sequence X_0, . . . , X_h generated by IMDP I subject to policy π and adversary ξ.

Motivated by real-world scenarios where predictability of autonomous systems is crucial (e.g. human-robot interaction), we search for policies π ∈ Π that, when applied to IMDP I, minimize the cumulative expected cost J^{π,ξ} = E[ h∑ k=0 c(X_k, a_k)], (6)

where X_k ∼ I^{π,ξ} , while at the same time keep entropy low. More formally, we are interested in finding the policy π^∗ ∈ Π that minimizes the upper bound w.r.t. all adversaries ξ ∈ Ξ on the cost-entropy trade-off of the IMDP

J^∗(I) := min_{π∈Π} max_{ξ∈Ξ} J^{π,ξ} + βH(I^{π,ξ} ), (7)

where β ∈ R_{≥0} is a weight factor that tunes the cost vs. predictability trade-off. Without loss of generality, from here onwards it is assumed that β = 1.

In the sequel, we prove that J^∗ and an optimal policy can be obtained through value iteration. We additionally show that a deterministic optimizing policy exists. Lastly, we show how the value iteration computations can be solved efficiently through convex optimization.

3 ROBUST IMDP COST-ENTROPY MINIMIZATION

In this section we provide a key result (Theorem 1), which shows that J^∗ and the corresponding optimal policies can be computed through value iteration [14]. Before presenting this result, we first introduce two lemmas showcasing that both the cumulative cost and the entropy, for an IMDP with given policy π and adversary ξ, can be computed separately through value iteration.

The first Lemma is a celebrated result from standard MDP theory [14], here placed in the context of IMDPs. The Lemma shows that the expected cumulative cost associated to I^{π,ξ} can be computed via a recursion. The proofs to all our results can be found in Section 7, unless otherwise stated.

Lemma 1. (Recursive Expected Cost Computation) The expected cumulative cost (6) associated with I^{π,ξ} = (S, α, c, c_h, P^{π,ξ}, h), is given by J^{π,ξ} = ∑ s∈S Prob[X_0 = s]^J V^{π,ξ}_0 (s),

where Prob[X_0 = s] = α(s), s ∈ S, and^J V^{π,ξ}_0 is defined by the recursion J V^{π,ξ}_k (s) = ∑ a∈A π^a_k (s)c(s, a) + ∑ q∈S p^s_k(q)^J V^{π,ξ}_{k+1}(q), (8)

with initialization^J V^{π,ξ}_h (s) = c_h(s), for s ∈ S, k ∈ {h − 1, h − 2, . . . , 0}.

Proof of Lemma 1: Follows directly from standard dynamic programming theory [14]. The next Lemma shows that entropy can be computed through a similar recursion. This result reflects some aspects of [11], which treats the infinite-horizon IMC entropy maximization. However, here, we present and prove the alternative for finite-horizon IMDP entropy computation, and later robust minimization.

Let function Φ : P^{|S|} × R^{|S|} → R be defined as Φ(p, V ) := − ∑ q∈S p_q log p_q + ∑ q∈S p_q V_q , (9) and H^{π,ξ}(X_i, . . . , X_j ) := H^{π,ξ}(X_i, . . . , X_j |X_k ∼ I^{π,ξ}, k ∈ {i, i + 1, . . . , j}) for some i, j ∈ {0, 1, . . . , h − 1}, i ≤ j. Lemma 2 (Recursive Entropy Computation). The entropy of the sequence X_0, . . . , X_h generated according to I^{π,ξ} = (S, α, c, c_h, P^{π,ξ}, h), is given by H^{π,ξ}(X_0, . . . , X_h) = H(X_0) + ∑ s∈S Prob[X_0 = s]^H V^{π,ξ}_0 (s), (10)

where Prob[X_0 = s] = α(s), s ∈ S, and^H V^{π,ξ}_0 is defined by the recursion H V^{π,ξ}_k (s) = Φ(p^s_k,^H V^{π,ξ}_{k+1}), (11) with initialization^H V^{π,ξ}_h (s) = 0, for s ∈ S, k ∈ {h − 1, h − 2, . . . , 0}.

The main result of this section is given next.

Theorem 1 (Cost-Entropy Trade-Off Minimization). Given an IMDP I := (S, A, α, c, c_h, P , P , h), J^∗(I) is given by J^∗(I) = H(X_0) + ∑ s∈S Prob[X_0 = s]V^∗_0(s), (12)

where Prob[X_0 = s] = α(s), and V^∗_0(s), s ∈ S, is obtained through the recursion V^∗_k(s) = min_{πk ∈P|A|} max_{pa∈P as} ∑ a∈A π^a_k c(s, a) + Φ( ∑ a∈A π^a_k p^a, V^∗_{k+1}), (13)

with initialization V^∗_h(s) = c_h(s), for all s ∈ S, k ∈ {h − 1, h − 2, . . . , 0}.

Additionally, the optimal policies and adversaries are given by ξ^{a,∗}_k (s) ∈ arg max_{p∈P as} c(s, a) + Φ(p, V^∗_{k+1}), (14) π^∗_k (s) ∈ arg min_{πk ∈P|A|} ∑ a∈A π^a_k c(s, a) + Φ( ∑ a∈A π^a_k ξ^{a,∗}_k (s), V^∗_{k+1}), (15) for all s ∈ S, a ∈ A, k ∈ {0, . . . , h − 1}. Note additionally that this bound is tight, as the procedure above constructs the worst-case adversary (14), which, under the optimal policy (15) realizes this exact cost-entropy trade-off value.

4 OPTIMAL DETERMINISTIC POLICIES AND AN EF- FICIENT VALUE-ITERATION ALGORITHM

Let the set P^{|A|}_δ ⊆ P^{|A|} be the restriction of set P^{|A|} to the set of indicator vectors P^{|A|}_δ := P^{|A|} ∩ {0, 1}^{|A|}. Let us also define Π_δ ⊆ Π as the set of all policies π_δ which deterministically select a single action a ∈ A at every k ∈ {0, 1, . . . , h − 1}, s ∈ S as π_δ : {0, 1, . . . , h − 1} × S → P^{|S|}_δ . Intuitively, introducing additional randomness in the effort of entropy reduction is likely counter productive. In fact, we are able to show below that there always exists a deterministic policy π_δ ∈ Π_δ that realizes the same J^∗(I) as any optimal stochastic policy.

Theorem 2 (Deterministic Policies Minimize J^∗(I)). Given an IMDP I = (S, A, α, c, c_h, P , P , h), there exists a deterministic policy π_δ ∈ Π_δ , such that π_δ ∈ arg min_{π∈Π} max_{ξ∈Ξ} J^{πξ} + H(I^{πξ} ).

As a consequence, V^∗_0 from (12) can be computed through the recursion

V^∗_k(s) = min_{a∈A} max_{pa ∈P as} c(s, a) + Φ(p^a, V^∗_{k+1}), (16)

with initialization V^∗_h(s) = c_h(s), for all s ∈ S, k ∈ {h−1, h−2, . . . , 0}, while the corresponding optimal policies and adversaries are found as: ξ^{a,∗}_k (s) ∈ arg max_{p∈P as} c(s, a) + Φ(p, V^∗_{k+1}), a ∈ A, μ^∗_k(s) ∈ arg min_{a∈A} c(s, a) + Φ(ξ^{a,∗}_k (s), V^∗_{k+1}),

where, through mapping μ^∗ : {0, 1, . . . , h−1}×S → A, we find π^∗_{δ,k}(s) := {p ∈ P^{|A|}_δ : p_{μk (s)} = 1}, for k ∈ {0, 1, . . . , h − 1}, s ∈ S. Furthermore, the inner max problem in (16) is convex, and thus the min-max problems are equivalent to |A| convex programs.

Theorem 2 gives rise to Algorithm 1, which offers an efficient implementation as a finite number of convex programs, growing linearly with the size of the state and action spaces (|S| · |A| · h to be exact).

Algorithm 1 Efficient Computation of μ^∗ and J^∗ Given an IMDP I := (S, A, α, c, c_h, P , P , h): 1. Set V^∗_h(s) = c_h(s), for all s ∈ S.

2. For k ∈ {h − 1, h − 2, . . . , 0}, via convex optimization, compute for all s ∈ S: ξ^{a,∗}_k (s) ← arg max_{p∈P as} c(s, a) + Φ(p, V^∗_{k+1}), a ∈ A, μ^∗_k(s) ← arg min_{a∈A} c(s, a) + Φ(ξ^{a,∗}_k (s), V^∗_{k+1}),

V^∗_k(s) ← c(s, μ^∗_k(s)) + Φ(ξ^{a,∗}_k (s), V^∗_{k+1}).

3. J^∗(I) ← Φ(α, 0) + ∑ s∈S α(s)V^∗_0(s).

Remark 1. In the standard IMDP setting, where only a cumulative cost is considered, the inner maximization problem is a linear program [16, 24]. In contrast, here, due to the additional entropy term, which directly depends on the probability distribution selected by the adversary, the inner maximization problem is convex and not linear.

5 EXAMPLE APPLICATION

In this section, we employ a highly simplified mobile robotics problem in agriculture to demonstrate the efficacy of the tools developed above. After introducing the problem, we use the technique suggested by Algorithm 1 to compute the optimal policy and the associated costentropy upper-bound to a set of example scenarios.

Let us take the most basic representation of an agricultural field as a simple 2 × 2 grid, see Fig. 1, although clearly our approach applies to more general and complex scenarios. On this field, a mobile robot of type A is tasked with monitoring the field by continuously moving over the four quadrants in a clockwise fashion, deterministically moving one grid element at every time-step.

It is known that the west quadrants (Q1 and Q2 in Fig. 1) of the field are susceptible to weed infections, and the chance of weeds appearing at any time in either of the two western quadrants is found to be somewhere in the interval [0.05, 0.5]. The weed infections compete with the crops for nutrients and are therefore costly. In order to combat weed infections, an additional, type B: weed exterminator robot is introduced, also visualised in Fig. 1. The type B robot immediately exterminates the weeds in the quadrant on which it is told to act. At every time-step, we control in which quadrant the type B robot acts; that is, the action set is A := {1, 2, 3, 4}. In order to avoid collision, robot A is programmed to make an evasive maneuver when robot B acts on the quadrant which robot A intends to cover next. These evasive maneuvers are highly unpredictable and cause robot A to land in any of the four quadrants with a probability between [0, 0.8], interrupting its clockwise path. Although the type B robot originally only aims at minimizing weeds, the farmer wishes for it to additionally take into account its effects on the path of measurement robot A, as randomization of the path of robot A causes inconsistencies in the data it collects.

We thus summarize each state as x := [l_A w_1 w_2]^⊤, where l_A ∈ {1, 2, 3, 4} is the location of robot A, w_1 ∈ {0, 1} is the weed infection status of quadrant 1, and w_2 ∈ {0, 1} the weed infection status of quadrant 2. Alternatively, we can simply label each of the 16 unique values of x as S ∈ {1, 2, . . . , 16}, representing all 16 unique states of weed/no weed and type A robot location. Let each weed infection be associated to a cost of 1, cumulating each time-step in which it is present, as

c(s, a) = 2, if s corresponds to two infected quadrants, 1, if s corresponds to one infected quadrant, 0, otherwise.

(17)

We further set h = 8, A ∈ {1, 2, 3, 4} (moving robot B to each of the four quadrants), c_h(s) :=

1

2 3

4

A

1

2 3

4

B B

A

Figure 1: Left: inspection robot A can progress deterministically in a clockwise fashion while exterminator B is not in its way. Right: when B is present in the quadrant ahead of robot A, A makes a highly unpredictable evasive maneuver.

Figure 2: The upper-bound on the linear combination of cumulative cost and entropy under a) the optimal policy and optimal adversary, b) the optimal policy and a random adversary, c) a random policy and random adversary.

c(s, 1), s ∈ S, and the IMDP transition probability intervals according to the description above. As randomness in the path of robot A is concluded to be undesirable, besides minimizing the aforementioned weed-cost (17), we additionally aim to make the system as predictable as possible, i.e., minimize its entropy alongside the cost. We do so by setting β = 1 in (7).

Using the optimal policy π^∗ and adversary ξ^∗ obtained through the application of Algorithm 1 with the aforementioned parameters, we simulate the system and illustrate the resulting value of cumulative cost and entropy in Fig. 2. There, we compare the value of cumulative cost and entropy associated to the path under optimal policy π^∗ and worst-case adversary ξ^∗ in black to (i) the theoretical (tight) upper-bound, which coincides perfectly at k = h, (ii) the cumulative cost and entropy associated to a set of paths under the optimal policy π^∗ and a random adversary ξ in blue, which, as expected, is lower than the computed upper-bound J^∗, and (iii) the cumulative cost and entropy associated to a set of paths under arbitrary policies and adversaries in red, which — in this specific example — clearly perform worse than the optimal policy, even when the optimal policy is subjected to ξ^∗.

To further demonstrate the effect of entropy regularization on the resulting system behavior, another policy has been computed using Algorithm 1 with a β-value of β = 0, i.e., with no entropy regularization. We compare trajectories subject to each of these two optimal policies in Fig. 3. There, it becomes clear that the introduction of the entropy regularization term (β ≠ 0) causes a significant increase in the predictability of the system. The policy corresponding to β = 1 yields perfectly predictable robot A behavior, as robot A indeed moves clockwise at every single run of the simulation. In contrast, the policy with no entropy regularization results in the robot A performing many evasive maneuvers and following different trajectories in different runs of the simulation. In fact, these significant gains in predictability come with only a slight loss on optimality w.r.t. the cumulative cost. Specifically, the upper-bound on the expected cumulative cost J^{π∗,ξ} associated to the entropy-regularized policy (β = 1) is 7.5619; only slightly larger than the corresponding bound for the non-regularized policy (β = 0), which is 7.368.

6 CONCLUSIONS AND FUTURE WORK

We have shown that robust minimization of the linear combination of entropy and a standard cumulative cost in IMDPs can be solved through value iteration, and that optimal deterministic policies exist. Our value iteration algorithm solves |S| × |A| convex programs in each time step.

Future research will focus on extending the methods described here to cover the infinitehorizon scenario, the maximization of entropy and entropy rate, and investigate questions surrounding its game-theoretic aspects and possible Pareto optimality of the dual-cost optimization. Furthermore, we plan to address the question of whether, when abstracting stochas-

Figure 3: The locations of robots A and B over time in ten simulated trajectories subject to an optimal policy with no entropy regularization (top figure, β = 0), and ten simulated trajectories subject to an optimal policy with entropy regularization (bottom figure, β = 1). We see that regularization of the policy using entropy has the clear effect of improving the predictability of the system.

tic systems through IMDPs, we can get formal guarantees on predictability of the underlying stochastic dynamical system.

7 TECHNICAL RESULTS AND PROOFS

In this section, we collected the proofs of Theorem 1 and Theorem 2, together with all Lemmas used in their construction. We start by presenting all elements that culminate in the proof of Theorem 1 in Section 7.1. Next, in Section 7.2, the same is done with regards to Theorem 2.

7.1 Results and lemmas regarding the proof of Theorem 1

Proof of Lemma 2: Let us prove, through induction, that

H V^{πξ}_0 (s) = H^{πξ}(X_1, . . . , X_h|X_0 = s), s ∈ S. (18)

If for iteration k + 1, we have that H V^{πξ}_{k+1}(s) = H^{πξ}(X_{k+2}, . . . , X_h|X_{k+1} = s), s ∈ S, (19) then for iteration k, using (9) and (11), we must have that H V^{πξ}_k (s) = − ∑ q∈S p^{sq}_k log p^{sq}_k H^{πξ} (X_{k+1}|X_k =s) + ∑ q∈S p^{sq}_k^H V^{πξ}_{k+1}(q), H^{πξ} (X_{k+2},...,X_N |X_{k+1}) = H^{πξ}(X_{k+1}, . . . , X_N |X_k = s), (20)

since ∑ s∈S p_sH(X_{k+1}|X_k = s) = H(X_{k+1}|X_k) and H(X_{k+2}|X_{k+1})+H(X_{k+1}|X_k) = H(X_{k+2}, X_{k+1}|X_k) for Markov processes [1].

Secondly, as we initialize with^H V^{πξ}_h (s) = 0, s ∈ S, we have that V^{πξ}_{h−1}(s) = − ∑ q∈S p^{sq}_{h−1} log p^{sq}_{h−1} = H^{πξ}(X_h|X_{h−1} = s),

satisfying (19) for k = h − 2.

Furthermore, since from conditional entropy [1], we have both that

H^{πξ}(X_0, . . . , X_h) = H(X_0) + H^{πξ}(X_1, . . . , X_h|X_0), and H^{πξ}(X_1, . . . , X_h|X_0) = = ∑ s∈S Prob[X_0 = s]H^{πξ}(X_1, . . . , X_h|X_0 = s),

(10) follows by simply substituting these two relations together with (18) into (10).

Proof of Theorem 1: Assume that for some k ∈ {1, 2, . . . , h − 1}, the following holds V^∗_{k+1}(s) = min_{π∈Π} max_{ξ∈Ξ}^J V^{πξ}_{k+1}(s) +^H V^{πξ}_{k+1}(s), = min π_{k+1}···π_{h−1} max ξ_{k+1}···ξ_{h−1} J V^{πξ}_{k+1}(s) +^H V^{πξ}_{k+1}(s), =: [^J V^{πξ,∗}_{k+1} (s) +^H V^{πξ,∗}_{k+1} (s)],

(21)

where, with slight abuse of notation, the second equality makes explicit the fact that the values of^J V_{k+1}(s) and^H V_{k+1}(s) are independent of π_0 . . . π_k and ξ_0 . . . ξ_k . Then, from (13), we get V^∗_k(s) = min_{πk ∈P|A|} max_{p∈P as} ∑ a∈A π^a_k c(s, a) + Φ( ∑ a∈A π^a_k p^a, V^∗_{k+1}), = min π_k ∈P^{|A|} max p∈P^a_s ∑ a∈A π^a_k c(s, a) + ∑ q∈S ∑ a∈A π^a_k p^a_q^J V^{πξ,∗}_{k+1} (q) − ∑ q∈S ∑ a∈A π^a_k p^a_q log ∑ a∈A π^a_k p^a_q + ∑ q∈S ∑ a∈A π^a_k p^a_q^H V^{πξ,∗}_{k+1} (q) Φ( ∑ a∈A π^a_k p^a ,^H V^{πξ,∗}_{k+1} ) .

Introducing (8) and (11) to the above equation, we get V^∗_k(s) = min π_k π_{k+1}···π_{h−1} max ξ_k ···ξ_{h−1} J V^{πξ}_k (s) +^H V^{πξ}_k (s), = min_{π∈Π} max_{ξ∈Ξ}^J V^{πξ}_k (s) +^H V^{πξ}_k (s).

Now, for k = h, it trivially holds that V^∗_h(s) = c_h(s) = min_{π∈Π} max_{ξ∈Ξ}^J V^{πξ}_h (s) c_h(s) +^H V^{πξ}_h (s) 0 .

By induction we thus must have that, since (21) holds for k = h, it also holds for k ∈ {h − 1, h − 2, . . . , 0}, proving that V^∗_0(s) = min_{π∈Π} max_{ξ∈Ξ}^J V^{πξ}_0 (s) +^H V^{πξ}_0 (s).

Substituting this into (12) yields J^∗(I) = H(X_0)+ + ∑ s∈S Prob[X_0 = s] [ min_{π∈Π} max_{ξ∈Ξ}^J V^{πξ}_0 (s) +^H V^{πξ}_0 (s) ] , = min_{π∈Π} max_{ξ∈Ξ} ∑ s∈S Prob[X_0 = s]^J V^{πξ}_0 (s)+ + H(X_0) + ∑ s∈S Prob[X_0 = s]^H V^{πξ}_0 (s), = min_{π∈Π} max_{ξ∈Ξ} J^{πξ} + H(I^{πξ}). (Lemma 1, 2)

7.2 Results and lemmas regarding the proof of Theorem 2

Lemma 3 (Concavity of Φ(p, V )). The function Φ(p, V ) (9) is strictly concave w.r.t. vector p ∈ P^{|S|}, meaning that the following inequality holds Φ(Σ^N_{i=1}α_ip_i, V ) ≥ Σ^N_{i=1}α_iΦ(p_i, V ), (22) for any fixed V ∈ R^{|S|} , α ∈ P^N , and p_i ∈ P^{|S|} for i ∈ {1, . . . , N}.

Proof of Lemma 3: Let us rewrite (9) as a single summation as Φ(p, V ) = ∑ q∈S [−p_q log p_q + p_qV_q ] .

We then isolate the summation components for q ∈ S as f_q(p_q ) := −p_q log p_q + p_qV_q , for which we find that f^{′′}_q (p_q) = −(p_q ln 2)^{−1} < 0 for all non-negative p_q, as lim_{pq →0}+ −1/(p_q ln 2) = −∞, i.e., f^{′′}(p_q ) is strictly concave in p_q ≥ 0.

As Φ(p, V ) is thus a sum of strictly concave functions in p_q ≥ 0 for q ∈ S, Φ(p, V ) itself must be strictly concave in p ∈ P^{|S|} (inspired by [1], Thm. 2.7.1).

Proof of Theorem 2: From the fact that P^{|A|}_δ ⊂ P^{|A|}, the following inequality clearly holds V^∗_k(s) = min_{πk ∈P|A|} max_{pa∈P a} ∑ a∈A π^a_k c(s, a) + Φ( ∑ a∈A π^a_k p^a, V^∗_{k+1})

≤ min π_k ∈P^{|A|}_δ max p^a∈P^a ∑ a∈A π^a_k c(s, a) + Φ( ∑ a∈A π^a_k p^a, V^∗_{k+1})

= min_{a∈A} max_{pa∈P a} c(s, a) + Φ(p_a, V^∗_{k+1}),

(23)

We now show that the opposite inequality also holds, thereby confirming (16). Note that the following holds for any π_k ∈ P^{|A|} max p^a∈P^a ∑ a∈A π^a_k c(s, a)+Φ( ∑ a∈A π^a_k p_a, V^∗_{k+1})

≥ max p^a∈P^a ∑ a∈A π^a_k c(s, a)+ ∑ a∈A π^a_k Φ(p_a, V^∗_{k+1}) (Lemma 3) = ∑ a∈A π^a_k max p^a∈P^a c(s, a)+Φ(p_a, V^∗_{k+1}) ≥ min_{a∈A} max_{pa∈P a} c(s, a)+Φ(p_a, V^∗_{k+1}),

(24)

where in the last inequality we used the fact that for any finite sequence of scalars (ϕ_1, ϕ_2, . . . , ϕ_{|A|}) ∈ R^{|A|} , it holds that ∑ a∈A π_aϕ_a ≥ min_{a∈A}{ϕ_a}, ∀π ∈ P^{|A|}. (25) As (24) holds for any π_k ∈ P^{|A|}, it must also hold for the minimizer of the first line in (23).

From this, we conclude that for every iteration of (13), minimizing over a ∈ A will yield the same value for V^∗_k(s) as the minimization over π_k ∈ P^{|A|}, thus (7) minimized over μ ∈ M, where M is the set of all deterministic policies, instead of π ∈ Π will not change the value of J^∗(I) obtained.

Lastly, from Lemma 3 and the fact that sets P^a_s are convex polytopes, we have that indeed the inner-optimization (maximization) in (16), for every a ∈ A is a convex program.

References

[1] T. M. Cover and J. A. Thomas, in Elements of Information Theory, 1991.

[2] F. Biondi, A. Legay, B. F. Nielsen, and A. Wasowski, “Maximizing entropy over markov processes,” J. Log. Algebraic Methods Program., vol. 83, pp. 384–399, 2013.

[3] X. Duan, M. George, and F. Bullo, “Markov chains with maximum return time entropy for robotic surveillance,” IEEE Transactions on Automatic Control, vol. 65, pp. 72–86, 2018.

[4] M. George, S. Jafarpour, and F. Bullo, “Markov chains with maximum entropy for robotic surveillance,” IEEE Transactions on Automatic Control, vol. 64, pp. 1566–1580, 2019.

[5] L. Guo, H. Pan, X. Duan, and J. He, “Balancing efficiency and unpredictability in multi-robot patrolling: A marl-based approach,” 2023 IEEE International Conference on Robotics and Automation (ICRA), pp. 3504–3509, 2023.

[6] H. Guo, Q. Kang, W.-Y. Yau, M. H. Ang, and D. Rus, “Em-patroller: Entropy maximized multi-robot patrolling with steady state distribution approximation,” IEEE Robotics and Automation Letters, vol. 8, pp. 5712–5719, 2023.

[7] D. J. Ornia, G. Delimpaltadakis, J. Kober, and J. Alonso-Mora, “Predictable reinforcement learning dynamics through entropy rate minimization,” arXiv preprint arXiv:2311.18703, 2024.

[8] B. Eysenbach, R. Salakhutdinov, and S. Levine, “Robust predictable control,” in Neural Information Processing Systems, 2021.

[9] T. Haarnoja, A. Zhou, P. Abbeel, and S. Levine, “Soft actor-critic: Off-policy maximum entropy deep reinforcement learning with a stochastic actor,” ArXiv, vol. abs/1801.01290, 2018.

[10] T. Haarnoja, A. Zhou, K. Hartikainen, G. Tucker, S. Ha, J. Tan, V. Kumar, H. Zhu, A. Gupta, P. Abbeel, and S. Levine, “Soft actor-critic algorithms and applications,” ArXiv, vol. abs/1812.05905, 2018.

[11] T. Chen and T. Han, “On the complexity of computing maximum entropy for markovian models,” in Foundations of Software Technology and Theoretical Computer Science, 2014.

[12] Y. Savas, M. Ornik, M. Cubuktepe, M. O. Karabag, and U. Topcu, “Entropy maximization for markov decision processes under temporal logic constraints,” IEEE Transactions on Automatic Control, vol. 65, pp. 1552–1567, 2018.

[13] Y. Chen, S. Li, and X. Yin, “Entropy rate maximization of markov decision processes for surveillance tasks,” IFAC-PapersOnLine, 2022.

[14] D. P. Bertsekas, in Dynamic programming and optimal control, 3rd Edition, 1995.

[15] Y. Savas, M. Ornik, M. Cubuktepe, and U. Topcu, “Entropy maximization for constrained markov decision processes,” 2018 56th Annual Allerton Conference on Communication, Control, and Computing (Allerton), pp. 911–918, 2018.

[16] R. Givan, S. M. Leach, and T. L. Dean, “Bounded-parameter markov decision processes,” Artif. Intell., vol. 122, pp. 71–109, 2000.

[17] E. M. Hahn, V. Hashemi, H. Hermanns, M. Lahijanian, and A. Turrini, “Interval markov decision processes with multiple objectives,” ACM Transactions on Modeling and Computer Simulation (TOMACS), vol. 29, pp. 1 – 31, 2019.

[18] F. B. Mathiesen, M. Lahijanian, and L. Laurenti, “Intervalmdp.jl: Accelerated value iteration for interval markov decision processes,” ArXiv, vol. abs/2401.04068, 2024.

[19] S. Jafarpour and S. Coogan, “A contracting dynamical system perspective toward interval markov decision processes,” 2023 62nd IEEE Conference on Decision and Control (CDC), pp. 2918–2924, 2023.

[20] M. van Zutphen, W. Heemels, and D. J. Antunes, “Optimal stopping problems in lowdimensional feature spaces: Lossless conditions and approximations,” 2023 62nd IEEE Conference on Decision and Control (CDC), pp. 1776–1781, 2023.

[21] A. Nilim and L. E. Ghaoui, “Robust control of markov decision processes with uncertain transition matrices,” Oper. Res., vol. 53, pp. 780–798, 2005.

[22] S. Soudjani and A. Abate, “Aggregation and control of populations of thermostatically controlled loads by formal abstractions,” IEEE Transactions on Control Systems Technology, vol. 23, pp. 975–990, 2013.

[23] M. Dutreix, J. Huh, and S. Coogan, “Abstraction-based synthesis for stochastic systems with omega-regular objectives,” Nonlinear Analysis: Hybrid Systems, vol. 45, p. 101204, 2022.

[24] G. Delimpaltadakis, M. Lahijanian, M. Mazo, and L. Laurenti, “Interval markov decision processes with continuous action-spaces,” Proceedings of the 26th ACM International Conference on Hybrid Systems: Computation and Control, 2022.

[25] G. Delimpaltadakis, L. Laurenti, and M. Mazo, “Formal analysis of the sampling behaviour of stochastic event-triggered control,” IEEE Transactions on Automatic Control, pp. 1–15, 2023.

[26] M. Lahijanian, S. B. Andersson, and C. A. Belta, “Formal verification and synthesis for discrete-time stochastic systems,” IEEE Trans. Autom. Control., vol. 60, pp. 2031–2045, 2015.

[27] J. Jiang, Y. Zhao, and S. D. Coogan, “Safe learning for uncertainty-aware planning via interval mdp abstraction,” IEEE Control Systems Letters, vol. 6, pp. 2641–2646, 2022.