arXiv:2403.13898v1 [math.OC] 20 Mar 2024

Optimal Risk-Sensitive Scheduling Policies for Remote Estimation of Autoregressive Markov Processes

Manali Dutta and Rahul Singh

Abstract— We design scheduling policies that minimize a risk-sensitive cost criterion for a remote estimation setup. Since risk-sensitive cost objective takes into account not just the mean value of the cost, but also higher order moments of its probability distribution, the resulting policy is robust to changes in the underlying system’s parameters. The setup consists of a sensor that observes a discrete-time autoregressive Markov process, and at each time t decides whether or not to transmit its observations to a remote estimator using an unreliable wireless communication channel after encoding these observations into data packets. We model the communication channel as a Gilbert-Elliott channel [1]–[3] to take into account the temporal correlations in its fading. Sensor probes the channel [1] and hence knows the channel state at each time t before making scheduling decision. The scheduler has to minimize the expected value of the exponential of the finite horizon cumulative cost that is sum of the following two quantities (i) the cumulative transmission power consumed, (ii) the cumulative squared estimator error. We pose this dynamic optimization problem as a Markov decision process (MDP), in which the system state at time t is composed of (i) the instantaneous error Δ(t) := x(t)−ax̂(t−1), where x(t), x̂(t−1) are the system state and the estimate at time t, t−1 respectively, and (ii) the channel state c(t). We show that there exists an optimal policy that has a threshold structure, i.e., at each time t, for each possible channel state c, there is a threshold Δ^⋆(c) such that if the current channel state is c, then it transmits only when the error Δ(t) exceeds Δ^⋆(c). Our analysis proceeds by constructing a certain “folded MDP” [4] that is much more amenable to analysis than the original MDP. We show structural results for this folded MDP, and finally unfold this to obtain the structural result for the original MDP.

Index Terms— Remote state estimation, risk-sensitive cost, Gilbert-Elliott channel, Markov decision process (MDP), threshold-type policy.

I. INTRODUCTION

We design risk-sensitive [5], [6] optimal cheduling policies which solve the problem faced by a sensor in a remote state estimation setup [2], [7], [8]. More specifically, the networked control system (NCS) of interest consists of an autoregressive Markov process that is observed by a sensor. Sensor encodes these observations into data packets, and then transmits them to a remote estimator over an unreliable wireless communication channel. This remote estimator is spatially distributed from the source and the sensor, and estimates the state of the underlying source process. Packet transmission attempts consume energy.

The problem faced by the sensor while making scheduling decisions is described as follows. If it continually transmits

The authors are with the Department of Electrical and Communication Engineering, Indian Institute of Science, Bengaluru, Karnataka 560012, India (e-mail: manalidutta@iisc.ac.in and rahulsingh@iisc.ac.in)

packets, then this ensures high quality estimates of the process at the remote estimator. However, this strategy is not energy efficient since packet transmissions consume energy. On the other hand, if it does not transmit packets for long time durations in order to save energy, then the quality of the estimates is degraded. In order to strike a balance between minimizing the estimation error, and keeping the power consumption low, the sensor implements scheduling policies that make transmission decisions dynamically, based on the information currently available with it.

Our focus in this work is on minimizing the following risksensitive exponential cost criteria over a finite time horizon E exp γ (∑_{T −1} t=0 (x(t) − x̂(t))^2 + λu(t) ) , where x(t), x̂(t) ∈ R are the process state and its estimate at time t respectively, while u(t) is the decision variable which indicates whether (u(t) = 1) or not (u(t) = 0) a packet is attempted for transmission at time t. λ > 0 is the unit price per transmission, while γ > 0 is the risk-sensitivity parameter [9]. Next, we give a brief overview of risk-sensitive control, and also discuss the utility of scheduling policies that minimize such an objective.

A. Risk-Sensitive Scheduling

Consider a dynamical system that operates for T steps. If d(t) is the cost incurred by it at time t, then the corresponding risk-sensitive cost is given as follows, 1 γ ln E[e^{γ ∑T −1t=0 d(t)}], (1)

where γ > 0 is called the risk-sensitivity parameter, and expectation is taken with respect to the underlying probability measure. As compared with the corresponding riskneutral cost E [∑_{T −1} t=0 d(t) ] , we note that while the riskneutral cost penalizes only the mean of the cumulative cost, the risk-sensitive cost also takes into consideration all the higher order moments of the cost. Indeed, the Taylor series expansion for (1) for small values of γ around 0, can be approximated as follows [9], E [_{T −1} ∑ t=0 d(t) ] + γ 2 V ar [_{T −1} ∑ t=0 d(t) ] + O(γ^2), (2)

where for a random variable X, V ar[X] represents its variance. Hence, a control policy that optimizes this risksensitive cost, is robust to variations in the system parameters, possibly induced by an adversary [9]. Consequently, a scheduling policy that makes decisions regarding packet transmissions by optimizing the risk-sensitive criteria, is averse to uncertainties and undesirable variations in the system.

Risk-sensitive cost optimization setup is more general than the classical risk-neutral optimization. Indeed, we note from (2) that in the limit γ → 0, the objective (1) reduces to the risk-neutral cost E [∑_{T −1} t=0 d(t) ] , so that we recover the classical risk-neutral stochastic controls from the risk-averse formulation [6]. Robustness of risk-sensitive controls, and its connection with the robust control /H_∞ control [10] are wellknown by now [6], [11], [12]. The goal of a robust controller is to deal with model uncertainties. [13] is one of the first works that establish a link between risk-sensitive control and robust control. Subsequently, extensive research efforts have been directed towards finding connections between these two fields [14]–[17]. Additionally, it has been shown that as γ → ∞, the risk-sensitive objective approaches the minimax objective [18]. In a minimax optimization problem, the quality of a solution is judged by its performance in the worst possible scenario. Thus, the connection between the risk-sensitive objective and the minimax objective suggests that a controller obtained by optimizing the risk-sensitive cost with the risk-sensitivity parameter set at a high value, is risk-averse, and hence exhibits a higher tolerance for uncertainties in the system as compared with a risk neutral optimal controller.

In summary, we are motivated to design policies for NCS by optimizing risk-sensitive objective since it takes into account not just the mean value of the cost, but also its higher order moments. This will ensure that the system is robust to unpredictable changes. This is important since a major concern for NCS is their susceptibility to cyber attacks [19], [20]. This arises mainly due to their openness to the digital world which poses significant security challenges. For example, cyber attacks may lead to packet losses in a wireless communication channel [21], [22], false data injection [23], [24], and introduction of delays into signals used in NCS [25], [26]. Hence, to protect the network against such malicious attacks, the risk-sensitive cost criterion serves as a beneficial framework [27]–[29]. Despite this, there has been a limited work on designing such policies for NCS. We now discuss prior works on risk-sensitive control and remote estimation problem. Remote state estimation problem is a central topic in the field of NCS [30].

B. Literature Review

Risk-Sensitive control of MDPs: The study of risk-sensitive control of Markov Decision Processes (MDPs) was initiated in [31]. It studied discrete time MDPs that have finite state and action spaces. Since then, there have been numerous works that address various aspects of risk-sensitive control for various types of processes. Further details of these works can be found in [32], [33].

Risk-Sensitive control of linear systems: The work on risk-sensitive control of Linear Quadratic Gaussian (LQG) systems [34] was initiated in [5]. It considers linear systems driven by white Gaussian noise in which the performance cost is quadratic in system state and controls. An important finding is that unlike the risk-neutral control problem, the optimal controller is now also a function of the variance of the Gaussian noise. Since then, several works have studied various aspects of risk-sensitive controls for LQG systems, more details can be found in [6].

Optimal policies for remote estimation in NCS: We now describe works that address various issues faced while optimizing the performance in a remote estimation setup. Consider a process which is modeled as a linear system driven by Gaussian noise, and an estimator that is located at a different location is tasked with generating its estimates. Packet transmissions consume energy, and there is a sensor that has to dynamically choose when to transmit packets. The design problems associated with such a setup can be broadly categorized into the following three types: (i) optimizing the estimator for a given scheduler, (ii) for a given estimator, optimizing the scheduling decisions regarding when to transmit packets, and (iii) designing jointly optimal scheduler and estimator. We now discuss works that solve problems (i), (ii), and (iii) in the context of both risk-neutral and risk-sensitive objective. We firstly describe works that study (i)-(iii) for the classical risk-neutral objective, which is then followed by a discussion on its risk-sensitive counterpart.

Risk-neutral objective: For problem (i), Kalman filter [35] serves as the backbone for deriving optimal estimator or minimizing the mean square error in the risk-neutral case. [36] shows that Kalman filter is optimal when there are intermittent observations due to packet losses suffered while communicating packets from sensor to estimator over wireless networks. The work [37] considers a vector source process, and derives optimal estimators for two different classes of scheduling policies, both of which are of “threshold-type.” The first class of policies transmit only when a function of the current state observation exceeds a certain threshold, while the second class of policies transmit only when a function of the current measurement innovation, i.e. the difference between the current measurement and its a priori estimate, exceeds a certain threshold. It is then shown that in both the cases, the optimal remote estimator satisfies Kalman update equations, with a modified Kalman gain. Several variants of Kalman filter have been proposed as optimal estimators in order to compensate for delays and packet losses occurring in wireless communication networks [38]– [40].

We now discuss works that address the issue (ii) mentioned above for risk-neutral objective. The works [4], [8], [41], [42] solve (ii) under a broad range of assumptions on the wireless communication channel. The estimator is Kalmanlike, i.e., the estimator updates its plant state estimate with the received update upon successful delivery of a packet from the sensor, otherwise it estimates the plant state based on the current information available to it. It is then shown that there exists an optimal scheduling policy that has a threshold structure. [4] allows the transmitter to transmit at various power levels. Packet losses are i.i.d., and the packet loss probability is a known function of the transmission power. It is then shown that there exists an optimal scheduling policy that has a threshold structure with respect to the current error, i.e., the difference between the current state value and its a priori estimate. [41] assumes i.i.d. packet losses with known loss probability, and then derives optimal scheduling policy when the sensor has constraints on its average energy consumption. Optimal policy is shown to have a threshold structure with respect to the variance of the difference between the current state of the process, and its estimate. [42] also considers an i.i.d. loss model, but assumes that the packet loss probability is unknown. It shows that the optimal policy has a threshold structure with respect to the time elapsed since the last successful transmission. [8] models the wireless communication channel as a Gilbert- Elliott channel [1], and assumes that the channel state is not known to the sensor. It shows that there exists an optimal scheduling policy that exhibits a threshold structure with respect to the current belief state of the channel state, i.e., the sensor transmits only when the conditional probability that the channel is good, exceeds a certain threshold which is a function of the current value of the error. Several works [2], [7], [43] consider the problem of designing jointly optimal estimator and scheduler, i.e., the problem (iii) stated above. It is shown in these works that under various assumptions on the channel model, there exists a policy that has a threshold structure with respect to the error, and a Kalmanlike estimator, that are jointly optimal. [43] assumes that the packet losses in the wireless channel are i.i.d across times. Both [7] and [2] model the state of the wireless channel as a Markov process. While [7] assumes that the sensor knows the channel state instantaneously, [2] assumes its knowledge with a delay of one unit.

Risk-sensitive objective: The pioneering work [44] considers the problem of designing an estimator that minimizes the risk-sensitive cost associated with the cumulative estimation error, and shows that when there are continual transmissions of observations without any packet losses, then the optimal estimator is a linear filter. [45] fixes the scheduling policy to be of threshold-type with respect to a function of the current value of the sensor’s measurement of the source process, and shows that the optimal estimator has a “Kalmanlike” structure, i.e., the aprior and posterior state estimates evolve in a recursive manner similar to the Kalman filter, but with a modified gain, and coefficients that depend upon the risk-sensitivity parameter. To the best of our knowledge, there are no existing works that explore the design of an optimal scheduling policy for the sensor, or jointly optimal transmission policy for the sensor and estimator in the context of risk-sensitive cost.

C. Contributions

The current work designs risk-sensitive scheduling policies for a remote estimator in which a sensor transmits observations of a discrete-time autoregressive (AR) process over a fading wireless channel that is modeled as a Gilbert-Elliott channel [1], [2]. This type of channel model is more realistic as compared to an i.i.d. packet drop model [1], since it is able to describe the temporal correlations in wireless channel properties. Gilbert-Elliott channel can also be used to model burst-noise channels, where multiple consecutive packets may be lost due to channel fading or interference [46]. The system operating cost considered is the sum of the cumulative transmission power, and the estimation error incurred over a finite horizon.

As is discussed next, minimizing the risk-sensitive objective is much more challenging than the risk-neutral case. We list two major challenges:

C1) A popular approach to solve risk-neutral infinite horizon undiscounted MDPs is the vanishing discount approach [47]. One considers a sequence of discounted MDPs with discount factor converging to 1, and recovers an optimal policy for the undiscounted problem in the limit the discount factor approaches unity. The success of this approach hinges on the fact that the discounted risk-neutral MDPs admit an optimal stationary policy. However, infinite horizon discounted risk-sensitive MDPs, in general, might not admit a stationary optimal policy [48], [49]. This is in sharp contrast with the case of risk-neutral MDPs [47]. Consequently, one cannot employ the vanishing discount approach, that has been used extensively in order to solve the risk-neutral average cost criteria, in order to solve the risk-sensitive MDPs [48].

C2) Since the risk-sensitive cost criterion is multiplicative in nature, the cost at the current time is a function of the history till that time [44]. As a result, the linearity property of expectation which can be easily used in additive cost, cannot be directly applied in the risk-sensitive criteria as is shown in [44] which considers the problem of deriving an optimal estimator. This makes the analysis more difficult since now we have to consider the entire history leading up to the current time.

Our contributions are as follows:

(1) To the best of our knowledge, ours is the first work to study the problem of designing risk-sensitive scheduling policy for a remote state estimation setup. As an initial attempt to address C1), we consider minimizing the expected value of the exponential of the cumulative cost incurred during a finite time horizon that is a weighted sum of the cumulative transmission power, and the cumulative squared estimation error. We pose this dynamic optimization problem as a MDP in Section III, in which the system state comprises of the error x(t) − ax̂(t − 1), and the current state of the wireless channel.

(2) In contrast to the risk-neutral case [47] where the Bellman equation is additive, in the risk-sensitive cost it is multiplicative [50]. We show in Section III-A that our model satisfies certain technical assumptions [50], and hence we can use the value iteration algorithm to solve the MDP. Moreover, we show the existence of an optimal deterministic Markov policy, i.e., it makes decisions only on the basis of the current state and time. This addresses C2). This is because, at the current time step, it now suffices to store only the previous time step state information and ignore the history. This also reduces the computational complexity and memory requirements on the policy.

(3) The analysis of the MDP is complicated by the fact that the error term Δ(t) (10), which is part of the system state, assumes both negative and non-negative values. We instead analyze a certain “folded MDP” which was introduced in [4], and this significantly simplifies the analysis since in the folded MDP the error assumes only non-negative values.

(4) In Section IV, we establish a novel structural result for the optimal scheduling policy that minimizes the risksensitive cost criterion. Specifically, we show that there exists an optimal scheduling policy that exhibits a threshold structure with respect to the error, i.e., for each value of the channel state c, there exists a threshold such that the sensor transmits only when the magnitude of the current error exceeds this threshold. Such a structure reduces the policy search space and is easy to implement.

Notation: Let R, R_+ , R_− denote the set of real numbers, non-negative and negative real numbers, respectively. P(·), E(·) denote the probability of an event and expectation of a random variable respectively. N (μ, σ^2) denotes the Gaussian distribution with mean μ and variance σ^2, and δ_x(·) denotes the delta function with unit mass at x.

II. PROBLEM FORMULATION We introduce the remote state estimation setup in Section II-A, and then formulate the optimal scheduling problem based on a risk-sensitive cost criterion in Section II-B.

A. System Model

Consider a remote state estimation setup as shown in Fig. 1 that consists of a sensor which observes a discrete-time AR Markov process {x(t)}^T_{t=0}. The state of the process evolves as follows, x(t + 1) = ax(t) + w(t), t = 0, 1, 2, . . . , T − 1, (3) where the initial state is x(0) ∼ N (0, 1), a, x(t) ∈ R, and w(t) is an i.i.d. Gaussian noise process that satisfies w(t) ∼ N (0, σ^2). The sensor encodes its observations into data packets before transmitting them to the remote estimator. At each time t ∈ {0, 1, . . . , T }, the sensor has to decide on whether (u(t) = 1) or not (u(t) = 0) to attempt a packet transmission. We assume that each transmission attempt incurs λ units of energy, where λ > 0. Packets are transmitted over an unreliable wireless communication channel. The state of the channel at time t is denoted by c(t) ∈ {0, 1}. c(t) = 0 represents that the channel is in bad state at time t, and hence any transmission attempt at time t by the sensor is unsuccessful. c(t) = 1 denotes that the channel is in a good state, so that any packet which is attempted at time t is successfully delivered to the remote estimator. We model the channel state process {c(t)}^T_{t=0} as a two-state Markov process. This is popularly known as the Gilbert-Elliott channel [2], [3]. Such a channel has memory, and can be used to model the temporal correlations in a wireless channel, in contrast to a channel modeled with i.i.d. packet drops. This allows for a more realistic representation of the wireless channel. We let p_{01} be the probability with which channel state at next time step is 1 given that currently

AR process x(t)Sensoru(t)

Gilbert-Elliott channel c(t) Estimator x̂(t) 01p_{01}p10 1 − p_{01} 1 − p_{10}

Fig. 1. Remote state estimation setup. Source process evolves as x(t+1) = ax(t) + w(t), where x(t), a ∈ R, the noise w(t) ∼ N (0, 1), decision variable u(t) ∈ {0, 1}, channel state c(t) ∈ {0, 1}, and estimator state x̂(t) ∈ R. it is in state 0, and similarly let p_{10} be the probability with which it is 0 at next step, when currently it is in state 1.

We assume that the channel state is known instantaneously at the sensir. This is possible since the sensor probes the channel, for example, by sending a probing packet at each time t [1]. Let x̂(t) be the state of the estimator at time t. The estimate x̂(t) evolves as follows, for t = 1, 2, . . . , T , we have,

x̂(t) = { ax̂(t − 1) if u(t)c(t) = 0, x(t) if u(t)c(t) = 1, (4) where x̂(0) = 0. The information available with the sensor at time t is given by,

I(t) := ( {x(s), c(s)}^t_{s=0}, {u(s)}^{t−1}_{s=0} ) . (5)

The scheduler at the sensor makes decision u(t) at time t as a function of the information available to it till time t, i.e.,

u(t) = ϕ_t(I(t)), (6)

where ϕ_t : I(t) → u(t) is a measurable function, and u(t) ∈ {0, 1}. The collection ϕ := (ϕ_0, ϕ_1, . . . , ϕ_T ) is a scheduling policy that makes decisions regarding packet transmissions.

B. Risk-Sensitive Cost

Define the following cost function, g(x, x̂, u) := λu + (x − x̂)^2. (7) Then, the instantaneous cost incurred at time t is g(x(t), x̂(t), u(t)). It is sum of two terms (i) transmission energy λ · u, and (ii) the squared estimation error (x − x̂)^2.

We are interested in solving the following finite-horizon risk-sensitive dynamic optimization problem [50] for the model described in Section II-A,

min_ϕ 1 γ log E_ϕ [e^{γ ∑Tt=0 g(x(t),x̂(t),u(t))}], (8) where ϕ is a scheduling policy, γ > 0 is the risk-sensitivity parameter, E_ϕ denotes the expectation taken w.r.t. the measure induced by policy ϕ, and g(x, x̂, u) is given by (7). Since log is a strictly increasing function, (8) can equivalently be stated as follows,

min_ϕ E_ϕ [e^{γ ∑Tt=0 g(x(t),x̂(t),u(t))}], (9)

where the cost function g is as in (7).

III. MDP FORMULATION

We now formulate the problem (9) as a MDP. Section III-A discusses how to use the value iteration algorithm to solve this MDP. Section III-B then constructs a certain “folded MDP” to simplify its analysis.

Consider the following error process {Δ(t)}^T_{t=0},

Δ(t) := x(t) − ax̂(t − 1), (10)

where we let Δ(0) = 0. From (4) we have that the evolution of {Δ(t)} is given as follows,

Δ(t + 1) = { aΔ(t) + w(t) if u(t)c(t) = 0, w(t) if u(t)c(t) = 1. (11)

After performing some algebraic manipulations, we have that the instantaneous cost (7) can equivalently be written in terms of (Δ, c, u) instead of (x, x̂, u) as follows,

d(Δ, c, u) := λu + (1 − uc)Δ^2. (12)

Instead of solving (9), we now consider the following equivalent problem,

min_ϕ E_ϕ [e^{γ ∑Tt=0 d(Δ(t),c(t),u(t))}], (13)

where γ > 0 is the risk-sensitivity parameter, E_ϕ denotes the expectation taken w.r.t. the measure induced by policy ϕ, and Δ(t) is given by (10). We now show that (13) can be formulated as a MDP in which the state at time t is given by (Δ(t), c(t)) and control u(t) ∈ {0, 1}.

Lemma 1: For the purpose of solving (13), there is no loss of optimality in restricting the class of scheduling policies in (6) to those which have the following form,

u(t) = ϕ_t(Δ(t), c(t)). (14) Proof: The proof proceeds by showing that the process {Δ(t), c(t)}^T_{t=0} is a Markov Decision Process (MDP) with control u(t). For this, we will show that (Δ(t), c(t)) is an information state [34] at the sensor, i.e., for I(t), d(Δ, c, u) given by (5) and (12) respectively,

(i) P(Δ(t + 1), c(t + 1) | I(t), u(t)) = P(Δ(t + 1), c(t + 1) | Δ(t), c(t), u(t)), (ii) E[d(Δ(t), c(t), u(t)) | I(t), u(t)] = E[d(Δ(t), c(t), u(t)) | Δ(t), c(t), u(t)]. First, we consider (i).

P(Δ(t + 1), c(t + 1) | I(t), u(t)) = P(Δ(t + 1) | I(t), c(t + 1), u(t))P(c(t + 1) | I(t), u(t)) = P(Δ(t + 1) | Δ(t), u(t))P(c(t + 1) | c(t)) = P(Δ(t + 1), c(t + 1) | Δ(t), c(t), u(t)),

where second equality follows from (10), and the Markovian nature of Δ (11) and the channel state. Hence, (i) is true.

Next, (ii) follows since the instantaneous cost (12) is a function of (Δ, c) and u. Thus, from [34, Ch. 6] we have that (Δ(t), c(t)) is an information state, and the optimization problem (9),(12) is a MDP with state (Δ(t), c(t)) ∈ R × {0, 1} and control u(t) ∈ {0, 1}. This proves the Lemma.

We now describe the controlled transition probabilities associated with (13). Let p(Δ_+, c_+ | Δ, c; u) denote the transition density function from the current state (Δ, c) to the next state (Δ_+, c_+) under action u. Consider the following two possibilities for u:

(i) u = 0 : Then the corresponding transition density is,

p(Δ_+, c_+ | Δ, c; 0)

= p_{c0}e^{− (Δ+−aΔ)} 2 2σ2 δ_0(c_+) + p_{c1}e^{− (Δ+−aΔ)} 2 2σ2 δ_1(c_+). (15)

(ii) u = 1 : Then the corresponding transition density is,

p(Δ_+, c_+ | Δ, c; 1) = c [ p_{c0}e^{− Δ} 2 + 2σ2 δ_0(c_+) + p_{c1}e^{− Δ} 2 + 2σ2 δ_1(c_+) ] + (1 − c) × [ p_{c0}e^{− (Δ+−aΔ)} 2 2σ2 δ_0(c_+) + p_{c1}e^{− (Δ+−aΔ)} 2 2σ2 δ_1(c_+) ] , (16)

A. Value Iteration

We now show that we can use value iteration algorithm to solve (13). Since we are dealing with a risk-sensitive cost objective, we firstly need to verify whether our MDP satisfies certain conditions [50, pp. 107-108]. This is done next. We start with some definitions.

Definition 1 (Transistion law): Let L denote the Lebesgue measure on R. The controlled transition law denoted by {P (· | Δ, c, u)} describes the transition probabilities for each (Δ, c, u) ∈ R × {0, 1}, ×{0, 1}, and has a density p(· | Δ, c; u) (15)-(16) with respect to L [47, Example C.6], i.e., for any Borel measurable subset B of R,

P ((Δ_+, c_+) ∈ B × {0, 1} | Δ, c, u) = ∑ c_+∈{0,1} ∫ B p(Δ_+, c_+ | Δ, c; u)dL(Δ_+). (17)

Definition 2 (Weakly and strongly continuous): The transition law {P (· | Δ, c, u)} is said to be

(i) weakly continuous, if for each (Δ, c, u) ∈ R × {0, 1}, ×{0, 1}, and continuous and bounded function w : R × {0, 1} → R, the function w^′ : R × {0, 1} × {0, 1} → R is continuous, where w^′(Δ, c, u) = E[w | Δ, c, u], (ii) strongly continuous, if for each (Δ, c, u) ∈ R × {0, 1}, ×{0, 1}, and measurable bounded function w : R × {0, 1} → R, the function w^′ : R × {0, 1} × {0, 1} → R is continuous and bounded, where w^′(Δ, c, u) = E[w | Δ, c, u].

Lemma 2: MDP (13) satisfies the following properties: P1) The risk-sensitive criterion is continuous and strictly increasing in R_+ .

P2) The action set is compact for all (Δ, c) ∈ R × {0, 1}. P3) The function (Δ, c) → u is upper semicontinuous^1. P4) The instantaneous cost is such that (Δ, c, u) → d(Δ, c, u) is lower semicontinuous^2.

1A function v : R×{0, 1} → u is upper semicontinuous if its superlevel sets {(Δ, c) ∈ R × {0, 1} | v(Δ, c) ≥ u^′} with u^′ ∈ {0, 1} are closed in R × {0, 1}. 2A function v is lower semicontinuous if −v is upper semicontinuous.

P5) The transition law {P (· | Δ, c, u)} is weakly continuous for each (Δ, c, u) ∈ R × {0, 1}.

Proof: P1) follows since we have an exponential risk criterion.

P2) and P3) follow since the action set is finite in our case, i.e., for every state (Δ, c) ∈ R × {0, 1}, u ∈ {0, 1}.

P4) The instantaneous cost d (12) is continuous in R and hence, lower semicontinuous.

P5) We show that P is strongly continuous. The result then follows because strong continuity implies weak continuity [47, Definition C.3]. We have for any Borel measurable subset B of R,

P ((Δ_+, c_+) ∈ B × {0, 1} | Δ, c, u) = ∑ c_+∈{0,1} ∫ B p(Δ_+, c_+ | Δ, c; u) dΔ_+,

where first equality follows from (17) and because dμ(Δ_+) = dΔ_+.

Then, P is strongly continuous from the definition of p (15)-(16) [47, Example C.6]. This completes the proof.

The above result allows us to use the value iteration algorithm to solve (13). For (Δ, c) ∈ R × {0, 1}, define,

V (Δ, c) := min_ϕ J_T (Δ, c; ϕ), (18)

where for a policy ϕ we define,

J_T (Δ, c; ϕ) := E_ϕ [e^{γ ∑Tt=0 d(Δ(t),c(t),u(t))}]. (19)

Let V_t be the iterate at stage t of the value iteration algorithm. The next result follows from [50, Theorem 1, Corollary 1] upon letting U(y) := e^{γy}. It describes the value iteration algorithm for obtaining V , and also yields an optimal policy ϕ^⋆.

Proposition 1: Consider the MDP (13) with transition density function p (15)-(16). Then, a) The iterates V_t, t = 0, 1, . . . , T associated with the value iteration algorithm are generated as follows: for each (Δ, c) ∈ R × {0, 1}, we have,

V_{t+1}(Δ, c) = min_{u∈{0,1}} Q_{t+1}(Δ, c; u), (20)

where for u = 0,

Q_{t+1}(Δ, c; 0) = e^{γΔ2} ∑ c_+∈{0,1} p_{cc+}

× ∫ R e^{− (Δ+−aΔ)} 2 2σ2 V_t(Δ_+, c_+) dΔ_+, (21)

and for u = 1,

Q_{t+1}(Δ, c; 1) = (1 − c)e^{γ(λ+Δ2)} ∑ c_+∈{0,1} p_{cc+}

× ∫ R e^{− (Δ+−aΔ)} 2 2σ2 V_t(Δ_+, c_+) dΔ_+ + ce^{γλ} × ∑ c_+∈{0,1} p_{cc+} ∫ R e^{− Δ} 2 + 2σ2 V_t(Δ_+, c_+) dΔ_+, (22) where,

V_0(Δ, c) := 1. (23)

b) There exists an optimal deterministic Markov policy ϕ^⋆ = (ϕ^⋆_0, ϕ^⋆_1, . . . , ϕ^⋆_T ), i.e., it chooses u(t) only on the basis of (Δ(t), c(t)), where for each t = 1, . . . , T, ϕ^⋆_n(Δ, c) attains the minimum in (20) for each (Δ, c) ∈ R × {0, 1}. Moreover, V (Δ, c) = V_T (Δ, c), and V (Δ, c) = J_T (Δ, c; ϕ^⋆) for each (Δ, c) ∈ R × {0, 1}. B. Folding the MDP

We now construct a certain folded MDP [4] by modifying the transition density function (15)-(16) of the original MDP (13). The state-space of the folded MDP is R_+ ×{0, 1}, in contrast to the original MDP that has a state space R × {0, 1}. This folded MDP is much simpler to analyze than the original MDP. Specifically, the error in the folded MDP assumes only non-negative values, while in the original MDP the error takes both negative and non-negative values. It is shown in Proposition 3 that the folded MDP is equivalent to the original MDP. Thus, the value function of the folded MDP agrees with that of the original function on its statespace, and one can recover an optimal policy for the original MDP by solving the folded MDP. Hence, it suffices to work with the folded MDP for further analysis. We now derive a key property of the value iterates, V_t, t ∈ {0, 1, . . . , T } of the original MDP (13) that is instrumental in constructing the folded MDP.

Proposition 2: The functions V_t(·, c), Q_t(·, c; u), c ∈ {0, 1}, u ∈ {0, 1}, t ∈ {0, 1, . . . , T } are even, i.e., Q_t(Δ, c; u) = Q_t(|Δ|, c; u), V_t(Δ, c) = V_t(|Δ|, c), where Δ ∈ R. Thus, if ϕ^⋆(·, c) is optimal, then we have, ϕ^⋆_t (Δ, c) = ϕ^⋆_t (|Δ|, c). Proof: We prove this using induction. Since from (23) we have V_0(Δ, c) = 1 for (Δ, c) ∈ R × {0, 1}, V_0(·, c) is even. This is the base case for induction. Next, assume that the iterates V_s(·, c), c ∈ {0, 1}, s = 1, 2, . . . , t, are even. We will show that the functions Q_{t+1}(·, c; u), c ∈ {0, 1}, u ∈ {0, 1} are even. Consider the following two cases: Case i): u = 0. We have,

Q_{t+1}(−Δ, c; 0)

= e^{γ(−Δ)2} ∑ c_+∈{0,1} p_{cc+} ∫ R e^{− (Δ++aΔ)} 2 2σ2 V_t(Δ_+, c_+) dΔ_+

= e^{γΔ2} ∑ c_+∈{0,1} p_{cc+} ∫ R e^{− (−Δ} ′ +aΔ)2

2σ2 V_t(−Δ^′, c_+) dΔ^′

= e^{γΔ2} ∑ c_+∈{0,1} p_{cc+} ∫ R e^{− (Δ′ −aΔ)2}2σ^2 V_t(Δ^′, c_+) dΔ^′

= Q_{t+1}(Δ, c; 0),

where the first equality follows from (21), the second equality follows from a change of variable by replacing Δ_+ with

−Δ^′, and finally the third equality follows from the induction hypothesis that V_t(·, c) is even. Hence, Q_{t+1}(·, c; 0) is even.

Case ii): u = 1. We have,

Q_{t+1}(−Δ, c; 1) = (1 − c)e^{γ(λ+Δ2)} × ∑ c_+∈{0,1} p_{cc+} ∫ R e^{− (Δ++aΔ)} 2 2σ2 V_t(Δ_+, c_+) dΔ_+

+ ce^{γλ} ∑ c_+∈{0,1} p_{cc+} ∫ R e^{− Δ} 2 + 2σ2 V_t(Δ_+, c_+) dΔ_+

= (1 − c)e^{γ(λ+Δ2)} × ∑ c_+∈{0,1} p_{cc+} ∫ R e^{− (−Δ′+aΔ)2} 2σ2 V_t(−Δ^′, c_+) dΔ^′ + ce^{γλ} ∑ c_+∈{0,1} p_{cc+} ∫ R e^{− Δ′2}2σ^2 V_t(−Δ, c_+) dΔ^′

= Q_{t+1}(Δ, c; 1),

where the first equality follows from (22), the second equality follows from a change of variables, while the third equality follows from our induction hypothesis that V_t(·, c) is even and (22). This shows that Q_{t+1}(·, c; 1) is also even. Now, V_{t+1}(·, c) is even since from (20) we have that V_{t+1}(·, c) is pointwise minimum of two even functions Q_t(·, c; 0) and Q_t(·, c; 1). Since from Proposition 1 b) we have that ϕ^⋆_{t+1}(·, c) ∈ arg min_{u∈{0,1}} Q_{t+1}(·, c; u), ϕ^⋆_{t+1}(·, c) is also even. The claim then follows from induction. We next construct the folded MDP [4]. We use Δ̃, c̃, ũ and ϕ̃ to denote the error, channel state, action, and policy, respectively for the folded MDP.

Definition 3 (Folded MDP): Consider the MDP (13) that has a transition density function p (15)-(16). The associated folded MDP is a MDP with state-space R_+ × {0, 1}, control space {0, 1}, and transition density function p̃ given as follows,

p̃(Δ̃_+, c̃_+ | Δ̃, c̃; ũ) = p(Δ̃_+, c̃_+ | Δ̃, c̃; ũ) + p(−Δ̃_+, c̃_+ | Δ̃, c̃; ũ), (24)

where Δ̃, Δ̃_+ ∈ R_+ , c̃, c̃_+ ∈ {0, 1}, and ũ ∈ {0, 1}. The objective function (13) and the instantaneous cost d̃ (12) remain the same. Define,

ψ(v) := e^{− v2}2σ^2 , φ(v, s) := ψ(v − s) + ψ(v + s).

Next, we can show that the properties P1)-P5) stated in Lemma 2 are satisfied by the folded MDP too. The proof is similar to Lemma 2. Hence, we can use value iteration to solve the folded MDP, and there exists an optimal deterministic Markov policy. These results follows from [50], and are analogous to Proposition 1, that was shown for the original MDP (13). Let Ṽ_t denote the iterate at stage t when the value iteration algorithm is used to solve the folded MDP. Then, for (Δ̃, c̃) ∈ R_+ × {0, 1}, and t = 0, 1, . . . , T − 1, we have,

Ṽ_{t+1}(Δ̃, c̃) = min_{u∈{0,1}} Q̃_{t+1}(Δ̃, c̃; u), (25) where,

Q̃_{t+1}(Δ̃, c̃; 0)

= e^{γΔ̃2} ∑ c̃_+∈{0,1} ∫ R_+

p̃(Δ̃_+, c̃_+ | Δ̃, c̃; 0)Ṽ_t(Δ̃_+, c̃_+) dΔ̃_+

= e^{γΔ̃2} × ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃)Ṽ_t(Δ̃_+, c̃_+) dΔ̃_+ (26)

Q̃_{t+1}(Δ̃, c̃; 1) = (1 − c̃)e^{γ(λ+Δ̃2)} × ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃)V_t(Δ̃_+, c̃_+) dΔ̃_+ + 2c̃e^{γλ} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

ψ(Δ̃_+)V_t(Δ̃_+, c̃_+) dΔ̃_+, (27)

where,

Ṽ_0(Δ̃, c̃) := 1, (28)

and where (26) and (27) follow from the definition of p̃ (24).

We now prove the equivalence of the folded MDP with state-space R_+ × {0, 1} with the original MDP (13) with state-space R × {0, 1} in the following Proposition. This allows us to use the folded MDP for subsequent analysis. We use ϕ̃^⋆ = (ϕ̃^⋆_0, ϕ̃^⋆_1, . . . , ϕ̃^⋆_T ) to denote an optimal deterministic Markov policy for the folded MDP.

Proposition 3: The functions Q̃_t, Ṽ_t corresponding to the folded MDP agree with Q_t, V_t (20)-(22) of the original MDP on R_+ ×{0, 1}, i.e., we have the following for each (Δ, c) ∈ R × {0, 1}, u ∈ {0, 1}, t ∈ {0, 1, . . . , T }, Q_t(Δ, c; u) = Q̃_t(|Δ|, c; u), V_t(Δ, c) = Ṽ_t(|Δ|, c). Thus, for any optimal policy ϕ̃^⋆ (folded MDP), ϕ^⋆ (original MDP), ϕ^⋆_t (Δ, c) = ϕ̃^⋆_t (|Δ|, c). Proof: We will prove the claim via induction. Note that from (23), (28) we have V_0(Δ, c) = V_0(|Δ|, c) = 1 and also Ṽ_0(Δ, c) = 1. This is the base case for induction. Next, assume that for each (Δ, c) ∈ R_+ ×{0, 1}, V_s(Δ, c) = Ṽ_s(Δ, c) for s = 1, 2, . . . , t. We will now show that, Q_{t+1}(Δ, c; u) = Q̃_{t+1}(Δ, c; u). For this purpose, consider the following two cases for each (Δ, c) ∈ R_+ × {0, 1}:

Case i): u = 0. We have,

Q_{t+1}(Δ, c; 0)

= e^{γΔ2} ∑ c_+∈{0,1} p_{cc+} ∫ R ψ(Δ_+ − aΔ)V_t(Δ_+, c_+) dΔ_+

= e^{γΔ2} ∑ c_+∈{0,1} p_{cc+} [∫ R_+

ψ(Δ_+ − aΔ)V_t(Δ_+, c_+) dΔ_+

+ ∫ R_− ψ(Δ_+ − aΔ)V_t(Δ_+, c_+) dΔ_+ ]

= e^{γΔ2} ∑ c_+∈{0,1} p_{cc+} [∫ R_+

ψ(Δ_+ − aΔ)V_t(Δ_+, c_+) dΔ_+

+ ∫ R_+

ψ(−Δ_+ − aΔ)V_t(−Δ_+, c_+) dΔ_+ ]

= e^{γΔ2} ∑ c_+∈{0,1} p_{cc+} ∫ R_+

φ(Δ_+, aΔ)Ṽ_t(Δ_+, c_+) dΔ_+

= Q̃_{t+1}(Δ, c; 0), (29)

where the first equality follows from (21). The third equality follows from Proposition 2, and the induction hypothesis that V_t(Δ, c) = Ṽ_t(Δ, c). Finally, the last equality follows from (26).

Case ii): u = 1. We have,

Q_{t+1}(Δ, c; 1) = (1 − c)e^{γ(λ+Δ2)} × ∑ c_+∈{0,1} p_{cc+} ∫ R ψ(Δ_+ − aΔ)V_t(Δ_+, c_+) dΔ_+ + ce^{γλ} ∑ c_+∈{0,1} p_{cc+} ∫ R ψ(Δ_+)V_t(Δ_+, c_+) dΔ_+

= (1 − c)e^{γ(λ+Δ2)} ∑ c_+∈{0,1} p_{cc+}

× [∫ R_+

ψ(Δ_+ − aΔ)V_t(Δ_+, c_+) dΔ_+ + ∫ R_+

ψ(−Δ_+ − aΔ)V_t(−Δ_+, c_+) dΔ_+ ]

+ ce^{γλ} ∑ c_+∈{0,1} p_{cc+} [∫ R_+

ψ(Δ_+)V_t(Δ_+, c_+) dΔ_+

+ ∫ R_+

ψ(Δ_+)V_t(−Δ_+, c_+) dΔ_+ ]

= Q̃_{t+1}(Δ, c; 1), (30)

where the first equality follows from (22) and the last equality follows from Proposition 2, our induction hypothesis that V_t(Δ, c) = Ṽ_t(Δ, c), and (27).

Now, upon combining (29), (30) with Proposition 2, we obtain Q_{t+1}(Δ, c; u) = Q_{t+1}(|Δ|, c; u) = Q̃_{t+1}(|Δ|, c; u) for each (Δ, c) ∈ R × {0, 1}. Next, from (20), (25) we have that V_{t+1}, Ṽ_{t+1} is the pointwise minimum of Q_{t+1}, Q̃_{t+1} taken with respect to u ∈ {0, 1}, we have that V_{t+1}(Δ, c) = Ṽ_{t+1}(|Δ|, c). Since ϕ⋆_{t+1} chooses the action that minimizes the function Q_{t+1}(Δ, c; ·), similarly ϕ̃^⋆_{t+1} chooses action which minimizes Q̃_{t+1}(Δ, c; ·), we have ϕ^⋆_{t+1}(Δ, c) = ϕ̃⋆_{t+1}(|Δ|, c) for each (Δ, c) ∈ R × {0, 1}. The claim then follows from induction.

IV. STRUCTURAL RESULTS In this section, we begin by showing some structural results for optimal policy of the folded MDP (R_+ × {0, 1}, {0, 1}, p̃, d̃). Specifically, we first establish in Proposition 4 a result on the monotonicity property of the value function iterates Ṽ_t, t ∈ {0, 1, . . . , T }. Next, we show that an optimal scheduling policy ϕ̃^⋆ satisfies a certain structure. Finally, by using Proposition 3, we obtain similar structural results for the original MDP (13) by unfolding this MDP.

Proposition 4: Consider the folded MDP (R_+ × {0, 1}, {0, 1}, p̃, d̃). For each c̃ ∈ {0, 1}, the iterates generated by the value iteration algorithm (25) Ṽ_t(·, c̃), t ∈ 0, 1, . . . , T are non-decreasing (with respect to Δ̃).

Proof: We will prove this via induction. Since Ṽ_0(Δ̃, c̃) = 1 (28), the claim holds for n = 0. Next, assume that the functions Ṽ_s(·, c̃), c̃ ∈ {0, 1}, s = 1, 2, . . . , t are non-decreasing. We will now show that the functions Q̃_{t+1}(·, c̃; ũ), c̃ ∈ {0, 1}, ũ ∈ {0, 1} are non-decreasing. For this purpose, consider Δ̃^′, Δ̃ ∈ R_+ satisfying Δ̃^′ ≥ Δ̃. We have the following two possibilities:

Case i): ũ = 0. We have, Q̃_{t+1}(Δ̃^′, c̃; 0)

= e^{γΔ̃′2} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃^′)Ṽ_t(Δ̃_+, c̃_+) dΔ̃_+ ≥ e^{γΔ̃2} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃)Ṽ_t(Δ̃_+, c̃_+) dΔ̃_+

= Q̃_{t+1}(Δ̃, c̃; 0), (31)

where the first equality follows from (26), and the inequality follows from our induction hypothesis on Ṽ_t and Lemma 4.

Case ii): ũ = 1. We have,

Q̃_{t+1}(Δ̃^′, c̃; 1) = (1 − c̃)e^{γ(λ+Δ̃′2)} × ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃^′)V_t(Δ̃_+, c̃_+) dΔ̃_+ + 2c̃e^{γλ} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

ψ(Δ̃_+)V_t(Δ̃_+, c̃_+) dΔ̃_+

≥ (1 − c̃)e^{γ(λ+Δ̃2)} × ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃)V_t(Δ̃_+, c̃_+) dΔ̃_+ + 2c̃e^{γλ} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

ψ(Δ̃_+)V_t(Δ̃_+, c̃_+) dΔ̃_+

= Q̃_{t+1}(Δ̃, c̃; 1), (32)

where the first equality follows from (27), and the inequality follows from induction hypothesis on Ṽ_t and Lemma 4 in the appendix.

Since Ṽ_{t+1} is the pointwise minimum of Q̃_{t+1} taken w.r.t. ũ ∈ {0, 1}, from (31) and (32) we have that Ṽ_{t+1}(·, c̃) is non-decreasing. The proof then follows from induction. We now introduce the class of threshold-type policies for the folded MDP, and for the original MDP. We will then show that an optimal scheduling policy for the folded MDP belongs to this class.

Definition 4 (Threshold-type Policy): Let the channel state and error at time t ∈ {0, 1, . . . , T } for the folded MDP be c̃ and Δ̃ respectively. We say that a scheduling policy ϕ̃ for the folded MDP is of threshold-type if for each t ∈ {0, 1, . . . , T } and c̃ ∈ {0, 1} there exists a threshold Δ̃⋆_t (c̃) such that it attempts packet transmission at time t only when Δ̃ ≥ Δ̃^⋆_t (c̃).

Similarly, a scheduling policy ϕ of the original MDP is of threshold-type if for each c ∈ {0, 1}, there exists a threshold

Δ^⋆_t (c) such that a transmission attempt at time t occurs only when the error Δ exceeds the corresponding threshold, i.e. when |Δ| ≥ Δ^⋆_t (c).

The following theorem shows that the optimal scheduling policy for the folded MDP exhibits a threshold structure.

Theorem 1: Let c̃ and Δ̃ be the channel state and error at time t ∈ {0, 1 . . . , T } respectively. Then, for each t and c̃ ∈ {0, 1}, there exists a threshold Δ̃^⋆_t (c̃) such that it is optimal to transmit at time t only when Δ̃ ≥ Δ̃^⋆_t (c̃). Thus, there exists an optimal scheduling policy that admits a threshold structure.

Proof: We will first show that for each time t ∈ {0, 1, . . . , T }, it is optimal to not transmit when the channel state is bad (c̃(t) = 0). Hence, scheduler only has to choose between the actions 0 and 1 when channel is good, i.e. when c̃(t) = 1. For this purpose, consider the following two cases:

Case i): c̃ = 0. We have,

Q̃_t(Δ̃, 0; 1)

= e^{γ(λ+Δ̃2)} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃)V_{t−1}(d̃_+, c̃_+) ≥ e^{γΔ2} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃)V_{t−1}(d̃_+, c̃_+)

= Q̃_t(Δ̃, 0; 0),

where the first equality follows from (27), and the inequality follows since γ, λ > 0. Hence, ϕ̃^⋆_t (Δ̃, 0) = 0 for each t. Since this is a trivial threshold policy, the claim holds for c̃ = 0.

Case ii): c̃ = 1. In this case, showing threshold structure is equivalent to showing that if Q̃_t(Δ̃, 1; 1) ≤ Q̃_t(Δ̃, 1; 0), then Q̃_t(Δ̃^′, 1; 1) ≤ Q̃_t(Δ̃^′, 1; 0) for Δ̃^′ ≥ Δ̃. So consider,

Q̃_t(Δ̃^′, 1; 1) − Q̃_t(Δ̃^′, 1; 0) = 2c̃e^{γλ} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

ψ(Δ̃_+)V_t(Δ̃_+, c̃_+) dΔ̃_+ − e^{γΔ̃′2} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃^′)Ṽ_t(Δ̃_+, c̃_+) dΔ̃_+ ≤ 2c̃e^{γλ} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

ψ(Δ̃_+)V_t(Δ̃_+, c̃_+) dΔ̃_+ − e^{γΔ̃2} ∑ c̃_+∈{0,1} p_{c̃c̃+} ∫ R_+

φ(Δ̃_+, aΔ̃)Ṽ_t(Δ̃_+, c̃_+) dΔ̃_+

= Q̃_t(Δ̃, 1; 1) − Q̃_t(Δ̃, 1; 0) ≤ 0, where the inequality follows from Proposition 4 and Lemma 4 in the appendix. This completes the proof. We will now unfold the folded MDP (R_+ × {0, 1}, {0, 1}, p̃, d̃) to get the original MDP (13). As is shown next, this gives us a structural result for an optimal policy of the original MDP.

Corollary 1: There exists an optimal scheduling policy ϕ^⋆ for the original MDP (13), that exhibits a threshold structure.

Proof: The result follows from Lemma 3 in the appendix, Proposition 3, and Theorem 1.

V. CONCLUSION In this work, we consider a remote state estimation setup in which a sensor observes an AR Markov process and has to dynamically decide whether or not to transmit an update to the remote estimator via an unreliable wireless channel that is modeled as a Gilbert-Elliott channel. The objective is to minimize a risk-sensitive cost criterion which is the expected value of the exponential of the cumulative costs incurred over a finite time horizon. The instantaneous costs are the sum of the power consumption, and estimation error. Due to the consideration of risk sensitive objective, the procedure also penalizes higher-order moments of the cumulative cost in addition to its mean. We formulate this optimization problem as a MDP. Since the original MDP MDP was difficult to aanalyze, to facilitate the analysis, we constructed a folded MDP and showed that it is equivalent to the original MDP. Subsequently, we developed an optimal policy for the folded MDP and showed that it has a threshold structure, i.e., the sensor transmits a packet only when the current error exceeds a certain threshold. Upon unfolding this MDP, we obtained similar structural results for the original problem. This work can be extended in several interesting directions. Firstly, we would like to jointly optimize over the choice of estimator and scheduler. Secondly, we aim to extend these results to an infinite horizon setup. Moreover, since the state space is infinite, this renders the use of value iteration algorithm impractical. We would like to develop a computationally efficient algorithm that approximates the optimal policy well. For the infinite horizon setup, we would also like to develop stationary policies that are optimal. Finally, we assumed that the system parameter and channel parameters are known. Since this knowledge is difficult to obtain in practice, we would like to derive an efficient learning algorithm that would learn a jointly optimal scheduler and estimator.

APPENDIX For ease of reference, we restate the notation here:

ψ(v) := e^{− v2}2σ^2 , φ(v, s) := ψ(v − s) + ψ(v + s).

Lemma 3: Consider the original MDP (13). For each c ∈ {0, 1}, the value iterates V_t(Δ, c) (20), t ∈ {0, 1, . . . , T } are non-decreasing in |Δ|.

Proof: From Proposition 3 we have that, Δ ∈ R_+ , V_t(Δ, c) = Ṽ_t(Δ, c), . The result then follows from Proposition 2 since for Δ ∈ R, V_t (Δ, c) = V_t(|Δ|, c) = Ṽ_t(|Δ|, c) and Ṽ_t(|Δ|, c) in non-decreasing in |Δ| by Proposition 4.

Lemma 4: Consider the folded MDP (R_+ × {0, 1}, {0, 1}, p̃, d̃). Let Δ̃^′ ≥ Δ̃ where Δ̃^′, Δ̃ ∈ R_+ . Assume for each c̃ ∈ {0, 1}, Ṽ_t(·, c̃), t ∈ {0, 1, . . . , T } is non-decreasing. Then, Ṽ_t satisfies the following, ∫ R_+

φ(Δ̃_+, aΔ̃^′)Ṽ_t(Δ̃_+, c̃_+) dΔ̃_+

≥ ∫ R_+

φ(Δ̃_+, aΔ̃)Ṽ_t(Δ̃_+, c̃_+) dΔ̃_+

Proof: The proof follows from [3] with φ, Δ̃^′, Δ̃, Δ̃_+, T (b̃) replaced by ψ, ẽ^′, ẽ, ẽ_+, c̃_+ respectively.

REFERENCES

[1] A. Laourine and L. Tong, “Betting on Gilbert-Elliot channels,” IEEE Transactions on Wireless communications, vol. 9, no. 2, pp. 723–733, 2010.

[2] J. Chakravorty and A. Mahajan, “Remote estimation over a packetdrop channel with Markovian state,” IEEE Transactions on Automatic Control, vol. 65, no. 5, pp. 2016–2031, 2019.

[3] M. Dutta and R. Singh, “Optimal scheduling policies for remote estimation of autoregressive Markov processes over time-correlated fading channel,” in 2023 62nd IEEE Conference on Decision and Control (CDC), 2023, pp. 6455–6462.

[4] J. Chakravorty and A. Mahajan, “Sufficient conditions for the value function and optimal strategy to be even and quasi-convex,” IEEE Transactions on Automatic Control, vol. 63, no. 11, pp. 3858–3864, 2018.

[5] D. Jacobson, “Optimal stochastic linear systems with exponential performance criteria and their relation to deterministic differential games,” IEEE Transactions on Automatic control, vol. 18, no. 2, pp. 124–131, 1973.

[6] P. Whittle, Risk-sensitive optimal control. Chichester: John Wiley & Sons, Ltd., 1990.

[7] X. Ren, J. Wu, K. H. Johansson, G. Shi, and L. Shi, “Infinite horizon optimal transmission power control for remote state estimation over fading channels,” IEEE Transactions on Automatic Control, vol. 63, no. 1, pp. 85–100, 2017.

[8] M. Dutta and R. Singh, “Optimal scheduling policies for remote estimation of autoregressive markov processes over time-correlated fading channel,” in 2023 62nd IEEE Conference on Decision and Control (CDC). IEEE, 2023, pp. 6455–6462.

[9] T. Başar, “Robust designs through risk sensitivity: An overview,” Journal of Systems Science and Complexity, vol. 34, pp. 1634–1665, 2021.

[10] B. A. Francis and J. C. Doyle, “Linear control theory with an H_∞ optimality criterion,” SIAM Journal on Control and Optimization, vol. 25, no. 4, pp. 815–844, 1987.

[11] P. Dupuis, M. R. James, and I. Petersen, “Robust properties of risk-sensitive control,” Mathematics of Control, Signals and Systems, vol. 13, pp. 318–332, 2000.

[12] P. Whittle, “Risk sensitivity, a strangely pervasive concept,” Macroeconomic Dynamics, vol. 6, no. 1, pp. 5–18, 2002.

[13] K. Glover and J. C. Doyle, “State-space formulae for all stabilizing controllers that satisfy an H_∞-norm bound and relations to relations to risk sensitivity,” Systems & control letters, vol. 11, no. 3, pp. 167– 172, 1988.

[14] W. H. Fleming and W. M. McEneaney, “Risk-sensitive control on an infinite time horizon,” SIAM Journal on Control and Optimization, vol. 33, no. 6, pp. 1881–1915, 1995.

[15] I. Khalil, J. Doyle, and K. Glover, Robust and optimal control.

Prentice hall, 1996.

[16] W. H. Fleming and D. Hernández-Hernández, “Risk-sensitive control of finite state machines on an infinite horizon i,” SIAM Journal on Control and Optimization, vol. 35, no. 5, pp. 1790–1810, 1997.

[17] ——, “Risk-sensitive control of finite state machines on an infinite horizon ii,” SIAM journal on control and optimization, vol. 37, no. 4, pp. 1048–1069, 1999.

[18] S. P. Coraluppi and S. I. Marcus, “Risk-sensitive and minimax control of discrete-time, finite-state Markov decision processes,” Automatica, vol. 35, no. 2, pp. 301–309, 1999.

[19] A. Cardenas, S. Amin, B. Sinopoli, A. Giani, A. Perrig, S. Sastry et al., “Challenges for securing cyber physical systems,” in Workshop on future directions in cyber-physical systems security, vol. 5, no. 1. Citeseer, 2009.

[20] H. Fawzi, P. Tabuada, and S. Diggavi, “Secure estimation and control for cyber-physical systems under adversarial attacks,” IEEE Transactions on Automatic control, vol. 59, no. 6, pp. 1454–1467, 2014.

[21] T. Shu and M. Krunz, “Privacy-preserving and truthful detection of packet dropping attacks in wireless ad hoc networks,” IEEE Transactions on mobile computing, vol. 14, no. 4, pp. 813–828, 2014.

[22] A. Cetinkaya, H. Ishii, and T. Hayakawa, “Networked control under random and malicious packet losses,” IEEE Transactions on Automatic Control, vol. 62, no. 5, pp. 2434–2449, 2016.

[23] Y. Li, D. Shi, and T. Chen, “False data injection attacks on networked control systems: A stackelberg game analysis,” IEEE Transactions on Automatic Control, vol. 63, no. 10, pp. 3503–3509, 2018.

[24] A. Sargolzaei, K. Yazdani, A. Abbaspour, C. D. Crane III, and W. E.

Dixon, “Detection and mitigation of false data injection attacks in networked control systems,” IEEE Transactions on Industrial Informatics, vol. 16, no. 6, pp. 4281–4292, 2019.

[25] M. Victorio, A. Sargolzaei, and M. R. Khalghani, “A secure control design for networked control systems with linear dynamics under a time-delay switch attack,” Electronics, vol. 10, no. 3, p. 322, 2021.

[26] A. Sargolzaei, F. M. Zegers, A. Abbaspour, C. D. Crane, and W. E.

Dixon, “Secure control design for networked control systems with nonlinear dynamics under time-delay-switch attacks,” IEEE Transactions on Automatic Control, vol. 68, no. 2, pp. 798–811, 2022.

[27] G. K. Befekadu, V. Gupta, and P. J. Antsaklis, “Risk-sensitive control under a class of denial-of-service attack models,” in Proceedings of the 2011 American Control Conference. IEEE, 2011, pp. 643–648.

[28] ——, “Risk-sensitive control under Markov modulated denial-of-service (dos) attack strategies,” IEEE Transactions on Automatic Control, vol. 60, no. 12, pp. 3299–3304, 2015.

[29] R. Singh, X. Guo, and E. Modiano, “Risk-sensitive optimal control of queues,” in 2017 IEEE 56th Annual Conference on Decision and Control (CDC). IEEE, 2017, pp. 3563–3568.

[30] J. P. Hespanha, P. Naghshtabrizi, and Y. Xu, “A survey of recent results in networked control systems,” Proceedings of the IEEE, vol. 95, no. 1, pp. 138–162, 2007.

[31] R. A. Howard and J. E. Matheson, “Risk-sensitive Markov decision processes,” Management science, vol. 18, no. 7, pp. 356–369, 1972.

[32] A. Biswas and V. S. Borkar, “Ergodic risk-sensitive control—a survey,” Annual Reviews in Control, 2023.

[33] N. Bäuerle and A. Jaśkiewicz, “Markov decision processes with risksensitive criteria: An overview,” arXiv preprint arXiv:2311.06896, 2023.

[34] P. R. Kumar and P. Varaiya, Stochastic systems: Estimation, identification, and adaptive control. SIAM, 2015.

[35] R. E. Kalman, “A new approach to linear filtering and prediction problems,” Journal of Basic Engineering, 1960.

[36] B. Sinopoli, L. Schenato, M. Franceschetti, K. Poolla, M. I. Jordan, and S. S. Sastry, “Kalman filtering with intermittent observations,” IEEE transactions on Automatic Control, vol. 49, no. 9, pp. 1453– 1464, 2004.

[37] D. Han, Y. Mo, J. Wu, S. Weerakkody, B. Sinopoli, and L. Shi, “Stochastic event-triggered sensor schedule for remote state estimation,” IEEE Transactions on Automatic Control, vol. 60, no. 10, pp. 2661–2675, 2015.

[38] L. Schenato, B. Sinopoli, M. Franceschetti, K. Poolla, and S. S.

Sastry, “Foundations of control and estimation over lossy networks,” Proceedings of the IEEE, vol. 95, no. 1, pp. 163–187, 2007.

[39] L. Schenato, “Optimal estimation in networked control systems subject to random delay and packet drop,” IEEE transactions on automatic control, vol. 53, no. 5, pp. 1311–1317, 2008.

[40] B. Li, Y. Ma, T. Westenbroek, C. Wu, H. Gonzalez, and C. Lu, “Wireless routing and control: A cyber-physical case study,” in 2016 ACM/IEEE 7th International Conference on Cyber-Physical Systems (ICCPS). IEEE, 2016, pp. 1–10.

[41] A. S. Leong, S. Dey, and D. E. Quevedo, “Transmission scheduling for remote state estimation and control with an energy harvesting sensor,” Automatica, vol. 91, pp. 54–60, 2018.

[42] S. Wu, X. Ren, Q.-S. Jia, K. H. Johansson, and L. Shi, “Learning optimal scheduling policy for remote state estimation under uncertain channel condition,” IEEE Transactions on Control of Network Systems, vol. 7, no. 2, pp. 579–591, 2019.

[43] J. Chakravorty and A. Mahajan, “Remote-state estimation with packet drop,” IFAC-PapersOnLine, vol. 49, no. 22, pp. 7–12, 2016.

[44] J. L. Speyer, C.-H. Fan, and R. N. Banavar, “Optimal stochastic estimation with exponential cost criteria,” in [1992] Proceedings of the 31st IEEE Conference on Decision and Control. IEEE, 1992, pp. 2293–2299.

[45] J. Huang, D. Shi, and T. Chen, “Robust event-triggered state estimation: A risk-sensitive approach,” Automatica, vol. 99, pp. 253–265, 2019.

[46] E. N. Gilbert, “Capacity of a burst-noise channel,” Bell system technical journal, vol. 39, no. 5, pp. 1253–1265, 1960.

[47] O. Hernández-Lerma and J. B. Lasserre, Discrete-time Markov control processes: basic optimality criteria. Springer Science & Business Media, 2012, vol. 30.

[48] A. B. Rojas, “Controlled Markov chains with risk-sensitive average cost criterion,” Ph.D. dissertation, The University of Arizona, 1999.

[49] G. B. Di Masi and L. Stettner, “Risk-sensitive control of discrete-time Markov processes with infinite horizon,” SIAM Journal on Control and Optimization, vol. 38, no. 1, pp. 61–78, 1999.

[50] N. Bäuerle and U. Rieder, “More risk-sensitive Markov decision processes,” Mathematics of Operations Research, vol. 39, no. 1, pp. 105–120, 2014.