arXiv:2403.13108v1 [cs.LG] 19 Mar 2024

Analyzing the Impact of Partial Sharing on the Resilience of Online Federated Learning Against Model Poisoning Attacks

Ehsan Lari, Student Member, IEEE, Vinay Chakravarthi Gogineni, Senior Member, IEEE, Reza Arablouei, and Stefan Werner, Fellow, IEEE

Abstract—We scrutinize the resilience of the partial-sharing online federated learning (PSO-Fed) algorithm against modelpoisoning attacks. PSO-Fed reduces the communication load by enabling clients to exchange only a fraction of their model estimates with the server at each update round. Partial sharing of model estimates also enhances the robustness of the algorithm against model-poisoning attacks. To gain better insights into this phenomenon, we analyze the performance of the PSO-Fed algorithm in the presence of Byzantine clients, malicious actors who may subtly tamper with their local models by adding noise before sharing them with the server. Through our analysis, we demonstrate that PSO-Fed maintains convergence in both mean and mean-square senses, even under the strain of model-poisoning attacks. We further derive the theoretical mean square error (MSE) of PSO-Fed, linking it to various parameters such as stepsize, attack probability, number of Byzantine clients, client participation rate, partial-sharing ratio, and noise variance. We also show that there is a non-trivial optimal stepsize for PSO-Fed when faced with model-poisoning attacks. The results of our extensive numerical experiments affirm our theoretical assertions and highlight the superior ability of PSO-Fed to counteract Byzantine attacks, outperforming other related leading algorithms.

Index Terms—Online federated learning, Byzantine clients, partial-sharing, linear regression, model-poisoning.

I. INTRODUCTION

Federated learning (FL) [1], [2] is a distributed learning paradigm that enables a network of devices, such as smartphones, internet of things (IoT) nodes, and media streamers, to jointly learn a global model without the need to directly disclose their local raw data to the server or other devices. FL is particularly beneficial when data is distributed across numerous

This work was supported by the Research Council of Norway. Part of this work has been presented to the 2024 IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP), Seoul, South Korea, Apr. 2024 [DOI: 10.1109/ICASSP48485.2024.10447497]. (Corresponding author: Ehsan Lari.)

Ehsan Lari and Stefan Werner are with the Department of Electronic Systems, Norwegian University of Science and Technology, Trondheim 7491, Norway (e-mail: {ehsan.lari, stefan.werner}@ntnu.no). Stefan Werner is also with the Department of Information and Communications Engineering, Aalto University, 00076, Finland.

Vinay Chakravarthi Gogineni is with the SDU Applied AI and Data Science, The Maersk Mc-Kinney Moller Institute, Faculty of Engineering, University of Southern Denmark, Odense 5230, Denmark (e-mail: vigo@mmmi.sdu.dk).

Reza Arablouei is with the Commonwealth Scientific and Industrial Research Organisation, Pullenvale, QLD 4069, Australia (e-mail: reza.arablouei@csiro.au).

devices, and conducting centralized training by transferring the data to the server is unfeasible or impractical [3], [4]. FL exhibits two key features: the ability to handle heterogeneous data, such as non-independent and identically distributed (non- IID) or unbalanced data, and the ability to run on heterogeneous devices that may have limited resources [5]–[7].

The communication load in FL refers to the volume of data transmitted between the central server and participating devices during training. It can affect the efficiency and scalability of FL in real-world applications as excessive data transmission may escalate resource usage and the cost associated with training [8]–[10]. Several algorithms have been proposed to alleviate the communication load in FL. Among them, sign stochastic gradient descent (SignSGD) [11], [12] utilizes signbased gradient compressors to lower the communication and computational costs of FL. Compressive sensing FL (CS- Fed) [13] reduces the communication load using 1-bit compressive sensing in analog aggregation transmissions. Quantile sketch FL (QS-Fed) [14] improves communication efficiency by compressing model updates using a count sketch. Online- Fed [15] enhances communication efficiency by engaging only a randomly selected subset of clients to communicate with the server in each iteration. However, the aforementioned works do not consider the potential presence of adversaries within the network who may seek to undermine the learning process. This can be through tampering with message exchanges or intentionally providing corrupted or incorrect information. Factoring in the possibility of malicious clients in the network is an important aspect of developing reliable and robust FL algorithms.

In network environments, Byzantine clients are those that act unpredictably or with malicious intent. Such clients can disrupt normal operations by sending misleading information or not following established protocols. This behavior poses significant risks to the FL process, potentially leading to disruption or degraded performance [16], [17]. Byzantine clients can jeopardize the integrity and reliability of the global model in FL. They may engage in deceptive practices, such as submitting false or inconsistent gradients or model weights during updates, or even initiating denial-of-service (DoS) attacks, all of which can compromise the integrity and effectiveness of the FL process [18]–[20]. To mitigate the impact of Byzantine clients in FL, various strategies have been proposed. These include the use of robust aggregate statistics, the assignment of trust scores to individual clients, and the utilization of historical information to recover from Byzantine attacks [21], [22].

Byzantine clients may launch a wide range of adversarial attacks such as data-poisoning, model-poisoning, and labelpoisoning [23], [24]. Data-poisoning attacks involve the injection of malicious data into the training dataset [25], [26]. Evasion attacks involve manipulating input data to undermine the generalizability of the learned model while evading detection [27]. Backdoor attacks involve embedding hidden trigger mechanisms within the model that can induce targeted malicious behavior [28]. Inference-time attacks, such as membership inference, aim to uncover whether a specific data point has been used in training, raising privacy concerns [29], [30].

Attacks can also target network infrastructure, such as distributed DoS attacks and man-in-the-middle attacks, disrupting services or intercepting communications [31]. Model-poisoning attacks, where Byzantine clients manipulate model updates during training, are prominent examples [32]. Defense strategies against model-poisoning attacks in FL are reviewed in [32], categorized into evaluation methods for local model updates and aggregation methods for the global model. In evaluation methods, the server examines client submissions without having access to local client data, which poses challenges to their applicability. In aggregation methods, the server adjusts the local model updates based on certain criteria or utilizes relevant statistical methods. Robust aggregation techniques using median or trimmed mean can mitigate the impact of malicious clients on the global model [33]. Blockchain-assisted aggregation schemes can also help cope with network attacks but often incur high communication load or computational complexity [34].

A SignSGD-based communication-efficient FL algorithm has recently been proposed in [35] that exhibits resilience to Byzantine attacks. However, it assumes the consistent participation of all clients in every FL iteration, which may not align with the practical realities of FL, particularly in scenarios where clients (such as mobile or IoT devices) have limited resources in terms of energy or computational capacity. Therefore, there is a notable gap in the current FL research: the need for communication-efficient FL algorithms that are robust against model-poisoning attacks without imposing additional computational burden on clients. Addressing this gap can make FL more accessible and practical for a wider range of devices, especially those with constrained resources, and enhance the robustness and scalability of FL systems in real-world applications.

In this paper, we analyze the performance of the partialsharing online FL (PSO-Fed) algorithm [8], [9], [36], particularly in the face of Byzantine attacks. Our analysis reveals that partial sharing in online FL, while primarily aimed at enhancing communication efficiency, also offers the added advantage of mitigating the adverse effects of model-poisoning attacks. Through rigorous theoretical analysis, we demonstrate that PSO-Fed can converge in both mean and mean-square senses, even when subjected to model-poisoning attacks. In addition, we derive the theoretical steady-state mean square error (MSE) of PSO-Fed. A key finding of our analysis is the identification of a non-trivial optimal stepsize for PSO- Fed under model-poisoning attacks. Contrary to the common behavior of stochastic gradient descent algorithms where a smaller stepsize often results in enhanced performance, in the case of PSO-Fed under model-poisoning attacks, a smaller stepsize does not automatically equate to better estimation accuracy. This is a departure from the norm observed in gradient-descent-based algorithms, where smaller stepsizes are commonly used to enhance performance, often at the cost of a slower convergence rate. We provide a theoretical calculation of the optimal stepsize. To validate our theoretical insights, we conduct extensive numerical experiments using synthetic non- IID data. The experimental outcomes confirm our theoretical predictions and show that PSO-Fed exhibits greater resilience to Byzantine attacks compared to other state-of-the-art algorithms, including Online-FL, all while avoiding any additional computational overhead.

We organize the remainder of this paper as follows. In section II, we provide an overview of the system model, PSO-Fed algorithm, and model-poisoning attacks. In section III, we evaluate the robustness of PSO-Fed against Byzantine attacks by analyzing its theoretical mean and mean-square convergence. In this section, we also calculate PSO-Fed’s theoretical steadystate MSE and optimal stepsize. In section IV, we verify our theoretical findings through a series of numerical experiments. In these experiments, we evaluate the performance of PSO- Fed under model-poisoning attacks through both theoretical predictions and numerical simulations. Finally, in section V, we present some concluding remarks.

II. PRELIMINARIES In this section, we first describe the considered system model. We then briefly outline the PSO-Fed algorithm [9], which is a communication-efficient variant of the Online- Fed algorithm [15]. Afterward, we define the model-poisoning Byzantine attack within the context of FL and probe its impact on the model update equations of PSO-Fed.

A. System Model

We consider a network consisting of K clients and a central server. At every time instance n, each client k has access to a data vector x_{k,n} ∈ R^D and its corresponding response value y_{k,n} ∈ R, which are related via the model

y_{k,n} = w^⊺x_{k,n} + ν_{k,n}, (1)

where the model parameter vector w ∈ R^D is collaboratively estimated using the locally stored client data, and ν_{k,n} is the observation noise. We define the global objective function for estimating w as

J (w) = 1 K K∑ k=1 J_k (w) (2) with the local objective function at client k being

J_k(w) = E [ |y_{k,n} − w^⊺x_{k,n}|^2 ] . (3)

The goal is to find the optimal estimate of w by minimizing J (w), i.e., w^⋆ = arg min_w J (w), albeit, in a distributed fashion via FL.

B. PSO-Fed

In PSO-Fed, to reduce the communication load, the server only sends a portion of the global model estimate to the clients. Similarly, the clients transmit parts of their local model estimates to the server. The model parameters exchanged between client k and the server at iteration n are specified using a diagonal selection matrix with M ones, which is denoted by S_{k,n} ∈ R^{D×D} . The positions of the ones on the diagonal determine which model parameters are shared with the server at each iteration. They can be selected arbitrarily or in a roundrobin fashion as in [37], [38] such that the model parameters are exchanged between each client and the server, on average, M times in every D iterations. Therefore, the probability of any model parameter being shared with the server in any iteration is p_e = M/D.

Using the selection matrices S_{k,n}, the recursive update equations of PSO-Fed, that iteratively minimize (2) through FL, are expressed as [8]

ϵ_{k,n} = y_{k,n} − [S_{k,n}w_n + (I_D − S_{k,n}) w_{k,n}]^⊺ x_{k,n} (4a) w_{k,n+1} = S_{k,n}w_n + (I_D − S_{k,n}) w_{k,n} + μx_{k,n}ϵ_{k,n} (4b)

w_{n+1} = 1 |S_n| ∑ k∈S_n [S_{k,n+1}w_{k,n+1} + (I_D − S_{k,n+1}) w_n] ,

(4c)

where w_{k,n} is the local model estimate at client k and iteration n, w_n is the global model estimate at iteration n, I_D is the D× D identity matrix, μ is the stepsize controlling the convergence rate and steady-state performance, S_n denotes the set of client selected at iteration n, and |S_n| denotes the number of the selected clients in each iteration.

C. Model-Poisoning Attacks

We denote the set of potential Byzantine clients within the network as S_B . To represent the presence or absence of Byzantine behavior in a client, we use the indicator variable β_k, where β_k = 1 indicates that client k belongs to the set S_B (i.e., is a Byzantine client), and β_k = 0 otherwise. The total number of Byzantine clients in the network is denoted by |S_B |. These Byzantine clients seek to poison the global model (i.e., undermine its accuracy) by sporadically sending corrupt local model estimates to the server. We assume that the Byzantine clients possess the accurate local model estimates. More specifically, we consider a scenario where, in each iteration, every Byzantine client deliberately corrupts its local model estimate by perturbing it, before sending it to the server. This corruption is conducted with a certain probability of attack, denoted by p_a. Consequently, we represent the model update shared by any Byzantine client as [39]

w^′_{k,n} = { w_{k,n} + δ_{k,n} with probability p_a w_{k,n} with probability 1 − p_a, (5) where δ_{k,n} ∈ R^D denotes the perturbation signal associated with the attack. Typically, this perturbation is zero-mean white Gaussian noise, characterized as δ_{k,n} ∼ N (0, σ^2_B I_D) [39].

The probability of a Byzantine client corrupting its local estimate can be modeled using a Bernoulli random variable τ_{k,n}. This variable takes the value of 1 with probability p_a indicating the occurrence of an attack, and 0 otherwise. Hence, given that each Byzantine client transmits a corrupted local model estimate to the server with a probability of p_a when selected by the server, in scenarios where Byzantine clients are present in the network, the global model update of PSO-Fed, (4c), can be rewritten as

w_{n+1} = 1 |S_n| ∑ k∈S_n [ S_{k,n+1}w^′_{k,n+1} + (I_D − S_{k,n+1}) w_n ]

where w^′_{k,n+1} = w_{k,n+1} + β_kτ_{k,n}δ_{k,n+1}. III. COMPREHENSIVE ANALYSIS In this section, we evaluate the robustness of PSO-Fed against Byzantine attacks by analyzing its theoretical mean and mean-square convergence and predicting its steady-state MSE and optimal stepsize.

To facilitate the analysis, we introduce some new quantities. We denote the extended optimal global model as w^⋆_e = 1_{K+1} ⊗ w^⋆ and the extended global model estimate as w_{e,n} = col{w_n, w_{1,n}, . . . , w_{K,n}}. We also define the following collective quantities

X_n = bdiag{0, x_{1,n}, . . . , x_{K,n}} δ_{e,n} = col { 0, δ_{1,n}, . . . , δ_{K,n} } B = bdiag { 0, β_1I_D, . . . , β_K I_D } T_n = bdiag { 0, τ_{1,n}I_D, . . . , τ_{K,n}I_D } ν_{e,n} = col { 0, ν_{1,n}, . . . , ν_{K,n} } , where the operators col{·} and bdiag{·} represent column-wise stacking and block diagonalization, respectively. Additionally, 1_{K+1} denotes a column vector with K + 1 entries, all set to one. Subsequently, we define

y_{e,n} = col{0, y_{1,n}, y_{2,n}, . . . , y_{K,n}} = X^⊺_nw^⋆_e + ν_{e,n} (6) ϵ_{e,n} = col { 0, ϵ_{1,n}, ϵ_{2,n}, . . . , ϵ_{K,n} } = y_{e,n} − X^⊺_nA_nw_{e,n}

A_n = (7) I_D 0 0 . . . 0 a_{1,n}S_{1,n} I_D − a_{1,n}S_{1,n} 0 . . . 0 . . . . . . .. . . . a_{K,n}S_{K,n} 0 0 . . . I_D − a_{K,n}S_{K,n} , where a_{k,n} = 1 if k ∈ S_n and a_{k,n} = 0 otherwise. Hence, the global recursion equations of PSO-Fed can be expressed as

w_{e,n+1} = B_{n+1} ( A_nw_{e,n} + μX_nϵ_{e,n} ) + C_{n+1}BT_nδ_{e,n+1} (8) where

B_{n+1} = (9)

I_D − ∑_K k=1 a_{k,n} |S_n| Sk,n+1 a_{1,n} |S_n| S1,n+1 . . . a_{K,n} |S_n| SK,n+1 0 I_D . . . 0 . . . . .. . . . 0 0 . . . I_D and

C_{n+1} = 0^{a1,n}_{|Sn|} S_{1,n+1} . . .^{aK,n}_{|Sn|} S_{K,n+1} 0 0 . . . 0 . . . . .. . . . 0 0 . . . 0

. (10)

To make the analysis tractable, we adopt the following commonly used assumptions.

A1: The input vectors of each client, x_{k,n}, originate from a wide-sense stationary multivariate random process characterized by the covariance matrix R_k = E[x_{k,n} x^⊺_{k,n}]. A2: The observation noise, ν_{k,n}, and perturbation signal, δ_{k,n}, both follow identical and independent distributions. They are also independent of all other stochastic variables. A3: The selection matrices, S_{k,n}, of all clients and iterations are independent of each other.

A. Mean Convergence

Let us define the deviation (coefficient-error) vector as ~w_{e,n} = w^⋆_e − w_{e,n}. Since B_{n+1} and A_n are block rightstochastic, i.e., their block rows add up to identity matrix, we have B_{n+1}w^⋆_e = A_nw^⋆_e = w^⋆_e . Therefore, considering (8) and the definition of ~w_{e,n}, we get

~w_{e,n+1} =B_{n+1} ( I − μX_nX^⊺_n ) A_n ~w_{e,n} − μB_{n+1}X_nν_{e,n} −C_{n+1}BT_nδ_{e,n+1}. (11)

Taking the expected value of both sides of (11) and under assumptions A1-A3, we obtain

E[ ~w_{e,n+1} ] = E[B_{n+1}] ( I − μR ) E[A_n]E[ ~w_{e,n} ], (12)

where R = bdiag{0, R_1, R_2, · · · , R_K }.

The mean convergence of PSO-Fed is guaranteed if ‖ (I − μR) ‖ < 1 or equivalently ‖1 − μλ_i (R_k) ‖ < 1 ∀k, i. Here, ‖ · ‖ is any matrix norm and λ_i (·) denotes the ith eigenvalue of its matrix argument. Consequently, PSO-Fed converges in the mean sense, even amidst the presence of Byzantine clients, as long as the stepsize μ is appropriately chosen to satisfy 0 < μ < 2 max_{i,k}{λ_i (R_k)}

. (13)

In other terms, PSO-Fed is unbiased, even under modelpoisoning attacks.

B. Mean-Square Convergence

Let us denote the weighted norm-square of ~w_{e,n} as ‖ ~w_{e,n}‖^2_Σ = ~w^⊺_{e,n}Σ ~w_{e,n}, where Σ is a positive semi-definite matrix. Computing the weighted norm-square of both sides of (11) results in

E[‖ ~w_{e,n+1} ‖^2_Σ] (14) = E[‖ ~w_{e,n} ‖^2_Σ′ ] + μ^2E[ν^⊺_{e,n} Y_nν_{e,n}] + E[δ^⊺_{e,n+1} U_nδ_{e,n+1}],

where the cross terms vanish under assumption A2 and

Σ^′ = E[A^⊺_n ( I − μX_nX^⊺_n ) B^⊺_{n+1}ΣB_{n+1} ( I − μX_nX^⊺_n ) A_n] Y_n = X^⊺_nB^⊺_{n+1}ΣB_{n+1}X_n (15) U_n = T^⊺_nB^⊺C^⊺_{n+1}ΣC_{n+1}BT_n.

Subsequently, we define

σ^′ = bvec{Σ^′} = F^⊺σ (16) σ = bvec{Σ} (17) F = Q_BQ_A − μQ_BKQ_A + μ^2Q_BHQ_A (18) Q_B = E[B_{n+1} ⊗_b B_{n+1}] (19) Q_A = E[A_n ⊗_b A_n] (20) K = (I ⊗_b R) + (R ⊗_b I) (21) H = E[X_n X^⊺_n ⊗_b X_nX^⊺_n], (22)

where ⊗_b denotes the block Kronecker product and bvec{·} the block vectorization operation [40]. We evaluate Q_A, Q_B, and H, under A1-A3, in Appendices A and B.

The third term on the right-hand side (RHS) of (14) quantifies the impact of model-poisoning attacks. We calculate this term as E [δ^⊺_{e,n+1}U_nδ_{e,n+1}] = E[δ^⊺_{e,n+1} T^⊺_nB^⊺C^⊺_{n+1}ΣC_{n+1}BT_nδ_{e,n+1}] = E[tr(δ^⊺_{e,n+1}T^⊺_nB^⊺C^⊺_{n+1}ΣC_{n+1}BT_nδ_{e,n+1})] = tr(E[δ^⊺_{e,n+1} T^⊺_nB^⊺C^⊺_{n+1}ΣC_{n+1}BT_nδ_{e,n+1}]) = tr ( E[C_{n+1}E[BT_n δ_{e,n+1}δ^⊺_{e,n+1}T^⊺_nB^⊺]C^⊺_{n+1}]Σ ) , (23)

where tr(·) denotes the matrix trace. Under A2, we have tr ( E[C_{n+1}E[BT_n δ_{e,n+1}δ^⊺_{e,n+1}T^⊺_nB^⊺]C^⊺_{n+1}]Σ ) = tr ( E[C_{n+1}Ω_δC^⊺_{n+1}]Σ ) , (24)

with

Ω_δ = E[BT_n δ_{e,n+1}δ^⊺_{e,n+1}T^⊺_nB^⊺] (25) = BE[T_n δ_{e,n+1}δ^⊺_{e,n+1}T_n]B = bdiag{0, β_1σ^2_B p_aI_D , β_2σ^2_B p_aI_D , · · · , β_K σ^2_B p_aI_D}.

Using the properties of block Kronecker product, we have tr ( E[C_{n+1}Ω_δ C^⊺_{n+1}]Σ ) = ω^⊺σ, where

ω = bvec{E[C_{n+1}Ω_δC^⊺_{n+1}]} = Q_C bvec{Ω_δ} (26) and Q_C = E[C_{n+1} ⊗_b C_{n+1}].

We evaluate Q_C in Appendix C. We also define ϕ = Q_Bϕ_ν , ϕ_ν = bvec{E [X_nΘ_ν X^⊺_n]} (Appendix D), Θ_ν = E [ ν_{e,n}ν^⊺_{e,n} ] = diag{0, σ^2_{ν1} , · · · , σ^2_{νK} }, (27)

and bvec^{−1}{·} as the reverse operation of block vectorization. Consequently, we can write the global recursion equation for the weighted mean square deviation (MSD) of PSO-Fed under model-poisoning attacks as E [ ‖ ~w_{e,n+1}‖^2_{bvec}−1_{{σ}} ] = E [ ‖ ~w_{e,n}‖^2_{bvec}−1_{{F} ⊺_{σ}} ] + μ^2ϕ^⊺σ + ω^⊺σ. (28)

As n → ∞, (28) converges provided that the spectral radius of F is smaller than one, i.e., ρ(F^⊺) = ρ(F) < 1. Using the properties of the block maximum-norm, denoted by ‖ · ‖_{b,∞}, and knowing ‖Q_B‖_{b,∞} = ‖Q_A‖_{b,∞} = 1, we have ρ(F) ≤ ‖Q_B ( I − μK + μ^2H ) Q_A‖_{b,∞} ≤ ‖I − μK + μ^2H‖_{b,∞}. (29) Considering [41, Theorem 2] and defining D = [ K/2 −H/2 I 0 ] , the spectral radius of F is smaller than one when

0 < μ < min { 1 λ_{max} ( K^{−1}H ) , 1 max{λ(D) ∈ R, 0} } , (30)

where λ_{max}(·) denotes the largest eigenvalue of its matrix argument. We denote the upper bound of (30) as μ_{max}. Thus, when (30) holds, PSO-Fed converges in the mean-square sense and has a bounded steady-state MSD, even when facing Byzantine attacks.

C. Mean Square Error

Utilizing the calculations of the three terms on the RHS of (14) and unfolding the iterations of the global recursion in (28), we obtain E [ ‖ ~w_{e,n+1}‖^2_{bvec}−1_{{σ}} ] = E [ ‖ ~w_{e,0}‖^2_{bvec}−1_{{(F} ⊺_{)n+1σ}} ]

+ μ^2ϕ^⊺ ( I + n∑ j=1 (F^⊺)^j ) σ + ω^⊺ ( I + n∑ j=1 (F^⊺)^j ) σ. (31)

Given an appropriate choice of μ as in (30), letting n → ∞ on both sides of (31) and setting σ = ( I − F^⊺ )_{−1} ψ, where ψ = bvec{E [A^⊺_nX_nX^⊺_nA_n]}, yields

lim_{n→∞} E[‖ ~w_{e,n} ‖^2_{bvec}−1_{{ψ}}] = (μ^2ϕ^⊺ +ω^⊺) ( I−F^⊺ )_{−1} ψ. (32)

In addition, we have

ψ = bvec{E [A^⊺_nX_nX^⊺_nA_n]} = E [bvec{A^⊺_nX_nX^⊺_nA_n}] = E [(A_n ⊗_b A_n)^⊺bvec{X_nX^⊺_n}] = E [(A_n ⊗_b A_n)^⊺] bvec{E [X_nX^⊺_n]} = Q^⊺_Abvec{R}. (33)

Using (32) and (33), we can calculate the steady-state MSE of PSO-Fed (denoted by E), while taking into account the impact of model-poisoning attacks, as E = 1 K lim_{n→∞} E[ϵ^⊺_{e,n} ϵ_{e,n}] = 1 K lim_{n→∞} ( E [ ~w^⊺_{e,n}A^⊺_nX_nX^⊺_nA_n ~w_{e,n} ] + E [ ν^⊺_{e,n}ν_{e,n} ]) = 1 K ( lim_{n→∞} E [ ‖ ~w_{e,n}‖^2_{bvec}−1_{{ψ}} ] + lim_{n→∞} E [ ν^⊺_{e,n}ν_{e,n} ]) = 1 K [ (μ^2ϕ^⊺ + ω^⊺) ( I − F^⊺ )_{−1} Q^⊺_Abvec{R} + tr (Θ_ν ) ]

= μ^2 K ϕ^⊺ ( I − F^⊺ )_{−1} Q^⊺_Abvec{R} E_ϕ + 1 K ω^⊺ ( I − F^⊺ )_{−1} Q^⊺_Abvec{R} E_ω + 1 K tr (Θ_ν )

E_Θ

. (34)

The partial sharing of model parameters, scheduling of clients, statistics of input data, and value of stepsize impact the first and second terms on the RHS of (34), E_ϕ and E_ω. The observation noise influences the first and third terms, E_ϕ and E_Θ, with the latter term being solely due to this noise. Moreover, the effect of model-poisoning attacks by Byzantine clients on the steady-state MSE of PSO-Fed is confined to the second term, E_ω , which is induced by these attacks.

Remark 1: Considering (26) and the calculation of Q_C in Appendix C, both partial sharing and client scheduling have a diminishing effect on ω. The lower the probability of sharing each entry of the model parameter vector, p_e =^M_D , the smaller the entries of ω are. Therefore, (34) suggests that partial sharing can indeed endow online FL with enhanced resilience to modelpoisoning attacks. However, partial sharing also affects E_ϕ and increases its value as shown in [8, Fig. 1(a)]. This makes it hard to straightforwardly determine the overall impact of partial sharing on the steady-state MSE of PSO-Fed in scenarios involving model-poisoning attacks, by only analyzing (34). To gain deeper insights and validate these theoretical predictions, we undertake comprehensive simulations in section IV.

D. Optimal Stepsize

In the absence of model-poisoning attacks where E_ω = 0, E is a monotonically increasing function of the stepsize μ, given (30) is satisfied. However, under model-poisoning attacks, the existence of E_ω disrupts this monotonicity. It amplifies E for smaller values of μ and shifts the point of minimal E from μ = 0 to a larger μ > 0. Consequently, this leads to the emergence of a non-trivial optimal stepsize that results in the minimum E when facing model-poisoning attacks. We denote this optimal stepsize as μ^∗.

Assuming (30) is satisfied hence ρ(F^⊺) < 1, approximating ( I − F^⊺ )_{−1} with its corresponding J-term truncated Neumann series [42, Eq. (186)] gives ( I − F^⊺ )_{−1} ≈ J∑ j=0 (F^⊺)^j . (35)

We consider J ≥ 3. Moreover, for simplicity, we rewrite (18) as F^⊺ = A_0 − μA_1 + μ^2A_2,

by defining A_0 = Q^⊺_AQ^⊺_B, A_1 = Q^⊺_AKQ^⊺_B, and A_2 = Q^⊺_AHQ^⊺_B. Using (35) in (34), we have E ≈ 1 K ( μ^2ϕ^⊺ + ω^⊺ ) J∑ j=0 (F^⊺)^j

Q^⊺_Abvec{R} + tr (Θ_ν ) . Since a valid stepsize is typically much smaller than one, we can further approximate E by excluding terms beyond μ^2 as E ≈ 1 K [[ ω^⊺B_{0,J} − μω^⊺B_{1,J} (36)

+ μ^2(ϕ^⊺B_{0,J} + ω^⊺B_{2,J} ) ] Q^⊺_Abvec{R} + tr (Θ_ν ) ] , where

B_{0,J} = J∑ j=0 A^j_0, B_{1,J} = J∑ j=1 A^{j−1}_0 A_1B_{0,J−j} ,

B_{2,J} = B_{1,J−1}A_1 + J∑ j=1 A^{j−1}_0 A_2B_{0,J−j} + J∑ j=3 C_{2,J} ,

C_{2,J} = C_{2,J−1}A_0 + J∑ j=1 A^{j−1}_0 A_1A^{J−j}_0

A_1, C_{2,2} = A^2_1.

Differentiating E in (36) with respect to μ, setting the derivative equal to zero, and solving for μ yields the approximate optimal stepsize as μ^∗ ≈ ω^⊺B_{1,J} Q^⊺_Abvec{R} 2(ϕ^⊺B_{0,J} + ω^⊺B_{2,J} )Q^⊺_Abvec{R}

. (37)

Note that, when no model-poisoning attack occurs, i.e., ω = 0, the numerator on the RHS of (37) becomes zero, leading to μ^∗ = 0.

IV. SIMULATION RESULTS To verify our theoretical findings, we conduct several numerical experiments. We also compare the performance of the PSO-Fed algorithm with that of the Online-Fed, SignSGD, CS-Fed, and QS-Fed algorithms within a federated network comprising K = 50 or 100 clients and a model parameter vector of size D = 5. Each client possesses non-IID data vectors x_{k,n} and their associated response values y_{k,n}, which are interconnected as per (1) with model parameter vector

Fig. 1. Steady-state test MSE for different algorithms with different numbers of Byzantine clients |S_B |, attack strength σ^2_B = 0.25 and attack probability p_a = 1.

w =^{1√}_D [1, · · · , 1]^⊺ ∈ R^D . Each entry of x_{k,n} for each client k is drawn from a zero-mean Gaussian distribution with variance ς^2_k , where ς^2_k itself is sampled from a uniform distribution between 0.2 and 1.2, denoted as U(0.2, 1.2). In addition, the observation noise ν_{k,n} is zero-mean IID Gaussian with variance σ^2_{νk} drawn from U(0.005, 0.025). In the conducted experiments, only M = 1 entry of the model parameter vector is shared per iteration, unless specified differently.

We evaluate the performance of the considered algorithms on the server’s side by employing a test dataset consisting of N_t = 50 instances {X̆, y̆} and calculating the test MSE at the server as 1 N_t ‖y̆ − X̆^⊺w_n‖^2. (38)

We also evaluate the performance of PSO-Fed on the client side using (4a) and calculating the network-wide average steadystate MSE as 1 K K∑ k=1 lim_{n→∞} ϵ^2_{k,n}. (39)

In our first experiment, we examine the effect of different numbers of Byzantine clients |S_B | on the steady-state test MSE for PSO-Fed, Online-Fed, SignSGD, CS-Fed, and QS-Fed. In this experiment, We have K = 100 clients. In every iteration n, the server randomly selects a set of |S_n| = 5 clients to participate in FL, with each client having an equal probability of being selected. In addition, all Byzantine clients are characterized by model-poisoning noise variance of σ^2_B = 0.25 and attack probability of p_a = 1. In each iteration, we allocate the same communication budget to all algorithms. Therefore, to allow all algorithms converge to their lowest steady-state MSD within 3000 iterations, we set μ = 0.15 for PSO-Fed,

Fig. 2. Steady-state test MSE of PSO-Fed for different numbers of shared elements M with different numbers of Byzantine clients |S_B |, attack strength σ^2_B = 0.5 and attack probability p_a = 0.2.

Fig. 3. Network-wide average MSE of PSO-Fed for different values of attack strengths σ^2_B and Byzantine clients |S_B |, number of shared elements M = 1 and attack probability p_a = 0.2.

Online-Fed, CS-Fed and QS-Fed, and μ = 0.08 for SignSGD at all clients. According to (30), the maximum stepsize ensuring the mean-square convergence of PSO-Fed in this experiment is μ_{max} = 0.245. The results displayed in Fig. 1 indicate that PSO-Fed outperforms the existing algorithms across all considered number of Byzantine clients. Notably, Online-Fed and PSO-Fed perform similarly when there is no Byzantine client or poisoning attack (i.e., σ^2_B = 0). However, the performance of Online-Fed deteriorates more than PSO-Fed as the number of Byzantine clients increases. While CS-Fed performs closely

Fig. 4. Effect of attack probability p_a on steady-state test MSE of PSO-Fed for different numbers of Byzantine clients |S_B |, number of shared elements M = 1 and attack strength σ^2_B = 0.25.

Fig. 5. Effect of attack probability p_a on steady-state test MSE of PSO-Fed for different numbers of shared elements M ∈ {1, 5}, number of Byzantine clients |S_B | = 5 and attack strength σ^2_B = 0.25.

to PSO-Fed in our experiment, it is important to note that the computational complexity of CS-Fed exceeds that of PSO-Fed.

In our second experiment, we examine the impact of the number of shared entries, M, on the steady-state test MSE of PSO-Fed. We simulate PSO-Fed with K = 50 clients, D = 5, |S_B | ∈ {5, 15} Byzantine clients, attack strength σ^2_B = 0.5, and attack probability p_a = 0.2. The results are shown in Fig. 3. We observe that increasing M leads to higher steadystate test MSE. In addition, PSO-Fed exhibits greater resilience

Fig. 6. Network-wide average MSE of PSO-Fed for different values of stepsize μ, attack strength σ^2_B = 0.25 and attack probability p_a = 0.25.

Fig. 7. Network-wide average MSE of PSO-Fed for different values of stepsize μ, numbers of Byzantine clients |S_B | = 5 and attack probability p_a = 0.25.

to model-poisoning attacks compared to Online-Fed, without incurring any extra computational or communication burden on the clients. This experiment corroborates our theoretical findings discussed in section III-C.

In our third experiment, we investigate the effect of varying the attack strength σ^2_B on the network-wide average steady state MSE. We simulate PSO-Fed with K = 50 clients, D = 5, |S_B | ∈ {5, 15} Byzantine clients, attack strength σ^2_B ∈ {0, 0.25, 0.5, 0.75, 1}, and attack probability p_a = 0.2. The server randomly selects 5 clients in each iteration. The results depicted in Fig.2 align closely with our theoretical

Fig. 8. Effect of small stepsize approximation (SSA) on network-wide average MSE of PSO-Fed, numbers of Byzantine clients |S_B | ∈ {0, 10}, attack strength σ^2_B = 0.5 and attack probability p_a = 0.25.

Fig. 9. Effect of number of shared elements M on E_ω and E_ϕ in (34) for |S_B | ∈ {5, 15} Byzantine clients, attack strength σ^2_B = 0.5 and attack probability p_a = 0.2.

predictions. We notice an upward trend in the network-wide average steady-state MSE as the attack strength or the number of Byzantine clients increases. In addition, the presence of |S_B | = α_1 Byzantine clients with an attack strength of σ^2_B = β_1 results in the same MSE as having |S_B | = α_2 Byzantine clients with an attack strength σ^2_B = β_2, provided that the condition α_1β_1 = α_2β_2 is met.

In our fourth experiment, we explore how the attack probability p_a influences the steady-state test MSE of PSO-Fed, considering different numbers of shared entries M ∈ {1, 5}, with the number of Byzantine clients set to |S_B | = 5 and attack strength to σ^2_B = 0.25. The results, presented in Fig. 5, align with observations from the previous experiment, showing that an increase in the attack probability leads to a higher MSE. Moreover, partial sharing (i.e., when M < D) enhances the resilience against model-poisoning attacks as elaborated upon in section III-C.

In our fifth experiment, we investigate the impact of attack probability p_a on the steady-state test MSE of PSO-Fed, considering different numbers of Byzantine clients |S_B | ∈ {5, 15} and setting the attack strength as σ^2_B = 0.25. The results shown in Fig. 4 indicate that increasing the attack probability increases the steady-state MSE.

In our sixth experiment, we evaluate the performance of PSO-Fed using different stepsize values and Byzantine client numbers in the presence or absence of model-poisoning attacks. We simulate PSO-Fed with K = 50 clients, D = 5, attack strength σ^2_B = 0.25, attack probability p_a = 0.25. The server randomly selects 5 clients in each iteration. The results illustrated in Fig. 6, show that with no model-poisoning attack (|S_B | = 0), the larger the stepsize μ, the worse PSO-Fed performs, a trend consistent with gradient descent optimization methods. However, with model-poisoning attacks (|S_B | > 0), the performance first improves with an increase in μ, then deteriorates when μ grows larger. This observation confirms the existence of an optimal stepsize μ^∗ that ensures the best performance of PSO-Fed under model-poisoning attacks. By calculating the optimal stepsize using (37), we determine μ^∗ ≈ 0.03, which corresponds to the experimental results.

In our seventh experiment, we analyze the performance of PSO-Fed using different stepsizes in the presence or absence of model-poisoning attacks, considering different attack strengths σ^2_B . We simulate PSO-Fed with K = 50 clients, D = 5, |S_B | = 5 Byzantine clients, and attack probability of p_a = 0.25. The server randomly selects 5 clients in each iteration. The results, presented in Fig. 7, echo the observations from the previous experiment: without a poisoning attack (σ^2_B = 0), PSO-Fed’s performance decreases as the stepsize μ increases. Conversely, with model-poisoning attacks (σ^2_B > 0), performance initially improves with an increase in μ but begins to decline as μ is further increased. This pattern confirms the existence of an optimal stepsize μ^∗ for scenarios with model-poisoning attacks. Using (37) to estimate the optimal stepsize, we find μ^∗ ≈ 0.03, corresponding to the experiment’s findings. This experiment also reinforces our conclusion following the third experiment that identical attack properties result in the same MSE.

In our eighth experiment, we investigate the impact of the commonly-adopted small stepsize approximation (SSA) on predicting the performance of PSO-Fed in the presence or absence of model-poisoning attacks. Specifically, we assume that higher orders of μ are negligible when computing F via (18). We then compare the simulated network-wide average MSE of PSO-Fed with the corresponding theoretical predictions with or without SSA. We simulate PSO-Fed with K = 50 clients, D = 5, attack probability p_a = 0.25, attack strength σ^2_B = 0.5, and numbers of Byzantine clients |S_B | ∈ {0, 10}. The server randomly selects 5 clients in each iteration. The results in Fig. 8 reveal that, when μ is sufficiently small, SSA does not hinder the accurate prediction of steady-state MSE even without the knowledge of the 4th moment of the input vector, H. However, as the stepsize increases, discrepancies arise in both scenarios, with and without model-poisoning attacks, diverging from the ideal case.

In our final experiment, we investigate the effect of partial sharing on different terms of MSE (34), namely, E_ω and E_ϕ, in the presence of model-poisoning attacks. We compute both terms using the same setup as in our second experiment. The results depicted in Fig. 9 show that decreasing the number of shared parameters considerably lowers E_ω, significantly mitigating the impact of model-poisoning attacks. However, sharing fewer entries increases E_ϕ. Still, the benefits of partial sharing in reducing E_ω are more substantial, leading to reduced MSE. Note that E_ϕ remains unchanged across both considered cases, as it depends solely on scheduling and data noise. Finally, this experiment corroborates our theoretical findings and confirms our assertions regarding the effect of partial sharing on E_ω and E_ϕ, as discussed at the end of section III-C.

V. CONCLUSION We conducted a theoretical analysis of the recently proposed PSO-Fed algorithm to examine its resilience to modelpoisoning (Byzantine) attacks imparted by partial sharing. In our analysis, we considered a linear regression task with the local objective function of each client defined as an empirical risk. We showed that, even under Byzantine attacks, PSO- Fed converges in both mean and mean-square senses, given an appropriate choice of stepsize. More importantly, we showed that, in the presence of Byzantine clients, the steady-state MSE of PSO-Fed is significantly smaller than that of the Online- Fed algorithm, which does not feature partial sharing. Our theoretical analysis also uncovered the existence of a nontrivial optimal stepsize for PSO-Fed in the presence of modelpoisoning attacks The simulation results corroborated our theoretical findings regarding PSO-Fed’s effectiveness against Byzantine attacks as well as the accuracy of the theoretically predicted values of its steady-state MSE and optimal stepsize.

APPENDIX A EVALUATION OF MATRICES Q_A AND Q_B Let us define

A_n = A_{1,1,n} A_{1,2,n} . . . A_{1,K+1,n} A_{2,1,n} A_{2,2,n} . . . A_{2,K+1,n} . . . . .. . . . A_{K+1,1,n} A_{K+1,2,n} . . . A_{K+1,K+1,n} ,

where

A_{i,j,n} = I_D, if i, j = 1 a_{i,n}S_{i,n}, if i = 2, . . . , K + 1, j = 1 I_D − a_{i,n}S_{i,n}, if (i = j) ≠ 1 0 otherwise.

Thus, Q_A is given by

E [A_n ⊗_b A_n] =

E A_{1,1,n} ⊗_b A_n . . . A_{1,K+1,n} ⊗_b A_n A_{2,1,n} ⊗_b A_n . . . A_{2,K+1,n} ⊗_b A_n . . .. . . . A_{K+1,1,n} ⊗_b A_n . . . A_{K+1,K+1,n} ⊗_b A_n where E [A_{i,j,n} ⊗_b A_n] =

E A_{i,j,n} ⊗ A_{1,1,n} . . . A_{i,j,n} ⊗ A_{1,K+1,n} A_{i,j,n} ⊗ A_{2,1,n} . . . A_{i,j,n} ⊗ A_{2,K+1,n} . . .. . . . A_{i,j,n} ⊗ A_{K+1,1,n} . . . A_{i,j,n} ⊗ A_{K+1,K+1,n} .

Recall that the probability of any model parameter being shared with the server in any iteration is p_e =^M_D . In addition, the probability of any client being selected by the server in any iteration is p_c =^{|Sn|}_K .Therefore, we have E [a_{i,n}a_i′_{,n}] = { p_c if i = i^′ p_c (_{|Sn|−1} K−1 ) if i ≠ i^′ and E [S_{i,n} ⊗ S_{i,n}] is a diagonal matrix with the zth diagonal entry being { p_e if z = (n − 1)D + n, n = 1, · · · , D p_e (_{M−1} D−1 ) if z ≠ (n − 1)D + n, n = 1, · · · , D. Subsequently, the zth diagonal entry of the diagonal matrix S = E [a_{i,n}S_{i,n} ⊗ a_i′_{,n}S_{i,n}] ∈ R^{D2 ×D2} is p_cp_e if i = i^′ and ( z = (n − 1)D + n, n = 1, · · · , D ) p_cp_e (_{M−1} D−1 ) if i = i^′ and ( z ≠ (n − 1)D + n, n = 1, · · · , D ) p_cp_e (_{|Sn|−1} K−1 ) if i ≠ i^′ and ( z = (n − 1)D + n, n = 1, · · · , D ) p_cp_e (_{M−1} D−1 ) (_{|Sn|−1} K−1 ) if i ≠ i^′ and ( z ≠ (n − 1)D + n, n = 1, · · · , D ) . Therefore, we have E [A_{i,j,n} ⊗ A_{l,m,n}] = I_D2 if i, j = 1 and l, m = 1 p_ep_cI_D2 if i, j = 1 and l ≥ 2, m = 1 (1 − p_ep_c)I_D2 if i, j = 1 and (l = m) ≠ 1 p_ep_cI_D2 if i ≥ 2, j = 1 and l, m = 1 (1 − p_ep_c)I_D2 if (i = j) ≠ 1 and l, m = 1 S if (i = l) ≥ 2 and (j = m) = 1 p_ep_cI_D2 − S if i ≥ 2, j = 1 and (l = m) ≠ 1 p_ep_cI_D2 − S if (i = j) ≠ 1 and l ≥ 2, m = 1 (1 − 2p_ep_c)I_D2 + S if (i = j, l = m) ≠ 1 0 otherwise.

We similarly have

B_n = B_{1,1,n} B_{1,2,n} . . . B_{1,K+1,n} B_{2,1,n} B_{2,2,n} . . . B_{2,K+1,n} . . . . .. . . . B_{K+1,1,n} B_{K+1,2,n} . . . B_{K+1,K+1,n} ,

where

B_{i,j,n} = I_D −^K ∑ k=1 a_{k,n} |S_n| Sk,n, if i, j = 1 a_{j,n} |S_n| Sj,n, if i = 1, j = 2, . . . , K + 1 I_D, if (i = j) ≠ 1 0, otherwise.

Hence, Q_B is calculated as

E [B_n ⊗_b B_n] =

E B_{1,1,n} ⊗_b B_n . . . B_{1,K+1,n} ⊗_b B_n B_{2,1,n} ⊗_b B_n . . . B_{2,K+1,n} ⊗_b B_n . . .. . . . B_{K+1,1,n} ⊗_b B_n . . . B_{K+1,K+1,n} ⊗_b B_n ,

where E [B_{i,j,n} ⊗_b B_n] =

E B_{i,j,n} ⊗ B_{1,1,n} . . . B_{i,j,n} ⊗ B_{1,K+1,n} B_{i,j,n} ⊗ B_{2,1,n} . . . B_{i,j,n} ⊗ B_{2,K+1,n} . . .. . . . B_{i,j,n} ⊗ B_{K+1,1,n} . . . B_{i,j,n} ⊗_b B_{K+1,K+1,n} and E [B_{i,j,n} ⊗ B_{l,m,n}] = (1 −^{2K}_{|Sn|} p_ep_c)I_D2 if i, j = 1 and l, m = 1 +^K_{|Sn|2} S_1

+^{K(K−1)}

|S_n|^2 S2 p_e K I_D2 −^1_{|Sn|2} S_1 if i, j = 1 and l = 1, m ≥ 2 −^{K−1}_{|Sn|2} S_2 p_e K I_D2 −^1_{|Sn|2} S_1 if i = 1, j ≥ 2 and l, m = 1 −^{K−1}_{|Sn|2} S_2 (1 − p_e)I_D2 if i, j = 1 and (l = m) ≠ 1 (1 − p_e)I_D2 if (i = j) ≠ 1 and l, m = 1 1 |S_n|^2 S if i = 1, j ≥ 2 and l = 1, m ≥ 2 p_e K I_D2 if i = 1, j ≥ 2 and (l = m) ≠ 1 p_e K I_D2 if (i = j) ≠ 1 and l = 1, m ≥ 2 I_D2 if (i = j) ≠ 1 and (l = m) ≠ 1 0 otherwise.

Here, S_1 and S_2 are diagonal matrices with their zth diagonal entry being { p_cp_e if z = (n − 1)D + n, n = 1, · · · , D p_cp_e (_{M−1} D−1 ) if z ≠ (n − 1)D + n, n = 1, · · · , D, and p_cp_e (_{|Sn|−1} K−1 ) if z = (n − 1)D + n, n = 1, · · · , D ) p_cp_e (_{M−1} D−1 ) (_{|Sn|−1} K−1 ) if z ≠ (n − 1)D + n, n = 1, · · · , D ) , respectively.

APPENDIX B EVALUATION OF MATRIX H

We have

H = E[X_n X^⊺_n ⊗_b X_nX^⊺_n] = (40)

E 0 0 . . . 0 0 x_{1,n}x^⊺_{1,n} ⊗_b X_nX^⊺_n . . . 0 . . . . .. . . . 0 0 . . . x_{K,n}x^⊺_{K,n} ⊗_b X_nX^⊺_n ,

with

E[x_{1,n} x^⊺_{1,n} ⊗_b X_nX^⊺_n] = (41)

E 0 0 . . . 0 0 x_{1,n}x^⊺_{1,n} ⊗ x_{1,n}x^⊺_{1,n} . . . 0 . . . . .. . . . 0 0 . . . x_{1,n}x^⊺_{1,n} ⊗ x_{K,n}x^⊺_{K,n} .

Given that the input vectors x_{k,n} of each client arise from a wide-sense stationary multivariate random process with the covariance matrix R_k = E[x_{k,n} x^⊺_{k,n}], we have E[x_{i,n} x^⊺_{i,n}⊗ x_{j,n}x^⊺_{j,n}] = { E[x_{k,n} x^⊺_{k,n} ⊗ x_{k,n}x^⊺_{k,n}] if i = j = k R_i ⊗ R_j if i ≠ j.

(42)

Each entry of E[x_{k,n} x^⊺_{k,n} ⊗ x_{k,n}x^⊺_{k,n}] ∈ R^{D×D} can be computed by utilizing the Isserlis’ theorem [43] as E[x^4_{k,l,n} ] = 3σ^4_{ll} ∀k, l, n E[x^2_{k,l,n} x^2_{k,m,n}] = σ^2_{ll}σ^2_{mm} + 2σ^2_{lm} if l ≠ m E[x^3_{k,l,n} x_{k,m,n}] = 3σ^2_{ll}σ^2_{lm} if l ≠ m E[x^2_{k,l,n} x_{k,m,n}x_{k,q,n}] = σ^2_{ll}σ^2_{mq} + 2σ^2_{lq} σ^2_{lm} if l ≠ m ≠ q. (43) Considering that entries of x_{i,n} are independent of each other, i.e., σ_{lm} = 0, and assuming an identical variance among all entries, i.e., σ_{ll} = σ_k , we can simplify (43) as E[x^4_{k,l,n} ] = 3σ^4_k ∀k, l, n E[x^2_{k,l,n} x^2_{k,m,n}] = σ^4_k if l ≠ m E[x^3_{k,l,n} x_{k,m,n}] = 0 if l ≠ m E[x^2_{k,l,n} x_{k,m,n}x_{k,q,n}] = 0 if l ≠ m ≠ q. (44)

APPENDIX C EVALUATION OF MATRIX Q_C Similar to Q_B, we can write Q_C as

E [C_n ⊗_b C_n] =

E C_{1,1,n} ⊗_b C_n . . . C_{1,K+1,n} ⊗_b C_n C_{2,1,n} ⊗_b C_n . . . C_{2,K+1,n} ⊗_b C_n . . .. . . . C_{K+1,1,n} ⊗_b C_n . . . C_{K+1,K+1,n} ⊗_b C_n ,

where C_{i,j,n} = {_{aj,n} |S_n| Sj,n, if i = 1, j = 2, . . . , K + 1 0, otherwise. and E [C_{i,j,n} ⊗_b C_n] =

E C_{i,j,n} ⊗ C_{1,1,n} . . . C_{i,j,n} ⊗ C_{1,K+1,n} C_{i,j,n} ⊗ C_{2,1,n} . . . C_{i,j,n} ⊗ C_{2,K+1,n} . . .. . . . C_{i,j,n} ⊗ C_{K+1,1,n} . . . C_{i,j,n} ⊗_b C_{K+1,K+1,n} .

We then have E [C_{i,j,n} ⊗ C_{l,m,n}] = {_1

|S_n|^2 S if i = 1, j ≥ 2 and l = 1, m ≥ 2

0 otherwise,

with S as calculated above.

APPENDIX D EVALUATION OF VECTOR ϕ_ν Recall ϕ_ν = bvec{E [X_nΘ_ν X^⊺_n]}. Since X_n is not a square matrix, we cannot use the block vectorization properties. Therefore, to facilitate the calculation of ϕ_ν , we introduce the modified versions of X_n and Θ_ν as X̂_n = bdiag{0, diag{x_{1,n}}, . . . , diag{x_{K,n}}} and Θ̂_ν = Θ_ν ⊗ I_D. Therefore, we have

ϕ_ν = E[X̂_n ⊗_b X̂_n]bvec{Θ̂_ν }, (45)

where E[X̂_n ⊗_b X̂_n] can be written as

E 0 0 . . . 0 0 x_{1,n} ⊗_b X̂_n . . . 0 . . . . .. . . . 0 0 . . . x_{K,n} ⊗_b X̂_n

, (46)

with

E[x_{1,n} ⊗_b X̂_n] =

E 0 0 . . . 0 0 x_{1,n} ⊗ x_{1,n} . . . 0 . . . . .. . . . 0 0 . . . x_{1,n} ⊗ x_{K,n} . (47)

We can calculate E[x_{i,n} ⊗ x_{j,n}] as { E[x_{k,n} ⊗ x_{k,n}] if i = j = k 0 if i ≠ j, (48)

where each entry of E[x_{k,n} ⊗ x_{k,n}] ∈ R^{D×D} can be computed by utilizing the Isserlis’ theorem [43] as { E[x^2_{k,l,n} ] = σ^2_{ll} ∀k, l, n E[x_{k,l,n} x_{k,m,n}] = σ_{lm} if l ≠ m. (49)

Given that the entries of x_{i,n} are independent of each other, i.e., σ_{lm} = 0 and assuming an identical variance among all entries of x_{i,n}, i.e., σ_{ll} = σ_k , we can write (49) as { E[x^2_{k,l,n} ] = σ^2_k ∀k, l, n E[x_{k,l,n} x_{k,m,n}] = 0 if l ≠ m. (50)

REFERENCES

[1] H. B. McMahan, E. Moore, D. Ramage, S. Hampson, and B. A. Y. Arcas, “Communication-efficient learning of deep networks from decentralized data,” in Proc. Int. Conf. Artif. Intell. Stat., Apr. 2017, pp. 1273–1282.

[2] V. Smith, C. Chiang, M. Sanjabi, and A. S. Talwalkar, “Federated multitask learning,” Adv. Neural Inf. Process. Syst., vol. 30, Jan. 2017.

[3] X. Wang, C. Wang, X. Li, V. C. M. Leung, and T. Taleb, “Federated deep reinforcement learning for internet of things with decentralized cooperative edge caching,” IEEE Internet Things J., vol. 7, no. 10, pp. 9441–9455, Oct. 2020.

[4] Y. Zhao, J. Zhao, L. Jiang, R. Tan, D. Niyato, Z. Li, L. Lyu, and Y. Liu, “Privacy-preserving blockchain-based federated learning for IoT devices,” IEEE Internet Things J., vol. 8, no. 3, pp. 1817–1829, 2021.

[5] Q. Yang, Y. L., T. Chen, and Y. Tong, “Federated machine learning:

Concept and applications,” ACM Trans. Intell. Syst. Technol., vol. 10, no. 2, pp. 1–19, Feb. 2019.

[6] Z. Zhao, C. Feng, W. Hong, J. Jiang, C. Jia, T. Q. S. Quek, and M. Peng, “Federated learning with non-IID data in wireless networks,” ” IEEE Trans. Wireless Commun., vol. 21, no. 3, pp. 1927–1942, Mar. 2022.

[7] E. Lari, V. C. Gogineni, R. Arablouei, and S. Werner, “Resource-efficient federated learning robust to communication errors,” in Proc. IEEE Stat. Signal Process. Workshop, 2023, pp. 265–269.

[8] V. C. Gogineni, S. Werner, Y.-F. Huang, and A. Kuh, “Communicationefficient online federated learning strategies for kernel regression,” IEEE Internet Things J., vol. 10, no. 5, pp. 4531–4544, Mar. 2023.

[9] ——, “Communication-efficient online federated learning framework for nonlinear regression,” in Proc. IEEE Int. Conf. Acoust. Speech Signal Process., May 2022, pp. 5228–5232.

[10] E. Lari, V. C. Gogineni, R. Arablouei, and S. Werner, “Continual local updates for federated learning with enhanced robustness to link noise,” in Proc. Asia-Pacific Signal Inf. Process. Assoc., 2023, pp. 1199–1203.

[11] J. Bernstein, Y.-X. Wang, K. Azizzadenesheli, and A. Anandkumar, “signSGD: Compressed optimisation for non-convex problems,” in Proc. Int. Conf. Mach. Learn., 2018, pp. 560–569.

[12] R. Jin, Y. Huang, X. He, H. Dai, and T. Wu, “Stochastic-sign SGD for federated learning with theoretical guarantees,” arXiv preprint arXiv:2002.10940, Feb. 2020.

[13] X. Fan, Y. Wang, Y. Huo, and Z. Tian, “1-bit compressive sensing for efficient federated learning over the air,” IEEE Trans. Wireless Commun., Oct. 2022.

[14] D. Rothchild, A. Panda, E. Ullah, N. Ivkin, I. Stoica, V. Braverman, J. Gonzalez, and R. Arora, “FetchSGD: Communication-efficient federated learning with sketching,” in Proc. Int. Conf. Mach. Learn., Jul. 2020.

[15] A. Kuh, “Real time kernel learning for sensor networks using principles of federated learning,” in Proc. IEEE Int. Conf. Asia-Pacific Signal Info. Process. Assoc., Dec. 2021, pp. 2089–2093.

[16] E. M. E. Mhamdi, R. Guerraoui, and S. Rouault, “The hidden vulnerability of distributed learning in byzantium,” in Proc. Int. Conf. Mach. Learn., Jul. 2018, pp. 3521–3530.

[17] X. Cao and N. Gong, “MPAF: Model poisoning attacks to federated learning based on fake clients,” in Proc. IEEE Conf. Comput. Vis. Pattern Recog., Jun. 2022, pp. 3395–3403.

[18] Y. Chen, L. Su, and J. Xu, “Distributed statistical machine learning in adversarial settings: Byzantine gradient descent,” Proc. ACM Meas. Anal. Comput. Syst., vol. 1, no. 2, pp. 1–25, 2017.

[19] J. Bernstein, J. Zhao, K. Azizzadenesheli, and A. Anandkumar, “signSGD with majority vote is communication efficient and fault tolerant,” in Proc. Int. Conf. Learn. Represent., 2019.

[20] M. Fang, X. Cao, J. Jia, and N. Gong, “Local model poisoning attacks to Byzantine-Robust federated learning,” in USENIX Security Symp., 2020, pp. 1605–1622.

[21] X. Cao, M. Fang, J. Liu, and N. Z. Gong, “FLTrust: Byzantine-robust federated learning via trust bootstrapping,” arXiv preprint arXiv:2012.13995, 2020.

[22] X. Cao, J. Jia, Z. Zhang, and N. Z. Gong, “FedRecover: Recovering from poisoning attacks in federated learning using historical information,” in Proc. IEEE Symp. Security Privacy, Jul. 2023, pp. 326–343.

[23] G. Xia, J. Chen, C. Yu, and J. Ma, “Poisoning attacks in federated learning: A survey,” IEEE Access, vol. 11, pp. 10 708–10 722, 2023.

[24] F. Hu, W. Zhou, K. Liao, H. Li, and D. Tong, “Toward federated learning models resistant to adversarial attacks,” IEEE Internet Things J., vol. 10, no. 19, pp. 16 917–16 930, 2023.

[25] G. Sun, Y. Cong, J. Dong, Q. Wang, L. Lyu, and J. Liu, “Data poisoning attacks on federated machine learning,” IEEE Internet Things J., vol. 9, no. 13, pp. 11 365–11 375, 2022.

[26] Y. Chen, X. Zhu, X. Gong, X. Yi, and S. Li, “Data poisoning attacks in internet-of-vehicle networks: Taxonomy, state-of-the-art, and future directions,” IEEE Trans. Industr. Inform., vol. 19, no. 1, pp. 20–28, 2023.

[27] B. Biggio, I. Corona, D. Maiorca, B. Nelson, N. Šrndić, P. Laskov, G. Giacinto, and F. Roli, “Evasion attacks against machine learning at test time,” in Proc. Mach. Learn. Knowl. Discovery Databases. Springer, 2013, pp. 387–402.

[28] Y. Liu, S. Ma, Y. Aafer, W.-C. Lee, J. Zhai, W. Wang, and X. Zhang, “Trojaning attack on neural networks,” in Proc. Net. Dist. Syst. Security Symp. Internet Soc, 2018.

[29] R. Shokri, M. Stronati, C. Song, and V. Shmatikov, “Membership inference attacks against machine learning models,” in Proc. IEEE Symp. Security Privacy, 2017, pp. 3–18.

[30] L. Liu, Y. Wang, G. Liu, K. Peng, and C. Wang, “Membership inference attacks against machine learning models via prediction sensitivity,” IEEE Trans. Dependable Secure Computing, vol. 20, no. 3, pp. 2341–2347, 2023.

[31] C. Douligeris and D. N. Serpanos, Network security: current status and future directions. John Wiley & Sons, 2007.

[32] Z. Wang, Q. Kang, X. Zhang, and Q. Hu, “Defense strategies toward model poisoning attacks in federated learning: A survey,” in Proc. IEEE Wireless Comm. Net. Conf., 2022, pp. 548–553.

[33] D. Yin, Y. Chen, R. Kannan, and P. Bartlett, “Byzantine-robust distributed learning: Towards optimal statistical rates,” in Proc. Int. Conf. Mach. Learn., 2018, pp. 5650–5659.

[34] Z. Liu, K. Zheng, L. Hou, H. Yang, and K. Yang, “A novel blockchainassisted aggregation scheme for federated learning in IoT networks,” IEEE Internet Things J., vol. 10, no. 19, pp. 17 544–17 556, 2023.

[35] R. Jin, Y. Liu, Y. Huang, X. He, T. Wu, and H. Dai, “Sign-based gradient descent with heterogeneous data: Convergence and byzantine resilience,” IEEE Trans. Neural Netw. Learn. Syst., pp. 1–13, 2024.

[36] E. Lari, V. C. Gogineni, R. Arablouei, and S. Werner, “On the resilience of online federated learning to model poisoning attacks through partial sharing,” in Proc. IEEE Int. Conf. Acoust. Speech Signal Process., Apr. 2024, pp. 9201–9205.

[37] R. Arablouei, S. Werner, Y.-F. Huang, and K. Doğançay, “Distributed least mean-square estimation with partial diffusion,” IEEE Trans. Signal Process., vol. 62, no. 2, pp. 472–484, Jan. 2014.

[38] R. Arablouei, K. Doğançay, S. Werner, and Y.-F. Huang, “Adaptive distributed estimation based on recursive least-squares and partial diffusion,” IEEE Trans. Signal Process., vol. 62, no. 14, pp. 3510–3522, Jul. 2014.

[39] B. Kailkhura, S. Brahma, and P. K. Varshney, “Data falsification attacks on consensus-based detection systems,” IEEE Trans. Signal Inf. Process. Netw., vol. 3, no. 1, pp. 145–158, Mar. 2017.

[40] R. H. Koning, H. Neudecker, and T. Wansbeek, “Block kronecker products and the vecb operator,” Linear algebra and its applications, vol. 149, pp. 165–184, 1991.

[41] H. C. Shin and A. Sayed, “Mean-square performance of a family of affine projection algorithms,” IEEE Trans. Signal Process., vol. 52, no. 1, pp. 90–102, Jan. 2004.

[42] K. B. Petersen and M. S. Pedersen, “The matrix cookbook,” Nov. 2012, version 20121115. [Online]. Available: http://www2.compute.dtu.dk/pubdb/pubs/3274-full.html [43] L. Isserlis, “On a formula for the product-moment coefficient of any order of a normal frequency distribution in any number of variables,” Biometrika, vol. 12, pp. 134–139, Nov. 1918.