arXiv:2403.10137v1 [quant-ph] 15 Mar 2024

Device-independent quantum secret sharing with noise pre-processing and post-selection

Qi Zhang^1, Wei Zhong^3, Ming-Ming Du^2, Shu-Ting Shen^2, Xi-Yun Li^1, An-Lei Zhang^1, Lan Zhou^{1∗}, Yu-Bo Sheng^{2†} 1College of Science, Nanjing University of Posts and Telecommunications, Nanjing, 2College of Electronic and Optical Engineering, & College of Flexible Electronics (Future Technology), Nanjing University of Posts and Telecommunications, Nanjing, 210023, China 3Institute of Quantum Information and Technology, Nanjing University of Posts and Telecommunications, Nanjing, 210003, China

(Dated: March 18, 2024)

Quantum secret sharing (QSS) is a fundamental quantum secure communication primitive, which enables a dealer to distribute secret keys to a set of players. Device-independent (DI) QSS can relax the security assumptions about the devices’ internal working, and effectively enhance QSS’s security under practical experimental conditions. Here, we propose a DI-QSS protocol based on Greenberger-Horne-Zeilinger state, which guarantees the security of keys by the observation of the data conclusively violating the Svetlichny inequality. We estimate the performance of our DI- QSS protocol in practical noisy communication scenarios by simulating its key generation rate, noise tolerance threshold, and detection efficiency threshold. Moreover, some active improvement strategies, such as the noise pre-processing strategy and post-selection strategy are introduced into the DI-QSS protocol, which can increase its noise tolerance threshold from 7.148% to 8.072%, and reduce the detection efficiency threshold from 96.32% to 94.30%. It indicates that the adoption of the active improvement strategies can enhance DI-QSS’s robustness against the noise and photon loss, which can reduce the experimental difficulty and promote DI-QSS’s experimental realization. Our work may be a promising guidance for future DI-QSS’s experiments.

I. INTRODUCTION

Quantum secure communication is based on the basic principles of quantum mechanics to guarantee the unconditional security of the transmitted messages. Quantum secure communication mainly includes three important branches, such as quantum key distribution (QKD) [1– 5], quantum secure direct communication (QSDC) [6– 10], and quantum secret sharing (QSS) [11–13]. QKD is used to distribute secret keys between two distant parties. QSDC enables two communication parties to directly transmit meaningful messages through quantum channel without sharing keys in advance. Both QKD and QSDC belong to two-partite communication. QSS which will be detailed here, is a multipartite cryptographic primitive in quantum network. It aims to split a secret key of one user, called the dealer, into several parts and distribute each part to a user, called the player. Any unauthorized subset of players cannot reconstruct the distributed key, which can be reconstructed only when all the authorized players cooperate [11]. QSS has important applications in many quantum information tasks, such as quantum Byzantine agreements [14] and distributed quantum computation [15].

In 1999, Hillery et al. [11] proposed the first

∗Email address: zhoul@njupt.edu.cn †Email address: shengyb@njupt.edu.cn

three-party QSS protocol using the Greenberger-Horne- Zeilinger (GHZ) states. This protocol is a quantum counterpart of classical secret sharing. Since then, QSS has been widely researched in both theory and experiment [12, 13, 16–37]. In 1999, the researchers used the two-particle entanglement to realize QSS and made the systematical security analysis [12]. In 2004, two efficient arbitrary multi-party QSS protocols based on the asymmetric measurement-basis and measuring-basis-encrypted technics were proposed, which have the asymptotic efficiency of 100% [38]. Soon later, based on the QSDC theory, a (n, n)-threshold multi-party QSS protocol with single photons was proposed [16]. Similar to other quantum secure communication branches, the practical imperfect experimental devices cause security loopholes for QSS. To enhance QSS’s security, the measurement-device-independent (MDI) QSS protocol was proposed in 2015 [22], which can resist all possible attacks focusing on practical imperfect measurement devices. In 2020 and 2021, researchers designed the deterministic MDI-QSS protocols, which does not require any basis reconciliation and can avoid the corresponding measurement loss [24, 25]. Recently, the differential phase shift (DPS) QSS [26, 27] and round-robin (RR) QSS [28] protocols have been proposed. DPS-QSS can effectively simplify the experimental setup [26, 27], and RR-QSS removes the monitoring signal disturbance and can provide the unconditional security against coherent attacks [28]. During the past decade, the proof-of-principle experimental demonstration of the QSS protocols based on entanglement [30–33], single qubit [34], and graph state [35, 36] have been reported. In 2023, Shen et al. proposed a feasible QSS protocol with simple phase encoding of coherent states and implemented a proof-of-principle experiment, which greatly promoted QSS’s practicality [37].

Although MDI-QSS can guarantee QSS’s security against all attacks from practical measurement devices, the side message leakage caused by the practical imperfect photon source [39–41] may also seriously threaten QSS’s security. A promising approach to eliminate the security loophole from both imperfect source and measurement devices is to use the device-independent (DI) method. DI-type protocols only require two fundamental assumptions, say, quantum physics is correct and no unwanted signal can escape from each party’s laboratories. They can relax all additional assumptions made for experimental devices and treat all experimental devices in each user’s location as a “black box”. In this way, DItype protocols can resist all possible attacks from practical experimental devices and provide the highest security level. The study on DI-type protocols started with DI- QKD [42–44]. Since 2007, DI-QKD has achieved great progress in theory [45–54]. In 2022, DI-QKD experiments made great breakthrough [55–57], thus proving the feasibility of DI theory. The DI method was introduced into QSDC in 2020. Zhou et al. proposed the first DI-QSDC protocol against the collective noise [58]. They provided the theoretical security proof of DI-QSDC in the noisy channel environment and simulated its communication efficiency. Soon Later, the one-step DI-QSDC protocol and DI-QSDC protocol with single photons were successively proposed [59, 60].

The physical base of the DI security is the fact that the measurements on entangled particles can provide the parties with nonlocal correlations. The two-particle nonlocal correlations which are used in DI-QKD and DI-QSDC can be detected by the violation of Bell-type inequalities (typically, the Clauser-Horne-Shimony-Holt (CHSH) inequality) [61, 62]. However, the detection of multiparticle nonlocal correlations is much more complicated [63]. In 1987, Svetlichny proposed the first method for measuring the multi-party nonlocality by detecting the violation of the Svetlichny inequality [64]. Later, a similar violation for arbitrary n qubits was derived [65]. In 2006, the Bell-type inequalities for multipartite arbitrary dimensions were proposed in [66]. In 2011, Bancal et al. used a family of Bell-type inequalities to detect the genuine multipartite nonlocality for an arbitrary number of systems of arbitrary dimensionality [67]. Based on the researches on the multi-particle nonlocal correlations, in 2019, Roy et al. proposed a DI-QSS protocol in arbitrary even dimensions [68] and proved its security based on the multipartite arbitrary-dimensional Bell inequality in Ref. [66]. Soon later, a stronger form of Bell nonlocality was put forward, for which even some nonlocal hidden variable models cannot reproduce the quantum predictions, enabling DI-QSS to circumvent possible attacks [69]. Above researches greatly promote the theoretical study on DI-QSS. However, they did not analyze DI-QSS’s performance in the practical quantum communication scenarios, such as the key generation rate, the noise tolerance, and detection efficiency threshold, which have been widely studied in DI-QKD and DI-QSDC [43– 47, 58–60].

In our paper, we propose a three-partite DI-QSS protocol based on the Svetlichny inequality and conduct numerical simulations on its performance in the practical noisy channel environment. Similar to DI-QKD and DI- QSDC protocols, the DI-QSS protocol has low noise tolerance and requires quite high detection efficiency, which is difficult to realize under practical experimental conditions. For optimizing its performance and reducing the difficulty of experiment implementation, we introduced the noise pre-processing and post-selection techniques in DI-QKD [44, 48–51] into our DI-QSS protocol. The noise pre-processing can improve the noise tolerance threshold and the post-selection has been proved to be an effective method for enhancing the photon loss robustness, which can decrease the detection efficiency threshold. With the help of above techniques, we can effectively increase the noise tolerance threshold and reduce the detection efficiency threshold of our DI-QSS protocol. These improvements may bridge the gap between DI-QSS’s theory and experiment.

The paper is organized as follows. In Sec. II, we explain the tripartite nonlocal correlation, which is the core of DI-QSS. In Sec. III, we propose the DI-QSS protocol based on GHZ states, and analyze its performance in the practical noisy channel environment. We adopt the noise pre-processing and post-selection techniques in the DI-QSS protocol to improve its noise and photon loss robustness in Sec. IV. In Sec. V, we make some discussion and draw a conclusion.

II. TRIPARTITE NONLOCAL CORRELATION

Before explaining our DI-QSS protocol, it is necessary to briefly introduce the genuine tripartite nonlocality, which represents the strongest form of tripartite nonlocality. The presence of the genuine tripartite nonlocality implies the presence of genuine tripartite entanglement. In 1986, Svetlichny proposed the first method to detect the genuine tripartite nonlocality [64]. Svetlichny derived a Bell-type inequality for a three-qubit system, say, the Svetlichny inequality, which holds even if (any) two of the three parts can display arbitrary nonlocal correlations while the third party is separated [64, 65].

Suppose that three separated parties Alice, Bob, and Charlie perform measurement on their photons. We denote the measurement basis of Alice (Bob, Charlie) as A_i (B_j , C_k ), where i, k ∈ {1, 2}. Here, for applying the Svetlichny inequality to our DI-QSS protocol, we choose j ∈ {1, 2, 3}. Their measurement results are noted as a_i, b_j , c_k ∈ {−1, +1}, respectively. Thus, the Svetlichny inequality is written as

S_{ABC} = ⟨a_1b_2c_2⟩ + ⟨a_1b_3c_1⟩ + ⟨a_2b_2c_1⟩ − ⟨a_2b_3c_2⟩ + ⟨a_2b_3c_1⟩ + ⟨a_2b_2c_2⟩ + ⟨a_1b_3c_2⟩ − ⟨a_1b_2c_1⟩ ≤ 4. (1) Here, ⟨a_ib_j c_k⟩ represents the expected value of the tripartite measurement results, say, ⟨a_ib_j c_k⟩ = P (a_ib_j c_k = 1) − P (a_ib_j c_k = −1) (P represents the probability). The violation of Svetlichny inequality implies the presence of the genuine tripartite nonlocality.

Based on the research in Ref. [67], the Svetlichny polynomial S_{ABC} in Eq. (1) can be simplified by the CHSH polynomials as

S_{ABC} = ⟨S_{AB} c_2⟩ + ⟨S^′_{AB} c_1⟩, (2)

where ⟨S_{AB} c_2⟩ = P (S_{AB} c_2 = 1) − P (S_{AB} c_2 = −1) and ⟨S^′_{AB} c_1⟩ = P (S^′_{AB} c_1 = 1) − P (S^′_{AB} c_1 = −1). S_{AB} is the usual CHSH polynomial between Alice and Bob with the form of

S_{AB} = ⟨a_1b_2⟩ + ⟨a_2b_2⟩ + ⟨a_1b_3⟩ − ⟨a_2b_3⟩, (3)

where ⟨a_ib_j ⟩ = P (a_ib_j = 1) − P (a_ib_j = −1). By applying the mappings b_2 → b_3 and b_3 → −b_2, which do not affect the local correlation, we can transform S_{AB} to its equivalent form S^′_{AB} as

S^′_{AB} = ⟨a_2b_3⟩ + ⟨a_2b_2⟩ + ⟨a_1b_3⟩ − ⟨a_1b_2⟩. (4)

Assume that Alice, Bob, and Charlie share a threephoton GHZ state with the form of |GHZ⟩ = 1 √ 2 (|HHH⟩ + |V V V ⟩), (5) where |H⟩ and |V ⟩ denote the horizontal and vertical polarization states, respectively.

Charlie has two measurement bases C_1 = σ_x and C_2 = −σ_y to measure the state shared by Alice and Bob that is optimal for their corresponding CHSH test. In detail, the eigenstates of the measurement operators are σ_x = {|+_x⟩ =^{1√}_2 (|H⟩+|V ⟩), |−_x⟩ =^{1√}_2 (|H⟩−|V ⟩)}, and −σ_y = {|+_y⟩ =^{1√}_2 (|H⟩ − i|V ⟩), |−_y⟩ =^{1√}_2 (|H⟩ + i|V ⟩)}. Charlie defines that |+_x⟩ and |+_y⟩ correspond to the measurement result “+1”, |−_x⟩ and |−_y⟩ correspond to the measurement result “−1”.

Charlie will announce his measurement basis and measurement result for each photon. Under the case that Charlie chooses C_1 = σ_x to measure his photon, when he obtains the measurement result of “±1”, the quantum state shared by Alice and Bob will collapse to |ϕ^±⟩_{AB} = 1 √ 2 (|HH⟩ ± |V V ⟩). (6) This is optimal for the CHSH test between Alice and Bob. Alice and Bob choose measurements which are optimal for CHSH test, say, A_1 = σ_x, A_2 = σ_y , B_1 = σ_x,

B_2 = (σ_x − σ_y )/ √ 2, and B_3 = (σ_x + σ_y)/ √ 2. The state |ϕ^±⟩_{AB} provides the maximal value of CHSH polynomial of S_{AB} = S^′_{AB} = ±2 √ 2, respectively.

Under the case that Charlie chooses C_2 = −σ_y to measure his photon, when he obtains the measurement result of “±1”, the quantum state shared by Alice and Bob will collapse to |ψ^±⟩_{AB} = 1 √ 2 (|HH⟩ ± i|V V ⟩). (7) Similar as the above case, the state |ψ^±⟩_{AB} can also lead to the maximal value of S_{AB} = S^′_{AB} = ±2 √ 2, respectively.

In this way, when c_k = +1, the measurements of Alice and Bob are positively correlated, with S_{AB} = S^′_{AB} = 2 √ 2. Conversely, when c_k = −1, the measurements of Alice and Bob are anti-correlated, with S_{AB} = S^′_{AB} = −2 √ 2. Thus, the maximal violation of the tripartite Svetlichny inequality for Alice, Bob and Charlie S_{ABC} = 4 √ 2 can be achieved. In summary, Charlie’s measurements consistently keep Eq. (2) positive. Without loss of correlation between Alice and Bob, we use S to represent S_{AB} (S^′_{AB} ) in the following parts, which is given by S = { S_{AB} (S^′_{AB} ), if c_k = +1, −S_{AB} (−S^′_{AB} ), if c_k = −1. (8) The above simplification shows that the Svetlichny polynomial can be treated as an extension of the CHSH polynomial in the tripartite scenario. The type of the CHSH test depends on Charlie’s measurements. In the above three-photon GHZ state case, it is only necessary to ensure that Alice’s and Bob’s results violate the CHSH inequality (S ≤ 2) to ensure the genuine tripartite nonlocality of the three photons.

III. DI-QSS PROTOCOL

In this section, we describe the DI-QSS protocol in detail and estimate its performance in practical noisy quantum communication scenario. Similarly to DI-QKD and DI-QSDC protocols [42–44, 58–60], DI-QSS’s security can be also guaranteed by only two fundamental assumptions, say, the quantum physics is correct, and the users’ physical locations are secure. The basic principle of our DI-QSS protocol is shown in Fig. 1. The DI-QSS protocol includes 5 steps which are shown below.

A. DI-QSS process

Step 1 The central entanglement source prepares N (N is a large number) pairs of three-photon polarization GHZ states with the form of Eq. (5). The central entanglement source divides the three photons of each GHZ

FIG. 1: (Color online) Schematic diagram of the DI-QSS protocol. The center source prepares a large number of identical three-photon GHZ states, which are then divided into three sequences, namely S1, S2 and S3 sequences. The photons in three sequences are distributed to three distant users, Alice, Bob, and Charlie, respectively. The three users select measurement basis independently and get the measurement result: −1, +1 or no-click event “⊥”.

state into S_1, S_2, and S_3 sequences, respectively. Then, all the photons in the S_1, S_2, and S_3 sequences are distributed to three distance users, Alice, Bob, and Charlie sequentially through three quantum channels, respectively. Here, we consider a symmetrical situation, say, the distance from the entanglement source to each user is equal.

Step 2 After the three users receiving the photons, they independently and randomly select measurement basis to measure the received photons. Both Alice and Charlie have two measurement bases, say, A_1 = σ_x and A_2 = σ_y for Alice, and C_1 = σ_x, C_2 = −σ_y for Charlie. Bob has three measurement bases, including B_1 = σ_x, B_2 = (σ_x − σ_y)/ √ 2, and B_3 = (σ_x + σ_y )/ √ 2. The measurement results from the three users are denoted as a_i, b_j , and c_k, respectively (i, k ∈ {1, 2} and j ∈ {1, 2, 3}), where a_i, b_j , c_k ∈ {−1, +1}.

Step 3 After the measurement, Alice, Bob, and Charlie announce the measurement basis for each photon in the S_1, S_2 and S_3 sequences in turn. There are three cases based on their measurement basis selection.

In the first case, Bob chooses B_2 or B_3. In this case, all the three users announce their measurement results, which are used to estimate the Svetlichny polynomial S_{ABC} among three users’ results, as well as the CHSH polynomial S between Alice’s and Bob’s results for the security checking (the detailed estimation process is shown in Sec. II). When S > 2 (equivalent to S_{ABC} > 4), it means that the corresponding photons in three users’ locations are nonlocally correlated. In this scenario, the users can bound the key leakage rate from Eve’s eavesdropping. In particular, when S reaches the maximal value of 2 √ 2 (equivalent to S_{ABC} reaches the maximal value of 4 √ 2), the three users share the maximally entangled GHZ state with the form of Eq. (5). Any eavesdropping behavior would reduce the value of S (S_{ABC} ), and thus be detected by the users. As a result, the key leakage rate in this optimal case is strictly zero. In this way, when 2 < S ≤ 2 √ 2 (equivalent to 4 < S_{ABC} ≤ 4 √ 2), the users regard that the photon transmission process is secure and the communication continues. In contrary, when S ≤ 2 (equivalent to S_{ABC} ≤ 4), it means that the corresponding photons in three users’ locations are classical correlated. In this scenario, the users cannot detect Eve’s eavesdropping, so that the photon transmission is not secure. The users have to terminate the communication.

In the second case, the measurement basis combination is {A_1B_1C_1}. In this case, Charlie announces his measurement result and Bob can infer Alice’s measurement results as the raw keys by combining Charlie’s and his own measurement results. Each party’s measurement result “+1” is labeled as the key bit “0”, and the measurement result “−1” is labeled as the key bit “1”. The coding rule can be described as k_A = k_B ⊕ k_C , where k_A, k_B and k_C denote the key bits of Alice, Bob, and Charlie, respectively. Meanwhile, Alice randomly announces a part of her raw keys, and Bob can estimate the quantum bit error rate (QBER) δ based on these announced raw keys.

In the third case, the measurement basis combination is {A_1B_1C_2}, {A_2B_1C_1}, or {A_2B_1C_2}. In this case, the measurement results from three users should be discarded.

Step 4 The users repeat the above process until Bob obtains a sufficient number of raw keys.

Step 5 Alice, Bob, and Charlie perform the error correction and private amplification on the obtained raw keys, resulting in a series of secure keys.

B. The performance of the DI-QSS protocol in practical noisy quantum communication scenario

The DI framework aims to prove the security of a protocol without specifying the states and measurements that are used in the protocol. In the DI-QSS protocol, we only require that Eve obeys the laws of quantum physics, but don’t limit his ability. Eve can even control the entanglement source and fabricate the users’ measurement devices. Moreover, we assume that Eve has perfect noiseless quantum channel. Although we have specified a particular state (GHZ state) in our DI-QSS protocol that produces these nonlocal correlations, we do not assume anything about the source state in its practical implementation. The users only rely on the tripartite nonlocality to certify that the outputs from uncharacterized devices are genuinely random to Eve, and thus guarantee the security of the transmitted keys. In the security checking process, the users can only use the observed relation between the measurement basis selection (input) and measurement result (outcome) to bound Eve’s knowledge.

In the DI-QSS protocol, all of Charlie’s measurement results are publicly announced. When the users’ measurement basis combination is {A_1B_1C_1}, Bob can read out the transmitted key from Alice. Thus, in the asymptotic limit of a large number of rounds, the key generation rate r of our DI-QSS protocol after optimal one-way error correction and privacy amplification is given by [70]

r = H(A_1|E) − H(A_1|B_1), (9)

where H(|) is the von Neumann conditional entropy. H(A_1|E) quantifies Eve’s uncertainty about Alice’s key, which can also represent the key secrecy rate to Eve. H(A_1|B_1) quantifies the key error rate to Bob, under the measurement basis of {A_1B_1C_1}. In practical experiment, H(A_1|E) can be lower bounded from the Svetlichny polynomial S_{ABC} (CHSH polynomial S).

During the photon long-distance transmission process, the photon transmission loss and decoherence caused by the channel noise would seriously degrade the entanglement and weaken the nonlocal correlation among users’ measurement results. Here, we consider the white noise model, where the target GHZ state may degrade to eight possible GHZ states with equal probability. Meanwhile, we assume that each user successfully detects the transmitted photon with the probability η, and thus the probability of no-click is η̄ = 1 − η. In this way, after the entanglement distribution, the users share N pairs of mixed states with the form of ρ_{ABC} = η^3(F |GHZ⟩⟨GHZ| + 1 − F 8 I) + 1 2 η^2η̄ (|HH⟩⟨HH| + |V V ⟩⟨V V |)_{BC} + 1 2 η^2η̄ (|HH⟩⟨HH| + |V V ⟩⟨V V |)_{AC} + 1 2 η^2η̄ (|HH⟩⟨HH| + |V V ⟩⟨V V |)_{AB} + 1 2 ηη̄^2 (|H⟩⟨H| + |V ⟩⟨V |)_A + 1 2 ηη̄^2 (|H⟩⟨H| + |V ⟩⟨V |)_B + 1 2 ηη̄^2 (|H⟩⟨H| + |V ⟩⟨V |)_C + η̄^3|vac⟩⟨vac|, (10)

where the fidelity F is the probability that the photon state is free of error, and the unit matrix I consists of the density matrix of the eight possible GHZ states induced by noise (see Appendix A). |vac⟩ denotes the vacuum state.

According to the coding rule in Step 3, when all photons of a GHZ state are detected by the users, there are four GHZ states |GHZ^−_1 ⟩ =^{1√}_2 (|HHH⟩ − |V V V ⟩), |GHZ^−_2 ⟩ =^{1√}_2 (|HHV ⟩ − |V V H⟩), |GHZ^−_3 ⟩ = 1√ 2 (|HV H⟩ − |V HV ⟩) and |GHZ^−_4 ⟩ =^{1√}_2 (|V HH⟩ − |HV V ⟩), which will cause the three users to obtain incorrect measurement results with the measurement basis {A_1B_1C_1} (see Appendix A). Therefore, the QBER Q_1 caused by the decoherence in the white noise model is given by

Q_1 = 4 × 1 − F 8 η^3 = 1 − F 2 η^3. (11)

Then, we analyze the impact of the photon loss on the DI-QSS protocol. We assume that each user adopts a three-value strategy for the measurements. In detail, besides the measurement results “+1” (|+_x⟩) and “−1” (|−_x⟩), each user defines an extra output “⊥” for the noclick event (occurs with the probability of η̄). For simplicity, we denote the measurement results |+_x⟩, |−_x⟩, and no-click event as +, −, and ⊥, respectively. Therefore, after entanglement distribution, the probability of the measurement results P (a_ib_j c_k) has the following four cases (here, we do not consider the decoherence).

(1) No photon loss:

P (+ + +) = P (+ − −) = P (− + −) = P (− − +) = 1 2 η × 1 2 η × η = 1 4 η^3,

P (+ + −) = P (+ − +) = P (− + +) = P (− − −) = 0. (12)

(2) One photon is lost:

P (+ + ⊥) = P (+ − ⊥) = P (+⊥+) = P (+⊥−) = P (− + ⊥) = P (− − ⊥) = P (−⊥+) = P (−⊥−) = P (⊥ + +) = P (⊥ + −) = P (⊥ − +) = P (⊥ − −) = 1 2 η × 1 2 η × η̄ = 1 4 η^2η̄. (13)

(3) Two photons are lost: P (+⊥⊥) = P (−⊥⊥) = P (⊥ + ⊥) = P (⊥ − ⊥) = P (⊥⊥+) = P (⊥⊥−) = 1 2 η × η̄ × η̄ = 1 2 ηη̄^2. (14)

(4) All the three photons are lost:

P (⊥⊥⊥) = η̄ × η̄ × η̄ = η̄^3. (15)

If the users obtain cases (2)-(4), they define an error occurs. As a result, the QBER caused by the photon loss can be calculated as

Q_2 = 12 × 1 4 η^2η̄ + 6 × 1 2 ηη̄^2 + η̄^3

= 3η^2η̄ + 3η̄^2η + η̄^3 = 1 − η^3. (16)

In this way, combining the decoherence and photon loss factors, the total QBER δ can be calculated as

δ = Q_1 + Q_2 = 1 − F 2 η^3 + 1 − η^3

= 1 − 1 2 η^3 − 1 2 η^3F. (17)

Therefore, the key error rate H(A_1|B_1) for three users is given by

H (A_1|B_1) = h (δ) , (18)

where h(x) is the binary Shannon entropy with h(x) = −x log_2 x − (1 − x) log_2 (1 − x).

Based on above calculations, the theoretical value of the CHSH polynomial between Alice’s and Bob’s measurement results is given by

S = 2 √ 2F η^3 = 2 √ 2(2 − η^3 − 2δ). (19)

When 2 < S ≤ 2 √ 2 (equivalent to 4 < S_{ABC} ≤ 4 √ 2), the users ensure that their measurement results have nonlocal correlations. In this case, the key secrecy rate to Eve H(A_1|E) can be lower bounded by

H(A_1|E) ≥ 1 − h ( √ S^2/4 − 1 2 + 1 2 ) . (20)

By substituting Eqs. (17)-(20) into Eq. (9), we can obtain a lower bound of the key generation rate r as a

FIG. 2: (Color online) The key generation rate of our DI- QSS protocol as a function of the detection efficiency η. Here, we fix the fidelity of the target GHZ state as F = 1, 0.99, 0.97, 0.95, respectively.

function of the detection efficiency η and the fidelity F as r ≥ 1 − h (√ 2F^2η^6 − 1 2 + 1 2 )

− h ( 1 − 1 2 η^3 − 1 2 η^3F ) . (21)

The key generation rate r as a function of the detection efficiency η is shown in Fig. 2. Here, we fix the fidelity of the target GHZ state as F = 1, 0.99, 0.97, 0.95, respectively. Both the decoherence and photon loss seriously reduce DI-QSS’s key generation rate. For obtaining positive value of r, high detection efficiency η and fidelity F are required. When F = 1 (no decoherence), the detection efficiency threshold of the DI-QSS protocol is 96.32%. As the fidelity F decreases, DI-QSS requires higher detection efficiency. For example, when F = 0.95, the detection efficiency threshold increases to 97.57%. Meanwhile, the tolerable threshold of F is calculated to be 0.851. Below the detection efficiency threshold or fidelity threshold, no positive value of r can be achieved.

IV. ACTIVE IMPROVEMENT STRATEGIES

From the calculations in Sec. III, the decoherence and photon loss would seriously weaken the nonlocality correlation of the users’ measurement results, which would largely reduce the key generation rate of the DI-QSS protocol. To address the above two defects, we introduce the noise pre-processing strategy and post-selection strategy to modify our DI-QSS protocol to resist the decoherence and photon loss problems, respectively. We denote the active operation of a user to address the photon loss and decoherence problems as the active improvement strategies.

A. Noise pre-processing strategy

Noise pre-processing strategy has been adopted in DI- QKD protocols to enhance the noise resistance [48–50]. Here, Alice introduces the pre-processing operation in Step 3 of the DI-QSS protocol. In detail, when the measurement basis combination is {A_1B_1C_1}, Alice will flip her measurement result with a probability of q (Alice flips “+1” to “−1”, and “−1” to “+1”). After the measurements and flip operations for all of her photons, she will announce the flip probability q in the error correction process to recover the key.

By performing the noise pre-processing strategy, the total noise quantum bit error rate (NQBER) δ_q consists of two scenarios. First, the initial photon state does not suffer from bit-flip error but is flipped by Alice with the probability of q. Second, the photon state suffers from bit-flip error and is not flipped by Alice with the probability of q̄ = 1 − q. Therefore, δ_q is given by

δ_q = q (1 − δ) + (1 − q) δ = q + (1 − 2q) δ. (22)

In this way, H (A_1|B_1)_q will change to

H (A_1|B_1)_q = h (δ_q ) . (23)

As δ_q > δ, it is naturally that H (A_1|B_1)_q may increase with the growth of q. As a result, the adoption of noise pre-processing strategy would increase the key error rate for three users.

Based on the derivation in the DI-QKD protocols with the noise pre-processing strategy [48–50], the key secrecy rate to Eve (H (A_1|E)_q ) after the noise pre-processing operation can be lower bounded by

H (A_1|E)_q ≥ g (S, q) , (24)

where,

g (S, q) = 1 − h √_{S2} 4 − 1 2 + 1 2

+ h √ (1 − 2q)^2 + 4q (1 − q) (_{S2} 4 − 1 ) 2 + 1 2 . (25)

The last item of g (S, q) makes H (A_1|E)_q higher than H (A_1|E) in Eq. (20). It is proved that the noise pre-processing operation can increase Eve’s uncertainty about Alice’s key and thus reduce the key leakage rate.

Finally, by substituting Eq. (17), Eq. (19), Eq. (23), and Eq. (24) into Eq. (9), we can obtain the lower bound of the key generation rate r_q of the DI-QSS protocol with

FIG. 3: (Color online) The key generation rate of DI-QSS protocol with the noise pre-processing strategy as a function of the QBER δ under different values of q.

the noise pre-processing strategy, which is a function of δ and the flipping probability q as r_q ≥ g [ 2 √ 2 ( 2 − η^3 − 2δ ) , q ] − h [q + (1 − 2q) δ] . (26)

In Fig. 3, we provide the key generation rate r_q of our DI-QSS protocol altered with the QBER δ in Eq. (17). Here, we fix the detection efficiency η = 1 and adjust the flipping probability q = 0, 0.05, 0.2, 0.4, respectively. The noise tolerable threshold of δ for DI-QSS without the noise pre-processing strategy (q = 0) is 7.148%. The adoption of the noise pre-processing strategy would increase the noise tolerable threshold of δ. In detail, when Alice fixes q = 0.05, 0.2, 0.4, the noise tolerable threshold can be increased to 7.616%, 7.95%, and 8.072%, respectively. It is proved that the adoption of noise pre-processing can improve the noise robustness of the DI-QSS protocol. However, the adoption of noise preprocessing strategy would reduce DI-QSS’s key generation rate, for it increases the key error rate to Bob. For example, when Alice fixes q = 0.4 and δ = 0.5, the key generation rate of the DI-QSS is about 3.8% of the DI- QSS protocol without the noise pre-processing strategy.

B. Post-selection strategy

Then, we analyze the scenario that the three users adopt the post-selection strategy in the measurement process to enhance DI-QSS’s photon loss robustness. In Step 2, each user replaces the previous three-value strategy with a deterministic two-value strategy. In detail, besides the deterministic results “+1” and “−1”, each user labels a measurement result as “+1” when he obtains a no-click result. Based on Eq. (12)-(15), the post-selection operation maps the detector response cases to {+ + ⊥} , {+⊥+} , {⊥ + +} , {+⊥⊥} , {⊥ + ⊥} , {⊥⊥+} , {⊥⊥⊥} → {+ + +} , {⊥ − −} → {+ − −} , {−⊥−} → {− + −} , {− − ⊥} → {− − +} , {+⊥−} , {⊥ + −} , {⊥⊥−} → {+ + −} , {+ − ⊥} , {⊥ − +} , {⊥ − ⊥} → {+ − +} , {− + ⊥} , {−⊥+} , {−⊥⊥} → {− + +} . (27)

With the deterministic post-selection strategy, the probability P_p of the measurement result (a_ib_j c_k) changes to

P_p (+ + +) = P (+ + +) + P (+ + ⊥) + P (+⊥+) + P (⊥ + +) + P (+⊥⊥) + P (⊥ + ⊥) + P (⊥⊥+) + P (⊥⊥⊥) , P_p (+ − −) = P (+ − −) + P (⊥ − −) , P_p (− + −) = P (− + −) + P (−⊥−) , P_p (− − +) = P (− − +) + P (− − ⊥) , P_p (+ + −) = P (+ + −) + P (+⊥−) + P (⊥ + −) + P (⊥⊥−) , P_p (+ − +) = P (+ − +) + P (+ − ⊥) + P (⊥ − +) + P (⊥ − ⊥) , P_p (− + +) = P (− + +) + P (− + ⊥) + P (−⊥+) + P (−⊥⊥) , P_p (− − −) = P (− − −) . (28)

Therefore, from Eq. (11)-Eq. (15) and Eq. (28), the total QBER δ_p is given by

δ_p = Q_1 + P_p(+ + −) + P_p(+ − +) + P_p(− + +) + P_p(− − −) = 1 − F 2 η^3 + 1 2 η × 1 2 η × η̄ × 6 + 1 2 η × η̄ × η̄ × 6 = 1 − F 2 η^3 − 3 2 η^2 + 3 2 η. (29)

Comparing with δ in Eq. (17), the adoption of postselection strategy can reduce the error rate caused by the photon loss.

Based on the above calculation, we can obtain the key error rate to Bob (H (A_1|B_1)_p) as

H (A_1|B_1)_p = h (δ_p) . (30)

Meanwhile, the adoption of the post-selection would change the CHSH polynomial. The theoretical value of the CHSH polynomial between Alice and Bob changes to

S_p = 2 √ 2η^3F + 2η̄^3, (31)

which is higher than the original value of S in Eq. (19).

FIG. 4: (Color online) The key generation rate of the DI- QSS protocol as a function of detection efficiency η with and without post-selection strategy under the fidelity of F = 1.

Substituting Eq. (31) into Eq. (20), we can obtain the key secrecy rate to Eve (H (A_1|E)_p) as

H (A_1|E)_p ≥ 1 − h √ S^2_p /4 − 1 2 + 1 2

= 1 − h √(√ 2η^3F + η̄^3

)_2 − 1 2 + 1 2 . (32)

It can be found that with the higher value of the CHSH polynomial, the key secrecy rate to the Eve can be effectively increased.

Finally, a lower bound of the DI-QSS’s key generation rate r_p with the post-selection strategy can be derived as

r_p ≥ 1 − h √(√ 2η^3F + η̄^3

)_2 − 1 2 + 1 2 − h ( 1 − F 2 η^3 − 3 2 η^2 + 3 2 η ) . (33)

In Fig. 4, we analyze the key generation rate of our DI- QSS protocol with and without the post-selection strategy altered with the detection efficiency η under the fidelity F = 1. It is shown that the detection efficiency threshold of the DI-QSS without the post-selection operation is as high as 96.32%. By performing the postselection strategy, the detection efficiency threshold is reduced to 94.99%. This improvement enhances DI-QSS’s robustness against photon loss. Meanwhile, benefitting from the post-selection strategy, the key generation rate of DI-QSS can be also effectively increased.

FIG. 5: (Color online) The key generation rate as a function of detection efficiency η after applying the advanced postselection strategy with q = 0, 0.05, 0.2, 0.4. Here, we fix the fidelity F = 1.

C. Advanced post-selection strategy

In this section, we propose an advanced post-selection strategy which combines the noise pre-processing and the post-selection to further improve the performance of our DI-QSS protocol. Based on Eq. (29) and Eq. (22), with the advanced post-selection strategy, the total QBER δ_{qp} of the DI-QSS protocol can be derived as

δ_{qp} = q + (1 − 2q) δ_p

= q + (1 − 2q)( 1 − F 2 η^3 − 3 2 η^2 + 3 2 η). (34)

Therefore, the key error rate H (A_1|B_1)_{qp} for three users has the form of

H (A_1|B_1)_{qp} = h (δ_{qp}) . (35)

As the noise pre-processing would not influence the CHSH polynomial, the CHSH polynomial S_{qp} has the same form of S_p in Eq. (31). By substituting S in Eq. (24) with S_p, the key secrecy rate to Eve (H (A_1|E)_{qp}) is lower bounded by H (A_1|E)_{qp} ≥ g ( 2 √ 2η^3F + 2η̄^3, q ) . (36)

Therefore, we can derive the lower bound of the DI- QSS’s key generation rate (r_{qp}) with the advanced postselection strategy as r_{qp} ≥ g ( 2 √ 2η^3F + 2η̄^3, q )

− h [ q + (1 − 2q)( 1 − F 2 η^3 − 3 2 η^2 + 3 2 η) ] . (37)

The key generation rate of the DI-QSS protocol with the post-selection operation (q = 0) and the advanced post-selection operation (q = 0.05, 0.2, 0.4) are shown in Fig. 5, respectively. Here, we fix the fidelity F = 1 for simplicity. It can be found that the adoption of the advanced post-selection operation can further reduce the detection efficiency threshold. When q increases from 0 to 0.4, the detection efficiency threshold is further reduced from 94.99% to 94.3%. It is proved that the DI- QSS with the advanced post-selection strategy has higher robustness against photon loss. However, similar to the results in Sec. IV A, the higher photon loss robustness will sacrifice the key generation rate. With the growth of q, the key generation rate will slightly reduce.

We define the noisy quantum channel with the photon transmission efficiency as η_t = 10(^{− αd10} ), where d represents the photon transmission distance and α = 0.2 dB/km for the standard optical fiber. We also define the detection efficiency of each photon detector as η_d. In this way, the total detection efficiency η can be obtained by η = η_tη_d. It has been reported that superconducting nanowire single-photon detectors (SNSPD) with ultralow dark counts can achieve the detection efficiencies of over 90% at 1550 nm [71, 72]. In this way, we suppose η_d = 97% for the simulation.

In Fig. 6, we provide the key generation rate of the DI-QSS protocol in four scenarios altered with the photon transmission distance d, say, DI-QSS protocol without any active improvement strategy, with noise preprocessing strategy (q = 0.2), with post-selection strategy, and with advanced post-selection operation strategy (q = 0.2), respectively. It can be found the DI-QSS protocol with advanced post-selection operation (q = 0.2) has the longest photon transmission distance threshold of 0.59 km. As a result, the maximal secure communication distance between any two users is about 1.02 km. Compared with DI-QKD protocols (the maximal secure communication distance is about 3.5 km)[43, 44], DI-QSS has a lower maximal secure communication distance. The reason is that DI-QSS has more communication parties than DI-QKD, so that the entanglement has to be distributed to more users through quantum channels. In this way, the photon loss has more serious impact on DI-QSS. In addition, the DI-QSS protocol with postselection operation has the highest key generation rate. For example, with d = 0.3 km, the key generation rate in this scenario is about 2 times that in the DI-QSS protocol with the advanced post-selection operation (q = 0.4). As a result, in future applications, we should consider both the key generation rate and the communication distance factors, and select the optimal active strategy.

V. CONCLUSION

In conclusion, DI-QSS can resist all possible attacks focusing on imperfect experimental devices and thus provide the highest security for QSS under practical imperfect experimental conditions. We propose a DI-QSS protocol based on GHZ states, which guarantees the security

FIG. 6: (Color online) The key generation rate of the DI-QSS protocol in four scenarios as a function of the photon transmission distance d. Here, we control the detection efficiency fidelity η_d = 97% and the fidelity F = 1.

of transmitted keys by the observation of the data conclusively violating the Svetlichny inequality. We simplify the Svetlichny polynomial with a series of CHSH polynomials, so that we can detect the genuine tripartite nonlocal correlation by deriving the violation of the CHSH inequality. We estimate the performance of our DI-QSS protocol in practical noisy communication scenarios by analyzing its key generation rate, noise tolerance threshold, detection efficiency threshold, and the maximal secure communication distance between any two users. It can be found that the photon transmission loss and decoherence caused by the channel noise seriously degrade the entanglement and weaken the nonlocal correlation among users’ measurement results. To address the above two defects, we introduce some active improvement strategies, including the noise pre-processing strategy and postselection strategy to modify our DI-QSS protocol. With the help of the noise pre-processing strategy, the noise tolerance threshold of the DI-QSS can be increased from 7.148% to 8.072% (q = 0.4), while the adoption of the post-selection strategy would reduce the detection efficiency threshold from 96.32% to 94.99%. Moreover, we combine the noise pre-processing and post-selection strategies to form the advanced post-selection strategy, which can further reduce the detection efficiency threshold to 94.30% (q = 0.4). By performing the advanced post-selection strategy, the maximal secure communication distance between any two users achieves about 1.02 km (q = 0.2). On the other hand, the adoption of the noise pre-processing would slightly reduce the key generation rate as a negative effect. The simulation results indicate that the active improvement strategies can enhance DI-QSS’s robustness against the noise and photon loss, which can reduce the experimental difficulty and promote DI-QSS’s experimental realization. Our protocol may be a promising guidance for future DI-QSS’s experiments.

Appendix A: The white noise model for GHZ States

In the white noise model, Alice, Bob, and Charlie share a noisy GHZ state with the form of ρ_{ABC} = F |GHZ⟩⟨GHZ| + 1 − F 8 I, (A.1)

where the fidelity F is the probability that the photon state is free of errors. The unit matrix I consists of the density matrix of the eight GHZ states as I = |GHZ^+_1 ⟩⟨GHZ^+_1 | + |GHZ^−_1 ⟩⟨GHZ^−_1 | + |GHZ^+_2 ⟩⟨GHZ^+_2 | + |GHZ^−_2 ⟩⟨GHZ^−_2 | + |GHZ^+_3 ⟩⟨GHZ^+_3 | + |GHZ^−_3 ⟩⟨GHZ^−_3 | + |GHZ^+_4 ⟩⟨GHZ^+_4 | + |GHZ^−_4 ⟩⟨GHZ^−_4 |, (A.2) where, |GHZ^±_1 ⟩ = 1 √ 2 (|HHH⟩ ± |V V V ⟩) , |GHZ^±_2 ⟩ = 1 √ 2 (|HHV ⟩ ± |V V H⟩) , |GHZ^±_3 ⟩ = 1 √ 2 (|HV H⟩ ± |V HV ⟩) , |GHZ^±_4 ⟩ = 1 √ 2 (|V HH⟩ ± |HV V ⟩) . (A.3) In the white noise model, the target GHZ state (|GHZ^+_1 ⟩) will degrade to one of the states in Eq. (A.3) with the equal probability^{1−F}_8 . After the measurement with the basis combination of {A_1B_1C_1}, the measurement results of the eight GHZ states can be written as

|GHZ^+_1 ⟩ = 1 2 (|+_x⟩|+_x⟩|+_x⟩ + |+_x⟩|−_x⟩|−_x⟩ + |−_x⟩|+_x⟩|−_x⟩ + |−_x⟩|−_x⟩|+_x⟩), |GHZ^+_2 ⟩ = 1 2 (|+_x⟩|+_x⟩|+_x⟩ − |+_x⟩|−_x⟩|−_x⟩ − |−_x⟩|+_x⟩|−_x⟩ + |−_x⟩|−_x⟩|+_x⟩), |GHZ^+_3 ⟩ = 1 2 (|+_x⟩|+_x⟩|+_x⟩ − |+_x⟩|−_x⟩|−_x⟩ + |−_x⟩|+_x⟩|−_x⟩ − |−_x⟩|−_x⟩|+_x⟩), |GHZ^+_4 ⟩ = 1 2 (|+_x⟩|+_x⟩|+_x⟩ + |+_x⟩|−_x⟩|−_x⟩ − |−_x⟩|+_x⟩|−_x⟩ − |−_x⟩|−_x⟩|+_x⟩), |GHZ^−_1 ⟩ = 1 2 (|+_x⟩|−_x⟩|+_x⟩ + |−_x⟩|+_x⟩|+_x⟩ + |+_x⟩|+_x⟩|−_x⟩ + |−_x⟩|−_x⟩|−_x⟩), |GHZ^−_2 ⟩ = 1 2 (|+_x⟩|−_x⟩|+_x⟩ + |−_x⟩|+_x⟩|+_x⟩ − |+_x⟩|+_x⟩|−_x⟩ − |−_x⟩|−_x⟩|−_x⟩), |GHZ^−_3 ⟩ = 1 2 (−|+_x⟩|−_x⟩|+_x⟩ + |−_x⟩|+_x⟩|+_x⟩ + |+_x⟩|+_x⟩|−_x⟩ − |−_x⟩|−_x⟩|−_x⟩), |GHZ^−_4 ⟩ = 1 2 (|+_x⟩|−_x⟩|+_x⟩ − |−_x⟩|+_x⟩|+_x⟩ + |+_x⟩|+_x⟩|−_x⟩ − |−_x⟩|−_x⟩|−_x⟩). (A.4)

According to the coding rules in Sec. III A, the bit-flip error occurs when the photon state becomes |GHZ^−_1 ⟩, |GHZ^−_2 ⟩, |GHZ^−_3 ⟩ or |GHZ^−_4 ⟩.

Acknowledgement

This work was supported by the National Natural Science Foundation of China under Grant Nos. 12175106 and 92365110.

[1] C. H. Bennett and G. Brassard, Quantum cryptography: Public key distribution and coin tossing, in Proceedings of the IEEE International Conference on Computers Systems and Signal Processing, Bangalore (IEEE, Piscataway, NJ, 1984), p.175.

[2] A. K. Ekert, Quantum cryptography based on Bell’s theorem, Phys. Rev. Lett. 67, 661 (1991).

[3] F. H. Xu, X. F. Ma, Q. Zhang, H. K. Lo and J. W. Pan, Secure quantum key distribution with realistic devices, Rev. Mod. Phys. 92, 025002 (2020).

[4] S. Wang, Z. Q. Yin, D. Y. He, et al., Twinfield quantum key distribution over 830-km fibre, Nat. Photon. 16, 154-161 (2022).

[5] Y. Liu, W. J. Zhang, C. Jiang, et al., Experimental twinfield quantum key distribution over 1000 km fiber distance, Phys. Rev. Lett. 130, 210801 (2023).

[6] G. L. Long and X. S. Liu, Theoretically efficient high-capacity quantum-key-distribution scheme, Phys. Rev. A 65, 032302 (2002).

[7] F. G. Deng, G. L. Long and X. S. Liu, Twostep quantum direct communication protocol using the Einstein-Podolsky-Rosen pair block, Phys. Rev. A 68, 042317 (2003).

[8] F. G. Deng and G. L. Long, Secure direct communication with a quantum one-time pad, Phys. Rev. A 69, 052319 (2004).

[9] Y. B. Sheng, L. Zhou and G. L. Long, One-step quantum secure direct communication, Sci. Bull. 67, 367 (2022).

[10] H. R. Zhang, Z. Sun, R. Y. Qi, L. G. Yin, G. L. Long and J. H. Lu, Realization of quantum secure direct communication over 100 km fiber with time-bin and phase quantum states, Light: Sci. Appl. 11, 787 (2022).

[11] M. Hillery, V. Bužek and A. Berthiaume, Quantum secret sharing, Phys. Rev. A 59, 1829 (1999).

[12] A. Karlsson, M. Koashi and N. Imoto, Quantum entanglement for secret sharing and secret splitting, Phys. Rev. A 59, 162 (1999).

[13] R. Cleve, D. Gottesman and H.-K. Lo, How to share a quantum secret, Phys. Rev. Lett. 83, 648 (1999).

[14] M. Fitzi, N. Gisin and U. Maurer, Quantum solution to the Byzantine agreement problem, Phys. Rev. Lett. 87, 217901 (2001).

[15] Y. K. Ouyang, S. H. Tan, L. M. Zhao and J. F.

Fitzsimons, Computing on quantum shared secrets, Phys. Rev. A 96, 052333 (2017).

[16] Z. J. Zhang, Y. Li and Z. X. Man, Multiparty quantum secret sharing, Phys. Rev. A 71, 044301 (2005).

[17] Z. J. Zhang and Z. X. Man, Multiparty quantum secret sharing of classical messages based on entanglement swapping, Phys. Rev. A 72, 022303 (2005).

[18] D. Markham and B. C. Sanders, Graph states for quantum secret sharing, Phys. Rev. A 78, 042309 (2008).

[19] A. Tavakoli, I. Herbauts, M. Żukowski and M. Bourennane, Secret sharing with a single d-level quantum system, Phys. Rev. A 92, 030302 (2015).

[20] W. P. Grice and B. Qi, Quantum secret sharing using weak coherent states, Phys. Rev. A 100, 022339 (2019).

[21] B. P. Williams, J. M. Lukens, N. A. Peters, B. Qi and W. P. Grice, Quantum secret sharing with polarization-entangled photon pairs, Phys. Rev. A 99, 062311 (2019).

[22] Y. Fu, H. L. Yin, T. Y. Chen and Z.

B. Chen, Long-distance measurement-device-independent multiparty quantum communication, Phys. Rev. Lett. 114, 090501 (2015).

[23] X. X. Ju, W. Zhong, Y. B. Sheng and L.

Zhou, Measurement-device-independent quantum secret sharing with hyper-encoding, Chin. Phys. B 31, 100302 (2022).

[24] Z. K. Gao, T. Li and Z. H. Li, Deterministic measurement-device-independent quantum secret sharing, Sci. China: Phys. Mech. Astron. 63, 120311 (2020).

[25] Y. G. Yang, Y. C. Wang, Y. L. Yang, X. B.

Chen, D. Li, Y. H. Zhou and W. M. Shi, Participant attack on the deterministic measurementdevice-independent quantum secret sharing protocol, Sci. China Phys. Mech. Astron. 64, 260321 (2021).

[26] Z. Y. Jia, J. Gu, B. H. Li, H. L. Yin and Z. B.

Chen, Differential phase shift quantum secret sharing using a twin field with asymmetric source intensities, Entropy 23, 716 (2021).

[27] J. Gu, X. Y. Cao, H. L. Yin and Z. B. Chen, Differential phase shift quantum secret sharing using a twin field, Opt. Express 29, 9165 (2021).

[28] J. Gu, Y. M. Xie, W. B. Liu, Y. Fu, H. L. Yin and Z.

B. Chen, Secure quantum secret sharing without signal disturbance monitoring, Opt. Express 29, 32244 (2021).

[29] Y. Ouyang, K. Goswami, J. Romero, B. C. Sanders, M. H. Hsieh and M. Tomamichel, Approximate reconstructability of quantum states and noisy quantum secret sharing schemes, Phys. Rev. A 108, 012425 (2023).

[30] Y. A. Chen, A. N. Zhang, Z. Zhao, X. Q. Zhou, C. Y.

Lu, C. Z. Peng, T. Yang and J. W. Pan, Experimental quantum secret sharing and third-man quantum cryptography, Phys. Rev. Lett. 95, 200502 (2005).

[31] S. Gaertner, C. Kurtsiefer, M. Bourennane and H. Weinfurter, Experimental demonstration of four-party quantum secret sharing, Phys. Rev. Lett. 98, 020503 (2007).

[32] H. Lu, Z. Zhang, L. K. Chen, Z. D. Li, C. Liu, L. Li, N. L. Liu, X. F. Ma, Y. A. Chen and J. W. Pan, Secret sharing of a quantum state, Phys. Rev. Lett. 117, 030501 (2016).

[33] Y. Y. Zhou, J. Yu, Z. H. Yan, X. J. Jia, J. Zhang, C.

D. Xie and K. C. Peng, Quantum secret sharing among four players using multipartite bound entanglement of an optical field, Phys. Rev. Lett. 121, 150502 (2018).

[34] C. Schmid, P. Trojek, M. Bourennane, C. Kurtsiefer, M. Żukowski and H. Weinfurter, Experimental single qubit quantum secret sharing, Phys. Rev. Lett. 95, 230505 (2005).

[35] B. A. Bell, D. Markham, M. D. A. Herrera, A. Marin, W.

J. Wadsworth, J. G. Rarity and M. S. Tame, Experimental demonstration of graph-state quantum secret sharing, Nat. Commun. 5, 5480 (2014).

[36] Y. Cai, J. Roslund, G. Ferrini, F. Arzani, X. Xu, C.

Fabre and N. Treps, Multimode entanglement in reconfigurable graph states using optical frequency combs, Nat. Commun. 8, 15645 (2017).

[37] A. Shen, X. Y. Cao, Y. Wang, Y. Fu, J. Gu, W. B. Liu, C.

X. Weng, H. L. Yin and Z. B. Chen, Experimental quantum secret sharing based on phase encoding of coherent states, Sci. China: Phys. Mech. Astron. 66, 143 (2023).

[38] L. Xiao, G. L. Long, F. G. Deng and J. W. Pan, Efficient multiparty quantum-secret-sharing schemes, Phys. Rev. A 69, 052307 (2004).

[39] D. Mayers, Unconditional security in quantum cryptography, J. ACM 48, 351 (2001).

[40] P. W. Shor and J. Preskill, Simple proof of security of the BB84 quantum key distribution protocol, Phys. Rev. Lett. 85, 441 (2000).

[41] G. Brassard, N. Lütkenhaus, T. Mor and B. C.

Sanders, Limitations on practical quantum cryptography, Phys. Rev. Lett. 85, 1330 (2000).

[42] A. Acín, N. Gisin, and L. Masanes, From Bell’s theorem to secure quantum key distribution, Phys. Rev. Lett. 97, 120405 (2006).

[43] A. Acín, N. Brunner, N. Gisin, S. Massar, S.

Pironio and V. Scarani, Device-independent security of quantum cryptography against collective attacks, Phys. Rev. Lett. 98, 230501 (2007).

[44] S. Pironio, A. Acín, N. Brunner, N. Gisin, S.

Massar and V. Scarani, Device-independent quantum key distribution secure against collective attacks, New J. Phys. 11, 045021 (2009).

[45] L. Masanes, S. Pironio and A. Acín, Secure device-independent quantum key distribution with causally independent measurement devices, Nat. Commun. 2, 238 (2011).

[46] C. C. W. Lim, C. Portmann, M. Tomamichel, R. Renner and N. Gisin, Device-independent quantum key distribution with local Bell test, Phys. Rev. X 3, 031006 (2013).

[47] U. Vazirani and T. Vidick, Fully Device- Independent Quantum Key Distribution, Phys. Rev. Lett. 113, 140501 (2014).

[48] M. Ho, P. Sekatski, E. Y.-Z. Tan, R. Renner, J.-D. Bancal and N. Sangouard, Noisy preprocessing facilitates a photonic realization of device-independent quantum key distribution, Phys. Rev. Lett. 124, 230502 (2020).

[49] E. Woodhead, A. Acín and S. Pironio, Deviceindependent quantum key distribution with asymmetric CHSH inequalities, Quantum 5, 443 (2021).

[50] P. Sekatski, J.-D. Bancal, X. Valcarce, E. Y.-Z. Tan, R. Renner and N. Sangouard, Device-independent quantum key distribution from generalized CHSH inequalities, Quantum 5, 444 (2021).

[51] M. Masini, S. Pironio and E. Woodhead, Simple and practical DIQKD security analysis via BB84-type uncertainty relations and Pauli correlation constraints, Quantum 6, 843 (2022).

[52] Q. Zeng, H. Wang, H. Yuan, Y. Fan, L. Zhou, Y. Gao, H. Ma and Z. Yuan, Controlled entanglement source for quantum cryptography, Phys. Rev. Appl. 19, 054048 (2023).

[53] F. H. Xu, Y. Z. Zhang, Q. Zhang and J. W. Pan, Device-independent quantum key distribution with random postselection, Phys. Rev. Lett. 128, 110506 (2022).

[54] R. Schwonnek, K. T. Goh, I. W. Primaatmaja, E. Y.-Z.

Tan, R. Wolf, V. Scarani and C. C.-W. Lim, Deviceindependent quantum key distribution with random key basis, Nat. Commun. 12, 2880 (2021).

[55] D. P. Nadlinger, P. Drmota, B. C. Nichol, G. Araneda, D.

Main, R. Srinivas, D. M. Lucas, C. J. Ballance, K. Ivanov and E. Y.-Z. Tan, Experimental quantum key distribution certified by Bell’s theorem, Nature 607, 682 (2022).

[56] W. Zhang, T. van Leent, K. Redeker, R. Garthoff, R. Schwonnek, F. Fertig, S. Eppelt, W. Rosenfeld, V. Scarani and C. C. W. Lim, A device-independent quantum key distribution system for distant users, Nature 607, 687 (2022).

[57] W. Z. Liu, Y. Z. Zhang, Y. Z. Zhen, M. H. Li, Y. Liu, J. Y. Fan, F. H. Xu, Q. Zhang and J. W. Pan, Toward a photonic demonstration of device-independent quantum key distribution, Phys. Rev. Lett. 129, 050502 (2022).

[58] L. Zhou, Y. B. Sheng and G. L. Long, Deviceindependent quantum secure direct communication against collective attacks, Sci. Bull. 65, 12 (2020).

[59] L. Zhou and Y. B. Sheng, One-step deviceindependent quantum secure direct communication, Sci. China: Phys. Mech. Astron. 65, 250311 (2022).

[60] L. Zhou, B. W. Xu, W. Zhong and Y. B.

Sheng, Device-independent quantum secure direct communication with single-photon sources, Phys. Rev. Appl. 19, 014036 (2023).

[61] J. S. Bell, On the Einstein Podolsky Rosen paradox, Phys. Phys. Fizika 1, 195 (1964).

[62] J. F. Clauser, M. A. Horne, A. Shimony and R. A. Holt, Proposed experiment to test local hidden-variable theories, Phys. Rev. Lett. 23, 880 (1969).

[63] R. Horodecki, P. Horodecki, M. Horodecki and K. Horodecki, Quantum entanglement, Rev. Mod. Phys. 81, 865 (2009).

[64] G. Svetlichny, Distinguishing three-body from twobody nonseparability by a Bell-type inequality, Phys. Rev. D 35, 3066 (1987).

[65] N. D. Mermin, Extreme quantum entanglement in a superposition of macroscopically distinct states, Phys. Rev. Lett. 65, 1838 (1990).

[66] W. Son, J. Lee and M. Kim, Generic Bell inequalities for multipartite arbitrary dimensional systems, Phys. Rev. Lett. 96, 060406 (2006).

[67] J. D. Bancal, N. Brunner, N. Gisin and Y. C. Liang, Detecting genuine multipartite quantum nonlocality: a simple approach and generalization to arbitrary dimensions, Phys. Rev. Lett. 106, 020405 (2011).

[68] S. Roy and S. Mukhopadhyay, Device-independent quantum secret sharing in arbitrary even dimensions, Phys. Rev. A 100, 012319 (2019).

[69] M. G. M. Moreno, S. Brito, R. V. Nery, and R. Chaves, Device-independent secret sharing and a stronger form of Bell nonlocality, Phys. Rev. A 101, 052339 (2020).

[70] I. Devetak and A. Winter, Relating quantum privacy and quantum coherence: an operational approach, Phys. Rev. Lett. 93, 080501 (2004).

[71] W. J. Zhang, L. X. You, H. Li, J. Huang, C. L.

Lv, L. Zhang, X. Y. Liu, J. J. Wu, Z. Wang and X. M. Xie, NbN superconducting nanowire single photon detector with efficiency over 90% at 1550 nm wavelength operational at compact cryocooler temperature, Sci. China: Phys. Mech. Astron. 60, 120314 (2017).

[72] H. Hao, Q. Y. Zhao, Y. H. Huang, J. Deng, F. Yang, S. Y. Ru, Z. Liu, C. Wan, H. Liu and Z. J. Li, A compact multi-pixel superconducting nanowire single-photon detector array supporting gigabit space-to-ground communications, Light: Sci. Appl. 13, 25 (2024).