arXiv:2401.13564v1 [cs.IT] 24 Jan 2024

RIS Empowered Near-Field Covert Communications

Jun Liu, Gang Yang, Member, IEEE, Yuanwei Liu, Fellow, IEEE, and Xiangyun Zhou, Fellow, IEEE

Abstract—This paper studies an extremely large-scale reconfigurable intelligent surface (XL-RIS) empowered covert communication system in the near-field region. Alice covertly transmits messages to Bob with the assistance of the XL-RIS, while evading detection by Willie. To enhance the covert communication performance, we maximize the achievable covert rate by jointly optimizing the hybrid analog and digital beamformers at Alice, as well as the reflection coefficient matrix at the XL-RIS. An alternating optimization algorithm is proposed to solve the joint beamforming design problem. For the hybrid beamformer design, a semi-closed-form solution for fully digital beamformer is first obtained by a weighted minimum mean-square error based algorithm, then the baseband digital and analog beamformers at Alice are designed by approximating the fully digital beamformer via manifold optimization. For the XL-RIS’s reflection coefficient matrix design, a low-complexity alternating direction method of multipliers based algorithm is proposed to address the challenge of large-scale variables and unit-modulus constraints. Numerical results unveil that i) the near-field communications can achieve a higher covert rate than the far-field covert communications in general, and still realize covert transmission even if Willie is located at the same direction as Bob and closer to the XL-RIS; ii) the proposed algorithm can enhance the covert rate significantly compared to the benchmark schemes; iii) the proposed algorithm leads to a beam diffraction pattern that can bypass Willie and achieve high-rate covert transmission to Bob.

Index Terms—Covert communications, extremely large-scale reconfigurable intelligent surface, hybrid beamforming, near-field communications, reflection coefficient matrix.

I. INTRODUCTION

C^{OVERT communication is an emerging and cutting-edge}

technology, which aims at hiding the communication devices and/or communication behavior from being detected by a watchful warden. As a pioneering work, the authors in [1] established the “square-root-law” for the fundamental limits of covert communication, which claims that at most O( √ n) bits of information can be transmitted covertly and reliably over n channel uses in the additive white Gaussian noise (AWGN) channel. According to this law, the covert rate for per channel use is asymptotic to zero. Fortunately, several schemes have been proposed to achieve positive covert communication rates, e.g., multiple antennas [2], noise uncertainty [3], channel uncertainty [4], full-duplex receiver [5] and relay [6], [7]. However, these methods [2]–[8] are typically channel-adaptive,

Jun Liu is with the National Key Laboratory of Wireless Communications, University of Electronic Science and Technology of China (UESTC), Chengdu 611731, China (e-mail: junl@std.uestc.edu.cn).

Gang Yang is with the National Key Laboratory of Wireless Communications, and the Shenzhen Institute of Advanced Study, University of Electronic Science and Technology of China (UESTC), China (e-mail: yanggang@uestc.edu.cn). (Corresponding author: G. Yang)

Yuanwei Liu is with the School of Electronic Engineering and Computer Science, Queen Mary University of London, E1 4NS London, U.K. (e-mail: yuanwei.liu@qmul.ac.uk).

Xiangyun Zhou is with the School of Engineering, The Australian National University, Canberra, ACT 2600, Australia (e-mail: xiangyun.zhou@anu.edu.au).

thereby making covert communication highly dependent on the wireless propagation environment.

To tackle this issue, several studies have integrated reconfigurable intelligent surfaces (RIS) into covert communication systems [9]–[13]. RIS is composed of a large number of passive reflection elements and can manipulate the wireless propagation environment in a programmatic manner. The main objective of introducing RIS into wireless communication systems is to address the base stations’ blockage issues and enhance the network coverage [14], [15]. The authors of [9] demonstrated the great potential of integrating RIS into covert communications. The active and passive beamformers were jointly designed in [10] for RIS-assisted covert communication systems. In order to meet the low-latency application requirement, the authors of [11] studied RIS-assisted covert communication systems with a finite number of channel uses. The RIS-assisted covert communication systems were also studied with other enabling technologies such as unmanned aerial vehicle [6] and non-orthogonal multiple access [13]. hu2018covert

However, there are some weaknesses in the existing works on RIS-assisted covert communications. First, the RIS provides limited covert-rate performance enhancement due to the double fading effect in RIS-assisted covert systems, as it is equipped with a small number of reflection elements [16]. This problem becomes more significant at higher frequency bands with severe path loss, such as millimeter wave (mmWave) and terahertz (THz). Second, these works focus on the planar-wave propagation in far-field communications, thus have limited covert rate performance for the scenario with spatial correlation. When Willie and Bob are correlated in the angular domain, it is difficult to distinguish them under the planarwave model. Hence, Alice’s transmission power is limited to keep the received power at Willie below a certain level, which prohibits the improvement of covert communication performance.

It is noticed that the extremely large-scale RIS (XL-RIS) was recently proposed to compensate for the severe doublefading effect in the cascaded channel [17]–[22]. On the one hand, the XL-RIS achieves significant signal enhancement by enlarging the array aperture thus the gain with a massive number of low-cost reflection elements. On the other hand, the XL-RIS provides great potential for enhancing the covert performance in the near-field region. As both the array aperture and operating frequencies increase, wireless communications inevitably operate in the near-field region. The Rayleigh distance that is commonly used to distinguish between near and far fields [23], is given by^{2D2}_λ , with D and λ denoting the array aperture and the wavelength, respectively. In contrast to the conventional far-field plane-wave channel model, the electromagnetic propagation in near field is characterized by the spherical-wave channel model that depends on both angle and distance [23], [24], providing the additional distance degree of freedom (DoF) for wireless communications design. The near-field transmission enables the beam pattern to focus on a specific area, i.e., beam focusing [25]–[27], thus the XL-RIS is promising for achieving efficient covert communications.

To the best of our knowledge, the XL-RIS empowered nearfield covert communications have not been studied yet in the literature. In this paper, we investigate the performance analysis and optimization for an XL-RIS empowered covert communication system operating in the near-field region. The main contributions are as follows:

• We explore an XL-RIS empowered near-field covert communication system, consisting of a legitimate transmitter named Alice, a covert receiver named Bob, a warden receiver named Willie, and an XL-RIS. Alice adopts hybrid beamforming for high-frequency transmission, and its direct link to either Bob or Willie is blocked. Both Bob and Willie are within the near-field region of the XL-RIS. The detection error probability (DEP) performance is first analyzed for Willie. The optimal detection threshold is further derived in closed form, and the resulting minimal DEP is exploited to obtain the desired covertness constraint for system optimization.

• An optimization problem is formulated to maximize the achievable covert rate at Bob. Specifically, this problem jointly optimizes the Alice’s baseband digital beamformer and analog beamformer, as well as the XL-RIS’s reflection coefficient matrix, subject to Alice’s transmit power constraint and analog beamformer unit-modulus constraints, Willie’s covertness constraint, and XL-RIS’s reflection coefficient constraints. The optimization problem features large-scale coupled variables and unit-modulus constraints, thus is non-convex and challenging to solve in general.

• An alternating optimization (AO)-based algorithm is proposed to decompose the original problem into two subproblems. For the Alice’s hybrid beamformer design subproblem, a two-stage algorithm is proposed. In the first stage, a semi-closed-form solution for fully digital beamformer is derived by a weighted minimum meansquare error (WMMSE)-based algorithm. In the second stage, the baseband digital and analog beamformers are obtained by approximating the fully digital beamformer via manifold optimization (MO). For the XL-RIS’s reflection coefficient design subproblem, a low-complexity alternating direction method of multipliers (ADMM)- based algorithm is proposed to address the challenge of large-scale variables and unit-modulus constraints. Also, both the convergence and computational complexity of the proposed algorithm are analyzed.

• Numerical results unveil that 1) the near-field communications in general achieve a higher covert rate than the far-field covert communications, and still realize covert transmission even if Willie is located at the same direction as Bob and closer to the XL-RIS; 2) the proposed algorithm can improve the achievable covert rate compared to

Fig. 1. Illustration of an XL-RIS empowered near-field covert communication system.

the benchmark schemes such as random-phase and zeroforcing; 3) the proposed algorithm leads to a new beam diffraction pattern, i.e., a transitional state between beam steering and beam focusing, which can split and bypass the non-target user Willie, then converge on the intended user Bob for high-rate covert transmission.

The rest of this work is organized as follows. Section II presents the system model for the XL-RIS empowered nearfield covert communication system, including the system description, channel model, and signal model. Section III analyzes the DEP performance at Willie. Section IV formulates an achievable covert rate maximization problem, proposes an AO-based solving algorithm, and provides its convergence and computational complexity analyses. Section V gives numerical results. Section VI concludes this work.

Notations: The main notations are listed as follows. CN ( μ, σ^2 ) denotes the the circularly symmetric complex Gaussian distribution with mean μ and variance σ^2. I_M denotes the M × M identity matrix. For any vector v, v_i denote the i-th element, and ||v|| denotes the Eucidean norm. diag(v) denotes the diagonal operation. For any matrix V, the transpose, conjugate, and conjugate transpose are V^T, V^∗ and V^H, respectively, and v_{i,j} is the i-th row and j-th column element. ||V||_F denotes the Frobenius norm. |V| denotes the determinant of V. vec(V) and Tr(V) denote the vectorization operation and trace of the matrix. |x| denotes the absolute value of x, and ℜ{x} is its real part. ∘ and ⊗ denote the Hadamard product and Kronecker product, respectively.

II. SYSTEM MODEL In this section, we present the system description, far-field and near-field channel models, and signal model for the XL- RIS empowered near-field covert communication system.

A. System Description

As depicted in Fig. 1, we consider an XL-RIS empowered near-field covert communication system, which consists of a legitimate transmitter (referred to as Alice) equipped with M_A (M_A ⩾ 1) antennas, a covert receiver (referred to as Bob) equipped with M_B (M_B ⩾ 1) antennas, and a warden receiver (referred to as Willie) equipped with M_W (M_W ⩾ 1) antennas. Alice operates in the high-frequency band, such as mmWave or THz, with a large number of antennas. Therefore, the hybrid beamforming architecture is adopted at Alice [28]. In the meanwhile, fully-digital antenna architecture is adopted at Bob for simplicity. Due to blockage in areas with lots of obstacles [9], [29], the direct links between Alice and both Bob and Willie are unavailable. The XL-RIS is utilized to enable the covert communication from Alice to Bob. From the criterion of RIS deployment [14], the XL-RIS is deployed to be closer to Bob, thus is assumed to be located in the farfield region of Alice [30]. An uniform planar array (UPA) is employed at the XL-RIS, which is has N_y horizontal rows and N_z vertical columns (N = N_y × N_z).

The distance between the XL-RIS and both Bob and Willie is shorter than the Rayleigh distance d_R =^{2f (D+DB )2}_c , where f represents the carrier frequency, c is the light speed, and D and D_B are antenna apertures of the XL-RIS and Bob, respectively. In other words, Bob and Willie are assumed to be located within the near-field region of the XL-RIS. This assumption is justified for the XL-RIS empowered system from the following two aspects. First, the XL-RIS inherently has a larger antenna aperture, and d_R is proportional to the square of D. Second, future wireless networks are expected to operate at tremendously high-frequency bands, where d_R is proportional to the carrier frequency f. Consequently, the reflection signals from the XL-RIS to both Bob and Willie exhibit spherical propagation.

For Willie, the receiver noise power fluctuates due to the variations of wireless communication environment factors, such as temperature, humidity and weather, and the receiver also suffers from calibration errors when measuring the noise power. Therefore, this paper takes into account the noise uncertainty at Willie receiver, and adopts the bounded uncertainty model [31], [32]. Specifically, the exact noise power at Willie σ^2_W in dB scale is uniformly distributed within [ ^σ^2_{W,dB} − ρ_{dB}, ^σ^2_{W,dB} + ρ_{dB} ] , where ^σ^2_{W, dB} = 10 log_{10}(^σ^2_W) and ρ_{dB} = 10 log_{10}(ρ) represent the nominal noise power and the degree of noise uncertainty in dB scale. The probability density function (PDF) of σ^2_W for the bounded uncertainty model is given by

f_σ2_W =

{_1

2 ln(ρ)x , if 1 ρ ^σ^2_W ⩽ x ⩽ ρ^σ^2_W, 0, otherwise. (1) B. Channel Model

Let G ∈ C^{N×MA} denote the channel matrix between Alice and the XL-RIS, H ∈ C^{MW ×N} denote the channel matrix between XL-RIS and Bob, and F ∈ C^{MW ×N} denote the channel matrix between XL-RIS and Willie. The phaseshift matrix of the XL-RIS is defined as a diagonal matrix Θ = diag ( e^{ȷθ1} , . . . , e^{ȷθN} ) , where θ_n ∈ [0, 2π) is the phase shift of the n-th reflection element.

The planar-wave-based far-field channel model is employed to characterize the communication channel between Alice and XL-RIS. Based on the Saleh-Valenzuela (SV) channel model, the Alice-to-XL-RIS channel G can be given as G = √ M_ANχ_{ar}

L_p

L_p∑

i=1 α_ia_{UPA} ( ϑ^i_{ar,r}, ϕ^i_{ar,r} ) a^H_{ULA} ( ϑ^i_{ar,t} ) , (2) where L_p is the total number of resolvable signal paths, χ_{ar} represents the average path loss, α_i is the complex channel gain of the i-th path, ϑ^i_{ar,r}, and ϕ^i_{ar,r} denote the azimuth and elevation angles of arrival (AoAs) associated with the XL- RIS, ϑ^i_{ar,t} represents the angle of departure (AoD) associated with Alice, and a_{UPA} and a_{ULA} are the normalized array response vectors associated with the UPA and the uniform linear array (ULA), respectively. Specifically, the normalized array response vector for ULA with M elements is given by

a_{ULA} (ϑ) = 1 √ M [ 1, . . . , e^{ȷ 2πdλ (m−1) sin(ϑ)}, . . . , e^{ȷ 2πdλ (M−1) sin(ϑ)} ]_T , (3) where d is the antenna spacing. For UPA, the normalized array response vector with N = N_y × N_z elements is given by

a_{UPA} (ϑ, ϕ) = 1 √ N [1, e^{ȷ 2πdλ sin(ϑ) cos(ϕ)}, . . . , e^{ȷ 2πdλ (Ny −1) sin(ϑ) cos(ϕ)}]^T ⊗ [1, e^{ȷ 2πdλ sin(ϕ)}, . . . , e^{ȷ 2πdλ (Nz−1) sin(ϕ)}]^T. (4)

The wavefront of electromagnetic waves in the near-field region is modeled as spherical waves. A three-dimensional Cartesian coordinate system is considered, where the XL-RIS is deployed on the yz-plane with its center located at the origin of coordinate (0, 0, 0). Therefore, the element in n_1-th column and n_2-th row of the XL-RIS is located as (0, n_1d, n_2d), where n_1 =^{−Ny +1}_2 , . . . ,^{Ny −1}_2 and n_2 =^{−Nz+1}_2 , . . . ,^{Nz−1}_2 . Similarly, the coordinates of the m_B-th element at Bob and m_W-th element at Willie can be given as (x_B, y_B + m̃_Bd, 0) and (x_W, y_W +m̃_Wd, 0), respectively, where m̃_B = m_B−^{MB −1}_2 and m̃_W = m_W −^{MW−1}_2 . Since the XL-RIS is deployed near Bob, the line-of-sight (LoS) near-field channel between the XL-RIS and Bob is assumed, which can be modeled as

H = [h_1, . . . , h_{MB} ]^T, (5)

where h_{mB} = (1 /√ N) [ χ_{mB,1}e^{−ȷ 2πfc} (^{rmB,1 − rmB} ), . . . , χ_{mB,N} e^{−ȷ 2πfc} (^{rmB,N −rmB} ) ]_T

. More specifically, r_{mB ,n} represents the distance between the n-th (n = (n_1 − 1)N_y + n_2) element of the XL-RIS and the m_B-th element of Bob, r_{mB} denotes the reference distance from (0, 0, 0) to (x_B, y_B +m̃_Bd, 0) , and χ_{mB ,n} =^c_{4πf rmB ,n} is the free-space large-scale path loss between n-th element of XL-RIS and the m_B-th element of Bob. The near-field channel between the XL-RIS and Willie F can be obtained by following the similar channel model.

Moreover, as widely adopted in the literature [10], [11], [29], we assume that Willie’s channel state information (CSI) is available at Alice. This assumption can be justified as follows. Two typical situations are considered. When Willie is a licensed user, Willie’s instantaneous CSI is available at Alice. However, Alice suspects Willie as a malicious user during the current transmission to Bob [9], [33]. When Willie is an unlicensed user, Willie usually uses a radiometer to detect the presence of transmission between Alice and Bob. It is known that almost all practical radiometers are superheterodyne receivers whose signal leakage is unavoidable [34]. Hence, Alice can obtain Willie-involved CSI through some advanced detecting equipment [9], e.g., “Ghostbuster” introduced in [34].

C. Signal Model

Assuming that Alice transmits L data streams to Bob with M^{RF}_A (L ⩽ M^{RF}_A ⩽ M_A) transmit RF chains, the transmitted signal at Alice with hybrid beamforming can be expressed as

x = W_{RF}W_{BB}s, (6)

where W_{RF} ∈ C^{M×M RFA} denotes the analog precoding matrix, W_{BB} ∈ C^{M RFA ×L} denotes the baseband digital precoding matrix, and s ∈ C^{L×1} with E ( ss^H ) = I_L represents the data transmitted to Bob. The i-th row and the j-th column element of W_{RF}, denoted by w^{(i,j)}_{RF} , satisfies the following unit-modulus constraint w^{(i,j)}_{RF} ∈ F ≜ {e^{ȷφ}|φ ∈ (0, 2π]} . (7) The received signal at Bob with fully digital combiner is

y_B = HΘGW_{RF}W_{BB}s + n_B, (8)

where n_B(i) ∼ CN ( 0, σ^2_BI_{MB} ) is the AWGN at Bob. Accordingly, the mutual information between Alice and Bob is

C_B (W_{RF}, W_{BB}, Θ) = log_2 | |I_{MB} + σ^{−2}_B HΘGW_{RF}W_{BB}W^H_{BB}W^H_{RF}G^HΘ^HH^H | | . (9) It is notice that the Bob’s noise variance is assumed to be a constant σ^2_B in (9). This simplified assumption does not affect the beamforming optimization design in latter Section IV, as Bob’s noise power only appears in the objective function of the formulated covert-rate maximization problem (24).

III. DETECTION PERFORMANCE ANALYSIS AT WILLIE In the considered covert communication system, Willie attempts to detect the presence of transmission from Alice by conducting a binary hypothesis test. This section presents Willie’s detection method and analyzes its DEP performance.

A. Detection of Covert Communications at Willie Willie needs to discriminate between two hypotheses: the null hypothesis H_0 that Alice remains silent, and the alternative hypothesis H_1 that Alice is transmitting signals. We assume that Willie observes K samples within a time slot. Considering these two hypotheses, the received signal at Willie for the i-th sample can be expressed as follows

y_W(i) = { n_W(i), if H_0 FΘGW_{RF}W_{BB}s(i) + n_W(i), if H_1 (10)

where n_W(i) ∼ CN ( 0, σ^2_WI_{MW} ) is the AWGN at Willie.

In covert communications, Willie’s objective is to determine whether the observation samples {y_W(i)}^K_{i=1} are purely background noises, denoted as H_0, or the signals comprising both Alice’s signals and the background noises, denoted as H_1, with the minimum DEP. To this end, according to the Neyman- Pearson criterion, Willie’s optimal test is the likelihood ratio

test [35, Ch. 3.3], i.e., Υ ({y_W(i)}) =^{f ({yW(i)}|H1)}

f ({y_W(i)}|H_0)

D_1

≷_{D0} γ,

where D_0 and D_1 denote Willie’s decision in favor of hypotheses H_0 and H_1, and f ({y_W(i)} |H_0) and f ({y_W(i)} |H_1) are the likelihood functions of Willies’s signal samples under hypothesis H_0 and H_1, respectively. We assume that Willie employs a radiometer detector [2], [29], [36], which is commonly used in practice due to its low complexity. As a result, the decision rule for a radiometer detector at Willie is

T_W^{D1}≷_{D0} Γ, (11)

where T_W ≜^1_K^K ∑ i=1 ‖y_W(i)‖^2 is the test statistic, which repre-

sents the averaged power received by Willie with equal gain combiner, and Γ > 0 denotes the Willie’s detection threshold. Following the widely adopted assumption in existing work on covert communications [1], [9], [10], we consider that Willie exploits an infinite number of signal samples in a time slot to perform detection, i.e., K → ∞. Consequently, the averaged received power T_W at Willie is obtained as

T_W = { M_Wσ^2_W, if H_0 ‖FΘGW_{RF}W_{BB}‖^2_F + M_Wσ^2_W, if H_1

(12)

Assuming equal prior probabilities for hypotheses H_0 and H_1, the performance of Willies’s hypothesis test is measured by the DEP, denoted by ξ (0 ⩽ ξ ⩽ 1), which is defined as

ξ = P_{FA} + P_{MD}, (13)

where P_{FA} = Pr(D_1|H_0) is the false alarm probability, which represents the likelihood of making decision D_1 when hypothesis H_0 is true, similarly, P_{MD} = Pr(D_0|H_1) is the missed detection probability, which represents the likelihood of making decision D_0 when hypothesis H_1 is true. Specifically, ξ = 0 implies that Willie can distinguish both hypotheses perfectly, while ξ = 1 implies that Willie fails to make a correct detection and behaves like a random guess.

B. Analysis of DEP at Willie

In this subsection, the analytical expressions of the false alarm and missed detection probabilities at Willie are first derived, from which the optimal detection threshold Γ^⋆ is obtained by employing the first-order optimality condition. We consider the worst-case scenario where Willie can acquire the Γ^⋆ that minimizes the DEP [9], [10], [13].

To be specific, the false alarm probability is calculated as

P_{FA} = Pr (T_W ⩾ Γ|H_0) = Pr ( M_Wσ^2_W ⩾ Γ|H_0 ) . (14)

Similarly, define the received power at Willie as z = ‖FΘGW_{RF}W_{BB}‖^2_F , the missed detection probability is thus

P_{MD} = Pr (T_W ⩽ Γ|H_1)

= Pr ( z + M_Wσ^2_W ⩽ Γ|H_1 ) . (15)

Then, the DEP for arbitrary Γ is given by

ξ (Γ) = Pr ( M_Wσ^2_W ⩾ Γ ) + Pr ( z + M_Wσ^2_W ⩽ Γ ) = 1 − Pr ( Γ − z M_W

< σ^2_W < Γ M_W )

= 1 −

∫_{min}^( Γ_{MW ,ρ^σ}2_W^) max (_{Γ−z} MW ,^1_ρ ^σ^2_W

) f_σ2_W (x) dx.

(16)

Clearly, min

(_Γ M_W , ρ^σ 2 W ) =^Γ_{MW} , which is proved by contradiction as follows. We assume that^Γ_{MW} > ρ^σ^2_W, i.e., Γ > M_Wρ^σ^2_W. However, according to the PDF of the bounded uncertainty model in (1) and the test statistic (12), the maximum averaged received power under hypothesis H_0 is M_Wρ^σ^2_W. In covert communications, it is necessary to control the leakage power ‖FΘGW_{RF}W_{BB}‖^2_F within a certain range to ensure the probability distributions of T_W under two hypotheses overlap with each other. Otherwise, the DEP ξ equals zero. Therefore, it follows that Γ^⋆ cannot exceed M_Wρ^σ^2_W, i.e., Γ M_W < ρ^σ 2 W. With the PDF of noise uncertainty model given in (1), taking the differentiation (16) with respect to Γ yields ∂ξ (Γ) ∂Γ = { −^{MW}_{2 ln(ρ)Γ} , if Γ ⩽^{MW}_ρ ^σ^2_W + z,

−^1_{2 ln(ρ)} (_{MW} Γ −^{MW}_{Γ−z} ) , if Γ >^{MW}_ρ ^σ^2_W + z. (17) It follows that^{∂ξ(Γ)}_{∂Γ} ⩽ 0 when Γ ⩽^{MW}_ρ ^σ^2_W +z, and^{∂ξ(Γ)}_{∂Γ} > 0 when Γ >^{MW}_ρ ^σ^2_W + z. Hence, the optimal detection threshold Γ^⋆ is derived as

Γ^⋆ = min ( M_W ρ ^σ^2_W + z, ρM_W^σ^2_W ) . (18)

Substituting Γ^⋆ into (16) yields the minimum DEP ξ^⋆ at Willie

ξ^⋆ = 1 −

∫_Γ⋆ 1 ρ ^σ^2_W

f_σ2_W (x) dx

= 1 −^1_{2 ln(ρ)} ln ( 1 +^{ρz}_{MW ^σ2W} ) , if z ⩽ M_W ^σ^2_W ( ρ −^1_ρ ) , 0, if z > M_W ^σ^2_W ( ρ −^1_ρ ) . (19) When z > M_W ^σ^2_W ( ρ −^1_ρ ) , the DEP equals zeros, which implies Willie can distinguish the two hypotheses perfectly. Hence, in this paper, we focus on the following scenario

z ⩽ M_W ^σ^2_W ( ρ − 1 ρ ) . (20)

Given a predefined small value κ ∈ [0, 1] that specifies the covertness level, the covertness requirement can be given as ξ ⩾ 1 − κ. Hence, z should satisfy the following condition z ⩽ ( e^{2κ ln(ρ)} − 1 ) M_W^σ^2_W ρ . (21)

From (20) and (21), under the covertness requirement, the maximally allowed leakage power at Willie is obtained as

p_{leak} = min ( M_W ^σ^2_W ( ρ − 1 ρ ) , ( e^{2κ ln(ρ)} − 1 ) M_W ^σ^2_W ρ ) . (22) According to the given conditions, it can be observed that within a certain range, p_{leak} is a monotonically increasing function with respect to κ. In other words, when the level of covert requirement is higher, the power that can be leaked to Willie will decrease. Hence, the covertness constraint for system design is obtained as follows

‖FΘGW_{RF}W_{BB}‖^2_F ⩽ p_{leak}. (23)

IV. JOINT BEAMFORMING DESIGN FOR COVERT COMMUNICATION In this section, an optimization problem is first formulated to maximize the achievable covert rate in the near-field region. Then, an efficient AO-based algorithm is designed to solve the formulated problem. Due to the extremely large-scale antenna array size of the XL-RIS, traditional semidefinite relaxation (SDR)-based optimization method [37], which requires an enormous computation cost, is no longer applicable for XL-RIS’s phase coefficient optimization. Therefore, a low-complexity ADMM-based algorithm is proposed for XL- RIS optimization. Finally, the convergence and computational complexity are analyzed for the proposed algorithm.

A. Problem Formulation

In this paper, we aim to maximize the achievable covert rate by jointly optimizing Alice’s hybrid beamforming and XL- RIS’s reflection coefficient matrix. Based on the achievable covert rate given in (9) and covert constraint derived in (23), the optimization problem can be formulated as max W_{RF},W_{BB}, Θ

C_B (W_{RF},W_{BB}, Θ) (24a)

s.t. ‖W_{RF}W_{BB}‖^2_F ⩽ P_{max}, (24b) ‖FΘGW_{RF}W_{BB}‖^2_F ⩽ p_{leak}, (24c) |θ_n| = 1, ∀n = 1, . . . , N, (24d) w^{(i,j)}_{RF} ∈ F, ∀i = 1, . . . , M_A, ∀j = 1, . . . M^{RF}_A (24e)

where (24b) is Alice’s total power constraint with the maximum transmit power P_{max}, (24c) is the covertness requirement constraint with p_{leak} given in (22), (24d) is the unit-modulus constraints for XL-RIS’s reflection coefficients, and (24e) is unit-modulus constraints for Alice’s analog beamformer.

The formulated problem is challenging to solve due to the highly coupled optimization variables W_{RF}, W_{BB} and Θ in the objective function and the constraints (24b) and (24c), as well as the large-scale intractable unit-modulus constraints (24d). To solve this problem, we propose to optimize the hybrid beamforming at Alice and the reflection coefficient matrix at XL-RIS alternatively until the process is converged.

B. Hybrid Beamforming Design at Alice

Let H_B = HΘG and H_W = FΘG denote the equivalent channel from Alice to Bob and from Alice to Willie, respectively. For given reflection coefficient matrix Θ, the sub-problem of designing hybrid beamforming at Alice can be formulated as follows max W_{RF}, W_{BB} log_2 | I_{MB} +σ^{−2}_B H_BW_{RF}W_{BB}W^H_{BB}W^H_{RF}H^H_B | (25a) s.t. ‖H_WW_{RF}W_{BB}‖^2_F ⩽ p_{leak}, (25b) (24b), (24e). (25c)

To solve the subproblem (25), a two-stage algorithm is proposed for designing the hybrid beamformers. Specifically, the widely adopted WMMSE algorithm is first utilized to design the fully digital beamformer. Then, the digital baseband precoder is derived in closed form, and the analog phase shifts precoder is optimized by the MO algorithm.

1) Stage I: Fully-Digital Beamformer Design: The fully digital beamforming is first designed, which provides an upper bound on the rate performance for the considered hybrid beamforming system. Accordingly, the hybrid beamforming subproblem (25) is reformulated as max W_{FD} log_2 | |I_{MB} + σ^{−2}_B H_BW_{FD}W^H_{FD}H^H_B | | (26a)

s.t. ‖W_{FD}‖^2_F ⩽ P_{max}, (26b) ‖H_WW_{FD}‖^2_F ⩽ p_{leak}. (26c)

A WMMSE-based algorithm is designed to solve this subproblem. Its main idea is to transform the original problem into a more tractable form by leveraging the equivalence between the rate maximization problem and the mean-square-error (MSE) minimization problem [38].

Specifically, the signal vector ~s at Bob is estimated by an introduced linear receive beamforming matrix U ∈ C^{MB ×L} as ~s = U^Hy_B. Then, the MSE matrix at Bob can be written as

E = E_{s,nB} [ (~s − s) (~s − s)^H ]

= ( I_{MB} − U^HH_BW_{FD} ) ( I_{MB} − U^HH_BW_{FD}

)_H

+ σ^2_BU^HU.

(27) By introducing a weight matrix Ψ ≽ 0 for Bob, the subproblem (26) can be equivalently reformulated as [38, Thm. 1] min Ψ,U,W_{FD}

Tr (ΨE) − log_2 |Ψ| (28a)

s.t. (26b), (26c). (28b)

Although the transformed problem has more optimization variables than (26), the objective function in (28) is more tractable. The receive beamforming matrix U and the weight matrix Ψ only appear in the objective function (28a). By setting the derivatives of (28a) with respective to U and Ψ to zero, respectively, the optimal solutions can be obtained as

U^⋆ = ( H_BW_{FD}W^H_{FD}H^H_B + σ^2_BI_{MB} )_{−1} H_BW_{FD}, Ψ^⋆ = E^{−1}.

(29)

Substituting the optimal U^⋆ in (29) into (27) yields the optimal MSE matrix as follows E^⋆ =

I_{MB} − W^H_{FD}H^H_B ( H_BW_{FD}W^H_{FD}H^H_B + σ^2_BI_{MB} )_{−1} H_BW_{FD}.

(30) Substituting (27) into the objective function of (28) and discarding the constant terms, the problem that updates the full-digital beamforming matrix W_{FD} is transformed as min W_{FD} Tr ( W^H_{FD}H^H_B UΨU^HH_BW_{FD} ) − Tr ( ΨW^H_{FD}H^H_B U ) − Tr ( ΨU^HH_BW_{FD} ) (31a) s.t. (26b), (26c). (31b)

Problem (31) is a convex optimization problem with respect to W_{FD}, which can be solved by the convex solver packages, such as CVX [39]. However, this method incurs high computational complexity. To mitigate this issue, the Lagrangian dual method is leveraged to derive a semi-closed-form solution as follows.

Given that Slater’s condition holds for problem (31), the Karush-Kuhn-Tucker (KKT) conditions serve as both necessary and sufficient for optimality. By introducing the Lagrange multiplier μ ⩾ 0 associated with the maximum power constraint (26b), the partial Lagrangian function for problem (31) is given by

L (W_{FD}, μ) = Tr ( W^H_{FD}H^H_BUΨU^HH_BW_{FD} ) − Tr ( ΨW^H_{FD}H^H_BU ) − Tr ( ΨU^HH_BW_{FD} ) + μ ( ‖W_{FD}‖^2_F − P_{max} ) . (32) The dual function can be obtained by solving the following problem

f (μ) = min_{WFD} L (W_{FD}, μ) (33a)

s.t. (26c). (33b)

Then, the corresponding dual problem is given as

max_μ f (μ) (34a)

s.t. μ ⩾ 0. (34b)

To tackle the dual problem (34), it is necessary to solve the original problem (33) under a fixed value of μ. Similarly, by introducing the Lagrange multiplier υ ⩾ 0 associated with covertness requirement constraint (26c), the Lagrangian function for problem (33) is given by

L (W_{FD}, υ) = Tr ( W^H_{FD} ( H^H_BUΨU^HH_B + μI ) W_{FD} ) − Tr ( ΨW^H_{FD}H^H_BU ) − Tr ( ΨU^HH_BW_{FD} ) + υ ( ‖H_WW_{FD}‖^2_F − p_{leak} ) − μP_{max}. (35) By letting the first-order derivative of L (W_{FD}, υ) with respect to W^∗_{FD} be equal to 0, the optimal solution is obtained according to the first-order optimality condition as follows

W^⋆_{FD} (υ, μ̄) = ( H^H_B UΨU^HH_B + μ̄I_{MB} + υH^H_WH_W )_† H^H_BUΨ.

(36) where μ̄ is the value of μ in the last iteration.

For fixed μ, the υ should be chosen to satisfy the following complementary slackness condition for constraint (26c) υ ( ‖H_WW^⋆_{FD} (υ, μ̄)‖^2_F − p_{leak} ) = 0, (37)

From (37), the optimal W_{FD} is derived by considering the following two cases.

a) Case 1: υ = 0. If the condition ‖H_WW^⋆_{FD} (0, μ̄)‖^2_F − p_{leak} ⩽ 0 holds, then the optimal solution is obtained as W^⋆_{FD} (0, μ̄).

b) Case 2: υ ≠ 0. From (36), it can be easily verified that the received power at Willie ‖H_WW^⋆_{FD} (υ, μ̄)‖^2_F is a monotonically decreasing function of υ. Hence the bisection search can be used to find the dual variable υ that satisfies the condition (37).

Algorithm 1 Bisection Search Method to Solve Problem (31) 1: Initialization: the convergence accuracy ε, the lower bound μ_l, υ^0_l and upper bound μ_u, υ^0_u for μ and υ, respectively.

2: repeat 3: Update μ̄ = (μ_l + μ_u)/2, υ_l = υ^0_l and υ_u = υ^0_u . 4: if ‖H_WW^⋆_{FD} (0, μ̄)‖^2_F − p_{leak} ⩽ 0 then 5: υ = 0, 6: else 7: repeat 8: Update υ = (υ_l + υ_u)/2, 9: if ‖H_WW^⋆_{FD} (υ, μ̄)‖^2_F ⩽ p_{leak} then 10: υ_l = υ, 11: else 12: υ_u = υ. 13: end if 14: until |υ_l − υ_u| < ε. 15: Update W^{(t)}_{FD} in (36). 16: end if 17: if ‖ ‖ ‖W^{(t)}_{FD} ‖ ‖ ‖^2_F ⩽ Pmax then 18: μ_l = μ̄, 19: else 20: μ_u = μ̄. 21: end if 22: until |μ_l − μ_u| < ε, terminal. Otherwise, go to step 5.

Algorithm 2 WMMSE Method for Fully-Digital Beamformer Design 1: Initialization: the convergence accuracy ε, the fully-digital beamfomer W^{(0)}_{FD} , the maximum number of iterations t_{max} and iteration index t = 1, calculate the objective function of (26) as f ( W^{(0)}_{FD} ) . 2: repeat 3: Update U and Ψ in (29).

4: Update W_{FD} by solving Problem (31) using Algorithm 1.

5: until | | |f ( W^{(t)}_{FD} ) −f ( W^{(t−1)} FD )| | f ( W^{(t−1)} FD ) < ε or t ⩾ t_{max}, terminate.

Output: W^⋆_{FD}

Once the optimal υ is obtained by the above procedure, the bisection search can be used again to find the dual variable μ that satisfies the following complementary slackness condition for constraint (26b) μ ( ‖W^⋆_{FD} (ῡ, μ)‖^2_F − P_{max} ) = 0, (38)

where ῡ is the value of υ in the last iteration. The steps for finding the optimal dual variables μ and υ via bisection search is given in Algorithm 1.

Furthermoe, the whole procedure for solving problem (31) is summarized as Algorithm 2. The sequence of W_{FD} generated by the WMMSE algorithm converges to the KKT point of problem (26), which has been verified in [40], [41].

2) Stage II: Hybrid Beamformer Design: Given the optimal fully digital beamformer W^⋆_{FD} obtained in stage I, we further consider the hybrid beamformer design due to the hardware constraints. To approximate the performance of the fully digital beamformer, a hybrid beamformer design problem is formulated to obtain the near-optimal analog beamformer W_{RF} and baseband digital beamformer W_{BB} as follows min W_{RF}, W_{BB}

‖W_{FD} − W_{RF}W_{BB}‖^2_F (39a)

s.t. (24e). (39b)

Since the analog beamformer and the baseband digital beamformer are coupled with each other, an alternating minimization method is employed to optimize both beamformers.

• Baseband Digital Beamfomer Design: Given W_{RF}, the optimization problem (39) can be expressed as min W_{BB}

‖W_{FD} − W_{RF}W_{BB}‖^2_F (40a)

which is a standard least-square problem. Thus, according to the first-order optimality conditions, the optimal W_{BB} can be derived as

W^⋆_{BB} = ( W^H_{RF}W_{RF} )_{−1} W^H_{RF}W_{FD}. (41)

• Analog Beamformer Design: Given W_{BB}, the optimization problem (39) is reduced as min W_{RF}

‖W_{FD} − W_{RF}W_{BB}‖^2_F (42a)

s.t. (24e). (42b)

which can be transformed into the equivalently form (43) shown at the top of the next page.

The objective function e (vec (W_{RF})) is continuous and differentiable with respect to vec (W_{RF}), and the constraint set F is a complex circle manifold. Hence, the MO algorithm [42] can be adopted to design the analog beamformer. In general, MO is mainly divided into three steps:

a) Computation of Riemannian Gradient: The Riemannian gradient grad_{vec(WRF)}e (vec (W_{RF})), which is the orthogonal projection of the Euclidean gradient ∇_{vec(WRF)}e (vec (W_{RF})) of (43a) onto the tangent space, is given by

grad_{vec(WRF)}e (vec (W_{RF})) = ∇_{vec(WRF)}e (vec (W_{RF})) − ℜ{∇_{vec(WRF)}e (vec (W_{RF})) ∘ vec (W_{RF})^∗} ∘ vec (W_{RF}), (44) where the ∇_{vec(WRF)}e (vec (W_{RF})) is given in (45) shown at the top of the next page.

b) Finding Search Direction: The search direction, which can be calculated by the tangent vector conjugated to grad_{vec(WRF)}e (vec (W_{RF})), is given by

d = −grad_{vec(WRF)}e (vec (W_{RF}))+ϖT (¯ d ) , (46)

where ϖ is the conjugate gradient update parameter, d̄ is the search direction in the last iteration, and the vector transport function T (d) = d̄ − ℜ{d ∘ vec (W_{RF})^∗} ∘ vec (W_{RF}).

c) Retraction: The process of retraction is to find the next solution by mapping the current point min W_{RF} e (vec (W_{RF})) = ‖ ‖ ‖vec (WFD) − ( W^T_{BB} ⊗ I_M RF_A ) vec (W_{RF}) ‖ ‖ ‖^2 (43a)

s.t. (24e). (43b)

∇_{vec(WRF)}e (vec (W_{RF})) = 2 ( W^T_{BB} ⊗ I_M RF_A

)_H (

W^T_{BB} ⊗ I_M RF_A ) vec (W_{RF}) − 2 ( W^T_{BB} ⊗ I_M RF_A

)_H

vec (W_{FD}) . (45)

Algorithm 3 Alternating Minimization Method for Hybrid Beamformer Design 1: Input: the fully-digital beamfomer W_{FD}. 2: Initialization: the convergence accuracy ε, and iteration index t = 1.

3: repeat 4: Update W_{BB} in (41), 5: Update W_{RF} by solving problem (42) by MO algorithm.

6: until ‖ ‖ ‖W^{(t)}_{FD} −W^{(t)}_{RF} W^{(t)}_{BB} ‖ ‖ ‖^2_F ‖ ‖ ‖W^{(t−1)} FD −W^{(t−1)}_{RF} W^{(t−1)}_{BB} ‖ ‖ ‖^2_F

< ε or t ⩾ t_{max}, terminal.

Output: W^⋆_{RF}, W^⋆_{BB}

vec (W_{RF}) on the tangent space back to the complex circle manifold. Mathematically, it is given by

vec (W_{RF})_n = ( vec (¯ W_{RF} ) + τd ) n | vec (¯ W_{RF} ) + τd | n , (47)

where vec (¯ W_{RF} ) is the solution in the last iteration, and τ is the step size updated by Armijo rule generally.

The steps for hybrid beamformer design is summarized as Algorithm 3, and W̄_{BB} is the solution in the last iteration. C. Reflection Coefficient Design at XL-RIS

For fixed W_{RF} and W_{BB}, define ^W_{FD} ≜ W_{RF}W_{BB}. By substituting the MSE matrix E in (27), H_B = HΘG and H_W = FΘG into (28), and discarding the terms that are independent of Θ, the reflection coefficient design problem can be reformulated as min Θ Tr ( Θ^HH^HUΨU^HHΘG^W_{FD} ^W^H_{FD}G^H )

− Tr ( Θ^HH^HUΨ^W^H_{FD}G^H ) (48a)

s.t. Tr ( Θ^HF^HFΘG^W_{FD} ^W^H_{FD}G^H ) ⩽ p_{leak}, (48b)

(24d). (48c)

For ease of presentation, define A ≜ H^HUΨU^HH, B ≜ G^W_{FD} ^W^H_{FD}G^H, C = H^HUΨ ^W^H_{FD}G^H, and F̄ = F^HF. The optimization problem (48) can be simplified as min Θ Tr ( Θ^HAΘB ) − Tr ( Θ^HC ) − Tr ( C^HΘ ) (49a)

s.t. Tr ( Θ^HF̄ΘB ) ⩽ p_{leak}, (49b) (24d). (49c)

Since Θ is a diagonal matrix, by exploiting the matrix identity in [43, Eq. (1.10.6)], we have the following equivalence transformation Tr ( Θ^HAΘB ) = v^H ( A ∘ B^T ) v, Tr ( Θ^HC ) = v^Hc, Tr ( Θ^HF̄ΘB ) = v^H (¯ F ∘ B^T ) v, (50)

where the vector c is the diagonal elements of matrix C, and v = [ e^{ȷθ1} , . . . , e^{ȷθN} ]_T . Define Ξ ≜ A ∘ B and Υ ≜ F̄ ∘ B^T. The optimization problem (49) can be further simplified as min v v^HΞv − 2ℜ { v^Hc } (51a)

s.t. v^HΥv ⩽ p_{leak}, (51b) (24d). (51c)

It is noted that A can be verified to be a non-negative semidefinite matrix due to the fact that Ψ ≽ 0. And according to the Schur product theorem [44, Ch. 6], Ξ is a non-negative semidefinite matrix. Similarly, Υ is also a non-negative semidefinite matrix. Thus, the objective function of (51) is a convex quadratic function with respect to v, and (51b) is a convex quadratic constraint. However, the reflection coefficients are subject to unit-modulus constraints that are non-convex.

In this paper, an ADMM-based algorithm is proposed to solve the non-convex optimization problem (51). The reasons for adopting ADMM are twofold. Firstly, the ADMM algorithm is efficient for solving optimization problems with large-scale variables, as it decomposes the original problem into smaller and more manageable subproblems. Due to the high computation complexity, SDR-based algorithm is not applicable here. Secondly, the AMDD algorithm is capable of handling the intractable unit-modulus constraints efficiently.

Based on the ADMM algorithm, an auxiliary variable φ = [φ_1, . . . , φ_N ]^T is introduced to transform the optimization problem (51) as follows min v, φ v^HΞv − 2ℜ { v^Hc } (52a)

s.t. v^HΥv ⩽ p_{leak}, (52b) |θ_n| ⩽ 1, ∀n = 1, . . . N, (52c) v = φ, (52d) |φ_n| = 1, ∀n = 1, . . . N. (52e)

Then, the augmented Lagrangian function is constructed as L_ϱ(v, φ, ξ) = v^HΞv − 2ℜ { v^Hc } + ϱ 2 ‖v − φ + ξ/ϱ‖^2, (53) where ϱ > 0 is a predefined penalty parameter, and ξ = [ξ_1, . . . , ξ_N ]^T denotes the scaled dual variable vector for the constraint v = φ. Then, the optimization problem is reformulated as min v, φ, ξ L_ϱ(v, φ, ξ) (54a) s.t. v^HΥv ⩽ p_{leak}, (54b) |θ_n| ⩽ 1, ∀n = 1, . . . N, (54c) |φ_n| = 1, ∀n = 1, . . . N. (54d) As such, the optimization variables can update iteratively. 1) Update v: When φ and ξ are fixed, the subproblem for updating v is expressed as min v L_ϱ(v, φ, ξ) (55a) s.t. (54b), (54c). (55b)

The problem (55) is a convex quadratically constrained quadratic program (QCQP), as both Ξ and Υ are positive semidefinite. Thus it can be solved by existing convex optimization toolbox.

2) Update φ: When v and ξ are fixed, the subproblem for updating φ is expressed as min φ ‖v − φ + ξ/ϱ‖^2 (56a) s.t. (54d). (56b)

The optimal φ^⋆ can be easily derived by the phase alignment as follows φ^⋆ = e^{ȷ(ϱv+ξ)}. (57) 3) Update ξ: When v and φ are fixed, the subproblem for updating the dual variable ξ is expressed as min ξ ‖v − φ + ξ/ϱ‖^2. (58a) According to the conjugate gradient descent method, the dual variable ξ is updated by ξ := ξ̄ξ̄ξ̄ + 2ϱ (v − φ) , (59) where ξ̄ξ̄ξ̄ is the value in the last iteration.

The steps for reflection coefficient design is summarized in Algorithm 4, and v̄ is the solution in the last iteration. The ADMM algorithm is guaranteed to converge to the set of stationary solutions [45].

D. Overall Algorithm and Complexity Analysis

The overall algorithm for solving the overall joint beamforming problem (24) is summarized in Algorithm 5. Since both the WMMSE and ADMM-based algorithms are guaranteed to converge, the objective value sequence { f ( W^{(n)}_{RF} , W^{(n)}_{BB} , Θ^{(n)} ) , t = 1, 2, . . . } of (24) is guaranteed to converge due to the following inequality

Algorithm 4 ADMM Method for Reflection Coefficient Design 1: Input: analog beamfomer W_{RF} and baseband digital beamfomer W_{BB} .

2: Initialization: convergence accuracy ε, and time iteration index t = 1.

3: repeat 4: Update v by solving problem (55), 5: Update φ in (57), 6: Update ξ in (59). 7: until ‖^{Lϱ (v(t) ,φ(t) ,ξ(t) )−Lϱ(v(t−1) ,φ(t−1) ,ξ(t−1) )}‖ ‖Lϱ (v^{(t−1)} ,φ^{(t−1)} ,ξ^{(t−1)} )‖ < ε or t ⩾ t_{max}, terminal.

Output: v^⋆

Algorithm 5 Overall Algorithm for XL-RIS empowered Covert Communication Problem (24) 1: Initialization: convergence accuracy ε, analog beamfomer W^{(0)}_{RF} and the baseband digital beamformer W^{(0)}_{BB} , reflection coefficient at the XL-RIS Θ^{(0)}, maximum number of iterations t_{max} and iteration index t = 1, calculate the objective function of (24) as f ( W^{(0)}_{RF} , W^{(0)}_{BB} , Θ^{(0)} ) . 2: repeat 3: Update W_{FD} by Algorithm 2, 4: Approximate W_{RD} and W_{BB} by Algorithm 3, 5: Update v by Algorithm 4.

6: until ‖ ‖f (W(n)_{RF} ,W(n)_{BB} ,Θ(t) )−f (W(t−1)_{RF} ,W(t−1)_{BB} ,Θ(t−1) ) ‖ ‖ ‖ ‖ ‖f ( W^{(t−1)}

RF ,W^{(t−1)}_{BB} ,Θ^{(t−1)} )‖ ‖ < ε or t > t_{max}, terminal.

Output: W^⋆_{RF}, W^⋆_{BB}, Θ^⋆.

f ( W^{(n)}_{RF} , W^{(n)}_{BB} , Θ^{(n)} )

⩽ f ( W^{(n+1)}

RF , W^{(n+1)}_{BB} , Θ^{(n)} )

⩽ f ( W^{(n+1)}

RF , W^{(n+1)}_{BB} , Θ^{(n+1)} ) , (60)

which implies the monotonic increase of the generated sequence { f ( W^{(n)}_{RF} , W^{(n)}_{BB} , Θ^{(n)} ) , t = 1, 2, . . . } , and the covert rate has an upper bound due to the limited transmit power. Hence, the Algorithm 5 is guaranteed to converge.

Denote the total numbers of iterations for Algorithms 2, 3, 4, 5 are t_1, t_2, t_3 and T , respectively. The computation complexity for Algorithm 2 that relies on the inverse matrix operation, is on the order of O ( M^3_A ) [46], and the number of iterations for bisection search to get converged is log_2 (_{μu−μl} ε ) log_2 (_{υu−υl} ε ) [46]. Thus, the whole computational complexity for Algorithm 2 is given by O ( t_1 log_2 (_{μu −μl} ε ) log_2 (_{υu−υl} ε ) M^3_A ) . The computational complexity for Algorithm 3 mainly relies on the MO algorithm, and is given by O ( M^2_A ) [47]. Then, the whole computational complexity for Algorithm 3 is given by O ( t_2M^2_A ) . Similarly, the complexity for Algorithm 4 mainly relies on solving sub-problem (55), which is given by O ( N^{3.5} ) . The whole computational complexity for Algorithm 4 is given by O ( t_3N^{3.5} ) [45]. Hence, the total computational complexity for Algorithm 5 is O ( T ( t_1 log_2 (_{μu −μl} ε ) log_2 (_{υu−υl} ε ) M^3_A + t_2M^2_A + t_3N^{3.5} )) .

V. NUMERICAL RESULTS This section presents numerical results to evaluate the performance of the proposed algorithm in an XL-RIS empowered covert communication system.

A. System Deployment and Parameter Setting

The system deployment is depicted in Fig. 2. Considering a three-dimensional Cartesian coordinate system, the XL-RIS is deployed on the yz-plane with its center located at the origin of coordinate (0, 0, 0), Alice, Bob, and Willie are positioned on the xy-plane. For convenience, the locations of Alice, Bob, and Willie can be represented using a polar coordinate system. Specifically, Alice is located at (50 m, −π/4). In this simulation, we consider an extreme scenario where Willie is located between the XL-RIS and the Bob with identical azimuth angles. Unless otherwise specified, the locations of Bob and Willie are set as (15 m, π/4) and (10 m, π/4), respectively. We assume that the links between Alice and XL-RIS are LoS dominated and the corresponding path loss is modeled as 69.4 + 24.0 log_{10}(D_{AX}) dB [48], where D_{AX} denotes the distance in meter. The other default parameters are set as M_A = 64, M_B = 4, M_W = 4, N_y = 90, N_z = 8, M^{RF}_A = 4, L = 2, N_c = 5, N_{ray} = 10, f = 28 GHz, σ^2_B = −110 dBm, σ^2_W = −110 dBm, d_A =^λ_2 , d_X =^λ_2 , ρ = 3 dB, κ = 0.01, P_{max} = 40 dBm. The numerical results are obtained by averaging over 100 random channel realizations.

B. Performance Benchmarks

In this paper, we compare our proposed algorithm for hybrid beamforming architectures (abbr., Proposed HB) with the following benchmark schemes: 1) Fully-digital (abbr., FD): Alice adopts a fully-digital beamformer W_{FD} , which serves as an upper bound for the proposed algorithm; 2) Random phase (abbr., RP): The phase of XL-RIS’s reflection coefficient is randomly generated from the interval (0, 2π]; 3) Far-field (abbr., FF): The channel between the XL-RIS and the receivers (Bob and Willie) are modeled as conventional far-field channel model; 4) Zero-forcing (abbr., ZF): The ZF beamform is utilized to null the received power of useful signal at Willie, and the steps are as follows. For fixed Θ, we take the first L columns of the right singular value matrix of H_B as the optimal fully-digital beamformer at Alice, which is denoted by ~W_{FD}. Then, we project ~W_{FD} onto the orthogonal complement of H_W, which is given as

W^{ZF}_{FD} = √ P_{max} ( I_{MA} − H^†_WH_W ) ~W_{FD} ‖ ‖ ‖ ( I_{MA} − H^†_WH_W ) ~W_{FD} ‖ ‖ ‖_F

, (61)

where (·)^† denotes the Moore–Penrose inverse. Once W^{ZF}_{FD} is obtained, we optimize Θ according to the sum-path-gain maximization criterion [49] as follows max Θ Tr ( HΘGW_{RF}W_{BB}W^H_{BB}W^H_{RF}G^HΘ^HH^H ) (62a)

s.t. (24d), (62b)

which can be solved by projected gradient ascent [50].

Fig. 2. Deployment of an XL-RIS empowered near-field covert communication system.

C. Algorithm Convergence Performance

Fig. 3 plots the convergence behaviors of the proposed algorithm for different Willie locations. It can be observed that the covert rate at Bob increases monotonically and saturates within a few number of iterations. On the one hand, interestingly, for fixed Bob location (15 m, π/4), when Willie is closer to the XL-RIS and has the same angle as Bob’s, e.g., the Willie is located at (10 m, π/4), a positive covert rate can still be achieved, which is not realizable for far-field covert communication systems. As Willie moves farther away from the XL-RIS while maintaining the same azimuth angle as Bob’s, the covert rate at Bob decreases. On the other hand, a higher covert rate is achieved, when Willie is located at (15 m, π/6) and has different azimuth angle from Bob. This implies the covert rate improvement from angle difference between Bob and Willie, which is similar to the results for far-field communications.

Fig. 3. Convergence behaviors of the proposed algorithm.

D. Beam Pattern Comparison Results

1) Beam Focusing Scheme: Before presenting the beam diffraction pattern results, we describe the beam focusing scheme in the considered XL-RIS empowered near-field covert communication system, for comparison to the proposed beam diffraction scheme.

For ease of description, we take the single-antenna case for the Bob. The channel vector between the XL-RIS and

(a) Normalized heat map for beam steering in legacy far-field communication systems.

(b) Normalized heat map for beam focusing in near-field communication systems without assistance of XL-RIS.

(c) Normalized heat map for beam diffraction in XL-RIS empowered near-field communication systems, when Willie is located at (10 m, 45^∘).

(d) Normalized heat map for beam diffraction in XL-RIS empowered near-field communication systems, when Willie is located at (20 m, 45^∘).

(e) Normalized heat map for beam diffraction in XL-RIS empowered near-field communication systems, when Willie is located at (8 m, 43^∘).

(f) Normalized heat map for beam diffraction in XL-RIS empowered near-field communication systems, when Willie is located at (8 m, 43^∘).

Fig. 4. Normalized heat maps for beam steering, beam focusing, and beam diffraction.

Bob is denoted by h_1 = ρ_1a_1 (ϕ_1, d_1), where ρ_1 denotes the path loss of Bob, and a_1 (ϕ_1, d_1) is the corresponding array response vectors. Let a = [a_1, . . . , a_N ]^T ≜ Gw and = b = [b_1, . . . , b_N ]^T ≜ diag(h^H_1 )Gw. In the beam focus scheme, the fully-digital beamformmer w is set to satisfy the following condition,

|a_1|^2 |b_1| = |a_2|^2 |b_2| = ... = |a_N |^2 |b_N | . (63)

and from the phase alignment algorithm and the unit-modulus constraints, the optimal reflection coefficient vector at the XL- RIS is given as

v_n = ( diag(h^H_1 )Gw ) n | |diag(hH_1 )Gw | |_n , (64)

where v_n is the n-th element of v. The proof for the beam focusing effect of the above scheme is proved in Appendix A. It is noticed that the above scheme can be extended to the scenario that Bob are equipped with multiple antennas. The latter simulation results in Fig. 4 of Section V are obtained for the scenario of multiple antennas.

2) Beam Pattern Comparison: Fig. 4 illustrates the normalized power heat-maps depicting three beam patterns. First, Fig. 4(a) shows the beam steering pattern for far-field communication systems. With the preseted user locations, Willie always has higher received power than Bob, thus it is impossible for Bob to achieve a positive covert rate. In a general case, the covert rate is also severely limited when Willie has better channel quality than Bob. Second, Fig. 4(b) shows the beam focusing pattern in the XL-RIS empowered near-field systems. The beam focusing is optimal for nearfiled communication systems without RIS assistance, due to the channels’ asymptotic orthogonality. For the considered XL-RIS empowered near-filed communication system, the equivalent cascade channels are not asymptotically orthogonal in general. The beam pattern in Fig. 4(b) is obtained by forcing the XL-RIS reflection coefficients to ensure asymptotic orthogonality of the equivalent cascade channels, with details given in [arxiv]. Third, using the proposed algorithm, the beam pattern for different Willie locations are illustrated in Fig. 4(c), Fig. 4(d), Fig. 4(e), and Fig. 4(f). From numerical simulations, the covert rate achieved by the proposed beam pattern in Fig. 4(c) is 3.799 bps/Hz, which is significantly higher than the covert rate of 0.342 bps/Hz achieved by the beam focusing pattern in Fig. 4(b). This shows that the proposed beam pattern is promising for XL-RIS empowered near-filed covert communications, while the beam focusing pattern suffers from poor covert transmission performance.

In details, observed from Fig. 4(c), Fig. 4(d), Fig. 4(e) and Fig. 4(f), regardless of whether Willie is closer to or farther from XL-RIS than Bob, or at the same azimuth angle as Bob, a null region is created around Willie’s location in the beam pattern. In other words, the proposed beam pattern can split and bypass the non-target user Willie, and converge on the intended user Bob, which leads to significant covertrate enhancement. We refer to this beam pattern observed in the XL-RIS empowered covert communication systems as “beam diffraction”, which represents a transitional state between beam steering and beam focusing.

Fig. 5. Covert rate versus minimum DEP requirement of Willie, ξ.

Fig. 6. Covert rate versus distance between the XL-RIS and Willie.

E. Covert Rate Performance Results

Fig. 5 plots the covert rate performance against the minimum DEP requirement ξ. First, it is observed that the achievable covert rate of all schemes decreases as ξ increases. Second, the performance achieved by the optimized hybrid beamformers is comparable to that achieved by the fully digital beamformers. Third, the proposed algorithm achieves superior performance compared with ZF and RP schemes, for fixed number of reflection elements N. Additionally, the covert-rate performance degradation becomes negligible as ξ increases, for larger N. For instance, for N = 960, increasing ξ from 0.79 to 0.99 only results into a decrease of 0.094 bps/Hz, whereas for N = 480, it results into a larger decrease of 0.556 bps/Hz.

Fig. 6 plots the covert rate performance against the distance between the XL-RIS and Willie for different azimuth angles. On the one hand, when Willie is at the same azimuth angle π/4 as Bob, the proposed algorithm can always achieve satisfactory covert rate performance in near-field communication systems; in contrast, the covert rate is almost zero in far-field communication systems. In details, the covert rate decreases to zero as the location of Willie moves from (5m, π/4) to the Bob location (15m, π/4), and then increases as the location

Fig. 7. Covert rate versus number of XL-RIS’s elements, N.

Fig. 8. Covert rate versus maximum transmit power at Alice P_{max}.

of Willie further moves far away from Bob. This indicates that the closer to the XL-RIS location (0, 0), the stronger beam diffraction ability of the XL-RIS. On the other hand, When Willie is at the azimuth angle π/6, being different from Bob’s location angle π/4, the distance between the XL-RIS and Willie has negligible impact on Bob’s covert rate obtained by all schemes, including far-field communications.

Fig. 7 plots the covert rate performance against the number of reflection elements N of the XL-RIS. The covert rate achieved by all algorithms increases as N grows, indicating that a larger antenna aperture can enhance the covert communication performance. The proposed algorithm achieves significant performance improvement compared to the benchmark ZF and RP schemes. For example, when N = 880 and M_B = 4, compared to RP, the covert rate performance gain reaches up to 5.071 bps/Hz, which emphasizes the importance of optimizing the XL-RIS’s reflection coefficients. Also, equipping Bob with more antennas leads to increase in the covert rate.

Fig. 8 plots the covert rate performance against the maximum transmit power P_{max} at Alice. The covert rate monotonically increases as P_{max} increases for all algorithms. The proposed algorithm achieves significant covert rate performance improvement than the benchmarks. For instance, for P_{max} = 40 dBm and M_A = 64, the covert rate is enhanced by 113%, compared to the ZF benchmark. Also, increasing

Alice’s number of antennas M_A can enhance the covert rate.

VI. CONCLUSION In this paper, we studied an XL-RIS empowered nearfield covert communication system, and maximized the Bob’s achievable covert rate under the Willie’s covertness constraint. An AO-based algorithm was designed to alternatively optimize the hybrid beamformers at Alice, as well as the reflection coefficient matrix at the XL-RIS. Numerical results verified the effectiveness of the optimized design. By exploiting both the distance and angular DoFs, the near-field communications achieve higher covert rates than the far-field covert communications. More interesting, even for the extreme scenario where Willie is located at the same direction as Bob and closer to the XL-RIS, the covert transmission can still be achieved for the near-field communications, which is not realizable for far-filed communications. Moreover, with the proposed optimal design, the beam in the XL-RIS empowered near-field system can split and bypass Willie for covert transmission to Bob, referred to beam diffraction phenomenon. Although this paper assumes perfect Willie-involved CSI available at Alice, the robust covert communication design under imperfectly-or-partially-known CSI can be further studied for the XL-RIS empowered near-field covert communication system, which is out of the scope of this paper due to space limitation.

APPENDIX A PROOF OF BEAM FOCUSING SCHEME IN SECTION V-D1 Assume that h_1 and h_2 are the channels between the XL-RIS and Bob and the XL-RIS and Willie, respectively, and there are only LoS paths between the XL-RIS and the receivers. The received signals at Bob and Willie are given as

y_1 = h^H_1 ΘGw + n_1 = v^Hdiag(h^H_1 )Gw + n_1, y_2 = h^H_2 ΘGw + n_2 = v^Hdiag(h^H_2 )Gw + n_2.

(65)

According to the phase alignment algorithm and the unitmodulus constraints, the optimal reflection coefficient vector for Bob at the XL-RIS is given as

v_n = ( diag(h^H_1 )Gw ) n | |diag(hH_1 )Gw | |_n , (66)

where v_n is the n-th element of v. Then, substituting v into (65), yields

y_2 = [ ( diag(h^H_1 )Gw ) 1 | |diag(hH_1 )Gw | |_1 , . . . , ( diag(h^H_1 )Gw ) N | |diag(hH_1 )Gw | |_N ]_*

diag(h^H_2 )Gw

+ n_2 = h_{11}h^∗_{21}|a_1|^2 |b_1| + h_{12}h^∗_{22}|a_2|^2 |b_2| . . . + h_{1N} h^∗_{2N} |a_N |^2 |b_N | + n_2, (67) where h_{1i} and h_{2i} denote the i-th elements of h_1 and h_2, respectively. Since lim_{N→+∞} ∑_N i=1 h_{1i}h^∗_{2i} = 0, when the coeffi-

cients^{|ai |2}_{|bi |} , i = 1, . . . , N are equal, we obtain lim N→+∞ h_{11}h^∗_{21}|a_1|^2 |b_1| + h_{12}h^∗_{22}|a_2|^2 |b_2| . . . + h_{1N} h^∗_{2N} |a_N |^2 |b_N | = 0. (68)

From (68), it can be implied that when the receiver is not at Bob’s location, its received signal is almost background noise. From the linear independence property of equivalent cascade channels that is proved in Appendix B, the beam focusing effect will appear. Hence, the proof is complete.

APPENDIX B PROOF OF CHANNELS’ LINEAR INDEPENDENCE PROPERTY For ease of description, we assume that there are only LoS paths between the XL-RIS and the receivers. The channels for two receivers in distinct locations can be given as

h_1 = ρ_1a_1 (ϕ_1, d_1) , h_2 = ρ_2a_2 (ϕ_2, d_2) , for ϕ_1 ≠ ϕ_2 or d_1 ≠ d_2,

(69)

where ρ_1 and ρ_2 denote the path loss of the two receivers, respectively, and a_1 (ϕ_1, d_1) and a_2 (ϕ_2, d_2) are the corresponding array response vectors. Then, the equivalent channels for the two receivers are given as h̄^H_1 = h^H_1 ΘG, h̄^H_2 = h^H_2 ΘG. (70)

The inner product of the two channels is expressed as | |h̄^H_1 h̄_2 | | = ρ_1ρ_2 | |a^H_1 (ϕ_1, d_1) ΘGG^HΘ^Ha_2 (ϕ_2, d_2) | | . (71)

If the two channels satisfy the asymptotic orthogonality, i.e., lim M→+∞ | |h̄^H_1 h̄_2 | | = 0, then ΘGG^HΘ^H should be a scaled

identity matrix νI_M , where ν is the scaled factor.

Since GG^H ∈ C^{N×N} is a Hermitian matrix, it can be decomposed by the eigenvalue decomposition as follows

GG^H = QΛQ^H = N∑ i=1 λ_iq_iq^H_i , (72)

where Q = [q_1, . . . , q_N ] ∈ C^{N×N} , and λ_i and q_i, ∀i = 1, . . . N, are the eigenvalues and the corresponding eigenvectors of the matrix. Hence, we have the following equation

ΘGG^HΘ^H = ∑_N i=1 λ_i|q_{1,i}|^2 . . . ∑_N i=1 λ_ie^{ȷθ1−θN} q_{1,i}q^∗_{N,i} . . .. . . . ∑_N i=1 λ_ie^{ȷθN −θ1} q_{N,i}q^∗_{1,i} . . . ∑_N i=1 λ_i|q_{N,i}|^2 , (73) where q_{i,j} is the i-th row and j-th column element of Q. From (73), the diagonal elements are not equal and the offdiagonal elements are also not zero unless GG^H itself is a scaled identity matrix. The matrix ΘGG^HΘ^H can not be set as a scaled identity matrix by only adjusting the coefficients of the XL-RIS. Hence, the equivalent channels in XL-RIS empowered near-field communication systems are not asymptotically orthogonal.

Fortunately, the equivalent channel vectors can be proved to be linear independent. If a set of equivalent channel vectors are linear dependent, they must satisfy the condition h̄^H = ∑_I i α_ih̄^H_i , where α_i represents a scaling factor with respect to the i-th channel. Consequently, we need

( h^H − ∑_I i α_ih̄^H_i ) ΘG = 0. However, the channels h and h_i, ∀i = 1, . . . I satisfy the asymptotic orthogonality, hence ( h^H − ∑_I i α_ih̄^H_i ) ΘG cannot be equal to 0. Thus, the equivalent channels in XL-RIS empowered near-field communication systems are linear independent. Hence, the proof is complete.

REFERENCES

[1] B. A. Bash, D. Goeckel, and D. Towsley, “Limits of reliable communication with low probability of detection on AWGN channels,” IEEE J. Sel. Areas Commun., vol. 31, no. 9, pp. 1921–1930, 2013.

[2] T.-X. Zheng, H.-M. Wang, D. W. K. Ng, and J. Yuan, “Multi-antenna covert communications in random wireless networks,” IEEE Trans. Wireless Commun., vol. 18, no. 3, pp. 1974–1987, 2019.

[3] B. He, S. Yan, X. Zhou, and V. K. Lau, “On covert communication with noise uncertainty,” IEEE Commun. Lett., vol. 21, no. 4, pp. 941–944, 2017.

[4] J. Wang, W. Tang, Q. Zhu, X. Li, H. Rao, and S. Li, “Covert communication with the help of relay and channel uncertainty,” IEEE Wireless Commun. Lett., vol. 8, no. 1, pp. 317–320, 2018.

[5] K. Shahzad, X. Zhou, S. Yan, J. Hu, F. Shu, and J. Li, “Achieving covert wireless communications using a full-duplex receiver,” IEEE Trans. Wireless Commun., vol. 17, no. 12, pp. 8517–8530, 2018.

[6] J. Hu, S. Yan, X. Zhou, F. Shu, J. Li, and J. Wang, “Covert communication achieved by a greedy relay in wireless networks,” IEEE Trans. Wireless Commun., vol. 17, no. 7, pp. 4766–4779, 2018.

[7] J. Hu, S. Yan, F. Shu, and J. Wang, “Covert transmission with a selfsustained relay,” IEEE Trans. Wireless Commun., vol. 18, no. 8, pp. 4089–4102, 2019.

[8] R. Soltani, D. Goeckel, D. Towsley, B. A. Bash, and S. Guha, “Covert wireless communication with artificial noise generation,” IEEE Trans. Wireless Commun., vol. 17, no. 11, pp. 7252–7267, 2018.

[9] C. Wang, Z. Li, J. Shi, and D. W. K. Ng, “Intelligent reflecting surfaceassisted multi-antenna covert communications: Joint active and passive beamforming optimization,” IEEE Trans. Commun., vol. 69, no. 6, pp. 3984–4000, 2021.

[10] J. Si, Z. Li, Y. Zhao, J. Cheng, L. Guan, J. Shi, and N. Al-Dhahir, “Covert transmission assisted by intelligent reflecting surface,” IEEE Trans. Commun., vol. 69, no. 8, pp. 5394–5408, 2021.

[11] X. Zhou, S. Yan, Q. Wu, F. Shu, and D. W. K. Ng, “Intelligent reflecting surface (IRS)-aided covert wireless communications with delay constraint,” IEEE Trans. Wireless Commun., vol. 21, no. 1, pp. 532–547, 2021.

[12] C. Wang, X. Chen, J. An, Z. Xiong, C. Xing, N. Zhao, and D. Niyato, “Covert communication assisted by UAV-IRS,” IEEE Trans. Commun., vol. 71, no. 1, pp. 357–369, 2022.

[13] L. Lv, Q. Wu, Z. Li, Z. Ding, N. Al-Dhahir, and J. Chen, “Covert communication in intelligent reflecting surface-assisted NOMA systems: Design, analysis, and optimization,” IEEE Trans. Wireless Commun., vol. 21, no. 3, pp. 1735–1750, 2021.

[14] C. Liaskos, S. Nie, A. Tsioliaridou, A. Pitsillides, S. Ioannidis, and I. Akyildiz, “A new wireless communication paradigm through softwarecontrolled metasurfaces,” IEEE Commun. Mag., vol. 56, no. 9, pp. 162– 169, 2018.

[15] G. Yang, X. Xu, Y.-C. Liang, and M. Di Renzo, “Reconfigurable intelligent surface-assisted non-orthogonal multiple access,” IEEE Trans. Wireless Commun., vol. 20, no. 5, pp. 3137–3151, 2021.

[16] M. Di Renzo, A. Zappone, M. Debbah, M.-S. Alouini, C. Yuen, J. De Rosny, and S. Tretyakov, “Smart radio environments empowered by reconfigurable intelligent surfaces: How it works, state of research, and the road ahead,” IEEE J. Sel. Areas Commun., vol. 38, no. 11, pp. 2450–2525, 2020.

[17] X. Mu, J. Xu, Y. Liu, and L. Hanzo, “RIS-aided near-field communications for 6G: Opportunities and challenges,” arXiv preprint arXiv:2312.13004, 2023.

[18] W. Liu, C. Pan, H. Ren, F. Shu, S. Jin, and J. Wang, “Low-overhead beam training scheme for extremely large-scale RIS in near field,” IEEE Trans. Commun., vol. 71, no. 8, pp. 4924–4940, 2023.

[19] X. Yu, W. Shen, R. Zhang, C. Xing, and T. Q. Quek, “Channel estimation for XL-RIS-aided millimeter-wave systems,” IEEE Trans. Commun., vol. 71, no. 9, pp. 5519–5533, 2023.

[20] D. Shen, L. Dai, X. Su, and S. Suo, “Multi-beam design for near-field extremely large-scale RIS-aided wireless communications,” IEEE Trans. Green Commun. Netw., 2023.

[21] N. I. Miridakis, T. A. Tsiftsis, and R. Yao, “Zero forcing uplink detection through large-scale RIS: System performance and phase shift design,” IEEE Trans. Commun., vol. 71, no. 1, pp. 569–579, 2022.

[22] Y. Han, S. Jin, C.-K. Wen, and T. Q. Quek, “Localization and channel reconstruction for extra large RIS-assisted massive MIMO systems,” IEEE J. Sel. Topics Signal Process., vol. 16, no. 5, pp. 1011–1025, 2022.

[23] Y. Liu, Z. Wang, J. Xu, C. Ouyang, X. Mu, and R. Schober, “Nearfield communications: A tutorial review,” IEEE Open J. Commun. Soc., vol. 4, pp. 1999–2049, 2023.

[24] Z. Wang, X. Mu, and Y. Liu, “Near-field integrated sensing and communications,” IEEE Commun. Lett., vol. 27, no. 8, pp. 2048–2052, 2023.

[25] H. Zhang, N. Shlezinger, F. Guidi, D. Dardari, M. F. Imani, and Y. C.

Eldar, “Beam focusing for near-field multiuser MIMO communications,” IEEE Trans. Wireless Commun., vol. 21, no. 9, pp. 7476–7490, 2022.

[26] H. Zhang, N. Shlezinger, F. Guidi, D. Dardari, and Y. C. Eldar, “6G wireless communications: From far-field beam steering to near-field beam focusing,” IEEE Commun. Mag., 2023.

[27] Z. Zhang, Y. Liu, Z. Wang, X. Mu, and J. Chen, “Physical layer security in near-field communications,” arXiv preprint arXiv:2302.04189, 2023.

[28] F. Sohrabi and W. Yu, “Hybrid digital and analog beamforming design for large-scale antenna arrays,” IEEE J. Sel. Topics Signal Process., vol. 10, no. 3, pp. 501–513, 2016.

[29] X. Chen, T.-X. Zheng, L. Dong, M. Lin, and J. Yuan, “Enhancing MIMO covert communications via intelligent reflecting surface,” IEEE Wireless Commun. Lett., vol. 11, no. 1, pp. 33–37, 2021.

[30] Y. Cheng, C. Huang, W. Peng, M. Debbah, L. Hanzo, and C. Yuen, “Achievable rate optimization of the RIS-aided near-field wideband uplink,” IEEE Trans. Wireless Commun., 2023 (Early Acess).

[31] D. Goeckel, B. Bash, S. Guha, and D. Towsley, “Covert communications when the warden does not know the background noise power,” IEEE Commun. Lett., vol. 20, no. 2, pp. 236–239, 2015.

[32] H. Q. Ta and S. W. Kim, “Covert communication under channel uncertainty and noise uncertainty,” in IEEE ICC 2019. IEEE, 2019, pp. 1–6.

[33] X. Zhou, S. Yan, J. Hu, J. Sun, J. Li, and F. Shu, “Joint optimization of a UAV’s trajectory and transmit power for covert communications,” IEEE Trans. Signal Process., vol. 67, no. 16, pp. 4276–4290, 2019.

[34] A. Chaman, J. Wang, J. Sun, H. Hassanieh, and R. Roy Choudhury, “Ghostbuster: Detecting the presence of hidden eavesdroppers,” in Proc. 24th Annu. Int. Conf. Mobile Comput. Netw. MobiCom, 2018, pp. 337– 351.

[35] S. M. Kay, Fundamentals of statistical signal processing: Detection theory. Prentice-Hall, Inc., 1993.

[36] B. He, S. Yan, X. Zhou, and H. Jafarkhani, “Covert wireless communication with a poisson field of interferers,” IEEE Trans. Wireless Commun., vol. 17, no. 9, pp. 6005–6017, 2018.

[37] Z.-Q. Luo, W.-K. Ma, A. M.-C. So, Y. Ye, and S. Zhang, “Semidefinite relaxation of quadratic optimization problems,” IEEE Signal Process. Mag., vol. 27, no. 3, pp. 20–34, 2010.

[38] Q. Shi, M. Razaviyayn, Z.-Q. Luo, and C. He, “An iteratively weighted MMSE approach to distributed sum-utility maximization for a MIMO interfering broadcast channel,” IEEE Trans. Signal Process., vol. 59, no. 9, pp. 4331–4340, 2011.

[39] M. Grant and S. Boyd, “CVX: Matlab software for disciplined convex programming, version 2.1,” http://cvxr.com/cvx, Mar. 2014.

[40] C. Pan, H. Zhu, N. J. Gomes, and J. Wang, “Joint precoding and RRH selection for user-centric green MIMO C-RAN,” IEEE Trans. Wireless Commun., vol. 16, no. 5, pp. 2891–2906, 2017.

[41] Q. Shi, W. Xu, J. Wu, E. Song, and Y. Wang, “Secure beamforming for mimo broadcasting with wireless information and power transfer,” IEEE Trans. Wireless Commun., vol. 14, no. 5, pp. 2841–2853, 2015.

[42] N. Boumal, B. Mishra, P.-A. Absil, and R. Sepulchre, “Manopt, a Matlab toolbox for optimization on manifolds,” J. Mach. Learn. Res., vol. 15, no. 42, pp. 1455–1459, 2014. [Online]. Available: https://www.manopt.org [43] X.-D. Zhang, Matrix analysis and applications. Cambridge University Press, 2017.

[44] F. Zhang, The Schur complement and its applications. Springer Science & Business Media, 2006, vol. 4.

[45] M. Hong, Z.-Q. Luo, and M. Razaviyayn, “Convergence analysis of alternating direction method of multipliers for a family of nonconvex problems,” SIAM Journal on Optimization, vol. 26, no. 1, pp. 337–364, 2016.

[46] C. Pan, H. Ren, K. Wang, M. Elkashlan, A. Nallanathan, J. Wang, and L. Hanzo, “Intelligent reflecting surface aided mimo broadcasting for simultaneous wireless information and power transfer,” IEEE J. Sel. Areas Commun., vol. 38, no. 8, pp. 1719–1734, 2020.

[47] H. Guo, Y.-C. Liang, J. Chen, and E. G. Larsson, “Weighted sumrate maximization for reconfigurable intelligent surface aided wireless networks,” IEEE Trans. Wireless Commun., vol. 19, no. 5, pp. 3064– 3076, 2020.

[48] C. Wang, Z. Li, and D. W. K. Ng, “Covert rate optimization of millimeter wave full-duplex communications,” IEEE Trans. Wireless Commun., vol. 21, no. 5, pp. 2844–2861, 2021.

[49] B. Ning, Z. Chen, W. Chen, and J. Fang, “Beamforming optimization for intelligent reflecting surface assisted MIMO: A sum-path-gain maximization approach,” IEEE Wireless Commun. Lett., vol. 9, no. 7, pp. 1105–1109, 2020.

[50] A. Kammoun, A. Chaaban, M. Debbah, M.-S. Alouini et al., “Asymptotic max-min SINR analysis of reconfigurable intelligent surface assisted MISO systems,” IEEE Trans. Wireless Commun., vol. 19, no. 12, pp. 7748–7764, 2020.