arXiv:2401.08041v1 [math.OC] 16 Jan 2024

Two-Stage Distributionally Robust Edge Node Placement Under Endogenous Demand Uncertainty

Jiaming Cheng^†,Duong Thuy Anh Nguyen^‡, Duong Tung Nguyen^† †Arizona State University, Tempe, AZ 85281, USA, {dtnguy52, duongnt}@asu.edu ‡University of British Columbia, Vancouver, BC V6T1Z4, Canada, jiaming@ece.ubc.ca

Abstract—Edge computing (EC) promises to deliver low-latency and ubiquitous computation to numerous devices at the network edge. This paper aims to jointly optimize edge node (EN) placement and resource allocation for an EC platform, considering demand uncertainty. Diverging from existing approaches treating uncertainties as exogenous, we propose a novel two-stage decisiondependent distributionally robust optimization (DRO) framework to effectively capture the interdependence between EN placement decisions and uncertain demands. The first stage involves making EN placement decisions, while the second stage optimizes resource allocation after uncertainty revelation. We present an exact mixedinteger linear program reformulation for solving the underlying “min-max-min” two-stage model. We further introduce a valid inequality method to enhance computational efficiency, especially for large-scale networks. Extensive numerical experiments demonstrate the benefits of considering endogenous uncertainties and the advantages of the proposed model and approach.

Index Terms—Edge computing, edge node placement, distributionally robust optimization, decision-dependent uncertainty.

I. INTRODUCTION

The widespread adoption of mobile devices and applications has caused an unprecedented surge in mobile data traffic. Moreover, with the advent of new services such as augmented/virtual reality, manufacturing automation, and autonomous driving, the demand for innovative solutions that can meet their challenging requirements has become imperative. In response, edge computing (EC) has emerged as a vital computing paradigm, complementing traditional cloud computing to provide enhanced user experiences and support a wide array of low-latency and highly reliable Internet of Things (IoT) applications [1], [2]. However, as the utilization of edge resources continues to grow, it poses significant challenges to existing network operations. The intermittent nature and stringent service requirements of EC, combined with system uncertainties, create substantial obstacles to network management and optimization.

The performance and reliability of EC systems are susceptible to various uncertainties arising from multiple sources, such as extreme weather conditions, fluctuating resource demands, traffic spikes, user mobility, and changes in application performance and user behavior. Moreover, the increasing complexity and diversity of man-made attacks and cyber threats, including insider attacks, cyberattacks, and malware attacks, introduce additional uncertainties and risks to EC systems [3]. Indeed, various aspects of edge network operations under uncertainties have been studied, including computational resource allocation under demand uncertainty [4]–[7], resilience network designs against EN failures [8]–[10], network softwarization against risks [11]–[14], economic analysis under price uncertainty

[15]–[18], and market interaction under time-varying communication network [19]–[21].

Incorporating demand uncertainty is of utmost importance in the long-term investment and operation plan of an EC platform when selecting potential locations for edge resource installation. The platform must make edge node (EN) placement decisions based on incomplete information about future demand. Ignoring uncertain demand may lead to frequent over-provisioning or under-provisioning of resources. Over-provisioning can result in the wastage of resources and unnecessary high provisioning costs while under-provisioning may lead to degraded service quality and unmet demand.

To address this challenge, we propose a distributionally robust model designed to address the EN placement and resource allocation problem for a budget-constrained EC platform. The strategic placement of ENs plays a crucial role in determining their proximity to users and their ability to serve specific areas. Thus, user demand patterns, data traffic, and service requests are significantly influenced by the chosen EN deployment locations. As a result, the EN placement decision directly impacts the actual demand realization. Our proposed model aims to optimize the EN placement decision under decisiondependent demand uncertainty, with the goal of minimizing costs while enhancing the quality of service (QoS) in terms of latency and unmet demand. Effectively managing uncertainties is a key enabler in achieving consistent performance, reliability, and a superior user experience in EC.

Many efforts within the realm of optimization under uncertainty have been developed for EC, with stochastic optimization (SO) and robust optimization (RO) being the two main approaches. SO typically assumes complete knowledge of the underlying uncertainty distribution and requires access to a large number of samples drawn from this true distribution. However, this assumption may be demanding in practice, and limited information can lead to misspecification of the distribution [22]. On the other hand, RO adopts uncertainty sets, deterministic representations of uncertain parameters, simplifying the model and improving computational tractability [23], [24]. Nevertheless, RO can be overly conservative at times, potentially leading to suboptimal system performance. The distributionally robust optimization (DRO) approach strikes a balance between SO and RO [25], [26]. It optimizes decisions with respect to worstcase distribution within a predefined ambiguity set, achieving a favorable trade-off between optimality and robustness.

While DRO has been effectively applied in planning and operation problems in cloud/EC [11], [27]–[29], one aspect often neglected in the literature is the interdependence between decisions and uncertainties. Specifically, the placement of ENs in an area’s neighborhood has a positive impact on demand. It boosts user confidence, especially when they request services with stringent delay requirements. Thus, the platform may expect an increased mean of demand. Moreover, with the increasing number of ENs in an area’s neighborhood, higher user confidence also leads to decreased demand variance. As users become more confident in the reliability and availability of edge resources, their demand patterns tend to become more consistent and predictable. This reduced variability indicates that users exhibit a more stable and reliable demand, enabling better resource planning and management. Thus, it is crucial for the platform to consider the influence of its decisions on future demands. Consequently, the platform can proactively optimize its decisions to control the uncertainty set. Surprisingly, this critical problem has been largely overlooked in the existing literature. It presents a fundamental and unresolved challenge in optimizing EN placement decisions. Unfortunately, the existing research in computer networking lacks the necessary tools and techniques to tackle this problem effectively.

Contribution: This paper seeks to bridge the gap by proposing a novel two-stage DRO framework with a decision-dependent moment-based ambiguity set for optimal EN placement. Unlike conventional DRO approaches that use exogenous ambiguity sets, our proposed model incorporates an endogenous ambiguity set, which captures the interdependence between the first and second moments of demand and the placement decisions. To the best of our knowledge, we are the first to consider this twostage distributionally robust EN placement model that explicitly accounts for this decision-dependent demand uncertainty. However, incorporating the interdependence between uncertainties and decisions increases complexity, resulting in a large-scale non-linear optimization problem with numerous bilinear and trilinear terms. To tackle the challenging problem, we first develop an efficient and exact reformulation, termed Exact OPT-Placement. This reformulation is achieved through 3-step transformations that convert the problem into a Mixed Integer Linear Programming (MILP) form, which can be solved efficiently using widely available solvers (e.g., Gurobi and Mosek). We further introduce an improved algorithm that generates feasibility cuts to strengthen the proposed algorithm and speed up the computation. To substantiate the effectiveness of our approach, extensive simulations have been conducted, demonstrating the efficiency of the proposed scheme in comparison to several baseline models. Additionally, we have performed sensitivity analyses to evaluate the impact of crucial system parameters on the overall system performance.

II. SYSTEM MODEL AND PROBLEM FORMULATION In this section, we present the DRO model for the EN placement and resource allocation problem for a budget-constrained EC platform. The main objective of the platform is to optimize the EN placement decision under endogenous demand uncertainty, aiming to minimize costs while enhancing QoS.

A. System Model

We consider an EC platform that manages a set J of J potential candidate locations for EN installation and provides edge resources to users in a set I of I areas, each represented by an access point (AP). The AP and EN indices are denoted by i and j, respectively. The size of ENs can vary significantly, and each EN may comprise one or multiple edge servers. For simplicity, we consider only computing resources, and the resource capacity at EN to be placed at location j is denoted by C_j . It is straightforward to extend our model to consider the sizing decision for each EN. Given the diverse range of IoT services with varying requirements, edge servers are responsible for hosting different types of IoT applications to serve these workloads effectively. The platform optimizes the long-term EN placement in the initial stage, maintaining this configuration unchanged for an extended period.

The placement decision for an EN at location j ∈ J is denoted by a binary variable y_j ∈ {0, 1}. Specifically, y_j takes the value 1 if an EN is installed at location j and 0 otherwise. Additionally, this placement decision incurs an EN placement cost of f_j . The objective of the platform is to identify the optimal set of locations for efficient EN placement while adhering to the budgetary constraints imposed by the investment budget B. The network delay between AP i and EN j is d_{i,j} . To minimize network delay, the demand in each area should ideally be served by its closest EN. However, each EN has a limited capacity. Therefore, given the first-stage decision, the platform needs to optimally allocate the actual demand to different ENs, considering the edge resource capacity constraints and the diverse geographical locations of the ENs to ensure high QoS while reducing costs. Since the exact demand is unknown to the platform in the first stage, a portion of the workload may be dropped. Let x_{i,j} denote workload from area i allocated to EN j and u_i be the unmet demand from area i. User requests from each area i must be either served by some ENs or dropped (i.e., counted as unmet demand u_i), and the penalty for each unit of unmet demand is denoted by s_i.

The resource demand in area i is denoted by λ_i. The demand λ_i in each area i ∈ I exhibits inherent uncertainties and can vary based on the EN placement decisions. Indeed, the decisions regarding EN placement in adjacent to user-populated areas can significantly influence users’ demand. The presence of more ENs, along with increased resource availability and reduced network delay, contributes to higher user confidence. Consequently, a larger pool of potential customers is attracted to utilize the available edge resources, resulting in higher demand. The platform’s objective is to minimize the variation of demand (forecast error) that deviates from the initially projected demand, as it plays a crucial role in delivering an exceptional user experience. Therefore, accurately capturing and modeling this uncertain demand, which not only varies over time but also changes based on the first-stage EN placement decision, is of paramount importance. Developing efficient models for optimal placement of ENs that can effectively mitigate the uncertainty associated with demand and enhance the robustness of the system is a critical focus of this work.

In the following, we present a deterministic model for the EN placement and workload allocation problem, followed by two uncertainty models addressing demand uncertainties: one for exogenous uncertainties and another considering the endogeneity between placement decisions and uncertainties.

B. Deterministic problem formulation

The EC platform aims to minimize the total EN placement cost while enhancing user experience by reducing the overall network delay and unmet demand. Without uncertainty consideration, the deterministic problem for EN placement and workload allocation can be formulated as follows:

DET: min_{y,x,u} ∑ j∈J f_j y_j + ρ ∑ i∈I ∑ j∈J d_{i,j} x_{i,j} + ∑ i∈I s_iu_i, (1a)

s.t. (2) − (7). (1b)

The first term in the objective function (1a) represents the total EN placement cost, while the second and third term captures the delay penalty and unmet demand penalty from the workload allocation decision. ρ is the delay penalty parameter controlled by the platform. A higher value of ρ signifies that the platform prioritizes reducing delays over minimizing unmet demand. Constraints are summarized as follows:

Budget constraint: The total expense for EN placement decisions should not exceed the restricted investment budget B: ∑ j∈J f_j y_j ≤ B. (2)

Reliability constraint: To enhance service reliability, the platform may opt to place the EN on a minimum of K^{min} locations, proactively considering the potential for unexpected EN failures. Hence, we have: ∑ j∈J y_j ≥ K^{min}. (3)

Workload allocation constraints: The demand from each area must be either served by some ENs (x_{i,j} ) or dropped (u_i):

u_i + ∑ j∈J x_{i,j} = λ_i, ∀i. (4) Capacity constraints: We assume that the capacity of each EN is pre-divided for each area. By allocating specific capacities to each area, the system can achieve an equitable distribution of resources among customers, preventing any particular area from being disproportionately overloaded or underserved. Let C_{i,j} denote the resource capacity of each EN j dedicated to area i. The computing resources required to serve the workload from area i, assigned to EN j, must not exceed the pre-allocated capacity C_{i,j} designated for area i: 0 ≤ x_{i,j} ≤ C_{i,j} y_j , ∀i, j. (5) Delay constraints: To maintain a satisfactory user experience, the platform may impose an average network delay threshold Δ_i for area i based on the proportion of workload from area i allocated to EN j, represented by^{xi,j}_{λi} . ∑ j∈J d_{i,j} x_{i,j} λ_i ≤ Δ_i, ∀i. (6)

Decision variables: Decision variables include the EN placement decision y, workload allocation x and unmet demand u.

y ∈ {0, 1}^J , u ∈ R^I_+ , x ∈ R^{I×J}_+ . (7)

C. Uncertainty Modeling

In the deterministic model DET, the demand λ_i for each geographical area is assumed to be precisely known at the decision-making stage. This implies that the platform can predict the actual demand, which subsequently serves as an input to the DET model. Nevertheless, accurately predicting the exact demand for each area is often challenging at the time of decision-making. Consequently, addressing how to effectively incorporate uncertainties into the decision-making process becomes a critical and complex task. In this study, we explore an alternative approach to enhance the robustness of our model against the model uncertainty and limited information, known as the DRO approach. The core idea of DRO revolves around considering an ambiguity set that encompasses a range of possible distributions consistent with the available information. Specifically, we focus on scenarios where only the mean and variance of the demand distribution are provided.

We assume that the true distribution of demand originates from a set of possible distributions, where the random demand at each area i ∈ I can take values from a finite support set Ξ = {ξ_1, ξ_2, . . . , ξ_N } with unknown probabilities (p_{i,1}, p_{i,2}, . . . , p_{i,N} ). Drawing upon the work in [26], we utilize a moment-based ambiguity set that considers information about the distribution’s support and confidence region. The intuition behind this ambiguity set is to maintain the forecast error for the first and second moments of demand within specified thresholds Γ^μ_i and Γ^μ_i , Γ̄^σ_i (0 ≤ Γ^μ_i ≤ 1 ≤ Γ̄^σ_i ), respectively, ensuring robustness against uncertainties in the prediction values. These predefined parameters play a crucial role in determining the robustness of the ambiguity set for each specific area i.

1) Exogenous Stochastic Demand: Let μ̄_i and σ̄^2_i represent the empirical mean and variance of demand λ_i at area i, respectively. When the demand is independent of the system decision, the ambiguity set for the exogenous stochastic demand can be presented as follows:

U_1(y) = { {p_i}_{i∈I} : p_i ∈ R^N_+ , N∑ n=1 p_{i,n} = 1, ∀i, (8a) | | | | | N∑ n=1 p_{i,n}ξ_n − μ̄_i | | | | | ≤ Γ^μ_i , ∀i, (8b) ( σ̄^2_i + μ̄^2_i ) Γ^σ_i ≤ N∑ n=1 p_{i,n}ξ^2_n ≤ ( σ̄^2_i + μ̄^2_i )¯ Γ^σ_i , ∀i } . (8c)

Here, constraint (8a) ensures that the probabilities across all areas within the support set sum up to 1. In (8b), the true mean of demand is constrained to lie within an L_1-distance Γ^μ_i from the empirical mean μ̄_i. Constraint (8c) implies that the actual value of the second moment of demand must fall within the interval [(σ̄^2_i + μ̄^2_i ) Γ^σ_i , (σ̄^2_i + μ̄^2_i )Γ̄^σ_i ].

2) Endogenous Stochastic Demand: The presence of ENs in the neighborhood of each area i has a substantial impact on increasing the demand for that area. This effect can be attributed to the close proximity of ENs, ensuring higher availability of resources and the overall QoS, especially for time-sensitive applications. As a result, user confidence is heightened, leading to a rise in the mean of demand and a decrease in demand variance since customers’ demand patterns become more consistent and predictable, offering significant advantages for resource planning and management.

To capture the interdependence between placement decisions y and the demand uncertainty, we assume that the demand at each area i is represented by a random variable λ_i(y), with its distribution dependent on the EN placement decisions y, having mean μ_i(y) and variance σ^2_i (y). The endogenous decisiondependent ambiguity set U(y), defining bounds for the first two moments of the demand distribution as functions of y, [30], [31], is expressed as follows:

U_2(y) = { {p_i}_{i∈I} : p_i ∈ R^N_+ , N∑ n=1 p_{i,n} = 1, ∀i, (9a) | | | | | N∑ n=1 p_{i,n}ξ_n − μ_i(y) | | | | | ≤ Γ^μ_i , ∀i, (9b) [ σ^2_i (y)+(μ_i(y))^2 ] Γ^σ_i ≤ N∑ n=1 p_{i,n}ξ^2_n ≤ [ σ^2_i (y)+(μ_i(y))^2 ]¯ Γ^σ_i ,∀i } . (9c)

Similar to (8), (9) also imposes linear restrictions on the first and second moments of the demand distribution, ensuring they remain within predefined thresholds. However, it is crucial to emphasize that in contrast to (8), the placement decision y has a substantial impact on both the mean (μ_i(y)) and variance (σ^2_i (y)) of the demand. We model the mean and variance of demand as affine functions of the decisions y, which can be expressed as:

μ_i(y) = μ̄_i ( 1 + ∑ j∈J Ψ^μ_{i,j} y_j ) , (10a)

σ^2_i (y) = max { σ̄^2_i ( 1 − ∑ j∈J Ψ^σ_{i,j} y_j ) , (σ^{LB}_i )^2 } . (10b)

As previously mentioned, an increase in resource availability is generally correlated with an increase in the mean and a decrease in the variance of demand [30], [32]. To capture the influence of placing EN j near area i on the mean and variance of demand, we employ two parameters: Ψ^μ_{i,j} and Ψ^σ_{i,j} . These parameters take values from the interval [0, 1] and are specifically designed to reflect the varying influence of different locations. Closer locations have higher impacts on demand’s first and second moments, while areas farther away exert less effect. Notably, when Ψ^μ_{i,j} and Ψ^σ_{i,j} are set to 0 in (10), the ambiguity set reduces to an exogenous form, as seen in (8). This corresponds to the traditional DRO problem, where demand uncertainty is treated independently of the placement decisions of ENs.

Furthermore, when an EN is placed near area i, the demand increases from the forecast demand estimate μ̄_i. The highest demand variance in area i occurs when there are no available ENs in its neighborhood. However, due to the inherent nature of the demand uncertainty, the variance cannot be less than a lower bound value, denoted by (σ^{LB}_i )^2. In situations where the platform possesses perfect knowledge of the first and second moments of demand, the parameters Γ^μ_i = 0 and Γ^σ_i = Γ̄^σ_i = 1 can be set. In this case, the problem is reduced to DET, where uncertainty is eliminated, and the solution relies on known values of the forecast mean and demand variance.

D. Two-stage DRO with endogenous stochastic demand

For any demand distribution p = {p_i}_{i∈I} ∈ U(y), where U(y) is the ambiguity set defined in (9) with (8) as a special case, the two-stage decision-dependent DRO problem of the EC platform for EN placement and resource allocation can be formulated as follows:

(P_1) min_y ∑ j f_j y_j + max_{p∈U(y)}min_{x,u} E_p [ ρ ∑ i,j d_{i,j} x_{i,j} + ∑ i s_iu_i ] (11a)

s.t. (2), (3), (7)

Ω_2(y, λ) = { 0 ≤ x_{i,j} ≤ C_{i,j} y_j , ∀i, j (11b) u_i + ∑ j x_{i,j} = λ_i(y), ∀i (11c) ∑ j d_{i,j} x_{i,j} ≤ Δ_iλ_i(y), ∀i } . (11d)

The proposed two-stage DRO model addresses a trilevel minmax-min optimization problem. The first stage minimizes EN placement costs before revealing demand uncertainties. In the second stage, the model considers worst-case demand realization within an ambiguity set, aiming to minimize the expected operational penalty after demand uncertainties are realized. Importantly, the two stages are interconnected as EN placement decisions directly impact actual demand. This differs from the two-stage DRO framework with exogenous stochastic demand, where actual demand is treated as an independent instance within the ambiguity set U_1 representing possible demand scenarios. The proposed model, however, considers actual demand after EN placement decisions have been made in the first stage.

In our problem, we assume that the unmet demand penalty (s_i) is larger than the network delay cost (ρd_{i,j} ), i.e., s_i > ρd_{i,j} . This means that the EC platform prioritizes meeting demand requirements over reducing latency in the network.

III. SOLUTION APPROACH

In this section, we propose two methods to solve the twostage DRO model for EN placement and resource allocation with endogenous stochastic demand. The problem has a twostage structure, leading to a tri-level optimization problem with a strong interdependence between uncertainty and decisions. Even a seemingly straightforward formulation employing linear programming (LP) in both stages can be proven to be NP-hard [23]. Additionally, the uncertainty parameter λ(y) is defined as an affine function of the decision variable y within the ambiguity set, leading to substantial complexities in solving problem (P_1). The modification introduces significant changes to the size and structure of the set, making the reformulation of the DRO problem particularly challenging, and the presence of bilinear terms further obstructs direct solvability.

To address these challenges, we provide an exact reformulation for problem (P_1), enabling us to solve the resulting MILP problem using off-the-shelf solvers. Furthermore, we propose an improved reformulation that enhances scalability by leveraging extreme rays of the feasible region to generate efficient cuts. The improved approach can accelerate computation, particularly as the network size increases.

A. Exact Monolithic Reformulation

To reformulate the min-max-min DRO model (P_1) into a more tractable form, we employ a three-step process to derive a single-level, monolithic representation. In Step 1, given EN placement decisions y, we derive the dual problem of the innermost minimization problem and obtain a closed-form expression for its optimal objective value. Subsequently, the inner max-min framework simplifies to a max-max formulation, effectively simplifying it to a maximization problem. In Step 2, we apply the duality theorem to recast the obtained min-max model as an equivalent single-level mixed-integer nonlinear program (MINLP). Step 3 leverages the McCormick linearization techniques [33] to attain a single-level MILP reformulation of the original tri-level problem, which can be directly solved using off-the-shelf solvers. Below are the specific details:

Step 1: The structure of the dual problem allows us to decompose the inner problem based on each area i. Denoting the inner level problem as g(y, λ), we express g(y, λ) = ∑ i∈I g_i(y, λ), where g_i(y, λ) for all i ∈ I is given as follows

g_i(y, λ) = min_{x,u} ρ ∑ j d_{i,j} x_{i,j} + s_iu_i (12a) s.t. x_{i,j} ≤ C_{i,j} y_j , ∀j (v_{i,j} ) (12b) u_i + ∑ j x_{i,j} = λ_i(y), (α_i) (12c) ∑ j d_{i,j} x_{i,j} ≤ Δ_iλ_i(y), (β_i) (12d)

where v_{i,j} , α_i and β_i are the dual variables associated with constraints (12b)-(12d), respectively. Consequently, the dual problem of g_i(y, λ), for all i ∈ I, is as follows: max v_{i,j} ,α_i,β_i ∑ j C_{i,j} y_j v_{i,j} + [ α_i + β_iΔ_i ] λ_i(y) (13a) s.t. v_{i,j} + α_i + β_id_{i,j} ≤ ρd_{i,j} , ∀j (13b) α_i ≤ s_i, β_i ≤ 0; v_{i,j} ≤ 0, ∀j. (13c) Subsequently, our goal is to derive a closed-form expression for the optimal objective value of the dual problem associated with each inner problem, considering the extreme points and rays of the feasible region. We examine the following two cases: Case 1 (α_i = s_i): From (13b), we have v_{i,j} ≤ ρd_{i,j} −s_i−β_id_{i,j} . As v_{i,j} ≤ 0, the extreme point of v_{i,j} can occur at either v_{i,j} = 0 or v_{i,j} = ρd_{i,j} − s_i − β_id_{i,j} if ρd_{i,j} − s_i − β_id_{i,j} < 0. We consider the following two cases for the value of β_i ≤ 0:

(i) If ρ −^{si}_{di,j} < β_i ≤ 0 then v_{i,j} ≤ ρd_{i,j} − s_i < 0 due to the assumption s_i > ρd_{i,j} . The constraint v_{i,j} ≤ 0 becomes redundant and v_{i,j} = ρd_{i,j} − s_i is the extreme point. The optimal value for the objective function is

s_iλ_i(y) + ∑ j C_{i,j} y_j (ρd_{i,j} − s_i), ∀i. (14) (ii) If β_i ≤ ρ−^{si}_{di,j} < 0, the inequality ρd_{i,j} −s_i −β_id_{i,j} > 0 holds true. As a result, the constraint v_{i,j} ≤ ρd_{i,j} − s_i − β_id_{i,j} becomes redundant and v_{i,j} = 0 represents the extreme point. By letting d^{min}_i = min_j′_{∈J} d_{i,j}′ for all i, we find that β_i = ρ −^{si}_{dmini} is an extreme point. The objective value is [ s_i + ( ρ − s_i d^{min}_i ) Δ_i ] λ_i(y), ∀i. (15)

Case 2 (α_i < s_i): For all ENs j ∈ J , v_{i,j} reaches its extreme point at either v_{i,j} = 0 or v_{i,j} = ρd_{i,j} −α_i −β_id_{i,j} . We proceed to analyze the following two scenarios:

(i) If v_{i,j} = 0 for some j ∈ J , it must hold that ρd_{i,j} − α_i − β_id_{i,j} ≥ 0, i.e., α_i ≤ d_{i,j} (ρ − β_i). Thus, we aim to find extreme points for β_i such that s_i > { max_{βi} (ρ − β_i)d_{i,j} , ∀j, s.t β_i ≤ 0 } . (16)

Notably, (ρ − β_i)d_{i,j} > s_i when β_i → −∞, ∀i. Thus, α_i = ρd_{i,j} and β_i = 0 represent the extreme points.

(ii) If the extreme point is v_{i,j} = ρd_{i,j} −α_i −β_id_{i,j} , it implies that the constraint v_{i,j} ≤ ρd_{i,j} − α_i − β_id_{i,j} is binding, i.e., ρd_{i,j} − α_i − β_id_{i,j} ≤ 0. (17) Since β_i ≤ 0, β_i = 0 represents the extreme point that ensures (17) holds. Consequently, α_i must satisfy ρd_{i,j} ≤ α_i < s_i for all j ∈ J . It should be noted that the problem in (13) is a maximization problem, and α_i reaches its extreme point at a higher value. Therefore, for each area i, we have a set of extreme points if there exists an EN j^∗ ∈ J such that d_{i,j} < d_{i,j}∗ for all j ∈ J \ {j^∗}, and α_i = ρd_{i,j}∗ . Overall, the optimal objective value for Case 2 is given as: ρd_{i,j}∗ λ_i(y) + ∑ j:d_{i,j} <d_{i,j}∗ C_{i,j} ρ(d_{i,j} − d_{i,j}∗ )y_j , ∀i. (18)

Since s_i > ρd_{i,j}∗ and ρ −^{si}_{dmini} < ρ −^{ρdi.j∗}_{dmini} , by considering these two cases together, we can derive a closed-form expression for the optimal objective value of the model in (13). For a given j^∗, this is achieved by taking the maximum between the following: ρd_{i,j}∗ λ_i(y) + ∑ j:d_{i,j} <d_{i,j}∗ Ci,j yj ρ(di,j − di,j^∗ ) ρd_{i,j}∗ λ_i(y) + [( ρ −^{ρdi,j∗}_{dmini} ) Δ_i ] λ_i(y). As the dual problem (13) is both feasible and bounded, strong duality holds, and the expression given above represents the optimal objective value for the primal problem g_i(y, λ).

Furthermore, for each area i ∈ I, the optimal value of the inner problem g_i(y, λ) corresponding to the actual realization ξ_n ∈ Ξ with the probability p_{i,n} can be given as follows: θ_{i,n}(y) = max_{j∗ ∈J} ρd_{i,j}∗ ξ_n + max { [ ρ − ρd_{i,j}∗ d^{min}_i

)Δ_i ] ξ_n, ∑ j:d_{i,j} <d_{i,j}∗ C_{i,j} ρ(d_{i,j} − d_{i,j}∗ )y_j } , ∀i, n. (19) Both terms within the inner maximization of (19) are negative. Intuitively, the inner objective determines which one of these negative terms imposes a more stringent requirement, either in terms of the capacity constraint or the delay constraint.

Step 2: Step 1 reformulates the inner bilevel max-min problem to a single-level maximization. Given the EN placement decision y, we can reformulate the inner problem as max_{π∈U2(y)} E [ g(y, λ(y)) ] , as shown below: max_{pi,n} ∑ i∈I N∑ n=1 p_{i,n}θ_{i,n}(y) (20a) s.t. N∑ n=1 p_{i,n}ξ_n = 1, ∀i (ω_i) (20b) N∑ n=1 p_{i,n}ξ_n ≤ Γ^μ_i + μ_i(y), ∀i (δ^1_i ) (20c) N∑ n=1 p_{i,n}ξ_n ≥ Γ^μ_i − μ_i(y), ∀i (δ^2_i ) (20d) N∑ n=1 p_{i,n}ξ^2_n ≤ ( σ^2_i + (μ_i(y))^2 ) Γ̄^σ_i , ∀i (γ^1_i ) (20e) N∑ n=1 p_{i,n}ξ^2_n ≥ ( σ^2_i + (μ_i(y))^2 ) Γ^σ_i , ∀i, (γ^2_i ) (20f)

where (ω_i,δ^1_i ,δ^2_i ,γ^1_i ,γ^2_i ), for all i, are the dual variables associated with all constraints. According to duality theory for LP [23], we can formulate the corresponding dual problem as: min_{ω,δ,γ} ∑ i ω_i + δ^1_i (μ_i(y) + Γ^μ_i ) − δ^2_i (μ_i(y) − Γ^μ_i )+ ( σ^2_i (y) + ((μ_i(y))^2 )¯ Γ^σ_i γ^1_i − ( σ^2_i (y) + (μ_i(y))^2 ) Γ^σ_i γ^2_i (21a) s.t. ω_i + (δ^1_i − δ^2_i )ξ_n + (γ^1_i − γ^2_i )ξ^2_n ≥ θ_{i,n}(y) (21b) δ^1_i , δ^2_i , γ^1_i , γ^2_i ≥ 0, ∀i. (21c)

Recall that our decision-dependent ambiguity set is constructed based on the mean μ_i(y) and variance σ^2_i (y), which are defined as affine functions of the decision y, as shown in (10). Hence, (μ_i(y))^2 can be extended to the following form:

μ̄^2_i ( 1 + ∑ j∈J (2Ψ^μ_{i,j} + (Ψ^μ_{i,j} )^2)y_j + 2 J∑ l=1 l−1∑ m=1 Ψ^μ_{i,l}Ψ^μ_{i,m}y_my_l ) . By incorporating the definitions of (μ_i(y)), (σ_i(y)), and (μ^2_i (y)), we obtain the following MINLP: min y∈{0,1} ∑ j f_j y_j + ∑ i ( ω_i + δ^1_i (μ̄_i + Γ^μ_i ) − δ^2_i (μ̄_i + Γ^μ_i ) + μ̄_i ∑ j Ψ^μ_{i,j} (δ^1_i y_j − δ^2_i y_j ) + (σ̄^2_i + μ̄^2_i )(Γ̄^σ_i γ^1_i − Γ^σ_i γ^2_i )

+ 2μ̄^2_i J∑ l=1 l−1∑ m=1 Ψ^σ_{i,l}Ψ^σ_{i,m} (¯ Γ^σ_i y_ly_mγ^1_i − Γ^σ_i y_ly_mγ^2_i )

+ ∑ j Λ_{i,j} (¯ Γ^σ_i γ^1_i y_j − Γ^σ_i γ^2_i y_j ) (22a)

s.t. (2), (3) (22b) Λ_{i,j} = μ̄^2_i ( (Ψ^μ_{i,j} )^2 + 2Ψ^σ_{i,j} ) − σ̄^2_i Ψ^μ_{i,j} , ∀i, j (22c) ω_i + (δ^1_i − δ^2_i )ξ_n + (γ^1_i − γ^2_i )ξ^2_n ≥ θ_{i,n}(y), ∀i, n (22d) δ^1_i , δ^2_i , γ^1_i , γ^2_i ≥ 0, ∀i. (22e)

Step 3: After Step 2, the proposed problem is reformulated into a single-level MINLP, which contains multiple trilinear and bilinear terms. It is important to note that all bilinear and trilinear terms in our formulation exhibit similar characteristics: they involve the product of binary variables and a non-negative continuous variable. To address these nonlinear relationships, we employ McCormick envelopes for linearization. Due to the space limitation, we present the linearization of one bilinear term and one trilinear term. The linearization process for the remaining terms follows a similar approach.

For notation brevity, we use r ∈ {1, 2} as the superscript on the dual variable. Let M_{κ,y,γ} denote the set involving the McCormick inequalities for linearizing any bilinear term (κ^r = γ^ry), where y ∈ {0, 1}, and γ^r is non-negative. We have M_{κ,y,γ} = { (κ, γ, y) : γ^ry ≤ κ^r ≤ γ̄^ry, γ^r ≤ γ^r ≤ γ̄^r γ^r − (1 − y)γ̄^r ≤ κ^r ≤ γ^r − (1 − y)γ^r } , (23)

where γ̄^r and γ^r are the upper bound and lower bound, respectively, on the dual variable γ^r. In our problem, we set these bounds as sufficiently large positive numbers, denoted by M. Similarly, we denote M_{η,yl,ym,γ} as the set of McCormick inequalities used to linearize trilinear terms. A trilinear term in our formulation contains one non-negative variable and two binary variables. For example, η^r_{i,l,m} = γ^r_i Y_{l,m} = γ^r_i y_ly_m has γ^r_i ≥ 0 and y_l, y_m ∈ {0, 1}. M_{η,yl,ym,γ} is given as follows: M_{η,yl,ym,γ} = { (η, γ, y_l, y_m) : η^r ≤ γ̄^ry_l, η^r ≤ γ̄^ry_m, η^r ≤ γ^r − (1 − y_l)γ^r, η^r ≤ γ^r − (1 − y_m)γ^r, η^r ≥ γ^r(y_l + y_m − 1), η^r ≥ γ^r + γ̄^r(y_l + y_m − 2), y_l ≤ 1, y_m ≤ 1, γ^r ≤ γ^r ≤ γ̄^r } . (24)

According to the McCormick linearization for bilinear and trilinear terms, we can derive the following MILP formulation (P^′_1), which provides an exact solution for the proposed problem under the decision-dependent ambiguity set (9):

(P^′_1) : min ∑ j f_j y_j + ∑ i ( ω_i + δ^1_i (μ̄_i + Γ^μ_i ) − δ^2_i (μ̄_i − Γ^μ_i ) + μ̄_i ∑ j Ψ^μ_{i,j} (τ^1_{i,j} − τ^2_{i,j} )+(σ̄^2_i + μ̄^2_i )(Γ̄^σ_i γ^1_i − Γ^σ_i γ^2_i )

+ 2μ̄^2_i J∑ l=1 l−1∑ m=1 Ψ^σ_{i,l}Ψ^σ_{i,m} (¯ Γ^σ_i η^1_{i,l,m} − Γ^σ_i η^2_{i,l,m} )

+ ∑ j Λ_{i,j} (¯ Γ^σ_i κ^1_{i,j} − Γ^σ_i κ^2_{i,j} )) (25a)

s.t. (2), (3) (25b) Λ_{i,j} = −σ̄^2_i Ψ^μ_{i,j} + μ̄^2_i ( (Ψ^μ_{i,j} )^2 + 2Ψ^σ_{i,j} ) , ∀i, j (25c) ω_i + (δ^1_i − δ^2_i )ξ_n + (γ^1_i − γ^2_i )ξ^2_n ≥ θ_{i,n}(y), ∀i, n (25d) κ^r_{i,j} ∈ M_{yj ,γ}r_i , τ^r_{i,j} ∈ M_{yj ,γ}r_i , ∀i, j, r (25e) η^r_{i,l.m} ∈ M_{yl,ym,γ}r_i , ∀i, l, m, r, l > m (25f) y_j ∈ {0, 1}, ∀j; δ^1_i , δ^2, γ^1_i , γ^2_i ≥ 0, ∀i. (25g)

Hence, by following Step 1 to Step 3, we can achieve an exact MILP reformulation that can be solved directly using off-the-shelf solvers. These steps are summarized in Algorithm 1.

B. Improved Variant

While Algorithm 1 provides an optimal solution to the proposed problem (P_1), the computational time can become sensitive to the network size. To address this limitation, the improved algorithm takes a different approach. It generates

Algorithm 1 Exact OPT-Placement

1: Initialization: f_j , s_i, d_{i,j} , U_2(y), B, K^{min}, ρ 2: Step 1: Solve the inner problem (12): Find analytical expression (19) for the dual problem of inner objective (13).

3: Step 2: Dualize the obtained inner “max-max” problem which is subject to all constraints within U_2(y).

4: Step 3: Linearize the bilinear and trilinear terms based on McCormick linearization techniques.

5: Output: Optimal placement (y^∗).

extreme rays for the feasible region of (P_1), which are then incorporated into the MILP problem obtained in (P^′_1). By identifying the potential locations of extreme points for these dual variables, we achieve a stronger reformulation compared to (P^′_1). This enhancement helps reduce computational complexity and allows for more efficient solving of larger networks.

After completing Step 2, formulation (22) shows that the problem is feasible within a region satisfying the inequalities (22d) - (22e). To this end, let us define δ_i = δ^1_i − δ^2_i and γ_i = γ^1_i − γ^2_i . It should be noted that δ_i and γ_i are unbounded, which means searching for the extreme point to achieve the optimum objective might be time-consuming. Therefore, the objective is to determine a set of extreme rays (ω_i, δ^1_i , δ^2_i , γ^1_i , γ^2_i ) that effectively represent the feasible region defined by constraints (22d) and (22e). As a result, the improved variant can strengthen the problem by reducing the feasible region of the inner problem, leading to faster computation times.

To identify extreme rays, we solve the following inequality system for k, l ∈ {1, 2, . . . , N}, where k and l represent the indices of extreme points:

ω_i + δ_iξ_k + γ_j ξ^2_k = 0, ∀i, k (26a) ω_i + δ_iξ_l + γ_j ξ^2_l = 0, ∀i, l (26b) ω_i + δ_iξ_n + γ_j ξ^2_n ≥ 0, ∀n ∈ {1, 2, . . . , N} \ {l, k}. (26c) Without loss of generality, we assume that ξ_k < ξ_l. Our objective is to determine the relationship between ξ_k, ξ_l, and the other instances ξ_n, n ∈ {1, 2, . . . , N} \ {k, l}. To achieve this, we define {ξ_{(1)}, ξ_{(2)}, . . . , ξ_{(N)}} as a ordered support for the random demand.

According to (26a) and (26b), we can derive δ_i = −(ξ_k + ξ_l)γ_i and ω_i = ξ_kξ_lγ_i. To ensure clarity, we will fix the direction of the unit vector along γ_i and determine the direction of other variables to satisfy the inequality (26c). By normalizing γ_i, we have |γ_i| = 1, which will be analyzed in the following: Case 1 (γ_i = 1): Due to the assumption ξ_k < ξ_l and ξ_n ≥ 0, we must ensure (ξ_n −ξ_l)(ξ_n −ξ_k) ≥ 0, ∀n ∈ {1, 2, . . . , N}\{k, l}. Thus, we can have either ξ_n ≥ ξ_l > ξ_k or ξ_n ≤ ξ_k < ξ_l. Based on these two relationships, we can derive the expressions for ω_i and δ_i. Thus, there exists two extreme rays (ω_i,δ_i,γ_i) that satisfy the conditions:

ω_i = ξ_{(1)}ξ_{(2)}, δ_i = −(ξ_{(1)} + ξ_{(2)}), γ_i = 1, ∀i (27a) ω_i = ξ_{(N−1)}ξ_{(N)}, δ_i = −(ξ_{(N−1)} + ξ_{(N)}), γ_i = 1, ∀i. (27b)

Case 2 (γ_i = −1): Due to the assumption ξ_k < ξ_l and ξ_n ≥ 0, we must ensure (ξ_n − ξ_l)(ξ_n − ξ_k) ≤ 0, ∀n ∈ {1, 2, . . . , N} \

{k, l}. Thus, we have ξ_k ≤ ξ_n ≤ ξ_l. Therefore, the extreme ray can be expressed as:

ω_i = ξ_{(1)}ξ_{(N)}, δ_i = −(ξ_{(1)} + ξ_{(N)}), γ_i = −1, ∀i. (28)

Given the values of γ_i and δ_i, we can express δ^1_i = max{0, δ_i}, δ^2_i = max{0, −δ_i}, γ^1_i = max{0, γ_i} , and γ^2_i = max{0, −γ_i}. Thus, we can substitute (ω_i,δ^1_i ,δ^2_i ,γ^1_i ,γ^2_i ) into the problem (22). The following inequalities ensure that the dual problem (21) is bounded, thereby guaranteeing the feasibility of (P_1). Thus, for every area i ∈ I, we have:

ξ_{(1)}ξ_{(2)} − (ξ_{(1)} + ξ_{(2)})(μ_i(y) − Γ^μ_i ) + S_i(y)Γ̄^σ_i ≥ 0 (29a) ξ_{(N−1)}ξ_{(N)} −(ξ_{(N−1)} +ξ_{(N)})(μ_i(y)−Γ^μ_i )+S_i(y)Γ̄^σ_i ≥0 (29b) − ξ_{(1)}ξ_{(N)} + (ξ_{(1)} + ξ_{(N)})(μ_i(y) − Γ^μ_i )−S_i(y)Γ^σ_i ≥ 0, (29c)

where S_i(y) = σ^2_i (y) + μ^2_i (y). Similar to the previous section, we employ McCormick linearization techniques to linearize the bilinear terms in (29). As a result, (29) becomes:

ξ_{(1)}ξ_{(2)} − (ξ_{(1)} + ξ_{(2)})(ζ_i − Γ^μ_i ) + z_iΓ̄^σ_i ≥ 0, ∀i (30a) ξ_{(N−1)}ξ_{(N)} −(ξ_{(N−1)} +ξ_{(N)})(ζ_i − Γ^μ_i )+z_iΓ̄^σ_i ≥ 0, ∀i (30b) − ξ_{(1)}ξ_{(N)} + (ξ_{(1)} + ξ_{(N)})(ζ_i + Γ^μ_i ) − z_iΓ^σ_i ≥ 0, ∀i (30c)

z_i =σ̄^2_i +μ̄^2_i + ∑ j Λ_{i,j} y_j +2μ̄^2_i J∑ l=1 l−1∑ m=1 Ψ^μ_{i,l}Ψ^μ_{i,m}Y_{l,m}, ∀i (30d) ζ_i = μ̄_i(1 + ∑ j Ψ^μ_{i,j} y_j ), ∀i (30e) Y_{l,m} ≥ y_l + y_m − 1, Y_{l,m} ≤ y_l, Y_{l,m} ≤ y_m, ∀l, m. (30f) After incorporating the constraints in (30) into the MILP reformulation (P^∗_1 ), we strengthen our formulation for the proposed problem by reducing the feasible region. This enhancement allows for efficient computation and a tighter representation of feasible solutions.

IV. NUMERICAL RESULTS A. Simulation Setting

We consider an EC system with I = 15 areas and J = 10 ENs in the default setting while larger networks will also be considered in sensitivity analyses. The edge network topology is generated based on the cities and locations of randomly selected Equinix edge data centers (DCs) [34]. The network delay (d_{i,j} ) between any two selected DCs is obtained directly from the global ping dataset [35]. The EN placement cost f_j is sampled from the uniform distribution U(20, 30), while the unmet penalty s_i is randomly generated from U(30, 40). To generate C_{i,j} , the maximum resource capacity (C^{max}_j ) at each EN j is randomly selected from the set {84, 96, 128} vCPUs. The resources available to each area i, C_{i,j} , are pre-allocated according to the relative historical demand.

We randomly generate the empirical mean of resource demand (μ̄_i) in each area i, following a uniform distribution with values ranging from 20 to 50 vCPUs. We define θ_i as the ratio of variation at each area, represented by θ_i =^{σ̄i}_{μ̄i} , ∀i. The support size of demand (N) at each area is taken as 100, with ξ_1, . . . , ξ_N in the range {1, . . . , 100}. To establish decision dependency between the demand distribution and EN placement decisions, Ψ^μ_{i,j} and Ψ^σ_{i,j} are considered as decreasing functions of the corresponding network delay (e.g., distance), i.e., exp ( −^{di,j}_b ) , ∀i, j, where b is a parameter controlling the decaying rate. This means the placement of EN j has a higher impact when it is closer to nearby areas. Since ∑ j Ψ^σ_{i,j} ≤ 1, we normalize both impact parameters. To control the level of robustness with respect to the true mean and true variance of demand, we define ϵ_i = (ϵ^μ_i , ϵ^σ_i ) ∈ [0, 1]^I to adjust the robustness for each area, i.e., Γ^μ_i = ϵ^μμ_i(y), Γ^σ_i = 1 − ϵ^σ_i , Γ̄σ_i = 1+ϵσ_i . In our default setting, the other system parameters are: ρ = 0.001, Δ_i = Δ = 35, B = 100, b = 25, ϵ^μ_i = ϵ^μ = 0.8, Γ^σ_i = Γ^σ = 0.8, Γ̄^σ_i = Γ̄^σ = 1.2, K^{min} = 1, θ_i = θ = 0.5, ∀i. We will also vary these important parameters during sensitivity analyses. All the experiments are implemented in MATLAB using CVX [36] and Gurobi [37] on a desktop with an Intel Core i7-11700KF and 32 GB of RAM.

B. Sensitivity analysis

This section conducts sensitivity analyses to assess the impact of key system parameters on the optimal solution. The parameters under investigation include the budget (B), delay penalty (ρ), and impact factors Ψ_{i,j} = (Ψ^μ_{i,j} , Ψ^σ_{i,j} ). To evaluate the impact of the EN placement cost f, we introduce a scaling factor h, where h = 1 represents the default setting. The base value of f generated in Section IV-A is multiplied by h to either scale up or down the placement cost. A higher value of h indicates a higher EN placement cost.

(a) Cost: varying h and B (b) Payment: varying h and B

(c) Varying Δ and ρ (d) Varying ϵ^μ and ϵ^σ

Fig. 1: Impacts of important system parameters 1) Impacts of placement cost and budget: Fig.1(a) shows that the total cost increases with higher EN placement costs. Due to the limited budget, only a few ENs can be installed, leading the platform to prioritize critical locations for installing ENs, particularly with a higher h. However, this may result in increased penalties for unmet demand when h is high. The curve’s growth rate increases as B decreases, while increasing B allows the platform to select EN locations more flexibly. Note that the minimum number of placed ENs must be greater than 1 (K^{min} = 1) to avoid situations where the payment equals 0. Notably, the payment does not monotonically increase with h, as highlighted in the dashed circle in Fig.1(b). This is because the budget B = 40 allows only one EN to be placed with h = 1.6, whereas it permits more than 2 ENs with smaller h. 2) Impacts of delay penalty ρ and threshold Δ: Fig. 1(c) demonstrates that the total cost decreases with smaller Δ and ρ thanks to the improved proximity and reduced delay penalty. The cost reduction helps to mitigate delay and unmet demand penalties, enhancing service quality. The curves converge to a small value after a certain delay threshold, indicating that the delay requirement can be easily satisfied. Thus, the platform begins to prioritize capacity constraints over delay constraints. 3) Impacts of parameters in ambiguity set: Fig. 1(d) shows how the level of robustness in the ambiguity set affects the optimal solution. ϵ controls the distance to the true mean and variance of demand. As (ϵ^μ, ϵ^σ ) increases, the ambiguity set grows, allowing actual demand to vary over a larger range and incurring a more conservative solution.

4) Running time comparison: We compared the average running time over 20 randomly generated problem instances for each problem size, as shown in Table I. Algorithm 1 (denoted as Standard) and Algorithm 1 with feasibility cuts (denoted as Improved) both produce optimal solutions within a reasonable time for small- and medium-sized networks. However, as the system size grows larger, the advantage of Improved over Standard becomes more evident. The feasibility cuts reduce the feasible region and mitigate the effects of unbounded dual variables, thus strengthening Exact OPT-Placement. Importantly, it is worth noting that the underlying problem is a robust planning problem that does not require real-time computation.

Network size Standard Improved I = 10; J = 10 31.31s 21.68s I = 20; J = 10 66.88s 62.95s I = 20; J = 20 404.11s 331.79s I = 30; J = 20 1314.8s 901.8s I = 40; J = 20 3357.2s 2178.28s

TABLE I: Runtime comparison

C. Performance Comparison

In this section, we compare the performance of the proposed DRO-DDU with the following benchmarks:

• HEU: Choose a subset of ENs according to demand, giving priority to areas with higher demand until the available budget is fully utilized.

• BSPA: Deploy as many ENs as possible within the budget. • DET: Deterministic EN placement problem in (1). • SO: Two-stage SO with uniform in-sample distribution. • DRO-DIU: Ψ^μ_{i,j} = Ψ^σ_{i,j} = 0. The original problem reduces to a two-stage DRO with exogenous stochastic demand.

The platform aims to optimize the EN placement decision (y) before knowing the actual demand. To evaluate the placement decisions provided by different schemes, we conduct an outof-sample test using model (31). For each scheme, we obtain a placement solution ŷ during the planning stage. Given ŷ and the actual uncertainties λ(ŷ), the platform can re-optimize the workload allocation decision to minimize the total actual cost. In our experiment, we generate 1000 scenarios for each scheme to model the actual mean and variance of demand (λ̂_i(ŷ)) satisfying the conditions in (10). For each scenario, the platform solves the following actual workload allocation problem (LP):

(A) min x∈R^{I×J}_+ ,u∈R^I_+ ρ ∑ i,j d_{i,j} x_{i,j} + ∑ i s_iu_i (31a)

s.t. (4) − (7) (31b)

The actual total cost is the sum of the EN placement cost and actual workload allocation cost, expressed as:

C^a = ∑ j f_jŷ_j + ρ ∑ i,j d_{i,j} x^a_{i,j} + ∑ i s_iu^a_i , (32)

where (x^a, u^a) is the optimal solution to problem (31). The six schemes are evaluated and compared based on their average and worst actual costs over the generated scenarios. 1) Varying variability: Recall that θ_i denotes the variation ratio in each area. In Figs. 2(a)-2(b), the DRO-based models demonstrate increased stability compared to other schemes, especially with higher variability θ_i. As θ increases, the gap between these schemes widens due to the significant deviation of actual demand from its mean. BSPA, HEU, and DET do not consider demand uncertainty. BSPA performs well with smaller θ but incurs high costs with a higher θ due to overly optimistic EN placement. However, the selection of ENs may not be on critical locations, especially within the limited budget. SO is prone to out-of-sample disappointment as it relies heavily on insample distribution accuracy. In contrast, DRO models consider the worst-case distribution, ensuring robustness in handling various demand patterns during out-of-sample scenarios, as seen in Fig.2(b). DRO-DDU model performs significantly better in all settings, highlighting the importance of incorporating decision dependency in uncertainty quantification.

(a) Average: varying θ (b) Worst: varying θ

(c) Average: varying h (d) Worst: varying h

Fig. 2: Model comparison 2) Varying EN placement cost: Figs. 2(c)–2(d) demonstrate the superiority of the proposed DRO-DDU scheme over other schemes, particularly as the EN placement cost increases. This advantage arises from the proposed model’s consideration of decision dependency between planning decisions and uncertain demand, offering better performance compared to alternative schemes. As the cost parameter increases, the performance of solutions obtained from other models monotonically deteriorates. This indicates the critical importance of thoughtfully selecting ENs for planning decisions, particularly when the price of EN placement becomes higher. It can be observed that BSPA exhibits decent performance for smaller h. This is attributed to the lower h, which allows the platform to be relatively optimistic, resulting in the utilization of all budgets for EN placement without careful consideration of critical infrastructures. However, this blind selection worsens its performance as h increases. Additionally, DRO-DIU outperforms SO since SO relies on the accurate knowledge of the distribution of the historical demand, while the DRO-based model proves more robust in handling various demand patterns. 3) Choice of decision-dependency: Recall that both impact factors (Ψ_{i,j} ) are generated from a decreasing function of the network delay between area i and EN j, i.e., e^{− di,jb} , ∀i, j. We denote the proposed form of ambiguity set by Decrease. Additionally, we consider other forms commonly used in practice: (i) (Uni) uniform impact overall areas (Ψ_{i,j} =^1_J ); (ii) (No) No impact: reducing the problem to the traditional DRO problem with a decision-independent ambiguity set; (iii) (Max): Maximum impact on the closest area only (min_i d_{i,j} ). Fig.3(a) illustrates the impact of decision-dependency in an ambiguity set, influencing the optimal solution with varying B. Notably, NO neglects the impact of EN placement decisions, resulting in the highest out-of-sample cost among all choices. On the other hand, Max performs well with the limited budget (i.e., fewer available placed ENs), observing the most significant impact in its nearest area with the highest traffic flow. However, as B becomes larger, the cost exceeds that of Uni and Decrease due to disregarding the impacts of EN placement on demand changes in other areas. Uni assumes uniform impact across all areas but fails to reflect network delays or geographical locations between ENs and nearby areas, resulting in poorer performance in most cases. The proposed impact factor is defined as a decreasing function of the network delay, where b is the decaying rate of the impact for EN j on all areas. A higher value of b corresponds to a slower decaying rate, indicating uniform impact across all areas. Conversely, a smaller value of b leads to a faster-decaying rate, implying that EN j only impacts its closest area. Thus, the proposed form acts as an intermediate state between Max and Uni, and the platform can adjust b to control impact factors according to its budget. Fig.3(b) shows that the cost increases with higher b since the impact factor tends to become Uni, failing to reflect the network delays. However, note that the total cost does not always increase monotonically with an increasing b. An extremely lower b leads to impact factors similar to Max, performing well only under specific conditions, as discussed previously.

(a) Varying B (b) Varying b

Fig. 3: Performance comparison with varying DDU sets

V. CONCLUSION This paper presented a novel two-stage DRO for optimal EN placement, aiming to mitigate the impact of demand uncertainty on user experience. The main novelty of lies in the integration of a DDU set into the DRO framework to capture the interdependence between demand uncertainty and EN placement decisions. To compute the exact optimal solution, two efficient algorithms were developed. Numerical results illustrate the importance and advantages of incorporating endogenous uncertainties, highlighting the improved performance of the proposed model over benchmark schemes.

REFERENCES

[1] W. Shi, J. Cao, Q. Zhang, Y. Li, and L. Xu, “Edge computing: Vision and challenges,” IEEE Internet Things J., vol. 3, no. 5, pp. 637–646, 2016.

[2] A. Rullo, E. Serra, E. Bertino, and J. Lobo, Optimal Placement of Security Resources for the Internet of Things: Technology, Communications and Computing, 01 2019, pp. 95–124.

[3] R. L. Moglen, J. Barth, S. Gupta, E. Kawai, K. Klise, and B. D. Leibowicz, “A nexus approach to infrastructure resilience planning under uncertainty,” Reliability Engineering & System Safety, vol. 230, p. 108931, 2023. [Online]. Available: https://www.sciencedirect.com/science/article/pii/S0951832022005464 [4] D. T. Nguyen, H. T. Nguyen, N. Trieu, and V. K. Bhargava, “Two-stage robust edge service placement and sizing under demand uncertainty,” IEEE Internet Things J., vol. 9, no. 2, pp. 1560–1574, 2022.

[5] T. Ouyang, R. Li, X. Chen, Z. Zhou, and X. Tang, “Adaptive usermanaged service placement for mobile edge computing: An online learning approach,” in Proc. IEEE INFOCOM, 2019, pp. 1468–1476.

[6] J. Cheng, D. T. A. Nguyen, L. Wang, D. T. Nguyen, and V. K. Bhargava, “A bandit approach to online pricing for heterogeneous edge resource allocation,” Proc. IEEE NetSoft, 2023.

[7] X. Wang, J. Ye, and J. C. Lui, “Decentralized task offloading in edge computing: A multi-user multi-armed bandit approach,” in Proc. IEEE INFOCOM, 2022, pp. 1199–1208.

[8] D. T. A. Nguyen, J. Cheng, N. Trieu, and D. T. Nguyen, “A fairnessaware attacker-defender model for optimal edge network operation and protection,” IEEE Netw. Lett., 2023.

[9] J. Cheng, D. T. Nguyen, and V. K. Bhargava, “Resilient edge service placement under demand and node failure uncertainties,” IEEE Trans. Netw. Serv. Manag., pp. 1–1, 2023.

[10] F. He and E. Oki, “Backup allocation model with probabilistic protection for virtual networks against multiple facility node failures,” IEEE Trans. Netw. Serv. Manag., vol. 18, no. 3, pp. 2943–2959, 2021.

[11] X. Li, R. Xiao, M. Pan, and N. Zhao, “Risk-averse investment strategy for mec service provisioning: A data-driven distributionally robust solution,” IEEE Internet Things J., vol. 9, no. 23, pp. 24 148–24 160, 2022.

[12] D. Chemodanov, P. Calyam, F. Esposito, R. McGarvey, K. Palaniappan, and A. Pescapé, “A near optimal reliable orchestration approach for geodistributed latency-sensitive sfcs,” IEEE Trans. Netw. Sci. Eng., vol. 7, no. 4, pp. 2730–2745, 2020.

[13] P. Zhao and G. Dán, “A benders decomposition approach for resilient placement of virtual process control functions in mobile edge clouds,” IEEE Trans. Netw. Serv. Manag., vol. 15, no. 4, pp. 1460–1472, 2018.

[14] P. A. Apostolopoulos, E. E. Tsiropoulou, and S. Papavassiliou, “Riskaware data offloading in multi-server multi-access edge computing environment,” IEEE/ACM Trans. Netw., vol. 28, no. 3, pp. 1405–1418, 2020.

[15] L. Rao, X. Liu, L. Xie, and Z. Pang, “Hedging against uncertainty: A tale of internet data center operations under smart grid environment,” IEEE Trans. Smart Grid, vol. 2, no. 3, pp. 555–563, 2011.

[16] J. Chase and D. Niyato, “Joint optimization of resource provisioning in cloud computing,” IEEE Trans. Serv. Comput., vol. 10, no. 3, pp. 396– 409, 2015.

[17] D. Vukobratovic, D. Bajovic, K. Anoh, and B. Adebisi, “Distributed energy trading via cellular internet of things and mobile edge computing,” in Proc. IEEE ICC, 2019, pp. 1–7.

[18] E. E. Ivashko, A. A. Ivashko, G. R. Safonov, and A. Tchernykh, “Costefficient strategy in clouds with spot price uncertainty,” Automation and Remote Control, vol. 81, pp. 731–745, 2020.

[19] D. T. A. Nguyen, J. Cheng, D. T. Nguyen, and A. Nedić, “CrowdCache:

A decentralized game–theoretic framework for mobile edge content sharing,” arXiv preprint arXiv:2304.13246, 2023.

[20] D. T. A. Nguyen, D. T. Nguyen, and A. Nedich, “Distributed stochastic optimization with gradient tracking over time-varying directed networks,” Proc. IEEE Asilomar Conf., 2023.

[21] ——, “Accelerated ab/push-pull methods for distributed optimization over time-varying directed networks,” IEEE Trans. Control Netw., 2023.

[22] A. Prékopa, Stochastic programming. Springer Science & Business Media, 2013, vol. 324.

[23] A. Ben-Tal, L. El Ghaoui, and A. Nemirovski, Robust optimization.

Princeton university press, 2009, vol. 28.

[24] B. L. Gorissen, İ. Yanıkoğlu, and D. den Hertog, “A practical guide to robust optimization,” Omega, vol. 53, pp. 124–137, 2015.

[25] P. Mohajerin Esfahani and D. Kuhn, “Data-driven distributionally robust optimization using the wasserstein metric: performance guarantees and tractable reformulations,” Mathematical Programming, vol. 171, no. 1-2, pp. 115–166, 2018.

[26] E. Delage and Y. Ye, “Distributionally robust optimization under moment uncertainty with application to data-driven problems,” Operations research, vol. 58, no. 3, pp. 595–612, 2010.

[27] L. Li, D. Shi, R. Hou, X. Li, J. Wang, H. Li, and M. Pan, “Data-driven optimization for cooperative edge service provisioning with demand uncertainty,” IEEE Internet Things J., vol. 8, no. 6, pp. 4317–4328, 2020.

[28] Z. Zhang, S. Lin, M. Dedeoglu, K. Ding, and J. Zhang, “Data-driven distributionally robust optimization for edge intelligence,” in Proc. IEEE INFOCOM. IEEE, 2020, pp. 2619–2628.

[29] Z. Li and P. Chen, “Risk-aware distributionally robust optimization for mobile edge computation task offloading in the space–air–ground integrated network,” Sensors, vol. 23, no. 12, p. 5729, 2023.

[30] F. Luo and S. Mehrotra, “Distributionally robust optimization with decision dependent ambiguity sets,” Optimization Letters, vol. 14, pp. 2565–2594, 2020.

[31] X. Yu and S. Shen, “Multistage distributionally robust mixed-integer programming with decision-dependent moment-based ambiguity sets,” Mathematical Programming, vol. 196, no. 1-2, pp. 1025–1064, 2022.

[32] ——, “Multistage distributionally robust mixed-integer programming with decision-dependent moment-based ambiguity sets,” Mathematical Programming, vol. 196, no. 1-2, pp. 1025–1064, 2022.

[33] J. Fortuny-Amat and B. McCarl, “A representation and economic interpretation of a two-level programming problem,” J. Oper. Res. Soc., vol. 32, no. 9, pp. 783–792, 1981.

[34] “Equinix instance,” https://www.equinix.com/data-centers/americas-colocation, Access June 2023.

[35] “Global ping statistics,” https://wondernetwork.com/pings, Access June 2023.

[36] “Cvx,” http://cvxr.com/cvx/, Access June 2023. [37] “Gurobi solver,” https://www.gurobi.com/, Access June 2023.

APPENDIX

A. Budget-spending priority algorithm (BSPA)

This section introduces a budget-spending priority benchmark where the platform maximizes the use of these limited funds for EN placement. This scheme is equivalent to solving the following optimization problem: (33):

max_y ∑ j f_j y_j (33a) s.t ∑ j f_j y_j ≤ B. (33b)

The obtained EN placement strategy (y) under this scheme will serve as an input to the actual workload allocation model in (31). The actual total operation cost is counted as the sum of the actual workload allocation cost and EN placement cost.

B. Heuristic algorithm (HEU)

This section presents the heuristic scheme (HEU). The platform choose a subset of ENs according to demand, giving priority to areas with higher demand until the available budget is fully utilized. Algorithm 2 summarizes the HEU scheme as below.

Algorithm 2 Heuristic EN placement algorithm (HEU)

1: Initialization: budget B, demand λ_i, network delay d_{i,j} 2: repeat 3: Sort λ_i in decreasing order.

4: For each area i, select the nearest places j̃ and calculate the EN placement cost C^{HEU} =

∑_~ j f_{j̃}ỹ_{j̃} .

5: until B - C^{HEU} ≤ 0 6: Output: EN placement decision (ỹ_j ).

C. Two-stage SO with uniform in-sample distribution (SO) This section presents a two-stage stochastic optimization with uniform in-sample distribution, neglecting decisionsdependency in the demand function. In this stochastic model, it is assumed that demand λ_i follows a uniform distribution (i.e., p_n =^1_N ) , with each scenario being assigned equal weight. For each scenario n, let x^n_{i,j} and u_i be the amount of allocated workload from AP i to EN j, the amount of unmet demand at AP i respectively. The objective of this SO model is to optimize the expected cost over all scenarios:

min_{y,x,u} ∑ j f_j y_j+ N∑ n=1 p_n [ ρ ∑ i,j d_{i,j} x^n_{i,j}+ ∑ i s_iu^n_i ] . (34a) s.t ∑ j f_j y_j ≤ B; ∑ j y_j ≥ K^{min} (34b)

u^n_i + ∑ j x^n_{i,j} = λ^n_i , ∀i, n (34c) 0 ≤ x^n_{i,j} ≤ C_{i,j} y_j , ∀i, j, n (34d) ∑ j d_{i,j} x^n_{i,j} λ^n_i ≤ Δ_i, ∀i, n (34e) y ∈ {0, 1}^J , u ∈ R^{I×N}_+ , x ∈ R^{I×J×N}_+ (34f) This resulting problem is a large scale mixed integer linear programming problem (MILP), which can be solved by wellknown Sample average approximation (SAA) algorithm.

D. Two-stage DRO with exogenous demand (DRO-DIU) This section presents a two-stage distributionally robust optimization with exogenous stochastic demand, neglecting decisions-dependency in the demand function. The resulting problem can be expressed as:

(P_1) min_y ∑ j f_j y_j +max_{p∈U} min_{x,u} E_p [ ρ ∑ i,j d_{i,j} x_{i,j} + ∑ i s_iu_i ] (35a)

s.t. (2), (3), (7)

Ω_2(y, λ) = { 0 ≤ x_{i,j} ≤ C_{i,j} y_j , ∀i, j (35b) u_i + ∑ j x_{i,j} = λ_i, ∀i (35c) ∑ j d_{i,j} x_{i,j} ≤ Δ_iλ_i, ∀i } . (35d)

The DRO-DIU problem remains a trilevel min-max-min optimization problem, similar to the DRO-DDU model, but with a key difference: in DRO-DIU, the placement decision does not influence demand, leading to the setting of impact factors at zero. This issue can also be addressed using an existing algorithm by merely assigning Ψ^μ_{i,j} =Ψ^σ_{i,j} =0, ∀i, j.