arXiv:2312.17527v1 [cs.PL] 29 Dec 2023

Data-Driven Template-Free Invariant Generation

Yuan Xia^1, Jyotirmoy V. Deshmukh^1, Mukund Raghothaman^1, and Srivatsan Ravi^1

University of Southern California {yuanxia,jdeshmuk,raghotha,srivatsr}@usc.edu

Abstract. Automatic verification of concurrent programs faces state explosion due to the exponential possible interleavings of its sequential components coupled with large or infinite state spaces. An alternative is deductive verification, where given a candidate invariant, we establish inductive invariance and show that any state satisfying the invariant is also safe. However, learning (inductive) program invariants is difficult. To this end, we propose a data-driven procedure to synthesize program invariants, where it is assumed that the program invariant is an expression that characterizes a (hopefully tight) over-approximation of the reachable program states. The main ideas of our approach are: (1) We treat a candidate invariant as a classifier separating states observed in (sampled) program traces from those speculated to be unreachable. (2) We develop an enumerative, template-free approach to learn such classifiers from positive and negative examples. At its core, our enumerative approach employs decision trees to generate expressions that do not over-fit to the observed states (and thus generalize). (3) We employ a runtime framework to monitor program executions that may refute the candidate invariant; every refutation triggers a revision of the candidate invariant. Our runtime framework can be viewed as an instance of statistical model checking, which gives us probabilistic guarantees on the candidate invariant. We also show that such in some cases, our counterexample-guided inductive synthesis approach converges (in probability) to an overapproximation of the reachable set of states. Our experimental results show that our framework excels in learning useful invariants using only a fraction of the set of reachable states for a wide variety of concurrent programs.

1 Introduction

Motivation. Concurrent and distributed programs are fundamental in modern computing, powering everything from operating systems to web services. Ensuring their correctness is paramount, as errors can lead to system crashes, data corruption, or security vulnerabilities. For example, AWS FreeRTOS is a real-time operating system designed for IoT devices. The Over-The-Air (OTA) system, critical for reliable and secure firmware updates in the presence of device and communication failures, relies on a sophisticated distributed OTA protocol. To verify its correctness, the developers employed the formal modeling language P for modeling and correctness checking, uncovering three bugs in the model that pointed to potential real-world implementation issues [9].

There have been several efforts to model such programs using modeling languages such as Promela [21], P [10], and Ivy [28], and prove their correctness using a variety of automatic and deductive techniques [5, 6]. These languages abstract away some of the complexity induced by real-world programs, e.g., dynamic memory allocation and management, recursive functions, dynamic function calls, etc., but still preserve the asynchronous communication structure and complex coordination logic inherent in distributed protocols. Furthermore, languages such as Promela and P are usually accompanied by an ecosystem of tools for testing, generating program traces, and verification [8, 10, 33].

In this paper, we propose a technique to automatically learn program invariants for arbitrary concurrent/distributed programs written in a modeling language such as Promela or P^1. A program invariant is a predicate over the program’s state variables that evaluates to true in every state visited during any (infinite) program execution. The invariant learning problem is well-motivated in the context of proving program correctness: invariants form the basis of deductive approaches to prove safety and liveness properties of programs [6]. Beyond this obvious goal, post hoc learned invariants can also facilitate programmer understanding of a distributed computation, especially if the learned invariant matches the programmer’s understanding of the set of possible reachable states.

Data-driven invariant synthesis.. In data-driven techniques, instead of statically analyzing the program text or the state space, we leverage program executions to learn invariants. The objective of most of the data-driven invariant learning techniques is to learn safety invariants, i.e., invariants whose intersection with a user-provided set of unsafe states is empty. Data-driven techniques employ a counterexample-guided inductive synthesis approach coupled with the use of an SMT solver, a theorem prover, or a model checker to check if a candidate expression is an invariant, and to check its safety or inductiveness [7, 13, 17, 18, 25, 27, 28, 35, 37]

A safety invariant is (by definition) specific to the safety property provided by the user, and the set of states satisfying the safety invariant could be as big as the set of safe states (many of which could be unreachable). On the other hand, the exact set of reachable states of a program is the smallest inductive invariant for a program. Obtaining an expression characterizing this tight invariant decouples the safety property from the search for the invariant; in fact such an invariant can help prove several distinct safety properties. The main question we ask in this paper is: Can we learn a (compact) expression over the program variables that is satisfiable only by a “tight” overapproximation of the set of reachable states?. Such an expression can^2 potentially serve as a safety invariant, and can also provide a nice summary of the distributed computation that has value beyond a specific verification exercise.

1 While the techniques developed in this paper are general and applicable to arbitrary modeling languages, as a proof-of-concept, we apply the technique to distributed programs written in Promela.

2 Of course, this depends on the actual set of unsafe states.

Learning tight inductive invariants: Challenges and Approach. Following Occam’s razor principle in learning theory [39], we prefer invariant expressions that are shorter in length. However, this poses an interesting challenge: In learning safety invariants, observed program states are used as positive examples, unsafe states as negative examples, and invariant learning is the well-framed problem of learning a classifier. As we do not assume a specific safety property, learning shortest invariant expressions may give trivial answers, after all true is a valid invariant (in the absence of any negative states)! To overcome this hurdle, we propose the novel use of speculative negative examples. We sample a set of program executions; states encountered in these executions are treated as positive examples, and from the set of heretofore unobserved states, we randomly speculate some states to be unreachable. Now equipped with this set of positive and negative examples, the problem of learning a classifier for these sets is again well-defined. We treat the expression thus learned as a candidate invariant, and next discuss how we can validate its invariance.

A key limitation in existing data-driven techniques is their dependence on model checking or theorem proving to establish validity, inductiveness, and safety of the invariant. To sidestep this hurdle, we propose a statistical/runtime monitoring approach to get probabilistic guarantees about the learned invariant. We simply continue running the program or sampling its executions (assuming that the scheduler picks different program executions with some non-zero probability). If an execution refutes the candidate (by reaching a state that violates the candidate or reaching a state speculated to be unreachable), our method triggers a revision of the candidate invariant. We make a probabilistic argument that for certain programs, frequency of such revision events goes to zero, or that this procedure converges to a (tight) over-approximation of the reachable states. In the general case, runtime sampling of bounded-length program executions is an instance of statistical model checking [1,24]. For a given probability threshold ϵ, we can compute the number of program runs n, where if the candidate invariant is satisfied by n bounded-length program executions, then the probability of this invariant being correct is greater than ϵ.

A final contribution of this paper is that we eschew the use of specific templates or predicates to define the space of candidate invariants as used by techniques in [12, 16]. We assume that the user provides a grammar to define the (possibly large) set of Boolean-valued expressions over program variables of interest, and that we learn an expression from this grammar that successfully separates the positive states from the speculated negative states. Our approach combines decision-tree learning and an enumerative, syntax-guided synthesis [2] approach to identify approximate invariants.

Contributions. To summarize, this paper makes the following contributions:

(i) We propose an algorithmic method that efficiently generates candidate invariants without relying on templates.

(ii) We efficiently learn invariants from positive and speculative negative examples using heuristic optimization procedures during the learning process.

1 // Peterson ’s solution to the mutual exclusion problem - 1981 2 bool turn , flag [2]; 3 byte ncrit ;

4 active [2] proctype user () { 5 assert ( _pid == 0 || _pid == 1) ; 6 again :

7 flag [ _pid ] = 1; 8 turn = _pid ;

9 ( flag [1 - _pid ] == 0 || turn == 1 - _pid ); 10 ncrit++;

11 assert(ncrit == 1); // critical section 12 ncrit--;

13 flag [ _pid ] = 0; 14 goto again }

Fig. 1. Peterson’s mutual exclusion algorithm for 2 processes in Promela (iii) Our framework blends continuous monitoring of candidate invariants and inference of revised invariants in a seamless runtime framework.

(iv) We provide statistical guarantees on the soundness of our approach. (v) We demonstrate the practical usefulness of our approach on several example distributed programs written in the Promela language.

2 Preliminaries

In this section, we formalize the terminology needed to explain our approach with the aid of Peterson’s algorithm to ensure mutually exclusive access to the critical section for two concurrent processes [29] (henceforth denoted as P_{mutex,2} for brevity). We show P_{mutex,2} modeled using the Promela language [21] in Fig. 1. Program structure and modeling assumptions. Program variables, the program state, and program execution traces are all standard notions, we define them formally so that we can precisely state the problem we wish to solve.

Definition 1 (Variables, State). A type t is a finite or an infinite set. A program variable v of type t is a symbolic name that takes values from t. We use type(v) to denote variable types. We use V to denote the set of program variables. A valuation ν maps a variable v to a specific value in type(v). We use ν(V ) to denote the tuple containing valuations of the program variables; a program state is a specific valuation of its variables during program execution.

Types may include: bool = {0, 1}, int = Z, byte = {0, 1, 2^8 − 1}, finite enumeration types which is some finite set of values, the program counter pc type that takes values in the set of line numbers of the program. We assume that our modeling language has a grammar to define syntactically correct expressions consisting of program variables and operators, and a well-defined semantics that defines the valuation of an expression using the valuations of the variables. Given a set of variables {v_1, . . . , v_k} and an expression e(v_1, . . . , v_k), we use ν(e) to denote the valuation of the expression when each v_i is substituted by ν(v_i).

Most real-world programs have procedure calls and procedure-local variables; we assume that the program is modeled in a language that abstracts away such details. Real-world concurrent programs typically use either a shared memory or message-passing paradigm to perform concurrent operations of individual threads or processes^3. We assume that the number of concurrent processes in the program, N, is known and fixed throughout program execution. Thus, our modeling language does not have statements to start a new process or terminate one. So, a concurrent program for us is a set of N processes, with each process being a sequence of atomic statements. We include statements such as assignments and conditional statements (which execute sequentially), and goto statements to alter the sequential control flow. An assignment statement is of the form v_i ← e, where e is an expression whose valuations must be in type(v_i). The formal semantics of an assignment statement is that for all variables that do not appear on the LHS of the assignment, the valuation remains unchanged, while the valuation of v_i changes to ν(e).

Example 1. For P_{mutex,2}, V = {ℓ, ℓ_2, turn, flag, ncrit}, where type(ℓ, turn, flag[i], ncrit) = (pc × pc, bool, bool × bool, byte). The variable ℓ is a pair that maintains program counters for the two processes. The statements flag[ pid] = 1 and turn = pid are assignments. The state s_0 is

s_0 = ( ℓ_1 → 7ℓ_2 → 7turn → 0, flag[0] → 0, flag[1] → 0, ncrit → 0 ) After Process 0 ( pid = 0) executes two assignment statements (flag[0] ← 1 and turn ← 0), the program state changes to the following:

s_2 = ( ℓ_1 → 9, ℓ_2 → 7, turn → 0, flag[0] → 1, flag[1] → 0, ncrit → 0 ) ⊓⊔ The execution semantics of a program are typically explained using the notion of a labeled transition system.

Definition 2 (Labelled Transition System (LTS) for a concurrent program). A labelled transition system is a tuple (S, L, T, Init) where S is the state space of the program, T ⊆ S × S is the transition relation, L is the set of program statements that serve as labels for elements in T , and Init is a set of initial program states.

Transitions specify how a system evolves from one state to another, and labels indicate the program statement that induced the transition. Converting a program to its corresponding LTS is a well-defined process (see [6]); where transition is added based on the effect of the corresponding program statement on the program variables (including the program counter). For assignment statements, this involves updating the program counter and the valuation of the variables on the LHS. For conditional statements, transitions are added to the next state only

3 In most modern programming languages, processes and threads have been used to mean different abstract units of concurrent operation. For the purpose of this paper, we assume that we are using a modeling language such as Promela or P that abstracts away from these finer details.

if the valuation corresponding to the current state satisfies the condition. For

goto statements, only the program counter is updated. Computing the LTS for

a concurrent program is a bit more tricky. We typically use an interleaved model of concurrency, so from every state, we consider N next states corresponding to each of the N concurrent processes executing.

We assume that each of the sequential processes involved in the computation is deterministic, and the only source of nondeterminism is context switches due to an external scheduler^4. We also remark that an LTS is finite if the type of each program variable is finite, otherwise an LTS can have an infinite set of states.

Definition 3 (Reachable States). For any program P, its set of reachable states Reach(P, Init) is defined as the set of all states that can be reached from an initial state s_0 ∈ S through the execution of the program statements. Formally, Reach(P, Init) is the smallest set R that satisfies the following:

1. s_0 ∈ Init =⇒ s ∈ R, and, 2. s ∈ R ∧ (s, s^′) ∈ T =⇒ s^′ ∈ R. Example 2. We remark that the state s_2 in Example 1is reachable from s_0, since: s_0^{f lag[ pid]=1;turn= pid} −−−−−−−−−−−−−−−→ s_2. States where ncrit = 2 are unreachable from s_0. ⊓⊔

Definition 4 (Program Trace). A program trace σ of length k = len(σ) is a sequence of states s_0, s_1, . . . , s_{k−1}, s.t., s_0 ∈ Init, and for all j ∈ [1, k − 1], (s_{j−1}, s_j ) ∈ T .

Example 3. A possible trace σ of P_{mutex,2} with len(σ) = 5 is shown below. ( ⟨7, 7, 0,0,0,0⟩ s_0 , ⟨8, 7, 1,0,0,0⟩ s_1 , ⟨9, 7, 1,0,0,0⟩ s_2 , ⟨11, 7, 1,0,0,1⟩ s_3 , ⟨13, 7, 1,0,0,0⟩ s_4 , ) ⊓⊔ Remark 1. To obtain a program trace, starting from a random s_0 ∈ Init, we can randomly sample a successor s_1 from all possible pairs (s_0, s^′) ∈ T , and repeat this procedure from each subsequent s_i. Some of the successor states for a given state s correspond to a context switch for the distributed program (as it may require a different process to execute its atomic instruction than the one that executed to reach the state s). To randomly sample the initial or successor states, we need a suitable distribution over the initial states and outgoing labelled transitions from a given state. This distribution is defined by the scheduler and assumed to be unknown to the program developer.

Definition 5 (Invariants). An invariant I is a Boolean-valued formula over program variables and constants that is satisfied by every reachable program state.

4 Our techniques can also handle nondeterminism in the sequential processes as long as the number of nondeterministic choices available is fixed and known a priori. This restriction is only required to give the theoretical guarantees of convergence that we later discuss. From a practical perspective, our method can be applied to unbounded nondeterminism.

Example 4. For instance, in the Peterson’s model, an invariant is ncrit ≤ 1. This invariant is useful to show that at most one process is in the critical section at any given time. ⊓⊔

Problem statement. Let P be a distributed program. Let Reach(P, Init) be the set of reachable states of P. The objective of this paper is to design an algorithm to learn a candidate program invariant ϕ that has the following properties:

1. Soundness of the invariant: (s ∈ Reach(P, Init)) ⇒ (s ∈ ϕ) 2. (Probabilistic) tightness of the invariant:

Pr[ (s ∉ Reach(P)) ∧ (s ∈ ϕ) ] < ϵ (1)

Remark 2. Checking the soundness of the candidate invariant typically requires the use of a verification tool such as a model checker or theorem prover. This use of a verification tool is not a part of our invariant synthesis procedure. However, for experiments, we use the Spin model checker to show that our candidate invariants are indeed valid program invariants and to demonstrate that we can (with high probability) learn a valid invariant without using a verification tool. However, we note that our procedure does not guarantee soundness of the synthesized invariant. Instead, the procedure can only provide a weaker probabilistic guarantee: Pr((s ∈ Reach(P, Init)) ∧ (s ∉ ϕ)) < ϵ for some small value of ϵ.

3 Data-driven Invariant Generation

In this section, we present the high-level invariant synthesis approach in Algorithm 1. At a high level, our algorithm learns new invariants from randomly generated program traces. We use the set reached to denote the set of states reached during exploration. The candidate invariant is denoted by ϕ. In Line 3, we randomly sample a new program trace of an a priori fixed length. The algorithm maintains three items across all iterations: reached, ϕ, and the set of states speculated to be unreachable, denoted by speculated. Initially, reached and speculated are empty, and ϕ is set to false. If there are states in the sampled trace that are not satisfied by the current invariant, we call them missed positive states or missedPos (Line 4). As these states are discovered as reachable, they are added to reached (Line 5). States that are speculated to be unreachable but are discovered to be reached in the trace are called badNegs (Line 8). In every iteration we speculate some i new states (newNegs) to be unreachable, these are chosen randomly from the set of possible program states (i.e. the Cartesian product of the domains of program variables), but with care not to pick any state in reached. In each iteration, we update speculated to include the states in newNegs and remove the states in badNegs (Line 9). If either missedPos or badNegs are non-empty, it means that the invariant is smaller than the set of reachable states and needs to be revised (Line 12). The exact procedure to learn the invariant expression from positive (reached) and negative (speculated) state examples is explained in Section 4.

Algorithm 1: InvGen input : Distributed/Concurrent program P output: A candidate invariant 1 reached ← {}, speculated ← {}, ϕ ← false 2 repeat 3 T ← SampleTrace(P) // Sample a random program trace 4 missedPos ← {s | s ∈ T ∧ s |̸= ϕ} // Reached States not in ϕ 5 reached ← reached ∪ missedPos // Update the set of reached states 6

/* Remove reached states from speculated unreachable states, and
   add new speculated unreachable states */

7 newNegs ← {s | s ∈ randomSample(V, i) ∧ (s /∈ reached)} 8 badNegs ← {s | s ∈ T ∧s ∈ speculated} 9 speculated ← (speculated ∪ newNegs) \ badNegs // Update speculated 10 11 if missedPos ≠ ∅ ∨ badNegs ≠ ∅ ∨ newNegs ≠ ∅ then 12 ϕ ← ReviseInvariant(reached, speculated) // Invariant Revision 13 n ← 0

14 else 15 n ← n + 1

16 until n ≤ trace budget for statistical verification

Once a new invariant expression is learned, we reset the number of times the invariant will be challenged to 0 (Line 13). If the invariant expression is not revised in a particular iteration, it means that the invariant met that round’s challenge (through the sampled trace), incrementing the counter n (Line 15). If the invariant survives a user-specified number of rounds the algorithm terminates. For example, this bound could be derived from the number of runs required in a statistical model checking approach to get the desired level of probability guarantee ϵ specified in (1).

We now explain the detailed steps of the algorithm with the help of the running example of P_{mutex,2}.

Sampling Program Traces. The SampleTrace(·) sub-routine generates random program executions containing a fixed number of steps. As mentioned in Section 2, the sequential parts of the program are deterministic. After each program statement executed by process i, it is possible for the scheduler to pick the program statement in process j to execute next. We assume that at any step, for every i, the random scheduler picks the next statement in process i with non-zero probability.

Recall that the state of P_{mutex,2} is a valuation of (turn, flag[0], flag[1], ncrit). The trace of valuations of these state variables from Example 3 is a possible random trace of P_{mutex,2} obtained by using SampleTrace(P_{mutex,2}), reproduced here for ease of exposition: ⟨7, 7, 0,0,0,0⟩, ⟨8, 7, 1,0,0,0⟩, ⟨9, 7, 1,0,0,0⟩, ⟨11, 7, 1,0,0,1⟩, ⟨13, 7, 1,0,0,0⟩, ⟨7, 7, 0,0,0,0⟩

Consider the first iteration of Algorithm 1, then the set missedPos will be empty (as the set reached is empty). In Line 5, we will add all states from the trace above to reached.

Speculative Negative Examples. In Line 7, we speculatively add random states not in reached to the set newNegs. Suppose we add the following states:

speculated = {⟨7, 8, 0, 1, 0, 0⟩, ⟨7, 9, 0, 1, 1, 0⟩} (2)

Again, since this is the first iteration of Algorithm 1, the set badNegs is empty. Learning the invariant. Since the set newNegs is not empty, we now use the positive (reached) and negative (speculated) examples to learn a candidate invariant ϕ that overapproximates reached but has minimal overlap with speculated. In other words, we learn ϕ s.t. ∀s ∈ reached, s |= ϕ, and |{s | s |= ϕ∧s ∈ speculated}| is less than some threshold. The details of the invariant learning procedure are presented in the next section. For the running example, suppose we learn the invariant ϕ_1 ≡ flag[1] = 0. We can check that all states in reached satisfy ϕ_1 and none of the states in speculated satisfy it.

Challenging the invariant. The next step is to find sample traces to challenge the invariant. We use at most n such sample traces in an attempt to refute the invariant, where the number n is either user-specified based on some heuristics or based on systematic statistical reasoning required to get the desired probability threshold ϵ [24]. Suppose we sample the following trace next: ⟨7, 7, 0,0,0,0⟩, ⟨7, 8, 0,1,0,0⟩, ⟨7, 9, 0,1,1,0⟩, ⟨7, 11, 0,1,1,1⟩, ⟨7, 13, 0,1,1,0⟩, ⟨7, 7, 0,0,1,0⟩ Clearly, the states in this trace refute the invariant ϕ_1 because flag[1] ≠ 0, which means that these states will appear in the set missedPos. We note that the second state in the set speculated (shown in (2)) was speculated to be unreachable but is actually reached in the trace (shown in bold). Thus, in Line 8, this state gets added to the set badNegs, and is removed from speculated and inserted in reached. With the revised speculated and reached, we can re-learn the invariant.

3.1 Convergence of InvGen

In this section, we argue that under the right set of assumptions, the InvGen algorithm converges to a program invariant that is sound. For simplicity, we assume that the distributed program has a unique initial state s_0; the arguments made in this section easily generalize to a finite number of initial states by simply adding a dummy unique initial state that (nondeterministically) transitions to any of them.

Next, we introduce a probabilistic interpretation of the nondeterministic scheduler. For every set of transitions {(s, s_1), . . . , (s, s_ℓ)} emanating from a state s, we assume that there exists a categorical probability distribution P (s^′ | s), i.e., we associate with each transition (s_i, s_j ) some probability p_{ij} = P (s^′ = s_j | s = s_i) s.t. ∑ i p_{ij} = 1, and ∀j, p_{ij} > 0. This effectively converts the program LTS into a Markov chain. The transition probability matrix of such a

Markov chain is a matrix where the (i, j)^{th} entry denotes the probability of transitioning from state s_i to state s_j due to a single atomic statement (assignment or conditional). We define the k-reach set of the program P as the set of all states that can be reached from s_0 with at most k transitions. Formally, Reach^k(P, s_0) = { s | |(s_0, s) ∈ ∪k_{j=1}T j }. We note that irrespective of the size of

the state space (finite or infinite), Reach^k(P, s_0) for any distributed program P with a finite number of concurrent processes is finite.

We use σ ∼ P to denote a trace sampled from P using the probabilistic interpretation for the scheduler. Formally, if σ = (s_0, s_1, . . . , s_{k−1}), then for each j ∈ [1, k − 1], s_j ∼ P (s^′ | s = s_{j−1}). Let S(σ) be abuse of notation to denote the set of states present in the trace σ.

Lemma 1. Let Q = S(σ_1) ∪ . . . ∪ S(σ_m), i.e., the set of states visited after m k-length random traces σ_j sampled from P. Then, there exists a finite m s.t. Q almost surely contains Reach^k(P, s_0).

The proof relies on the assumption that every nondeterministic transition has a non-zero probability. Thus, for every state in Reach^k(P, s_0), the probability of reaching it from s_0 is non-zero. From this, it follows that if there are a sufficiently large number of sample traces picked, every state in Reach^k(P, s_0) must be eventually visited. Next, we observe that in the n^{th} revision round, the InvGen algorithm (Alg. 1) guarantees that the invariant ϕ_n learned from the set of visited states (reached_n) and speculative unreachable states (speculated_n) satisfies that ϕ_n ⇒ reached_n, i.e. ϕ_n is strictly larger than the set of positive states. Now, we state our theorem, which establishes that the learned invariants are tight.

Theorem 1. For an arbitrary distributed program P with a finite number of concurrent processes, and a procedure to sample k-length traces of P with a scheduler that is guaranteed to pick every nondeterministic transition with nonzero probability, Algorithm 1 identifies an invariant expression ϕ_ℓ satisfying the property: (s ∈ ϕ_ℓ) ⇒ (s ∈ Reach^k(P, s_0)) after ℓ revisions.

Proof. The proof sketch is as follows: Firstly, after any revision round n < ℓ, we show that |reached_n| < |reached_{n+1}|, i.e. the set of visited states strictly increases as long as InvGen uses a large enough number of rounds before declaring the candidate invariant as the final synthesized invariant. Secondly, we argue that if reached_n strictly increases in size, as Reach^k(P, s_0) is a finite set, eventually reached_n must exceed Reach^k(P, s_0) in size, guaranteeing the property indicated in the statement of the theorem.

For the first part of the proof, we observe that an invariant revision happens if a new state s is visited such that s |̸= ϕ or s ∈ speculated. From Lemma 1, there is a finite number of rounds after which almost surely every k-step reachable state is visited. Thus, if there is a state not in the candidate invariant but in the k-reach set, it will be visited, triggering a revision. Moreover, this state will be added to reached_n, i.e. reached_{n+1} will be strictly larger than reached_n. ⊓⊔

Corollary 1. Algorithm 1 can always find an invariant that includes the true reachable set of states for a finite-state distributed program.

Algorithm 2: DecisionTreeLearner(P, N, δ) input :

– P : set of positive examples, N: set of negative examples, – δ : precision threshold, – k : bound on size of P, N sets used to perform InvLearn

output: A candidate invariant ϕ 1 if |P | + |N| > k then 2 atom = arg max

atom∈atoms

(precision(atom, P, N)) 3 P^′ ← {s | s ∈ P, s |= atom}, N^′ ← {s | s ∈ N, s |̸= atom} 4 ϕ ← (atom ∧ DecisionTreeLearner(P^′, N^′, δ) ∨ 5 (¬atom ∧ DecisionTreeLearner(P − P^′, N − N^′, δ)

6 else ϕ ← InvLearn(P, N, δ) 7 return ϕ

Proof. The proof follows from the fact that there is a k for every finite-state program s.t. the k-reach set is a least fixed point, or the true reachable set of states. Thus, with a large enough k (diameter of the state space), Algorithm 1 will always find an invariant containing the true reachable set of states. ⊓⊔

4 Decision Tree Learning for Invariants

In this section, we will explain the details of the ReviseInvariant method in Algorithm 1. The ReviseInvariant algorithm combines decision tree learning, syntaxguided enumerative learning, and a novel sub-sampling approach that helps facilitate rapid inference of invariants.

Syntax-guided Synthesis. Our main idea for learning invariant expressions is drawn from syntax-guided synthesis [2]. We assume that we are given a grammar G that defines Boolean-valued formulas over parametric atomic predicates: ϕ ::= atom(p) | ¬ϕ | ϕ ∧ ϕ | ϕ ∨ ϕ. Here, atom(p) expressions are user-supplied, Boolean-valued expressions over the program variables and parameters that we call parametric atomic predicates. Parameters p in atom are placeholders for constant values of corresponding types. Replacing all parameters with appropriate constants gives a predicate symbol over the program variables.

Example 5. Consider the following grammar for parameterized atom symbols.

atom(c) ::= (x ≤ c) | (x ≥ c) | (y ≤ c) | (y ≥ c)

Here, the program variables V is the set {x, y} (say of type byte), and c is a parameter of type byte. Substituting c with values, e.g., 2, -3, etc., gives atomic predicates x ≤ 2, y ≥ −3, etc. ⊓⊔

Next, we define the notion of a signature of a well-formed formula in G. We assume that we are given an ordered set of positive examples P = ⟨e_1, . . . , e_{|P |}⟩ and an ordered set of negative examples N = ⟨f_1, . . . , f_{|N|}⟩.

Algorithm 3: InvLearn(P, N, δ) input : P : set of positive examples, N: set of negative examples, δ :

precision threshold output: A candidate invariant ϕ 1 P̃ , Ñ = subSample(P, N)

2 let Check(ψ) = λ.ψ (precision(ψ, P̃ , Ñ) > δ ∧ recall(ψ, P̃ , Ñ ) = 1) 3 while number of sub-sampling rounds not exceeded do 4 ℓ ← 1 5 while ℓ ≤ maxInvLength do 6 foreach ψ in atoms do 7 if Check(ψ) then break 8 else Φ ← Φ ∪ {ψ} 9 if ℓ > 1 then 10 foreach φ ∈ Φ s.t. len(φ) = ℓ − 1 do 11 ψ ← ¬φ 12 if Check(ψ) then break 13 else Φ ← Φ ∪ {ψ} 14 foreach φ1, φ2 in Φ s.t. len(φ1) + len(φ2) = ℓ − 1 do 15 foreach ∘ ∈ {∧, ∨, ⇒, ≡, . . .} do 16 ψ ← φ1 ∘ φ2 17 if Check(ψ) then break 18 else Φ ← Φ ∪ {ψ} 19 ℓ ← ℓ + 1

20 if precision(ψ, P, N) > δ ∧ recall(ψ, P, N) = 1 then return ψ 21 else P̃ = P̃ ∪ subSample(P ), Ñ = Ñ ∪ subSample(N)

Definition 6 (Formula signature). Given ordered sets P and N, the signature of a formula ϕ is an (|P | + |N|)-bit vector σ^ϕ, where for each i ∈ [ 1, |P | ] , σ^ϕ_i = 1 iff e_i |= ϕ and 0 otherwise, and for i ∈ [ |P | + 1, |P | + |N| ], σ^ϕ_i = 1 iff f_{i−|P |} |= ϕ and 0 otherwise.

In plain words, assuming the sets P and N are concatenated, the bit at a given index in σ is 1 iff the corresponding example in the concatenated set satisfies ϕ.

We now observe that given the formula signatures for concrete atomic predicates, it is trivial to recursively compute the signatures for arbitrary formulas in the grammar using the following rules, where bw op represents the bitwise application of the corresponding operation.

σ^{¬ϕ} = bw not(σ^ϕ), σ^{ϕ1 ∧ϕ2} = bw and(σ^{ϕ1} , σ^{ϕ2} ), σ^{ϕ1∨ϕ2} = bw or(σ^{ϕ1} , σ^{ϕ2} )

Using the formula signature, we can also compute the precision and recall of a formula. In the definitions below, we first define precision and recall, and then provide the expressions over σ.

precision(ϕ, P, N) = {s | (s ∈ P ) ∧ (s |= ϕ)} {s | (s ∈ (P ∪ N)) ∧ (s |= ϕ)} = |{i | i ≤ |P | ∧ σ^ϕ_i = 1} len(σ^ϕ) (3)

recall(ϕ, P, N) = {s | (s ∈ P ) ∧ (s |= ϕ)} |P | = |{i | i ≤ |P | ∧ σ^ϕ_i = 1} |P | (4)

We present the algorithm for ReviseInvariant in two parts: a decision tree learner and an enumerative formula constructor with sub-sampling. The decision tree learning technique is shown in Algorithm 2. Let the set of concrete atomic predicates be denoted by atoms. Previous work such as [38] has investigated the use of enumerative solvers for learning expressions, and while they work well in practice, their scalability is limited by the length of the expression to be learned. The idea in the decision tree learner is to only use the enumerative solver for bounded length sub-expressions by partitioning the space of examples using decision trees. Similar (but different) ideas have been explored in the use of unification-based enumerative solvers in [3]. We essentially only use the enumerative InvLearn method on positive and negative example sets of size less than some fixed bound k. So, in Line 1, we check if the size of P or N exceeds k, and if yes, call DecisionTreeLearner to partition the sets into smaller, more manageable subsets (Line 5). We do this by selecting the atom with highest precision (Line 2) to split the set of positive examples, recursively calling the method on the resulting smaller sized subsets. Otherwise, it proceeds to the enumerative solver in InvLearn (Line 6).

In Algorithm 3, we subSample from positive and negative sample sets for our enumerative procedure (Line 1). The broad idea is to only use the respective subsets P̃ , Ñ of the P, N input to InvLearn to learn an expression. Every atom is checked to see if it satisfies the precision threshold δ and has recall = 1 (Line 7). If yes, we have found a suitable atomic expression and the algorithm breaks out of the loop. If not, we proceed to the enumerative construction of expressions over atoms (while bounding the overall expression length to be less than maxInvLength). Each ψ in Alg. 3 corresponds to a new formula of length ℓ constructed from subformulas of length ℓ − 1 (with the unary negation operator) in Line 11, or subformulas φ_1,φ_2 whose lengths add up to ℓ − 1 (with some binary operator) in Line 16. Again, if the resulting ψ satisfies the precision/recall checks, we break out of the loop (Line 12/17). Once all subformulas of length ℓ are exhausted, we increment ℓ. Whenever we find a candidate ψ, we then check it against the entire sets P and N, and if it still satisfies the precision/recall checks, the algorithm returns ψ as the candidate invariant. If it fails to find a candidate invariant with desired precision/recall, subSample is initiated again to gather more samples and repeat the entire process to learn a more accurate invariant (Line 21).

5 Experimental Validation

To show the effectiveness and accuracy of our approach, we evaluated InvGen on Promela programs written as test programs for the Spin model checker [20]. We address the following three research questions(RQ) in our experiments: RQ1: Are the final candidate invariants accurate enough after a limited number of iterations of InvGen (i.e., after observing only a limited number of reachable states)? RQ2: Is the invariant tight? RQ3: Is InvLearn efficiently learning a candidate invariant using the positive/negative examples discovered by the outer loop in InvGen? RQ4: Are the final candidate invariants useful in reasoning about the system safety? As case studies, we used three classical distributed protocols, and three distributed programs that have a large number of reachable states, which cannot be exhaustively explored to compute the invariant. For evaluating RQ4, we considered two additional case studies (written in the Ivy programming language) from the Ivy model checker [28].

RQ1. We evaluated RQ1 from two perspectives: (1) We checked if the invariants were sound, and (2) quantified if InvGen could learn an invariant using a limited number of observed states. For (1), we plugged the generated invariants as model checking targets for Spin/Ivy, and checked if the model checker was able to verify them. We reiterate that this is a final check on whether the invariants are sound and happens after InvGen has concluded. For(2), we measured the ratio of the number of states observed to the total number of reachable states for the program (calculated by hand or obtained through the model checker). Table 1 presents the results obtained for each distributed program. We can see ϕ can be learned even when the number of observed states is small in comparison to the number of reachable states.

RQ2. To quantify the confidence in the tightness of the learned invariant, we used a statistical model checking (SMC) approach that gives confidence guarantees on the learned invariant based on Clopper-Pearson (CP) interval bounds [32, 40]. The main idea is that the CP bounds provide the confidence interval for the probability of a Boolean random variable being true. The Boolean random variable in question for us is whether the candidate invariant is a true invariant. Every trace sampled in InvGen is a trial to check if a state can invalidate the candidate invariant. Thus, after n sampled traces, if r are successful trials (i.e. they do not invalidate the candidate invariant), then we can use this to estimate a confidence interval on the true probability of the candidate invariant being valid at a given significance level (1 − α). The formula for CP upper interval bound (i.e., when r = n) gives the confidence interval when all n runs are successful: [(^α_2 )^{1n} , 1]. From this formula, if we need a significance level of 0.95 (i.e. α = 0.05), we can compute the required number of trials n to be^{log(0.025)}_{log(0.95)} ≈ 72. The number of final rounds in Table 1 exceeds 72, which allows us to conclude that each candidate invariant is likely to be valid with a significance level of 0.95. RQ3. To evaluate RQ3, we measured the execution time for the revision process in each round and the number of iterations for which each candidate invariant survives challenges from sampled traces (including the final candidate invariant).

Table 1. Evaluation results on distributed systems with large reachable states. Here, r is the number of sample runs of the program that were used to challenge the invariant after the final revision, and Tr is the average execution time for each revision.

Distributed Num. Num. Num. |V |/|R| r Tr (s) Φ Program Vars. Reachable Visited verified? States (R) States (V)

producer consumer [11] 4 1.03M 2496 0.002 119 0.05 Y distributed lock server [19] 4 12.2K 183 0.015 92 1.89 Y dining philosophers [34] 4 492K 136 0.00027 102 0.98 Y abp [20] 5 ∞ 517 0 120 0.001 Y leader election [20] 3 26K 63 0.0024 95 2.50 Y UPPAAL train/gate [20] 7 16.8M 410 0.000024 74 2.37 Y

We observed that the first candidate invariant learned by InvGen is subject to immediate revision, but the number of rounds for which the candidate invariant survives steadily increases for each program. The final candidate invariants survive for a number of iterations exceeding the number required for SMC to certify it at the significance level of 0.95. We note that RQ3 is validated as the average execution time for each revision is quite small.

RQ4. To address RQ4, we evaluated if the identified properties were sufficient to imply the safety property of the specified system model. We reiterate that the safety properties were used after InvGen. In Table 2, we enumerate the safety properties that were specified, and the invariant that we learned automatically without using these safety properties. For all examples, we used the safety invariant φ specified in the column denoted safety property (corresponding to the LTL property ). For the first two examples, we were also able to show that φ ⇒ ψ, where ψ was our learned invariant (shown in the third column). The Ricart and Agrawala example was taken from the Ivy model checker repository [28]. For the simple consensus protocol(also written in Ivy), since our invariant expression is over more variables than the ones used for specifying the safety property, we cannot prove that φ =⇒ ψ. However, we were able to use the Ivy model checker to confirm that the candidate invariant is a true invariant. This leads us to an interesting open question of how we can automatically choose the set of program variables over which we wish to learn the invariant so that it is effective at proving a previously unknown safety property.

6 Related Work and Discussion

Related Work. Automatic invariant generation is a fundamental problem in program verification. Early attempts built on first-order theorem provers such as Vampire [22,30]. but were fundamentally limited by the scalability of the underlying theorem prover. Subsequent work can be categorized into approaches that guarantee provably correct invariants, and those that use data-driven approaches to obtain likely invariants. An example of the first family of techniques includes

Table 2. Safety properties (obtained from Promela/Spin [20, 21]) and learned invariants using InvGen (Alg. 1). We use the following shorthand for predicates/- variable names in the above formulas for brevity. In UPAAL train/gate, let v1 = gate@Add1, v2 = gate@Add2, v3 = len(list). In Rickart-Agarwala, let hi = holds(Ni), reqij = requested(Ni, Nj), and repij = replied(Ni, Nj). In simple consensus, d_{ijk} = decided(Ni, Qj, Vk), lij = leader(Ni, Qj), vsij = votes(Ni, Nj), vdi = voted(Ni).

Case Study

Safety Prop.

Learned Invariant

UPAAL train/gate

(v1 ∨v2) ⇒ (v3 < N)

((v3 = 0) ∧ ((v1 = 0) ∨ (v2 = 0))) ∨((v3 > 0) ∧ (v3 ≤ 3) ∧ (v1 = 0))) ∨ ((v3 = 4) ∧ (v1 = 0) ∧ (v2 = 0)))

Ricart Agrawala h1 ∧ h2 ⇒ (N1 = N2) (N1 ≠ N2) ⇒ (¬req22 ∧¬req11 ∧¬rep22 ∧¬rep11 ∧(¬h1 ∨ ¬h2)) Simple Consensus

(d111 ∧ d222) ⇒ (v1 = v2) (N1 ≠ N2 ∧ N1 ≠ N3 ∧ N2 ≠ N3) ⇒ (¬l31 ∧ (vd1 ∧ ¬d311) ∨ (¬vd1 ∧ ¬vs11 ∧ ¬vs31)) ∨ (l31 ∧ ¬l21 ∧ ¬d111)

counter-example guided invariant generation (CEGIR). These approaches rely on a combination of inductive synthesis and verification. Prominent examples of CEGIR approaches include the work on implication counter-examples (ICE [17], ICE-DT [18]) and FreqHorn [14, 15]. FreqHorn identifies inductive invariants by sampling from a grammar and verifying against an SMT solver. This approach is complementary to ours, since we sample program executions and learn candidate invariants that effectively distinguish observed from non-observed states. These techniques rely on a constraint solver, a theorem prover, or a model checker to certify that the system satisfies the invariant being proposed. These approaches can be accelerated in multiple ways, including by obtaining additional information from the verifier (see, for example, recent work on non-provability information [26]), or by using machine learning to efficiently explore the space of candidate invariants: examples include Code2Inv [36], counter-example guided neural synthesis [31], and ACHAR [23]. The cost of model checking and the rapid growth of the space of possible invariants limit the complexity of systems to which these techniques can be applied. On the other hand, our approach in InvGen relies on execution traces and revision events, and can thus be freely applied to complex systems.

Work on data-driven invariant generation was pioneered by Daikon [12], which maintained a pool of candidate invariants that was iteratively pruned as new reachable states were observed. The main limitation is its sensitivity to the initial pool of candidate invariants, and its inability to learn invariants with complex Boolean structure, including properties with negation. More recent examples of this approach include NumInv [4], DistAI [42], and DuoAI [41]. DistAI attempts to verify distributed protocols expressed using the Ivy language [28]. Although this approach also relies on observations of system executions, unlike InvGen, it is notably guided by a target property being verified, and this might cause the system to loop forever in cases where the target property fails to hold.

Discussion and Future Work InvGen is an automated and practical framework for observing non-deterministic system behaviors and generating accurate system properties. The approach is data-driven, leveraging counter-examples and speculative negative states to guide the refinement process. The learning model is template-free and decision-tree-based. Future work includes multiple promising directions. First, exploring alternative speculative sampling techniques enhances the convergence of the learning process. Second, the decision tree learning method could be further investigated, including the separator selection and the exploit-exploration trade-off.

References

1. Agha, G., Palmskog, K.: A survey of statistical model checking. ACM Transactions on Modeling and Computer Simulation (TOMACS) 28(1), 1–39 (2018) 2. Alur, R., Bodik, R., Juniwal, G., Martin, M.M., Raghothaman, M., Seshia, S.A., Singh, R., Solar-Lezama, A., Torlak, E., Udupa, A.: Syntax-guided synthesis. IEEE (2013) 3. Alur, R., Radhakrishna, A., Udupa, A.: Scaling enumerative program synthesis via divide and conquer. In: Tools and Algorithms for the Construction and Analysis of Systems: 23rd International Conference, TACAS 2017, Held as Part of the European Joint Conferences on Theory and Practice of Software, ETAPS 2017, Uppsala, Sweden, April 22-29, 2017, Proceedings, Part I 23. pp. 319–336. Springer (2017) 4. Antopoulos, T., Ruef, A., Hicks, M.: A counterexample-guided approach to finding numerical invariants (2016) 5. Apt, K.R., De Boer, F.S., Olderog, E.R.: Verification of Sequential and Concurrent Programs. Texts in Computer Science, Springer, London (2009). https://doi.org/10.1007/978-1-84882-745-5,

http://link.springer.com/10.1007/978-1-84882-745-5

6. Baier, C., Katoen, J.P.: Principles of model checking. MIT press (2008) 7. Clarke, E., Grumberg, O., Jha, S., Lu, Y., Veith, H.: Counterexample-guided abstraction refinement for symbolic model checking. Journal of the ACM (JACM) 50(5), 752–794 (2003) 8. Delgado, N., Gates, A.Q., Roach, S.: A taxonomy and catalog of runtime softwarefault monitoring tools. IEEE Transactions on software Engineering 30(12), 859–872 (2004) 9. Desai, A.: Case studies (2023), http:https://p-org.github.io/P/casestudies/ 10. Desai, A., Gupta, V., Jackson, E., Qadeer, S., Rajamani, S., Zufferey, D.: P: safe asynchronous event-driven programming. ACM SIGPLAN Notices 48(6), 321–332 (2013) 11. Dijkstra, E.W.: Guarded commands, nondeterminacy and formal derivation of programs. Communications of the ACM 18(8), 453–457 (1975) 12. Ernst, M.D., Perkins, J.H., Guo, P.J., McCamant, S., Pacheco, C., Tschantz, M.S., Xiao, C.: The daikon system for dynamic detection of likely invariants. Science of computer programming 69(1-3), 35–45 (2007) 13. Ezudheen, P., Neider, D., D’Souza, D., Garg, P., Madhusudan, P.: Horn-ice learning for synthesizing invariants and contracts. Proceedings of the ACM on Programming Languages 2(OOPSLA), 1–25 (2018)

14. Fedyukovich, G., Bodík, R.: Accelerating syntax-guided invariant synthesis. In:

Tools and Algorithms for the Construction and Analysis of Systems: 24th International Conference, TACAS 2018, Held as Part of the European Joint Conferences on Theory and Practice of Software, ETAPS 2018, Thessaloniki, Greece, April 14-20, 2018, Proceedings, Part I 24. pp. 251–269. Springer (2018) 15. Fedyukovich, G., Kaufman, S.J., Bodík, R.: Learning inductive invariants by sampling from frequency distributions. Formal methods in system design 56, 154–177 (2020) 16. Flanagan, C., Leino, K.R.M.: Houdini, an annotation assistant for esc/java. In:

International Symposium of Formal Methods Europe. pp. 500–517. Springer (2001) 17. Garg, P., Löding, C., Madhusudan, P., Neider, D.: Ice: A robust framework for learning invariants. In: Computer Aided Verification: 26th International Conference, CAV 2014, Held as Part of the Vienna Summer of Logic, VSL 2014, Vienna, Austria, July 18-22, 2014. Proceedings 26. pp. 69–87. Springer (2014) 18. Garg, P., Neider, D., Madhusudan, P., Roth, D.: Learning invariants using decision trees and implication counterexamples. ACM Sigplan Notices 51(1), 499–512 (2016) 19. Gehani, N.: Ada: concurrent programming. Silicon press (1991) 20. Holzmann, G.J.: The model checker spin. IEEE Transactions on software engineering 23(5), 279–295 (1997) 21. Holzmann, G.J., Lieberman, W.S.: Design and validation of computer protocols, vol. 512. Prentice hall Englewood Cliffs (1991) 22. Kovács, L., Voronkov, A.: First-order theorem proving and vampire. In: International Conference on Computer Aided Verification. pp. 1–35. Springer (2013) 23. Lahiri, S., Roy, S.: Almost correct invariants: Synthesizing inductive invariants by fuzzing proofs. In: Proceedings of the 31st ACM SIGSOFT International Symposium on Software Testing and Analysis. pp. 352–364 (2022) 24. Legay, A., Delahaye, B., Bensalem, S.: Statistical model checking: An overview. In:

International conference on runtime verification. pp. 122–135. Springer (2010) 25. Li, J., Sun, J., Li, L., Le, Q.L., Lin, S.W.: Automatic loop-invariant generation anc refinement through selective sampling. In: 2017 32nd IEEE/ACM International Conference on Automated Software Engineering (ASE). pp. 782–792. IEEE (2017) 26. Neider, D., Madhusudan, P., Saha, S., Garg, P., Park, D.: A learning-based approach to synthesizing invariants for incomplete verification engines. Journal of Automated Reasoning 64, 1523–1552 (2020) 27. Padhi, S., Sharma, R., Millstein, T.: Data-driven precondition inference with learned features. ACM SIGPLAN Notices 51(6), 42–56 (2016) 28. Padon, O., McMillan, K.L., Panda, A., Sagiv, M., Shoham, S.: Ivy: safety verification by interactive generalization. In: Proceedings of the 37th ACM SIGPLAN Conference on Programming Language Design and Implementation. pp. 614–630 (2016) 29. Peterson, G.L.: Myths about the mutual exclusion problem. Information Processing Letters 12, 115–116 (1981) 30. Pnueli, A., Ruah, S., Zuck, L.: Automatic deductive verification with invisible invariants. In: International Conference on Tools and Algorithms for the Construction and Analysis of Systems. pp. 82–97. Springer (2001) 31. Polgreen, E., Abboud, R., Kroening, D.: Counterexample guided neural synthesis.

arXiv preprint arXiv:2001.09245 (2020) 32. Puza, B., O’neill, T.: Generalised clopper–pearson confidence intervals for the binomial proportion. Journal of Statistical Computation and Simulation 76(6), 489–508 (2006)

33. Ribeiro, O.R., Fernandes, J.M., Pinto, L.F.: Model checking embedded systems with promela. In: 12th IEEE International Conference and Workshops on the Engineering of Computer-Based Systems (ECBS’05). pp. 378–385. IEEE (2005) 34. Richards, H.: The edsger w. dijkstra archive. In: Edsger Wybe Dijkstra: His Life, Work, and Legacy, pp. 511–520 (2022) 35. Ryan, G., Wong, J., Yao, J., Gu, R., Jana, S.: Cln2inv: learning loop invariants with continuous logic networks. arXiv preprint arXiv:1909.11542 (2019) 36. Si, X., Dai, H., Raghothaman, M., Naik, M., Song, L.: Learning loop invariants for program verification. Advances in Neural Information Processing Systems 31 (2018) 37. Si, X., Naik, A., Dai, H., Naik, M., Song, L.: Code2inv: A deep learning framework for program verification. In: Computer Aided Verification: 32nd International Conference, CAV 2020, Los Angeles, CA, USA, July 21–24, 2020, Proceedings, Part II 32. pp. 151–164. Springer (2020) 38. Udupa, A., Raghavan, A., Deshmukh, J.V., Mador-Haim, S., Martin, M.M., Alur, R.: Transit: specifying protocols with concolic snippets. ACM SIGPLAN Notices 48(6), 287–296 (2013) 39. Vapnik, V.: The nature of statistical learning theory. Springer science & business media (1999) 40. Vollset, S.E.: Confidence intervals for a binomial proportion. Statistics in medicine 12(9), 809–824 (1993) 41. Yao, J., Tao, R., Gu, R., Nieh, J.: {DuoAI}: Fast, automated inference of inductive invariants for verifying distributed protocols. In: 16th USENIX Symposium on Operating Systems Design and Implementation (OSDI 22). pp. 485–501 (2022) 42. Yao, J., Tao, R., Gu, R., Nieh, J., Jana, S., Ryan, G.: DistAI: Data- Driven automated invariant learning for distributed protocols. In: 15th USENIX Symposium on Operating Systems Design and Implementation (OSDI 21). pp. 405–421. USENIX Association (Jul 2021),

https://www.usenix.org/conference/osdi21/presentation/yao