arXiv:2311.15189v1 [cs.LO] 26 Nov 2023

Using Rely/Guarantee to Pinpoint Assumptions underlying Security Protocols

Nisansala Yatapanage^1, Cliff B. Jones^2

1 School of Computing, The Australian National University, Australia 2 School of Computing, Newcastle University, United Kingdom

November 28, 2023

1 Introduction

Rely-guarantee conditions were proposed [Jon81,HJM23] to facilitate compositional development of shared-variable concurrent software; they have subsequently been shown [BHJ20] to be useful for recording assumptions about external interference from components that are not under the control of designers.

Assumptions are fundamental to establishing the viability of security protocols. This invites the question of whether rely-guarantee conditions can be useful in the formal specification and justification of security protocols; specifically recording the assumptions made about attackers and showing the protocols are safe providing the assumptions hold. This paper explores possible evidence for a positive answer to the question and investigates challenging the assumptions as a way to design protocols that incorporate run-time checks that reduce assumptions.

1.1 Scope of the current paper

This paper is an experiment in specification and reasoning styles for security protocols; these are certainly not solved problems. Most protocol descriptions actually start with a sketch of the intended communications between “principals”; attacks are essentially post facto test cases that show how specific properties might be violated — but these desirable properties are rarely made clear as a pre-specification. Moreover, protocols –even corrected ones– do not come with recorded assumptions about the behaviour of unintended (or unwished) participants.

For example, in Lowe’s attack [Low95] on the Needham-Schroeder [NS78] protocol, the nonces appear to be a means-to-an-end (of authentication) but are then used as session keys. Even in [BMS19] “AKE” (Authentication and Key Establishment) these roles are not always distinct.

The specification task is by no means simple. Standard pre/post specifications record things that should be achieved but leakage of information is about situations that should not occur during execution. The temptation to base specification and verification on process algebra (CSP is used by Lowe in [Low96]) might be dangerous because hiding information on channels is precisely the problem that has to be solved.

It is well known that the original Needham-Schroeder (N-S) protocol [NS78] is “flawed”; but we want to identify (and record) a set of assumptions which might have given rise to the flaw; furthermore, we consider Lowe’s “corrected” protocol [Low95] and residual assumptions that appear to be made in justifying his suggested correction.

Perhaps more importantly, what protocol designers (including Needham, Schroeder and Lowe) attempt to do is to build checks into their designs; such checks try to reduce the assumptions that are made about the behaviours of intended and unintended participants. Here again, clear recording of assumptions is imperative. Examples of assumptions include:

1. secret keys are never shared 2. brute force attacks are not economic 3. if α sends a secret under the public key of β, β will not leak the original secret.

4. if α sends a secret under the public key of β, receipt of that same secret (under the public key of α) justifies the conclusion that any accompanying new secret must have been generated by β.

5. a process is communicating with its intended recipient.

The first two of these relate to encryption; the other assumptions relate to the content of the messages sent.

Being explicit about the assumptions is desirable because it invites discussion (and confirmation); it can also expose attack vectors; furthermore, it can help design increased checking into a protocol because the checks can be shown to yield protocols that need less dangerous assumptions. Above all, if the claim is that a protocol manages to reduce the assumptions by adding checks, it must be worth making the assumptions explicit.

1.2 Notation

Plans: Brief outline of VDM notation used (but we’ll try to minimise so write later)

1.3 Rely-guarantee thinking

Plans: Also need to figure out just how much we need to say here

1.4 Protocols

A significant and recurrent problem is the lack of a specifications in the literature for protocols. In both the original paper by Needham and Schroeder [NS78] and Lowe’s version [Low95] the goal of the protocol is never actually stated, thus making it very difficult to write a formal specification. At first it may appear that the aim is to allow two participants to share secrets. However, this is clearly not the case, as there is no way to ensure the secrecy of the messages unless both participants are guaranteed to act honestly. In the presence of dishonest users, a user who legitimately receives a message can then forward it to anyone else.^3 As an alternative, it might be assumed that the aim of the N-S protocol is instead to provide some form of authentication, i.e. allowing each participant to confirm the identity of the other participant with whom they are communicating. This would appear to be the view of [BMS19, §4.3.3].

1.5 The N-S protocol proposal

Most protocol discussions start by listing the (desired) interactions; for example N-S is normally presented [NS78]:

(a1)A: enc([A, NA], pkeym(B)) (b1)B: enc([NA, NB], pkeym(A)) (a2)A: enc([NB], pkeym(B))

A initiates the protocol by sending a message (a1) to some other participant, B. This message, encrypted with the public key of B, contains A’s identity and a nonce, NA. The other participant, B, replies with a message b1 (encrypted with the public key of A) containing both NA, as confirmation of having read the a1 message, and a new nonce, NB. Finally, A replies with a2 (encrypted with the public key of B) containing NB to confirm receipt of b1.

The key property of the protocol appears to be authentication. Upon successful termination of the protocol, the identities of both participants have been confirmed. Consider the following potential properties:

Property 1. If a protocol session between users X and Y has terminated successfully, then Y has established the identity of X , and vice versa.

A property which would only hold under unrealistic assumptions is the secrecy of the nonces:

Property 2. (False) If a protocol session between users X and Y has terminated successfully, and the nonces used for the protocol were NX and NY , then only X and Y know both NX and NY .

3 This seems to contrast with Lowe’s claim that the shared message nonces can be used for authentication purposes for further transactions; perhaps Lowe’s intent was that the shared nonces be used in conjunction with the confirmed identities of the participants.

Nevertheless, some variants of the above property can be considered instead:

Property 3. If a protocol session between users X and Y has terminated successfully, and the nonces used for the protocol were NX and NY , and both X and Y can be guaranteed to not have shared the nonces with anyone else, then only X and Y know both NX and NY .

Property 4. If a protocol session between users X and Y has terminated successfully, and for the protocol, X created nonce NX to share with Y , then if another user Z , where Z ≠ X and Z ≠ Y , knows NX , Z does not know that NX is associated with X .

Property 3 requires an assumption such as that the users will not share the secrets that they receive. As will be seen in later sections, this could be a notion of honesty, where only dishonest users share secrets with others; as an assumption on the entire system, it would be far more restrictive.

Property 4 uses a notion of associating a secret with the user who created it. Users would by default assume that if they receive a message from a user, then that was the user who created it, but a dishonest user could pass on a message from someone else, claiming that it was their own invention. The key observation, however, is that this wouldn’t cause a problem as long as the third user is unaware of the original creator.

1.6 Abstract models of protocols

Plans: Stuff (from the earlier note) on dangers of abstractions in general, any abstraction can hide “side-channel” attacks (e.g. using (process algebras) channels can hide assumptions) we choose to make all messages visible to every user^{a b} but, if properly encrypted, only the intended recipient can decrypt a Msg. This follows the principles of the Dolev-Yao intruder model, often used in security protocol verification.

a This makes it easy to model “man in the middle” attacks.

b This isn’t exactly what we’re going to do (according to what I propose). We’ll still allow all messages to be visible to every user, but also have some notion of knowing the address (or channel, or whatever) where they came from.

1.7 Structure of the paper

Plans: Write once backend of paper sorted

2 Abstraction: separating discussion of encryption

In this section, ensuring that a single Msg can only be read by its intended recipient is treated as an abstraction^4 and the conditions under which it can be achieved by encryption are postponed to Section 3. Essentially, a message, mk-Msg(u_r , u_s , vl), where u_s is the sender and u_r is the receiver, is assumed to be only readable by u_r . Employing this abstraction exposes important assumptions about the flow of information between users in the N-S protocol.

2.1 Optimistic assumptions

At the first level of abstraction, the sender and receiver are assumed to “behave honestly’; such a user will never forward a received message to someone else nor forge the sender field in a Msg.

Plans: The sender field is a ghost variable for use in proofs. The notion of Action includes both messages and invention of nonces:

Action = Msg | Invent

Msg :: rec : Uid

sender : Uid content : Item^∗ All users can “see” all Msgs; but the rec field governs who can access the content.

Item = Nonce | Uid

Invent :: user : Uid

what : Nonce Secrets (Nonce) are assumed to be unique:

unique-nonces : Action^∗ → B

unique-nonces(as) △

∀i, j ∈ inds as · {as(i), as(j )} ⊆ Invent ∧ as(i).what = as(j ).what ⇒ i = j

Users keep track of their believed partner and whether or not the session was successful (complete is false at the beginning of a session). If user x is playing the role of A in the N-S protocol, then σ.users(x ).belPartner contains the ID of the user with whom x intended to communicate (i.e. the user for whom A encrypted a1). If the user y is playing the role of B in the protocol, then σ.users(y).belPartner contains the Uid of the user to whom x believes they are talking (i.e. the Uid given as part of the a1 message received by B).

4 Compare with our paper on “separation as an abstraction” [JY15]. This has an additional notational advantage that the reasoning in this section is not complicated by dec(enc(· · ·)).

Plans: The fields skey in User and pkeys in Σ are not used until Section 3.

User :: skey : SKey but postpone encryption belPartner : [Uid] knows : Nonce-set complete : B At this level of abstraction, the overall state is as follows: Σ :: pkeys : Uid^m−→ PKey but postpone encryption users : Uid^m−→ User history : Action^∗ where

inv-Σ(σ) △ unique-nonces(σ.history)

There is also a “dynamic invariant” that states that nothing can change an Action that has occured:

dyn-inv : Action^∗ × Action^∗ → B

dyn-inv(as, as^′) △ as ⊆ as^′

Again we are faced with the question “What is the spec?” We start with a rather optimistic one (i.e. with an unrealistic set of assumptions).

In words: after some set of actions, two users each record that the other is their partner and they share two nonces which no one else knows. Under “strong” (= optimistic and uncheckable) assumptions, the original N-S protocol achieves this! But tackling this case exemplifies our approach and invites a systematic questioning of the assumptions.

These properties are captured by the specification:

NS (from: Uid, to: Uid) ext wr users : Uid^m−→ User

wr history : Action^∗ pre ¬ users(from).complete ∧ ¬ users(to).complete rely no-leaks(history^′ ) ∧ no-forge(history^′ ) guar no-leaks(history^′ ) ∧ no-forge(history^′ ) post users^′(from).complete ∧ users^′(to).complete ⇒

users^′(from).belPartner = to ∧ users^′(to).belPartner = from ∧ users^′(from).knows = users^′(to).knows ∧ ∀u ∈ (dom users − {from, to}) ·

users^′(u).knows ∩ users^′(from).knows = { }

A predicate that checks users only sign honestly is:

no-forge : Action^∗ → B

no-forge(as) △

∀mk-Msg(β, α, vl) ∈ elems as ·

∀i ∈ inds vl · vl(i) ∈ Uid ⇒ vl(i) = α

A predicate that limits sending of non-locally generated nonces has to allow their return to the believed originator:

no-leaks : Action^∗ → B

no-leaks(as) △

∀i, j ∈ inds as ·

i ≠ j ⇒ let mk-Msg(β, α, vl_i ) = as(i) in let mk-Msg(γ, β, vl_j ) = as(j ) in (∃c ∈ Nonce · c ∈ elems vl_i ∩ elems vl_j ) ⇒ γ = α

2.2 Split processes

NS = sender(to) ‖ receiver() ‖ other

We inherit the R/G conditions from NS (i.e. no-leaks/no-forge). Although they match for sender/receiver, their assumption for other is dangerous and is precisely the weakness of the N-S protocol.

decomposition

The activity of sender/receiver is recorded as the sequential composition of sub-operations defined by pre/post conditions (remember an operation fails if invoked in a state where its pre condition is not satisfied).

sender1 (to: Uid) ext wr history : Action^∗

wr loc : Local pre true post loc^′.belPartner^′ = to ∧

∃NA ∈ Nonce, a1 ∈ Msg · NA /∈ ⋃ {users(u).knows | u ∈ dom users} ∧ loc.knows^′ = {NA}∧history^′ = history↷[mk-Msg(to, this, [this, NA])∧ ∀u ∈ (dom users − {this, to}) · NA /∈ users(u).knows]

sender2 (to: Uid, b1: Msg) ext wr history : Action^∗

wr loc : Local pre b1 ∈ elems hist ∧

b1.to = this ∧ b1.body(1) = loc.knows post loc.knows^′ = loc.knows ∪ {b1.body(2)} ∧ history^′ = history ↷ [mk-Msg(to, this, [b1.body(2)])] ∧ complete^′ = true

receiver1 (a1: Msg) ext wr history : Action^∗

wr loc : Local pre a1 ∈ elems hist ∧ a1.to = this post loc.belPartner^′ = a1.body(1) ∧

∃NB ∈ Nonce · NB /∈ ⋃ {users(u).knows | u ∈ dom users} ∧ loc.knows^′ = {a1, body(2), NB} ∧ history^′ = history ↷ [mk-Msg(a1.body(1), this, [NB])]

receiver2 (a2: Msg) ext wr loc : Local pre a2.to = this ∧

a2.body(1) = NB?

post loc.complete^′ = true ∧

∀u ∈ (dom users − {a1b(1), this}) · NB? /∈ users(u).knows

The correctness of the decomposition of NS is interesting because there are really two (or three) arguments going on: sender and receiver are pretty much disjoint parallel (!) but the fact that the visibility of their nonces can be shown to be kept limited needs the rely condition; and there is synchronisation.

Lemma 5. Synchronisation requires:

post-sender1(σ_1, σ_2) ⇒ pre-receiver1(σ_2) post-receiver1(σ_2, σ_3) ⇒ pre-sender2(σ_3) post-sender2(σ_3, σ_4) ⇒ pre-receiver2(σ_4)

which is straightforward.

Lemma 6. The invariant unique-nonces is preserved by both sender and receiver because the chosen nonces are specified to not be in any knows field.

The dynamic invariant dyn-inv requires that history is only extended which is true of both processes.

Lemma 7. The guarantee conditions involve (non) leakage of nonces and (absence of) forgery of Uids in Msgs.

The sender1 operation transmits a nonce (Nt) that it received in a Msg but it returns it to the Uid from where it appeared to have been sent.

Similarly with Nf in receiver.

Only sender2 (in pure NS ) includes a Uid in the body of a Msg and this is not a forgery because it sends its own Uid (this).

Lemma 8. The (sender/receiver) post conditions are satisfiable: because of the requirement that their nonces are not known by other than the intended users, this is where no-leaks is essential.

Lemma 9. Establishing that post-NS holds (writing post-sender/receiver for the (obvious?) combination of the two sub-operations).

post-sender(σ, σ^′) ∧ post-receiver(σ, σ^′) ⇒ post-NS (σ, σ^′) code

It ought then be straightforward to argue that the following pseudo-code satisfies “decomposition’ assuming the following semantics: invent: history: ↷mk-Invent(me, n) (n is completely new) send(to, b): ↷mk-Msg(to, this, b) rcv · · ·: picks up the most recent unread Msg whose rec field matches this (but aborts if there is no such Msg).

These semantics are intended to justify the added assertions.

sender(to):

belPartner ← to; NA ← invent; NA /∈ ⋃ {users(u).knows | u ∈ dom users} knows: ∪{NA};

send(to, [this, NA]); a1 mk-Msg(this, , [ret, Nt]) ← rcv; b1 if ret ≠ NA then abort ;

knows: ∪{Nt};

send(to, [Nt]); a2 ∀u ∈ (dom users − {this, to}) · {NA, Nt} ∩ users(u).knows = { } complete ← true

receiver()

mk-Msg(this, , [from, Nf ]) ← rcv; a1 belPartner ← from; NB ← invent; NB /∈ ⋃ {users(u).knows | u ∈ dom users} send(from, [Nf , NB]); b1 mk-Msg(this, , [ret]) ← rcv; a2 if ret ≠ NB then abort ; complete ← true

Plans: We could usefully do encryption next (i.e. move §3) because it pulls out more assumptions

2.3 More Realistic Assumptions (and specification)

Plans: Our intention from here is to remove the strong assumptions (rely conditions)

The assumption in the previous section that no user leaks information is unrealistic. More realistic properties can be derived from distinguishing between users who follow the protocol correctly, i.e. they only send messages as specified by the protocol, and those who may not be always following the protocol correctly, e.g. by sending additional messages or messages to third parties.

Note that even if both the sender and receiver are following the protocol, there may be other users interfering and, for example, impersonating users in order to convince either the sender or receiver to send messages to them.

Plans: define “conjecture” to avoid calling this a lemma? Ideally, the following lemma should hold:

Lemma 10. If both the sender and the receiver of a run of the protocol are following the protocol correctly, and both have terminated successfully, then:

1. they have each confirmed the identity of the other, 2. the secrets created during the session are shared by both of them and 3. the secrets created during the session are not known to any other user.

However, Point 3 can easily be violated by an intruder sitting in the middle and performing a man-in-the-middle attack. There is no solution for this. Therefore, Point 3 needs to be relaxed, as follows:

Lemma 11. If both the sender and the receiver of a run of the protocol are following the protocol correctly, and both have terminated successfully, then:

1. they have each confirmed the identity of the other, 2. the secrets created during the session are shared by both of them and 3. no other user can be deceived into believing that a third party is either the sender or the receiver.

3 Reification to employ encryption

4 Lowe’s attack and “correction”

The N-S protocol was assumed to be correct for 18 years before Lowe discovered an attack [Low95]. At first sight, Lowe’s attack is odd in that A starts by communicating with a dishonest partner, referred to as I (for intruder) in the following. It is important to note that A intends to communicate with I , unlike man-in-the-middle attacks, though A does not know that I is dishonest.^5

5 Also, it’s paradoxical that it is a2 that completes the intruder’s knowledge since this message was clearly intended by N-S as a confirmation.

(a1)A: enc([A, NA], pkeym(I )) (d1)I : enc([A, NA], pkeym(B)) (b1)B: enc([NA, NB], pkeym(A)) (d2)I : skip (a2)A: enc([NB], pkeym(I )) (d3)I : enc([NB], pkeym(B))

It’s clear that Lowe’s attacker immediately violates the abstract rely conditions of no-leaks and impersonates another user. Unfortunately, it is not possible to check that a recipient does not “leak” secrets (and there is a symmetrical failure if A misbehaves).

References

BHJ20. Alan Burns, Ian J. Hayes, and Cliff B. Jones. Deriving specifications of control programs for cyber physical systems. The Computer Journal, 63(5):774–790, 2020.

BMS19. Colin Boyd, Anish Mathuria, and Douglas Stebila. Protocols for authentication and key establishment. Springer, 2nd edition, 2019.

HJM23. I. J. Hayes, C. B. Jones, and L. A. Meinicke. Specifying and reasoning about shared-variable concurrency. In Jonathan P. Bowen, Qin Li, and Qiwen Xu, editors, Theories of Programming and Formal Methods Theories of Programming and Formal Methods, number 14080 in lncs, pages 110–135. springer, 2023.

Jon81. C. B. Jones. Development Methods for Computer Programs including a Notion of Interference. PhD thesis, Oxford University, June 1981. Available as: Oxford University Computing Laboratory (now Computer Science) Technical Monograph PRG-25.

JY15. Cliff B. Jones and Nisansala Yatapanage. Reasoning about separation using abstraction and reification. In Radu Calinescu and Bernhard Rumpe, editors, Software Engineering and Formal Methods, volume 9276 of LNCS, pages 3–19. Springer, 2015.

Low95. Gavin Lowe. An attack on the needham- schroeder public- key authentication protocol. Information processing letters, 56(3), 1995.

Low96. Gavin Lowe. Breaking and fixing the needham-schroeder public-key protocol using fdr. In International Workshop on Tools and Algorithms for the Construction and Analysis of Systems, pages 147–166. Springer, 1996.

NS78. Roger M Needham and Michael D Schroeder. Using encryption for authentication in large networks of computers. Communications of the ACM, 21(12):993–999, 1978.