arXiv:2311.04861v1 [cs.CR] 8 Nov 2023

Sandi: A System for Accountability and Applications in Direct Communication

Extended Abstract

F. Betül Durak^∗ Kim Laine^† Simon Langowski^‡ Radames Cruz Moreno^∗ Robert Sim^∗ Shrey Jain^∗

November 2023

Abstract

Reputation systems guide our decision making both in life and work: which restaurant to eat at, which vendor to buy from, which software dependencies to use, and who or what to trust. These systems are often based on old ideas and are failing in the face of modern threats. Fraudsters have found ways to manipulate them, undermining their integrity and utility. Generative AI adds to the problem by enabling the creation of real-looking fake narratives at scale, creating a false sense of consensus. Meanwhile, the need for reliable reputation concepts is more important than ever, as wrong decisions lead to increasingly severe outcomes: wasted time, poor service, and a feeling of injustice at best, fraud, identity theft, and ransomware at worst.

In this extended abstract we introduce Sandi, a new kind of reputation system with a single well-defined purpose: to create trust through accountability in one-to-one transactions. Examples of such transactions include sending an email or making a purchase online. Sandi has strong security and privacy properties that make it suitable for use also in sensitive contexts. Furthermore, Sandi can guarantee reputation integrity and transparency for its registered users.

As a primary application, we envision how Sandi could counter fraud and abuse in direct communication. Concretely, message senders request a cryptographic tag from Sandi that they send along with their message. If the receiver finds the message inappropriate, they can report the sender using this tag. Notably, only senders need registered accounts and do not need to manage long-term keys. The design of Sandi ensures compatibility with any communication system that allows for small binary data transmission.

∗Microsoft Corporation †Microsoft Corporation. Corresponding author: kim.laine@microsoft.com ‡Massachusetts Institute of Technology

1 Introduction

The Internet was built without an identity layer [6]. This results in inherent pseudonymity [59], which on one hand promotes freedom of speech and enables people to express their identities and views more openly. On the other hand, it complicates the attribution of unsatisfactory or inappropriate online transactions to real-world people, organizations, and companies. In other words, it is hard to hold people accountable.

Inability to do this is detrimental to online stores and marketplaces, messaging platforms, social media platforms, and any other platform that facilitates transactions. The problem is amplified by scale [8]: we now need to choose from a vast number of sellers, business partners, or service providers. We need to choose which emails to open and which phone calls to answer. Wrong decisions lead to increasingly severe outcomes: wasted time, poor service, and a feeling of injustice at best, fraud, identity theft, and ransomware at worst. In this situation, how can any online platform possibly establish trust between its vast number of users?

1.1 From Reputation to Accountability

Reputation systems have been successfully used to address these problems in many scenarios [29, 25, 15]. Just a few examples demonstrating the breadth in deployment of reputation systems include likes and dislikes on social platforms, GitHub stars, ratings and reviews on Amazon, seller ratings on eBay, and karma on Reddit. All these systems were designed with a variety of intentions – some social, others to establish “trustworthy” accounts that are essential for the platform to provide value. However, many reputation systems are based on decades old ideas and are starting to fail in the face of modern threats: fake reviews, review farms, reputation inflation, privacy problems, lack of transparency, revenge ratings, among many others. Generative AI has further exacerbated these concerns, as it can create realistic looking fake narratives about people, products, and services.

In this paper, we introduce a system called Sandi, a new kind of reputation system with a single well-defined purpose: to create trust through accountability in one-to-one transactions. By one-to-one transactions we mean any transaction between two parties that may have asymmetrical roles, such as seller and buyer, or sender and receiver. Independent of the nature of the transaction, will call these two parties a sender and a receiver, due to our leading application in direct communication that we get to in a moment (Section 1.2).

Traditionally, accountability (in one-to-one transactions) would be enforced through an authority that both participants answers to. However, in Sandi no one entity is in absolute power to hold others accountable. The dynamic we create is carefully crafted to create no power imbalance, yet we can prove it achieves our desired goal: incentivizing transactions where the sender is less likely to get reported. We believe Sandi can enhance trust and help people make better decisions in all forms of one-to-one transactions, while addressing the shortcomings of traditional reputation systems in the face of modern threats.

In Sandi, senders have reputation scores that the receivers can see. During a transaction, the sender gives the receiver an endorsement tag. This is a kind of receipt that confirms the receiver has engaged in a transaction with the sender and gives the receiver permission to hold the sender accountable for an unsatisfactory transaction (poor quality service or product, poor customer support, inappropriate email). The receiver can at will report the sender to the system using the endorsement tag, thus reducing the sender’s score. This asymmetry makes the system more flexible and easier to adopt, as only the senders need to register accounts with the system, whereas the receivers do not. The reputation system itself, including storing the scores for each sender, is handled by an accountability server (AS).

Finally, Sandi is practical, as it can be easily implemented on top of almost any kind of transaction method. All it requires is senders and receivers to be able to communicate a few hundred bytes of data with AS (Section 5.5). It also has strong security and privacy properties, which are needed in different applications depending on the sensitivity of the transactions. Some of these properties are also crucial to protect Sandi from manipulation (Section 2).

1.2 Accountability in Direct Communication

While Sandi has many applications (we will discuss some more in Section 5), we will focus on a particular use-case to illustrate our thinking and our construction: direct communication.

By direct communication, we mean a one-to-one transaction of information, where a sender sends a message to a receiver. Examples of direct communication include email, messages on systems like Teams, Zoom, WhatsApp, and DMs on social media platforms. In many cases, the communication may be endto-end encrypted. Many communication platforms allow unlimited unsolicited messages but others require a basic acknowledgment, e.g., accepting a contact request. Because some unsolicited messages can be important, such as job offers or bank alerts, it is crucial to be able to have at least some trust in unsolicited communication without prior knowledge of the sender (including no authentication). On the other hand, generative AI can be misused to create believable fake narratives for fraud, scams, or political interference. Identifying such fake narratives can be challenging; for example, we cannot simply detect AI generated content, since these models are also being used to enhance legitimate and benign communications. This scenario is ideal for Sandi, as it can bring trust in these inherently untrusted contexts.

Finally, we note that one-to-many communication does not fit our model; examples of such would be posting a message publicly on social media, or sending an email to a mailing list without knowing who the receivers are. We explain the problems with one-to-many communication in Section 5.

Accountability Server

SenderReceiver

Tag request

Endorsement tag

Endorsed message

Report

Figure 1: Data flow in Sandi. A sender and AS run a protocol that results in the sender receiving an endorsement tag for their message. The tag is passed along with the message to a receiver. The receiver can optionally report the message by sending the endorsement tag back to AS.

1.3 Sandi

As we already explained above, Sandi involves three entities: an accountability server AS, registered senders, and receivers. For each sender account, AS maintains a score that AS decreases as it receives reports. In this sense, the reputation system in Sandi is monotone (there is no up-voting). However, it also has a carefully crafted automatic recovery mechanism, which counters accidental or malicious reports, and eventually recovers the reputation for senders that have improved their behavior.

After registering an account, a sender interacts with AS to get a cryptographic endorsement tag for its message. This tag includes, among other things, the sender’s current reputation digitally signed by AS. Upon receiving the message with the tag (we call this an endorsed message), the receiver can verify that the tag corresponds to the message it received. If it deems the content inappropriate, it reports the sender simply by sending the tag to AS. This simplicity makes Sandi compatible with all existing communication systems that can support small binary data transmission. The information flow (ignoring many details) between different parties is summarized in Figure 1.

In essence, receivers judge the appropriateness of messages, which forces senders to be cautious in their approach. As an example, if a political campaign indiscriminately sends out messages (high precision and high recall), their reputation may drop rapidly, discouraging such practices. Even with Sandi deployed, there is no requirement for anyone to send endorsed messages: the endorsement tag simply aims to make it more likely that the receiver will consider the message to be genuine and worth reading. This thinking applies in other uses of Sandi as well. An explicit endorsement (for the transaction) and a visible reputation simply make it easier to find trustworthy partners for any one-to-one transaction.

The senders’ reputation is determined by a score function that maps their current reputation and the number of reports they have received in a fixed time period to their new reputation. A lower reputation makes it less likely for receivers to pay attention to their messages, thus lowering the senders’ expected gain. Indeed, in the full version of this paper, we show that AS can control the senders’ optimal strategy to be such that inappropriate messages are sent arbitrarily far in the future. This idea is captured below in the informal Theorem 1.

Whitewashing. Whitewashing, where users easily quit and create new accounts, poses a challenge for reputation systems. For systems like Sandi that focus on accountability, whitewashing undermines the entire idea of being able to hold reputation owners accountable [45].

Several solutions to whitewashing have been proposed, including requiring proof of a strong identity [45], relying on an existing PKI [33, 62], disadvantaging fresh accounts [17], and adding “friction” to the account creation process [33, 34], such as CAPTCHAs or phone-based verification.

Whitewashing is an independent problem that we are not trying to solve in Sandi. Thus, from now on we assume the account creation process is resistant to Sybil attacks, preventing a single malicious sender from creating multiple accounts.

1.4 Related Work

We compare Sandi to prior work in several related areas: reputation systems, spam filtering techniques, and content moderation (message franking).

Reputation systems. There is a vast amount of literature on reputation systems, including [29, 25, 15, 56, 31, 18, 10, 54, 5, 53, 63, 3, 4, 2, 23]. Comprehensive surveys of “privacy-preserving” reputations systems can be found in [20, 22]. Such reputation systems tend to provide various forms of privacy, security, integrity, and transparency guarantees. Schiffner et al. [54] and Clauß et al. [10] present formal privacy definitions for reputation systems, but their setting is incomparable to ours. Hauser et al. [23] explore the problem of aggregating reputation scores from multiple sources in a secure and private manner. In a recent paper, Bader et al. [1] discuss the challenges of using reputation systems for business-to-business transactions and outline a proposal based on fully homomorphic encryption. We discuss this topic later in Section 5.4.

Our hypothesis is that privacy technologies alone cannot address the problems reputation systems face today [55, 24, 46, 52]. This is why with Sandi we take a more comprehensive approach. We focus on a narrow well-defined scenario where we can clearly express what the purpose of the system is, utilize modern privacy technologies, and use a sophisticated score function that we can argue provably drives participants towards the desired kind of behavior. In short, the reputation system underlying Sandi is a privacy-preserving centralized, unidirectional (only receivers can report senders), and “somewhat monotone” (reports always indicate a negative rating, but we include a fixed recovery rate). The adversarial model and our security and privacy guarantees are listed in Section 2.

Denial-of-Service (DoS) type attacks against reputation systems [26] are difficult to protect again, and we leave them outside our threat model. For example, AS could simply refuse to respond to messages from senders or from receivers.

Spam filters. Ever since the mid-1990s, spam has impacted nearly all popular online communication systems [35, 11, 19]. Various technical and legal anti-spam solutions have been designed and deployed over the years [51, 19, 14, 9, 50, 65, 64, 21, 12]. Authentication and anti-spoofing systems [32, 36, 37] can help, but a recent study [60] found numerous problems with their adoption. Others have considered proof-of-work style approaches, where senders spend some resource to send messages [13, 61, 40, 38, 7], but these unfairly disadvantage people who legitimately need to send more.

In contrast, Sandi would not aim to block any messages, but provides signal of trust through accountability. Senders can view their score, which is not the case with spam filters. The receiver’s view is similar to “report spam” buttons, but a report in Sandi has much more direct impact. Sandi only penalizes bad behavior, unlike proof-of-work systems, where everyone pays.

Content moderation and message franking. Content moderation [30] is typically implemented within tightly controlled systems, whereas Sandi places no limitations on the transaction (or communication) system. In end-to-end encrypted communication the primary interest shifts to receiver-based reporting of inappropriate messages, which is also the approach we take: Sandi never has visibility into any message, whether it is reported or not.

As an example, in the message franking technique [30, 49, 58, 28] a cryptographic tag, comprising sender and receiver names, message commitment, and timestamps, is included in metadata for an end-to-end encrypted message. This message can then be is passed around from user to user and the metadata is updated accordingly. Once a receiver reports it, the message and its tag are revealed to the system.

Despite some similarities, Sandi and message franking are fundamentally different. Sandi is geared towards building trust through accountability, whereas the primary objective of message franking is to aid content moderators in their evaluations and decisions.

2 Security and Privacy

Sandi needs to provide strong security and privacy properties to earn trust and avoid causing unintended harms for its users. We assume that AS does not collude with any sender, because they can together break a receiver’s privacy and inflate the sender’s score arbitrarily. Extensions of Sandi to mitigate these issues will aim to present solutions in our future work.

Informally, we have the following adversarial model and security and privacy objectives Sandi provides:

• There are a few ways an honest sender can become a victim of slandering.

(1) A malicious AS can try to incorrectly lower an honest sender’s score without being caught. (2) A malicious receiver can try to report an honest sender more times than the number of messages it receives from the honest sender. (3) A malicious sender can try to create endorsement tags associated with another honest sender.

[Score Integrity] We address these issues all together as follows. One of the senders, the victim, is honest, while the rest of the senders, AS, and some subset of receivers are all malicious. Let s be the number of messages the honest sender sends. Some of these messages would be sent to malicious receivers and some to honest receivers: s = s_{malicious} + s_{honest}. Let r_{honest} be the number of reports from honest receivers. Without loss of generality, we assume that all messages sent to malicious receivers are reported. The adversary’s goal is to make an honest sender accept that the total number of reports it received is greater than r_{honest} + s_{malicious}. In the full version of this paper we prove that this is impossible. Note that it can never make the sender accept that the number of reports is greater than s_{honest} + s_{malicious}, because the sender knows it never sent that many endorsed messages.

• A malicious AS can try to find who an honest sender communicates with.

[Communication Privacy] If an honest sender sends a message to an honest receiver, a malicious AS cannot learn any information about the message nor to which receiver the message is sent. However, AS learns (a) whether the message is reported and (b) information about the reporter that is leaked by network traffic, unless reporting is done through anonymous routing.

• A malicious sender can try to detect if a receiver reported the sender to an honest AS.

[Report Privacy] This notion is captured in two phases. In the full version of this paper we show that (a) a malicious sender cannot distinguish a reporter from a non-reporter if it controls neither, and (b) the true number of reports is hidden due to a differential privacy guarantee.

• A malicious receiver can try to distinguish if two distinct sender addresses belong to the same owner based on their endorsement tags. [Unlinkability] A malicious receiver has no advantage in guessing whether two endorsed messages come from two different honest senders or the same sender, beyond what can be inferred from the message contents, timestamps, network traffic, and sender reputations, without colluding with a malicious AS.

3 How Sandi Works

In this section, we explain at a high level how Sandi works. We provide a description of the most basic version of Sandi with weaker security and privacy guarantees. In the full version of this paper we show how to extend Sandi to cover also the remaining guarantees. The parties involved are the accountability server AS, a set of senders, and a set of receivers.

Setup. Each sender must register with AS, which sets up a database entry for them indexed by an internal account identity ID_s. This entry contains authentication details, the sender’s score sc, and a report count x initialized to zero. Both AS and the sender can view sc, whereas receivers see a coarsened view we call the sender’s reputation, denoted y_s. The two different views are used to improve the sender’s privacy, ensuring a receiver cannot link two sender addresses to a single account simply by guessing based on matching reputations. The reputation values are in a totally ordered set, for example {“very high”, “high”, “medium”, “low”}, whereas the score is an integer or a real number. The score is mapped to the reputation through a monotonically increasing reputation function y(·).

Time in Sandi proceeds in epochs, the duration of which can be freely configured by AS (e.g., 1 day, 2 days, 7 days). During each epoch, a set of messages are sent by the senders to their desired receivers. At the end of the epoch, the score is updated using a score function upd that maps the sender’s current score and the current number of reports to the new score for the next epoch. The report counter x is reset to zero. The choice of the score function is of utmost importance. We discuss this very briefly below in Section 4 and present a full analysis in the full version of this paper.

Endorsed messages. When a sender wants to send a message m to a recipient, it needs to first authenticate with AS, so that AS knows the sender’s account ID_s. Next, it computes a cryptographic commitment (and opening) to its message and the reciever, as (com, op) ← Commit(m, h_r), and sends com to AS. Subsequently, AS encrypts the sender’s ID_s with a secret encryption key K as ct ← Enc_K(ID_s) and uses a secret signing key sk to produce a digital signature σ ← Sign_{sk}(com||τ||y_s||ct). Here τ is a timestamp and y_s the sender’s reputation. It creates an endorsement tag t ← (com, τ, y_s, ct, σ) which it sends to the sender.

Once the sender has received the endorsement tag, it verifies that the signature is valid using AS’s public verification key. It can then send the tuple (t, m, op) to the receiver. We call this tuple an endorsed message.

Upon receiving and parsing (t, m, op), the receiver verifies that (com, op, m) and σ are valid. If the check passes, it uses y_s to decide whether it wants to further engage with the content, e.g., read it or react to it. If the receiver considers m to be inappropriate, it sends the endorsement tag t to AS. We call this a report.

Upon receiving and parsing a report t, AS verifies σ, decrypts ct to obtain ID_s and increments the sender’s report count x. When the epoch changes, AS looks at x for the sender and updates sc according to the score function as sc ← upd(sc, x).

Improvements. The above sketch omits several issues that we will address in the full version of this paper. Namely, of the security and privacy properties discussed above in Section 2 only Communication Privacy and Unlinkability are satisfied.

For example, in what we described above, AS could just change each sender’s scores as it pleases. In some scenarios this may not be a problem and AS can be trusted to behave correctly, but in other scenarios there may be concerns that AS misbehaves. Another issue is that the privacy of reports is not protected. Namely, it would be easy for a sender to learn whether a particular (possibly the only) endorsed message it sent out was reported. This is problematic, for example, if someone wants to report an inappropriate message from their colleague or business partner. In the full version of this paper we show how to extend Sandi to address these shortcomings to satisfy also Score Integrity and Report Privacy.

4 Scoring Mechanism

A core part of any reputation function is a score function that explains how reputation is computed. Common choices are averages and (weighted) sums, but also more exotic functions have been used. Whichever function is used, one should be able to argue why it results in a notion of reputation that drives participants towards some desired behavior (buy less from shady vendors, use higher quality software dependencies, etc.).

In each epoch, a set of messages are sent by the senders to their desired receivers. Upon receiving a message m from a sender with reputation y_s, receivers can choose to (not exclusively)

1. Reward the sender for the message with probability q(m, y_s), i.e., read, engage with, or respond to the message in some way that creates often a mutual benefit for the sender and receiver, measured by a function Reward(m). The expected reward is q(m, y_s)Reward(m).

2. Report the message as inappropriate with probability p(m, y_s), reducing the sender’s score, and subsequently reputation, for the next epochs.

For a fixed m, we assume q(m, ·) is increasing and p(m, ·) decreasing. These functions can result in a reward (resp. a report) even if m is inappropriate (resp. appropriate). Naturally, q and p depend on the sender’s reputation y_s that the receiver sees, just as warning banners decrease click rate [27]. As (q, p) is in reality specific to a receiver, targeting receivers is equivalent to choosing (q, p) among available pairs. This marketing problem is out of scope for our construction, so we assume that the choice is made and that (q, p) is the same for all receivers.

Our score function. We use the following score function:

upd^M_{k,b}(sc, x) := sc − x + k if x ≥ k min {sc + b, M} if x < k, sc ≥ 0 min {sc − x + k, 0} if x < k, sc < 0 (1)

The function takes as inputs the sender’s current score sc and their report count (in this epoch) x. The parameter M is an upper bound on the score; there is no lower bound. The parameter k ≥ 1 is a tolerance level; if the sender receives fewer than k reports within an epoch, their reputation will not be affected. Finally, the parameter b ∈ (0, 1] is a real number that determines how much the score recovers per epoch if fewer than k reports are received.

The function in Equation 1 looks very unusual and is unlike anything used in reputation systems before. However, in the full version of this paper we prove that it satisfies a list of natural properties we would expect from such a score function. Furthermore, we prove that any score function satisfying these properties leads to the following result that governs the behavior for “logical” senders.

Theorem 1 (informal). Given a score update function upd^M_{k,b} and a reputation function y, with n epochs left in the game and sender’s current score sc, there exists an optimal sender’s strategy^1 where, in each epoch, the sender sends messages that maximize^{q(m,ys)}_{p(m,ys)} Reward(m) until it has received a given number of reports which is no larger than k, after which it waits for the next epoch.

In some applications it is necessary to protect the privacy of reports. This means that the sender would not know whether any particular message it sent out was reported. To do this, AS applies differential privacy by first sampling N ← N , where N denotes some noise distribution, and then computes the updated score as sc ← upd(sc, x + N). With differential privacy, the optimality theorem changes somewhat, as we discuss in detail in the full version of this paper.

5 Discussion

5.1 Incentives for Reporting

The success of Sandi is dependent on accurate and timely reports, otherwise the system loses its meaning. This is a real threat already for all or most reputation systems. For example, in [16] Fradkin and Holtz analyze how the lack of incentives to review undermines the reputation system used by Airbnb. Generally, the subset of people who provide feedback (reports, reviews, etc.) tends to be biased.

Various real-world application mechanisms exist to incentivize users to submit reports. For example, some messaging systems connect spam reporting with sender blocking, providing a recipient with a concrete benefit from filing a report. This is comparable to Sandi, where a report has a concrete effect on the sender’s reputation.

Other systems, such as the Stack Exchange reputation system [46], intentionally gamify reputation so that users have incentives for filing both positive and negative reports, and filing these reports contributes to their own reputation. In these systems, care must be taken not to incentivize users to file spurious

1An optimal strategy maximizes the sender’s expected total reward.

reports [43]. One of the goals of Sandi is to instead eliminate gamification, as it is hard to know ahead of time what an optimal strategy ends up being in such a complex system.

Some reputation systems rely on implicit reporting, for example, by measuring (or predicting) the fraction of a sender’s messages that are left unread or deleted, or considering other meta-features such as statistical message properties, relay server reputation, or social graph distance [48, 57, 44]. It should be noted that these mechanisms exist largely at the application layer and would need to be carefully integrated with the reputation system in order to be useful. However, with sufficiently strong signals from application layer software, implicit reporting is fully compatible with Sandi.

5.2 One-to-Many Transactions

Sandi is intended only for one-to-one transactions. To understand what the problem with one-to-many transactions is, consider the case of a public post to social media. The problem is: who is supposed to be able to report an inappropriate message in this case?

If anyone who sees the post can, then the sender may have just staked their entire reputation and may easily end up getting a massive number of reports. Furthermore, now it would be impossible to prevent repeated reporting without requiring receiver accounts and proofs of a strong identity. Thus, in this case a sender cannot be incentivized to participate at all.

On the other extreme, if the message can be reported only once (AS can enforce this), should the message even be shown as a valid endorsed message to the receivers? We argue no, because each individual receiver’s relative opportunity to hold the sender accountable for an inappropriate message is 1/number of receivers, which can be arbitrarily close to zero. Thus, the sender is not putting enough at stake to earn the added visibility from a reputed message.

It seems that there are no meaningful alternatives between these two that would not require receivers to have accounts. If receivers had accounts, the AS could limit the number of reports to a fixed limit, perhaps chosen by the sender, and prevent multiple reports from each receiver.

5.3 Positive Ratings

For Sandi, we chose to use a design that relies on negative ratings only (reports). In principle, one might consider a system where the sender’s reputation increases explicitly through a mechanism for positive ratings. Note that in Sandi positive ratings are implicit: few or no reports result in the sender’s score increasing, according to (1). This choice was natural to us, as we identified several problems with explicit positive ratings.

Explicit positive ratings require receivers to be identified to prevent selfpromotion, but this would violate Communication Privacy (Section 2) and reveal the “trust graph” to AS. Moreover, simply identifying the receivers is not enough: it would need to be possible to take down groups of adversarial accounts without allowing them to simply create new accounts, for example, by requiring proofs of a strong unique identity. This is in stark conflict with the goals of Sandi.

Another problem is that with only positive ratings there would be no cost or penalty in sending as many messages as possible. Sending a message with no cost to get an engagement with some probability enables the strategy that advertisers (and spammers) already use today: send as many messages as you can to as wide of an audience as possible. This creates a high precision-high recall situation, but since high recall has a low cost, this ends up being a good strategy. The goal of Sandi is not to prevent email advertisement campaigns, but to help people better understand the nature of the communication they receive.

One possible way of rewarding consistently high reputation or auxiliary evidence of good behavior is by changing the score function accordingly. For example, one could increase M, increase b, or increase k. Each of these is beneficial to the sender and can be thought of as giving them more benefit of the doubt.

5.4 Other Applications

Business-to-business transactions and supply chains. A system like Sandi can improve the trust and accountability in digital business transactions, which tend to be more unpredictable than in the past, when business relationships and trust were based on years of interaction and (successful) transactions. A particularly interesting challenge lies in establishing trust in (software and other) supply chains that have become more volatile because of rapid development in technology, new logistic constraints, and geopolitical tensions, among other reasons [1].

Sandi can also help businesses make more informed choices. For example, it could maintain reputation scores for businesses that reflect their reliability: high scores would indicate consistent and satisfactory results, and lower scores inability to meet expectations. It would be possible to maintain multiple scores for different dimensions of reliability as well, e.g., product quality and customer support.

Business-to-consumer transactions. Similarly, consumers today enjoy a vast number of choices for everyday transactions, such as buying groceries, home improvement, health services, or travel. While there are multiple consumer facing reputation systems to help in making these choices, they suffer from unreliable (biased, misleading, fake) reviews [47, 66].

Since Sandi measures only unary negative signals, it cannot replace freetext reviews. Nevertheless, the negative signal it provides can be particularly valuable for risk-averse consumers when making impactful purchases [39, 42]. A 2016 study [41] found that people overwhelmingly prefer the 5-star rating system, hence it might be beneficial to map the senders’ scores to a 1–5 domain with the reputation function y (Section 3).

5.5 Implementation

We have implemented a prototype of Sandi in Rust. We ran benchmarks in Azure on a standard E16 ads V5 VM (AMD EPYC 7763 @2.445 GHz). The benchmarks ran on a single thread. To create an endorsement tag, the sender needs to communicate with AS and both need to do some computational work. The total time (excluding networking) is 336 μs, of which AS’s part is 150 μs. The time it takes for AS to process a single report is 269 μs.

The serialized data communicated from AS to the sender in the tag issuance protocol is 236 bytes. The full endorsement tag from the sender to the receiver is 372 bytes.

6 Conclusions and Open Problems

We have presented a novel reputation system, Sandi, with strong privacy and security properties. Sandi was constructed for a single well-defined purpose: to create trust through accountability in one-to-one transactions. It addresses the shortcomings of traditional reputation systems by preventing the emergence of undesirable optimal strategies for their users and eliminates many of the modern threats these systems face.

Our contributions are twofold: (1) a detailed construction of Sandi and its security justifications, and (2) an analysis of senders’ behavior in Sandi, with a proof that the system parameters can be used to effectively encourage users towards desirable behavior. While Sandi can help bring accountability and trust in any scenario with one-to-one transactions, our leading application was in countering inappropriate direct online communication.

There are many avenues for future work. First, an exploration of different applications of Sandi is needed. Considering the ubiquity of reputation systems, determining the contexts where Sandi provides the greatest value remains an open question.

Second, we already touched upon the challenge of incentivizing receivers to report in Section 5.1. One idea to improve participation would be to provide concrete evidence to receivers that their reports had a tangible effect, but this is not included in the current construction.

Third, in some applications of Sandi a lower score (or a report) may indicate a very serious problem, whereas in other applications it may indicate a minor nuisance. How the system parameters should be set to accommodate these different scenarios requires further study.

Fourth, it is crucial to validate whether Sandi’s improvements are recognizable and valued by users through user studies. Assessing if it truly results in better decision-making compared to existing systems, and exploring its societal benefits from widespread adoption, are equally important.

References

[1] Lennart Bader et al. Reputation Systems for Supply Chains: The Challenge of Achieving Privacy Preservation. 2023. arXiv: 2311.01060 [cs.CR].

[2] Samiran Bag, Muhammad Ajmal Azad, and Feng Hao. “A privacy-aware decentralized and personalized reputation system”. In: Computers & Security 77 (2018), pp. 514–530.

[3] Kai Bemmann et al. “Fully-featured anonymous credentials with reputation system”. In: Proceedings of the 13th International Conference on Availability, Reliability and Security. 2018, pp. 1–10.

[4] Johannes Blömer, Fabian Eidens, and Jakob Juhnke. “Practical, anonymous, and publicly linkable universally-composable reputation systems”. In: Topics in Cryptology–CT-RSA 2018: The Cryptographers’ Track at the RSA Conference 2018, San Francisco, CA, USA, April 16-20, 2018, Proceedings. Springer. 2018, pp. 470–490.

[5] Johannes Blömer, Jakob Juhnke, and Christina Kolb. “Anonymous and publicly linkable reputation systems”. In: International Conference on Financial Cryptography and Data Security. Springer. 2015, pp. 478–488.

[6] Kim Cameron. “The laws of identity”. In: Microsoft Corp 12 (2005), pp. 8– 11. [7] L. Jean Camp and Debin Liu. Proof of Work (Cannot, Can, Does Currently) Work. https://ssrn.com/abstract=2118235. Accessed on 10/15/2023.

[8] Vinton G Cerf. “The Dilemma of Scale”. In: Communications of the ACM 66.10 (2023), pp. 5–5.

[9] Paul-Alexandru Chirita, Jörg Diederich, and Wolfgang Nejdl. “MailRank:

using ranking for spam detection”. In: Proceedings of the 14th ACM international conference on Information and knowledge management. 2005, pp. 373–380.

[10] Sebastian Clauß, Stefan Schiffner, and Florian Kerschbaum. “K-anonymous reputation”. In: Proceedings of the 8th ACM SIGSAC symposium on Information, computer and communications security. 2013, pp. 359–368.

[11] Gordon V Cormack et al. “Email spam filtering: A systematic review”. In:

Foundations and Trends® in Information Retrieval 1.4 (2008), pp. 335– 455.

[12] Emmanuel Gbenga Dada et al. “Machine learning for email spam filtering:

review, approaches and open research problems”. In: Heliyon 5.6 (2019). [13] Cynthia Dwork and Moni Naor. “Pricing via Processing or Combatting Junk Mail”. In: Advances in Cryptology — CRYPTO’ 92. Berlin, Heidelberg: Springer Berlin Heidelberg, 1993, pp. 139–147.

[14] Holly Esquivel, Aditya Akella, and Tatsuya Mori. “On the effectiveness of IP reputation for spam filtering”. In: 2010 Second International Conference on COMmunication Systems and NETworks (COMSNETS 2010). IEEE. 2010, pp. 1–10.

[15] Randy Farmer and Bryce Glass. Building web reputation systems. ” O’Reilly Media, Inc.”, 2010.

[16] Andrey Fradkin and David Holtz. “Do Incentives to Review Help the Market? Evidence from a Field Experiment on Airbnb”. In: Marketing Science (2023).

[17] Eric J Friedman* and Paul Resnick. “The social cost of cheap pseudonyms”.

In: Journal of Economics & Management Strategy 10.2 (2001), pp. 173– 199.

[18] Michael T Goodrich and Florian Kerschbaum. “Privacy-enhanced reputationfeedback methods to reduce feedback extortion in online auctions”. In: Proceedings of the first ACM conference on Data and application security and privacy. 2011, pp. 273–282.

[19] Chris Grier et al. “@ spam: the underground on 140 characters or less”.

In: Proceedings of the 17th ACM conference on Computer and communications security. 2010, pp. 27–37.

[20] Stan Gurtler and Ian Goldberg. “SoK: Privacy-preserving reputation systems.” In: Proc. Priv. Enhancing Technol. 2021.1 (2021), pp. 107–127.

[21] Thiago S Guzella and Walmir M Caminhas. “A review of machine learning approaches to spam filtering”. In: Expert Systems with Applications 36.7 (2009), pp. 10206–10222.

[22] Omar Hasan, Lionel Brunie, and Elisa Bertino. “Privacy-preserving reputation systems based on blockchain and other cryptographic building blocks: A survey”. In: ACM Computing Surveys (CSUR) 55.2 (2022), pp. 1–37.

[23] Christophe Hauser et al. “Street Rep: A Privacy-Preserving Reputation Aggregation System”. In: Cryptology ePrint Archive (2023).

[24] Sherry He, Brett Hollenbeck, and Davide Proserpio. “The market for fake reviews”. In: Marketing Science 41.5 (2022), pp. 896–921.

[25] Ferry Hendrikx, Kris Bubendorfer, and Ryan Chard. “Reputation systems: A survey and taxonomy”. In: Journal of Parallel and Distributed Computing 75 (2015), pp. 184–197.

[26] Kevin Hoffman, David Zage, and Cristina Nita-Rotaru. “A survey of attack and defense techniques for reputation systems”. In: ACM Computing Surveys (CSUR) 42.1 (2009), pp. 1–31.

[27] Hang Hu and Gang Wang. “End-to-End Measurements of Email Spoofing Attacks”. In: 27th USENIX Security Symposium (USENIX Security 18). 2018, pp. 1095–1112.

[28] Rawane Issa, Nicolas Alhaddad, and Mayank Varia. “Hecate: Abuse reporting in secure messengers with sealed sender”. In: 31st USENIX Security Symposium (USENIX Security 22). 2022, pp. 2335–2352.

[29] Audun Jøsang, Roslan Ismail, and Colin Boyd. “A survey of trust and reputation systems for online service provision”. In: Decision support systems 43.2 (2007), pp. 618–644.

[30] Seny Kamara et al. “Outside looking in: Approaches to content moderation in end-to-end encrypted systems”. In: arXiv preprint arXiv:2202.04617 (2022).

[31] Florian Kerschbaum. “A verifiable, centralized, coercion-free reputation system”. In: Proceedings of the 8th ACM Workshop on Privacy in the Electronic Society. 2009, pp. 61–70.

[32] Scott Kitterman. Sender Policy Framework (SPF) for Authorizing Use of Domains in Email, Version 1. RFC 7208. Apr. 2014. doi: 10.17487/RFC7208. url: https://www.rfc-editor.org/info/rfc7208.

[33] Eleni Koutrouli and Aphrodite Tsalgatidou. “Taxonomy of attacks and defense mechanisms in P2P reputation systems—Lessons for reputation system designers”. In: Computer Science Review 6.2-3 (2012), pp. 47–70.

[34] Fedor Kozlov et al. “Evaluating changes to fake account verification systems”. In: 23rd International Symposium on Research in Attacks, Intrusions and Defenses (RAID 2020). 2020, pp. 135–148.

[35] Brian Krebs. Spam nation: The inside story of organized cybercrime-from global epidemic to your front door. Sourcebooks, Inc., 2014.

[36] Murray Kucherawy, Dave Crocker, and Tony Hansen. DomainKeys Identified Mail (DKIM) Signatures. RFC 6376. Sept. 2011. doi: 10.17487/RFC6376. url: https://www.rfc-editor.org/info/rfc6376.

[37] Murray Kucherawy and Elizabeth Zwicky. Domain-based Message Authentication, Reporting, and Conformance (DMARC). RFC 7489. Mar. 2015. doi: 10.17487/RFC7489. url: https://www.rfc-editor.org/info/

rfc7489.

[38] Ben Laurie and Richard Clayton. “Proof-of-work proves not to work; version 0.2”. In: Workshop on economics and information, security. 2004.

[39] Jumin Lee, Do-Hyung Park, and Ingoo Han. “The effect of negative online consumer reviews on product attitude: An information processing view”. In: Electronic commerce research and applications 7.3 (2008), pp. 341–352.

[40] Debin Liu and L Jean Camp. “Proof of Work can Work.” In: WEIS.

Citeseer. 2006.

[41] Warih Maharani, Dwi H Widyantoro, and Masayu L Khodra. “Discovering Users’ Perceptions on Rating Visualizations”. In: Proceedings of the 2nd International Conference in HCI and UX Indonesia 2016. 2016, pp. 31– 38.

[42] Durairaj Maheswaran and Joan Meyers-Levy. “The influence of message framing and issue involvement”. In: Journal of Marketing research 27.3 (1990), pp. 361–367.

[43] Iren Mazloomzadeh et al. “Reputation Gaming in Stack Overflow”. In:

CoRR abs/2111.07101 (2021). arXiv: 2111.07101. url: https://arxiv.

org/abs/2111.07101.

[44] Chad Mills et al. Detecting spam from metafeatures of an email message.

https://patents.google.com/patent/US8370930B2/en. 2013. [45] Jelena Mirkovic and Peter Reiher. “Building accountability into the future Internet”. In: 2008 4th Workshop on Secure Network Protocols. IEEE. 2008, pp. 45–51.

[46] Dana Movshovitz-Attias et al. “Analysis of the reputation system and user contributions on a question answering website: StackOverflow”. In: Aug. 2013, pp. 886–893. doi: 10.1145/2492517.2500242.

[47] M Narciso. “The unreliability of online review mechanisms”. In: Journal of Consumer Policy 45.3 (2022), pp. 349–368.

[48] Srikanth Palla and Ram Dantu. “Unwanted SMTP Paths and Relays”. In:

2007 2nd International Conference on Communication Systems Software and Middleware. 2007, pp. 1–8. doi: 10.1109/COMSWA.2007.382440.

[49] Meta Platforms. Messenger Secret Conversations (Technical Whitepaper version 2.0). https://about.fb.com/wp-content/uploads/2016/07/messenger-

secret-conversations-technical-whitepaper.pdf. Accessed on 10/15/2023.

[50] Vipul Ved Prakash and Adam O’Donnell. “Fighting spam with reputation systems: User-submitted spam fingerprints”. In: Queue 3.9 (2005), pp. 36– 41. [51] Anirudh Ramachandran, Nick Feamster, and Santosh Vempala. “Filtering spam with behavioral blacklisting”. In: Proceedings of the 14th ACM conference on computer and communications security. 2007, pp. 342–351.

[52] Paul Resnick and Richard Zeckhauser. “Trust among strangers in Internet transactions: Empirical analysis of eBay’s reputation system”. In: The Economics of the Internet and E-commerce. Emerald Group Publishing Limited, 2002, pp. 127–157.

[53] Alexander Schaub et al. “A trustless privacy-preserving reputation system”. In: ICT Systems Security and Privacy Protection: 31st IFIP TC 11 International Conference, SEC 2016, Ghent, Belgium, May 30-June 1, 2016, Proceedings 31. Springer. 2016, pp. 398–411.

[54] Stefan Schiffner, Andreas Pashalidis, and Elmar Tischhauser. “On the limits of privacy in reputation systems”. In: Proceedings of the 10th annual ACM workshop on Privacy in the electronic society. 2011, pp. 33–42.

[55] Shreyas Sekar. “Technical Perspective: A Rare Glimpse of Tracking Fake Reviews”. In: Communications of the ACM 66.10 (2023), pp. 97–97.

[56] Sandra Steinbrecher. “Design options for privacy-respecting reputation systems within centralised internet communities”. In: IFIP International Information Security Conference. Springer. 2006, pp. 123–134.

[57] Ha Nguyen Thanh, Quan Dang Dinh, and Quang Anh Tran. “Predicting user’s action on emails: improvement with ham rules and real-world dataset”. In: 2018 10th International Conference on Knowledge and Systems Engineering (KSE). 2018, pp. 169–174. doi: 10.1109/KSE.2018.8573330.

[58] Nirvan Tyagi et al. “Asymmetric message franking: Content moderation for metadata-private end-to-end encryption”. In: Advances in Cryptology– CRYPTO 2019: 39th Annual International Cryptology Conference, Santa Barbara, CA, USA, August 18–22, 2019, Proceedings, Part III 39. Springer. 2019, pp. 222–250.

[59] Emily Van der Nagel. “From usernames to profiles: The development of pseudonymity in Internet communication”. In: Internet Histories 1.4 (2017), pp. 312–331.

[60] Chuhan Wang et al. “A Large-scale and Longitudinal Measurement Study of {DKIM} Deployment”. In: 31st USENIX Security Symposium (USENIX Security 22). 2022, pp. 1185–1201.

[61] Chidi Williams. Proof-of-Work Spam Filter. https://chidiwilliams.

com/post/proof-of-work/. Accessed on 10/15/2023.

[62] Zhifeng Xiao, Nandhakumar Kathiresshan, and Yang Xiao. “A survey of accountability in computer networks and distributed systems”. In: security and communication networks 9.4 (2016), pp. 290–315.

[63] Ennan Zhai et al. “{AnonRep}: Towards {Tracking-Resistant} Anonymous Reputation”. In: 13th USENIX Symposium on Networked Systems Design and Implementation (NSDI 16). 2016, pp. 583–596.

[64] Hong Zhang et al. “IPGroupRep: A novel reputation based system for anti-spam”. In: 2009 Symposia and Workshops on Ubiquitous, Autonomic and Trusted Computing. IEEE. 2009, pp. 513–518.

[65] Elena Zheleva, Aleksander Kolcz, and Lise Getoor. “Trusting spam reporters: A reporter-based reputation system for email filtering”. In: ACM Transactions on Information Systems (TOIS) 27.1 (2008), pp. 1–27.

[66] Tianxiang Zheng et al. “Identifying unreliable online hospitality reviews with biased user-given ratings: A deep learning forecasting approach”. In: International Journal of Hospitality Management 92 (2021), p. 102658.