arXiv:2306.03016v1 [cs.IT] 5 Jun 2023

© 2023 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or future media, including reprinting/republishing this material for advertising or promotional purposes, creating new collective works, for resale or redistribution to servers or lists, or reuse of any copyrighted component of this work in other works.

Secrecy of Opportunistic User Scheduling in RIS-Aided Systems: A Comparison with NOMA Scheduling

Burhan Wafai^∗, Sarbani Ghose^†, Chinmoy Kundu^‡, Ankit Dubey^§, and Mark F. Flanagan^¶, ∗§Department of EE, Indian Institute of Technology Jammu, Jammu & Kashmir, India ‡¶School of Electrical and Electronic Engineering, University College Dublin, Belfield, Dublin 4, Ireland {^∗burhan.wafai,^§ankit.dubey}@iitjammu.ac.in,^†sarbani1234@gmail.com,^‡chinmoy.kundu@ucd.ie,^¶mark.flanagan@ieee.org

Abstract—In this paper, we propose an opportunistic user scheduling scheme in a multi-user reconfigurable intelligent surface (RIS) aided wireless system to improve secrecy. We derive the secrecy outage probability (SOP) and its asymptotic expression in approximate closed form. The asymptotic analysis shows that the SOP does not depend on the transmitter-to-RIS distance and saturates to a fixed value depending on the ratio of the path loss of the RIS-to-destination and RIS-to-eavesdropper links and the number of users at high signal-to-noise ratio. It is shown that increasing the number of RIS elements leads to an exponential decrease in the SOP. We also compare our scheme with that of a non-orthogonal multiple access (NOMA) scheduling scheme, which chooses a pair of users to schedule in each time slot. The comparison shows that the SOP of all of the NOMA users is compromised, and that our proposed scheduling scheme has better performance.

Index Terms—Asymptotic analysis, opportunistic user scheduling, RIS, and secrecy outage probability.

I. INTRODUCTION Reconfigurable intelligent surfaces (RISs) represent a promising solution towards achieving both spectrum and energy-efficient communication with low hardware cost [1]. An RIS can intelligently control the signal propagation by inducing certain phase shifts in the signal to enhance the communication performance [2].

Like any other wireless communication systems, RIS-aided systems are also vulnerable to eavesdropping because of their broadcast nature [3]. The secrecy outage probability (SOP) of an RIS-aided system with a transmitter, a single user, and an eavesdropper was first evaluated in [4]. A computable SOP expression for an RIS-aided system consisting of a single user and an eavesdropper was derived for vehicular communication in [5]. A computable SOP expression was also derived for an RIS-aided system with a single user and an eavesdropper, assuming discrete RIS phase shifts, in [6]. In [7], the SOP of an RIS-aided unmanned aerial vehicle system was evaluated in the presence of a single user and multiple eavesdroppers. The secrecy of an RIS-aided system with a single user and an eavesdropper was improved by introducing artificial noise from a jammer in [8]. The SOP of the system was derived and then used to implement optimal power allocation. Although the SOP was evaluated in [4]–[8], the articles considered a singleuser system. Furthermore, the expressions in [5]–[7] were presented in the form of Fox H-function, Meijer G-function, and infinite series, respectively, from which it is difficult to gain design insights.

Towards improving secrecy in low-complexity multiuser communication networks, opportunistic user scheduling (OUS) is a low-complexity and inexpensive technique to implement and has been extensively studied in the non-RIS aided system context [9], [10]. The OUS scheme involves selecting the best user among all users in each time slot for transmission depending on the channel state information (CSI) of the available links [9]. The OUS scheme in a multi-user RISaided systems was studied in [11], however without secrecy constraints. Opportunistic user scheduling allows us to achieve the highest achievable rate in each time slot by implementing RIS phase alignment toward the best user without employing complex RIS phase optimization. Phase alignment toward the best user automatically ensures the misalignment of phases toward eavesdroppers, which improves security. Furthermore, alignment of the phases of the RIS elements towards each user simultaneously is difficult when a non-orthogonal multiple access (NOMA) transmission scheme is employed [12]–[14], which may compromise the individual achievable secrecy rate of some users.

Opportunistic user scheduling has not yet been investigated for improving secrecy in RIS-aided multi-user communications. Moreover, apart from [8], the articles cited above do not provide any insights regarding how the system parameters, such as the number of RIS elements and the path loss between the RIS and other nodes, affects the SOP performance. Motivated by the above discussion, we propose an opportunistic user scheduling scheme to improve the secrecy of the system of an RIS-assisted system with a transmitter, multiple users, and an eavesdropper. Our main contributions are listed as follows:

1) We derive an approximate closed-form expression for the SOP of an OUS scheme where the current user is scheduled by maximizing the user’s rate without considering the CSI of the eavesdropping link.

2) We obtain an approximate closed-form asymptotic SOP expression which provides useful system design insights, such as the high signal-to-noise ratio (SNR) behavior of the SOP, the effect of the number of RIS elements on the SOP, and the effect of the pathloss between the RIS and the nodes on the SOP performance.

3) We also compare the SOP performance with that of a NOMA scheduling scheme where a pair of NOMA users is scheduled in each time slot. We show that the SOP of each NOMA user is worse than that of the proposed user scheduling technique.

II. SYSTEM AND CHANNEL MODEL An RIS-aided wireless communication network is considered that employs an RIS composed of N reflecting elements between a single-antenna source node S and a cluster of M single-antenna destination nodes D^{(m)} where m ∈ M = {1, 2, . . . , M}, in the presence of a single-antenna eavesdropper. The distance S-R, R-D^{(m)} for each m, and R-E is d_{SR}, d_{RD}, and d_{RE}, respectively.^1 We assume that there are no direct links from S to D^{(m)} for any m and from S to E due to deep shadowing. The link between the node pair XY ∈ {SR, RE} corresponding to the n-th RIS element where n ∈ {1, 2, . . . , N} is denoted as h^{(n)}_{XY} = √ ζ_{XY}h̃^{(n)}_{XY} and the links from the n-th RIS element to D^{(m)} for each n and m are denoted as h^{(n,m)}_{RD} = √ ζ_{RD}h̃^{(n,m)}_{RD} , such that h̃^{(n)}_{XY} and h̃^{(n,m)}_{RD} for each n and m are mutually independent complex Gaussian random variables (RVs) with zero mean and unit variance, and the path loss in dB between any node pair XY ∈ {SR, RD, RE} is denoted as ζ_{XY} (dB) = z_0 − 10υ log_{10}(d_{XY}) where d_{XY} is the distance between the node pair XY, z_0 is the reference pathloss in dB, and υ is the path loss exponent. We assume that all links experience independent frequency-flat fading. The received signal at D^{(m)} and E through N reflecting elements is written as

y^{(m)}_D = √ P N∑ n=1 h^{(n,m)} RD exp(jθ_n)h^{(n)}_{SR} x + ϵ^{(m)}_D , (1)

y_E = √ P N∑ n=1 h^{(n)}_{RE} exp(jθ_n)h^{(n)}_{SR} x + ϵ_E, (2)

where P is the transmitted energy per symbol, x is the transmitted symbol with unit energy, θ_n ∈ (0, 2π] is the adjustable phase shift of the n-th RIS element, ϵ^{(m)}_D and ϵ_E are the additive white Gaussian noise (AWGN) with mean zero and variance N_0 at D^{(m)} for each m and E, respectively.

If the phases of the RIS elements are aligned towards D^{(m)} to maximize its received SNR, i.e., if θ_n = −(ϕ_n + ψ_{n,m}) for each n ∈ {1, 2, . . . , N} where ϕ_n and ψ_{n,m} are the phases of the complex channel h^{(n)}_{SR} and h^{(n,m)}_{RD} , respectively, the received SNR at D^{(m)} is given by

Γ^{(m)}_D = Γ_0 (_N ∑ n=1 |h^{(n,m)} RD ||h^{(n)}_{SR} |

)_2

, (3)

where Γ_0 = P/N_0 is the transmit SNR. When N is sufficiently large, due to the central limit theorem (CLT), it can be shown that the distribution of the RV within the parenthesis in (3) tightly approximates to a Gaussian distribution with mean μ_D = Nπ √ ζ_{RD}ζ_{SR}/4 and variance σ^2_D = Nζ_{RD}ζ_{SR} ( 16 − π^2 ) /16 and hence, the distribution of

1We assume all R-D^{(m)} distances are the same. This assumption is adopted for ease of exposition.

Γ^{(m)}_D follows a non-central Chi-squared distribution with a single degree of freedom [15], the CDF of which is expressed as [15]

F_Γ(m)_D (x) = 1 − ξQ ( √_{xΓ} 0 − μ_D

σ_D ) for x ≥ 0, (4)

where Q(x) =^{1√}_{2π} ∫_∞ x exp ( − t^2/2 ) dt is the Gaussian Qfunction [16, eq. (2.1.97)] and ξ = 1/Q ( − √ μ^2_D/σ^2_D ) is a normalization coefficient to satisfy the PDF constraint.

Due to the specific value of θ_n chosen for D^{(m)}, the channels for the eavesdropper corresponding to D^{(m)} will not be aligned. As a result, when N is sufficiently large, the distribution of the effective channel from S to E via R will be complex Gaussian [4]. The received SNR at E corresponding to D^{(m)}, Γ^{(m)}_E , is exponentially distributed with PDF f_Γ(m)_E (x) =^1_{λE} exp ( −^x_{λE} ) and average SNR λ_E = NΓ_0ζ_{RE}ζ_{SR} [4]. In the proposed OUS scheme, the user among {D^{(1)}, . . . , D^{(M)}} whose RIS-assisted channel provides the best user rate without considering the eavesdropping rate is selected to avoid the eavesdropping CSI during scheduling. The achievable secrecy rate for the scheduled user D^{(m∗)} is

C^{(m∗)}_s = max { log_2

( 1 + Γ(m^∗)_D

1 + Γ^{(m∗)}_E ) , 0 } , (5)

where Γ^{(m∗)}_D = max_{m∈{M}}{Γ^{(m)}_D }, and Γ^{(m∗)}_E = Γ^{(m)}_E as the SNR for the eavesdropper is independent of any scheduled user. The SOP of D^{(m∗)} is evaluated as

P_{out} = ∫_∞ 0 F_Γ(m∗ )_D (ρx + ρ − 1) f_Γ(m)_E (x)dx, (6)

where ρ = 2^{Rth} and R_{th} is the required threshold for the secrecy rate.

III. SECRECY OUTAGE PROBABILITY

In this section, we derive the SOP of the proposed OUS scheme. The scheduling scheme only takes into account the CSI of the source-to-user links via RIS without requiring the eavesdropping CSI. The SOP of the OUS scheme is provided in Theorem 1. For the derivation of the SOP, we assume (due to the fact that N is large) that Γ^{(m)}_D and Γ^{(m)}_E for each m are independent, even though the source-to-RIS channel is common among the users and the eavesdropper.

Theorem 1. The approximate SOP of the OUS scheme is

P_{out} =

1 −^M ∑ m=1 V^{(M,m)}ξ^mJ^{(m)}_+ if μ^2_DΓ_0 ≤ ρ − 1

1 −^M ∑ m=1 V^{(M,m)}ξ^m ( I^{(m)}_+ + I^{(m)}_− ) if μ^2_DΓ_0 > ρ − 1 (7) where

J^{(m)}_+ = ∑ k∈S_m ( m k ) w^{k1}_1 w^{k2}_2 w^{k3}_3 2^{k1+k2 +k3 −1} J^{(m,k)} + , (8)

J^{(m,k)} + = Γ_0 2ρλ_EΥ^{(m,k)} [ exp ( − 1 2(σ^{(m,k)}_D )^2 (√ ρ − 1 Γ_0 − μ_D )_2) + μ_D √ π (σ^{(m,k)} D )^2 √ Υ^{(m,k)}

× exp (ρ − 1 ρλ_E − μ^2_DΓ_0 2(σ^{(m,k)}_D )^2ρλ_EΥ^{(m,k)} ) Q (√ 2Υ^{(m,k)} (√ ρ − 1 Γ_0 − μ_D 2(σ^{(m,k)}_D )^2Υ^{(m,k)} ))] , (11)

I^{(m,k)} + = Γ_0 2ρλ_EΥ^{(m,k)} [ exp ( − μ^2_DΓ_0 − ( ρ − 1 ) ρλ_E ) + μ_D √ π (σ^{(m,k)} D )^2 √ Υ^{(m,k)}

× exp (ρ − 1 ρλ_E − μ^2_DΓ_0 2(σ^{(m,k)}_D )^2ρλ_EΥ^{(m,k)} ) Q ( √2μ_DΓ_0 ρλ_E √ Υ^{(m,k)} ) ] . (12)

I^{(m)}_+ = ∑ k∈S_m ( m k ) w^{k1}_1 w^{k2}_2 w^{k3}_3 2^{k1+k2 +k3 −1} I^{(m,k)} + , (9)

I^{(m)}_− = 1 − e^−

(_{μ2DΓ0 −(ρ−1)} ρλE ) − m∑ j=1 V^{(m,j)} ( J^{(j)}_+ − I^{(j)}_+ ) , (10)

with V^{(x,y)} = (−1)^{y+1} (_x y ) , J^{(m,k)}

+ and I^{(m,k)}_+ are given by (11) and (12), respectively, wherein Υ^{(m,k)} =^1_{2(σ(m,k)D )2} +

Γ_0 ρλ^{(l)}_E , Sm is the set of integer vectors k = [k1, k2, k3] such

that k_i ∈ {0, . . . , m} for each i ∈ {1, 2, 3},

∑_3

i=1 k_i = m, (_m k ) =^{m!}_{k1!...k3!} , and σ^{(m,k)}_D =^{σD}√∑_{3i=1 ki pi} .

Proof. The evaluation of the SOP in (6) requires the distribution of destination and eavesdropping channel SNRs. The CDF F_Γ(m∗)_D (x) is obtained as

F_Γ(m∗ )_D (x) = P [ max m∈{1,...,M} {Γ^{(m)}_D } ≤ x ]

= 1 − M∑ m=1 (−1)^{m+1} ( M m )[ ξQ √_x Γ_0 − μD

σ_D ]_m . (13)

The SOP of the system is obtained by substituting (13) and f_Γ(m)_E (x) into (6) as

P_{out} = 1 − M∑ m=1 V^{(M,m)}ξ^mP^{(m)}_{out} . (14)

where

P^{(m)}_{out} = ∫_∞ 0 Q √_{ρ−1+ρx} Γ_0 − μD

σ_D m f_Γ(m)_E (x)dx. (15)

The exact solution of the above integral is difficult to derive, hence, we use the following approximation of the Q-function from [17]:

Q(x) ≈ 3∑ i=1 w_i 2 exp ( − p_ix^2 2 ) if x ≥ 0

1 − 3∑ i=1 w_i 2 exp ( − p_ix^2 2 ) if x < 0,

(16a)

(16b)

where w_i =

{_1 6 ,^1_3 ,^1_3 } and p_i = { 1, 4,^4_3 } for i ∈ {1, 2, 3}. To apply the approximation, we have to divide the integration regions of x appropriately in (15) depending on whether the argument of the Q-function is positive or negative in that region. In the region in which the Q-function has positive argument, we use (16a) and otherwise we use (16b). Taking into account the two cases, and after some trivial manipulations, we obtain P^{(m)}_{out} as

P^{(m)}_{out} = { J^{(m)}_+ if μ^2_DΓ_0 ≤ ρ − 1 I^{(m)}_+ + I^{(m)}_− if μ^2_DΓ_0 > ρ − 1

(17a) (17b) where

J^{(m)}_+ = ∫_∞ 0 (^3∑ i=1 w_i 2 exp ( −p_iχ^2 2 ))m f_Γ(m)_E (x)dx, (18)

I^{(m)}_+ = ∫_∞ α (^3∑ i=1 w_i 2 exp ( −p_iχ^2 2 ))m f_Γ(m)_E (x), (19)

I^{(m)}_− = ∫_α 0 ( 1 − 3∑ i=1 w_i 2 exp ( −p_iχ^2 2 ))m f_Γ(m)_E (x)dx, (20) α = ( μ^2_DΓ_0 − (ρ − 1) ) /ρ, and χ = (√_{ρ−1+ρx} Γ_0 − μD ) /σ_D.

The solutions of J^{(m)}_+ , I^{(m)}_+ , and I^{(m)}_− are given by (8), (9), and (10), respectively. The proofs of these results are provided in Appendix A, B, and C, respectively.

Although an approximate closed-form expression for the SOP is presented in this section, it is still difficult to obtain insights regarding the effect of the key system parameters Γ_0, N, M, d_{SR}, d_{RD}, d_{RE}, ρ, and ξ. Therefore, in the next section, we will obtain an asymptotic expression of the SOP of OUS scheme.

IV. ASYMPTOTIC ANALYSIS

In this section, we evaluate the SOP in the high-SNR regime where Γ_0 → ∞. In addition, we assume N and M are large. We make the approximations 1 + Γ^{(m∗)}_D ≈ Γ^{(m∗)}_D and 1 + Γ^{(m)}_E ≈ Γ^{(m)}_E as Γ_0 → ∞. Thus, the SOP from (6) is approximated as

P_{out} = ∫_∞ 0 F_Γ(m∗ )_D (ρx) f_Γ(m)_E (x)dx. (21)

To find the asymptotic expression, we start with the exact SOP expression derived in Theorem 1. In the high-SNR regime μ^2_DΓ_0 ≫ ρ − 1 and thus the case when μ^2_DΓ_0 ≤ ρ − 1 in (7) does not apply. Furthermore, ξ ≈ 1 as N is large, which is usually the case in the RIS-aided system. Hence, due to μ^2_DΓ_0 ≫ ρ − 1 and large N, we may write the SOP in (7) as

P_{out} = 1 − P_1 − P_2 − P_3, (22)

where P_1 = ∑_M m=1 V^{(M,m)} ( 1 − e^{− μ} 2 DΓ0 ρλE ) , P_2 = ∑_M m=1 V^{(M,m)} ∑_m j=1 V^{(m,j)} ( I^{(j)}_+ − J^{(j)}_+ ) , and P_3 = ∑_M m=1 V^{(M,m)}I^{(m)}_+ . It is to be noted that I^{(j)}_+ , J^{(j)}_+ , and I^{(m)}_+ in P_2 and P_3 are in the high-SNR regime. Consequently, to obtain I^{(m)}_+ in the high-SNR regime, I^{(m)}_+ in (9) requires I^{(m,k)} + to be derived in the high-SNR regime. Therefore, I^{(m,k)} + is approximated in the high-SNR regime following Appendix B as

I^{(m,k)} + = ∫_∞ μ2D Γ0 ρ exp ( − (√_{ρx} Γ_0 − μD

)_2

2(σ^{(m,k)}_D )^2 ) f_Γ(m)_E (x)dx. (23)

After a change of variable assuming t = √_{ρx} Γ_0 − μ_D 2(σ^{(m,k)}

D )^2Υ^{(m,k)} in (23), and doing further manipulations, we

obtain the solution as I^{(m,k)} + = Γ_0 2ρλ_EΥ^{(m,k)} [ e^{− μ} 2 DΓ0 ρλE + μ_D √ π (σ^{(m,k)} D )^2 √ Υ^{(m,k)}

× exp ( − μ^2_DΓ_0 2(σ^{(m,k)}_D )^2ρλ_EΥ^{(m,k)} ) Q ( √ 2μ_DΓ_0 ρλ_E √ Υ^{(m,k)} )] . (24)

Similarly, we obtain J^{(j)}_+ in P_2 in the high-SNR regime following (23) and Appendix A.

Next, after performing some mathematical manipulations, at high-SNR regime, we obtain P_1 = 1 − exp(−^{μ2DΓ0}_{ρλE} ), P_2 = ( I^{(M)}_+ − J^{(M)}_+ ) , and P_3 = − ∑_M m=1 V^{(M,m)}I^{(m)}_+ . We may write P_2 as above due to the fact that ∑_M j=m V^{(M,m)}V^{(m,j)} is unity only if m = M and j = M (zero otherwise). We note that as M increases, both J^{(M)}_+ and I^{(M)}_+ diminishes in P_2. As the exponent m = M becomes large in (18) and (19), these quantities diminish. In contrast, the magnitude of P_3 increases as M increases. Hence, P_2 is negligible as compared to P_3 and thus P_2 can be ignored when M is large. Therefore, we obtain a simplified asymptotic SOP expression as

P_{out} = 1 − P_1 − P_3 = e^{− μ} 2 DΓ0 ρλE + M∑ m=1 V^{(M,m)}I^{(m)}_+ . (25)

We find from (25) that the asymptotic SOP consists of two terms. One term is independent of M. The other term which depends on M is negative and increases with increasing M. Thus, the OUS scheme improves secrecy.

By substituting the values of Γ_0, λ_E, μ_D and σ^{(m,k)}_D , I^{(m)}_+ by (9), and further performing some mathematical manipulations by replacing the Q-function in the expression with its approximation in (16a), we obtain the asymptotic expression in terms of the basic system parameters as

P_{out} ≈ ( 1 + M∑ m=1 W_mA^{ζRD}_{ζRE} ( ρ + 2A^{ζRD}_{ζRE} ) ) e^{− N π} 2ζ RD 16ρζRE

+ M∑ m=1 3∑ i=1 W_mAw_iπ^{ζRD}_{ζRE} 2 ( ρ + 2A^{ζRD}_{ζRE} ) 2πρN ∑_3 i=1 k_ip_i (16 − π^2) ( ρ + 2A^{ζRD}_{ζRE} )

× exp ( −Nπ^{2 ζRD}_{ζRE} (_1

2 + Ap_i^{ζRD}_{ρζRE} ) 8 ( ρ + 2A^{ζRD}_{ζRE} ) ) . (26)

where W_m = V^{(M,m)} ∑ k∈S_m ( m k ) w^{k1}_1 w^{k2}_2 w^{k3}_3 2^{k1+k2 +k3−1}

(27)

and A = (_{16−π2} 16 )/∑_3 i=1 k_ip_i.

The asymptotic expressions in (25) and (26) can provide useful insights for designing systems with specific performance requirements by selecting appropriate system parameters.

Remark 1: We observe from (26) that the asymptotic SOP is independent of the values of P and ξ, and it saturates to a constant value as P increases.

Remark 2: The asymptotic SOP is not affected by the S- R link path loss ζ_{SR}. The SOP also does not depend on the absolute distances between nodes. It only depends on the path loss ratio ζ_{RD}/ζ_{RE}. As this ratio increases, the asymptotic SOP decreases.

Remark 3: It is worth pointing that the SOP depends on the product of the factors √ N and exp(−N). As N increases, the factor exp(−N) dominates, and the SOP decreases exponentially with N.

V. NUMERICAL RESULTS

This section demonstrates the secrecy performance of the proposed OUS scheme. Numerical integration (NI) of the analytical integral expressions is also presented to validate the analytical solutions. The simulation results are indicated by red markers, with the same marker as that of the analytical results. Asymptotic SOP is shown using dashed horizontal lines. For numerical results, unless otherwise mentioned we assume R_{th} = 1 bits per channel use (bpcu), (d_{SR}, d_{RD}, d_{RE}) =

Fig. 1: SOP vs. Γ_0 for the OUS scheme for different values of M and N.

(45, 45, 30) meters, ζ_0 = 42, and υ = 3.5 following [4] and [15].

A. Comparison with single-user system

Fig. 1 plots SOP versus Γ_0 for the proposed OUS scheme by varying the number of destinations M ∈ {1, 3} and the number of RIS elements N ∈ {64, 128}. We notice that the analytical solutions match well with the simulations. We observe that as the number of users increases, the performance improves significantly by employing the OUS scheme. The performance improvement when M is increased from 1 to 3 is approximately 3 dB at an SOP of 10^{−3} when N = 128. We notice that at high Γ_0, the SOP saturates to a constant level, and it no longer improves with an increase in Γ_0. An increase in N also leads to an exponential reduction in the saturation level. As Γ_0 increases, the destination channel SNR improves; however, the eavesdropping channel remains at a fixed disadvantaged position with respect to the destination channel. Hence, saturation occurs. This can be verified by examining the ratio of the eavesdropping channel SNR λ_E and transmit SNR Γ_0.

B. Comparison with NOMA scheduling

In the NOMA scheduling benchmark scheme, we select two users among all the users in each time slot in our system as in [12] and perform two-user NOMA to transfer data to this user pair via the RIS. The two-user NOMA scheme is implemented by maximizing the sum rate of the pair [12]. The NOMA pair is selected in such a way that the channel qualities of the users are at the two extremes to achieve a large performance gain in sum rate over orthogonal multiple-access as shown in [12] and [18]. The first user of the NOMA pair is selected to be the best user among all users in exactly the same manner as the proposed OUS scheme (by aligning the phases of the RIS elements towards the user, which maximizes the destination channel rate), and the second user is the worst user, which has the worst destination channel rate given that the phases of the RIS elements are aligned in favor of the the best user. A new pair is selected independently at each time slot for

Fig. 2: SOP vs. Γ_0 for the NOMA-BU, NOMA-WU, and OUS scheme for different values of M and N.

scheduling. In this paper, we compare the SOP of the best user and the worst user individually with that of our proposed OUS scheme. As all users have identical channel characteristics, the scheduling schemes are fair to the users in the sense that all the users will be served an equal number of times on average.

Fig. 2 compares the SOP of the OUS scheme with that of the NOMA scheduling scheme. The SOP of the best user and the worst user in the NOMA scheme is indicated as NOMA- BU and NOMA-WU, respectively. We observe that the SOP of both NOMA users is worse than that of the OUS scheme. The SOP of NOMA-BU gradually approaches that of the OUS scheme at high SNR, whereas the SOP of NOMA-WU remains extremely low. As the best user selection process in the NOMA-BU and OUS schemes is the same, it is expected that the SOP of these schemes merges in the high-SNR regime. As our proposed scheduling scheme opportunistically selects the best user and assigns full allowable power, the performance is better than that obtained in the NOMA-based scheme. As more power is allocated to alleviate the NOMA-WU’s rate by reducing the NOMA-BU’s power to improve the sum rate, NOMA BU does not get full allowable power for its transmission. Hence, the SOP of both NOMA users turns out to be worse than the OUS scheme. In particular, the SOP of NOMA-WU remains extremely poor due to its severely degraded channel condition. We conclude from the observation that the particular NOMA scheduling scheme in this example undermines the security of all the users when compared to the opportunistic scheduling scheme proposed in the paper.

VI. CONCLUSION

An opportunistic user scheduling scheme for an RIS-aided multi-user communication system is proposed to improve secrecy. The scheme does not require the CSI of the eavesdropping channel. We derive approximate closed-form expressions of the SOP and its asymptotic limit. Our study provides design guidelines for setting up an appropriate number of users and reflecting elements to achieve a certain level of system performance. The analysis shows that the asymptotic SOP saturates to a fixed value depending on the path loss ratio of the RISto-destination and RIS-to-eavesdropper links and the number of users. The asymptotic SOP improves exponentially with the number of RIS elements. A performance comparison with a specific NOMA scheduling scheme shows that the proposed scheme outperforms the SOP of the individual NOMA users.

APPENDIX A PROOF OF THE SOLUTION OF J^{(m)}_+ GIVEN BY (18)

By applying the multinomial theorem in (18) we obtain

J^{(m)}_+ = ∑ k∈S_m ( m k ) w^{k1}_1 w^{k2}_2 w^{k3}_3 2^{k1+k2 +k3 −1} J^{(m,k)} + , (28)

where J^{(m,k)} + = ∫_∞ 0 1 2 exp ( − ( χ^{(m,k)} )_2 2 ) f_Γ(m)_E (x)dx, (29)

and χ^{(m,k)} = (√_{ρ−1+ρx} Γ_0 − μD ) /σ^{(m,k)} D . The above equation in (29) is manipulated by absorbing two exp(·) functions into one and transforming its argument into a whole-squared form as J^{(m,k)} + = 1 2λ_E exp ( ρ − 1 ρλ_E − μ^2_DΓ_0

2(σ^{(m,k)}_D )^2ρλ_EΥ^{(m,k)} )

× ∫_∞ 0 exp ( − (√ ρ − 1 + ρx Γ_0 − μ_D

2(σ^{(m,k)}_D )^2Υ^{(m,k)}

)_2

× Υ^{(m,k)} ) dx, (30) where Υ^{(m,k)} =^1_{2(σ(m,k)D )2} +^{Γ0}_{ρλE} . After a change of variable

assuming t = √_{ρ−1+ρx} Γ_0 − μ_D 2(σ^{(m,k)}

D )^2Υ^{(m,k)} and doing some

non-trivial manipulations, we obtain the solution in (11).

APPENDIX B PROOF OF THE SOLUTION OF I^{(m)}_+ GIVEN BY (19)

By applying multinomial theorem in (19) and doing some further manipulations we obtain

I^{(m)}_+ = ∑ k∈S_m ( m k ) w^{k1}_1 w^{k2}_2 w^{k3}_3 2^{k1+k2 +k3−1} I^{(m,k)} + , (31)

where I^{(m,k)} + = ∫_∞ α exp ( − ( χ^{(m,k)} )_2 2 ) f_Γ(m)_E (x)dx. (32)

We manipulate (32) as in (29) to obtain the solution in (12).

APPENDIX C PROOF OF THE SOLUTION OF I^{(m)}_− GIVEN BY (20)

By applying the binomial theorem in (20) we obtain

I^{(m)}_− = ∫_α 0 [ 1 + m∑ j=1 V^{(m,j)} (_3 ∑ i=1 w_i 2 exp ( −p_iχ^2 2 ))^j ]

× f_Γ(m)_E (x)dx (33)

The solution of the above integral is obtained in (10) with the help of (18) and (19) utilizing the property of integration.

REFERENCES

[1] E. Basar, M. Di Renzo, J. De Rosny, M. Debbah, M. Alouini, and R. Zhang, “Wireless communications through reconfigurable intelligent surfaces,” IEEE Access, vol. 7, pp. 116 753–116 773, 2019.

[2] Q. Wu and R. Zhang, “Intelligent reflecting surface enhanced wireless network: joint active and passive beamforming design,” in Proc. IEEE Global Communications Conference, Abu Dhabi, UAE, Dec. 2018, pp. 1–6.

[3] H. V. Poor and R. S. Schaefer, “Wireless physical layer security,” Proc.

National Academy of Sciences, vol. 114, no. 1, pp. 19–26, 2017. [4] L. Yang, J. Yang, W. Xie, M.O. Hasna, T. Tsiftsis, and M. Di Renzo, “Secrecy performance analysis of RIS-aided wireless communication systems,” IEEE Trans. Veh. Technol., vol. 69, no. 10, pp. 12 296–12 300, Jul. 2020.

[5] Y. Ai, F. A. P. de Figueiredo, L. Kong, M. Cheffena, S. Chatzinotas, and B. Ottersten, “Secure vehicular communications through reconfigurable intelligent surfaces,” IEEE Trans. Veh. Technol., vol. 70, no. 7, pp. 7272– 7276, Jul. 2021.

[6] I. Trigui, W. Ajib, and W. Zhu, “Secrecy outage probability and average rate of RIS-aided communications using quantized phases,” IEEE Commun. Lett., vol. 25, no. 6, pp. 1820–1824, Jun. 2021.

[7] W. Wang, H. Tian, and W. Ni, “Secrecy performance analysis of IRSaided UAV relay system,” IEEE Wireless Commun. Lett., vol. 10, no. 12, pp. 2693–2697, Dec. 2021.

[8] B.Wafai, C. Kundu, A.Dubey, and M. F. Flanagan, “Optimal Friendly Jamming and Transmit Power Allocation in RIS-assisted Secure Communication,” in Proc. IEEE Global Communications Conference, Rio de Janeiro, Brazil, Dec. 2022, pp. 1–6.

[9] C. Kundu, S. Ghose, and R. Bose, “Secrecy outage of dual-hop regenerative multi-relay system with relay selection,” IEEE Trans. Wireless Commun., vol. 14, no. 8, pp. 4614–4625, Aug. 2015.

[10] C. Kundu and M. F. Flanagan, “Ergodic secrecy rate of optimal source selection in a multi-source system with unreliable backhaul,” IEEE Wireless Commun. Lett., vol. 10, no. 5, pp. 1118–1122, Feb. 2021.

[11] X. Gan, C. Zhong, Y. Zhu, and Z. Zhong, “User selection in reconfigurable intelligent surface assisted communication systems,” IEEE Commun. Lett., vol. 25, no. 4, pp. 1–4, Apr. 2021.

[12] Z. Ding, P. Fan, and H. V. Poor, “User pairing in non-orthogonal multiple access downlink transmissions,” in Proc. IEEE Global Communications Conference, San Diego, CA, USA, Dec. 2015, pp. 1–5.

[13] Y. Qi and M. Vaezi, “IRS-assisted physical layer security in mimo-noma networks,” IEEE Commun. Lett., vol. 27, no. 3, pp. 792–796, 2023.

[14] Z. Zhang, J. Chen, Q. Wu, Y. Liu, L. Lv, and X. Su, “Enhancing security of noma networks via distributed intelligent reflecting surfaces,” in Proc. IEEE Global Communications Conference, Madrid, Spain, Dec. 2021, pp. 1–6.

[15] D. Kudathanthirige, D. Gunasinghe, and G. Amarasuriya, “Performance analysis of intelligent reflective surfaces for wireless communication,” in Proc. IEEE International Conference on Communications, Dublin, Ireland, Jun. 2020, pp. 1–6.

[16] J. G. Proakis and M. Salehi, Communication systems engineering, 2nd ed. Upper Saddle River, NJ, USA: Prentice-Hall, Aug. 2001.

[17] D. Sadhwani, R. N. Yadav, and S. Aggarwal, “Tighter bounds on the gaussian Q function and its application in Nakagami- m fading channel,” IEEE Wireless Commun. Lett., vol. 6, no. 5, pp. 574–577, Oct. 2017.

[18] Z. Ding, M. Peng, and H. V. Poor, “Cooperative non-orthogonal multiple access in 5g systems,” IEEE Communications Letters, vol. 19, no. 8, pp. 1462–1465, 2015.