arXiv:2305.06402v1 [cs.CV] 10 May 2023

Analyzing Bias in Diffusion-based Face Generation Models

Malsha V. Perera Johns Hopkins University

jperera4@jhu.edu

Vishal M. Patel Johns Hopkins University

vpatel36@jhu.edu

Abstract

Diffusion models are becoming increasingly popular in synthetic data generation and image editing applications. However, these models can amplify existing biases and propagate them to downstream applications. Therefore, it is crucial to understand the sources of bias in their outputs. In this paper, we investigate the presence of bias in diffusion-based face generation models with respect to attributes such as gender, race, and age. Moreover, we examine how dataset size affects the attribute composition and perceptual quality of both diffusion and Generative Adversarial Network (GAN) based face generation models across various attribute classes. Our findings suggest that diffusion models tend to worsen distribution bias in the training data for various attributes, which is heavily influenced by the size of the dataset. Conversely, GAN models trained on balanced datasets with a larger number of samples show less bias across different attributes.

1. Introduction

Generative models have become increasingly popular in recent years and are now widely used in various realworld applications, ranging from image/video editing applications to synthetic data generation [4, 5]. These models can produce high-quality and realistic images, which has led to their increased adoption in various industries, including commercial art, entertainment and graphic design. While these models have shown impressive results in generating realistic images, they can also perpetuate and amplify existing biases which can have serious consequences for society. In particular, Generative Adversarial Networks (GANs) [12] have shown to exhibit bias [26, 17]. Denoising Diffusion Probabilistic Models (DDPM) [15] is an emerging paradigm for generative modeling which learns the distribution of data through a Markovian process. Diffusion models have outperformed GANs in image synthesis and have demonstrated a remarkable ability in generating highquality images [10]. Despite their potential, diffusion models are likely to exhibit bias, especially when used for face generation tasks. Hence, it is crucial to investigate the circumstances under which diffusion models generate biased outputs and the root causes of such biases. Understanding these factors can help develop strategies to mitigate biases in diffusion models and promote fair and unbiased outcomes in various real-world applications.

In this work, we aim to understand bias in diffusion models in the context of the perceived attributes: gender, race and age. Our evaluation methodology does not rely on objectively determining the actual gender, race or age of the subject in the image, but rather on measuring the perceived attributes. The reason for this is that attributes such as gender and race are not solely determined by physical characteristics, but are also shaped by complex social factors. We conduct a comprehensive study to explore the impact of training dataset distribution on the imbalances in samples generated using diffusion models in terms of the considered attributes. Somepalli et al. [31] have raised concerns about the tendency of diffusion models to memorize the training data distribution, resulting in the generation of replicated training data. This phenomenon can have ethical implications, as popular diffusion models like Stable Diffusion [28] have been subject to intellectual property rights issues related to training data [33]. The replication of data is more pronounced in diffusion models trained on a limited number of training samples. Hence, it is important to investigate whether the number of training samples used to train DDPMs has any impact on bias.

In this paper, we aim to examine the impact of training dataset size on potential imbalances in the samples generated by diffusion models that are trained on balanced datasets across different attributes. Additionally, we have extended this study to GANs, in order to understand and compare the behaviour of both generative models in the above conditions. Moreover, we analyze whether generative models trained on balanced datasets exhibit differences in the perceptual quality of generated samples across different classes that belong to each attribute.

Based on our experiments, we have made several noteworthy observations. These include:

• Diffusion-based face generative models amplify the bias in terms of the perceived gender, race, and age distribution in the training dataset.

• When trained with balanced datasets of varying sizes, diffusion models demonstrate bias towards certain attribute classes, with the degree of bias being dependent on the specific dataset and its size.

• When using a balanced training dataset with a larger number of samples, GAN-based face generative models demonstrate a greater ability to preserve the attribute composition compared to diffusion models.

2. Related Work

Generative Models. Generative Adversarial Networks (GANs) [12] are a type of implicit generative model consisting of a generator and discriminator that are trained by optimizing a minimax objective. The discriminator’s task is to distinguish between real and fake data, while the generator learns to produce fake data samples that are intended to be indistinguishable from real data samples. GANs have been used for various applications, including image and video generation, data augmentation, and image manipulation, due to their ability to produce high-quality images [24].

Denoising Diffusion Probabilistic Models are a class of generative models that perform image synthesis through a T -step Markovian process [15]. DDPMs comprise of two processes - a forward process and a reverse process. The forward process sequentially transforms data to a white Gaussian noise by adding Gaussian noise in T diffusion time steps. The reverse diffusion process starts from a standard Gaussian and denoises iteratively to generate a sample from the training distribution. Due to its remarkable ability in generating high quality images, diffusion models are widely used in image manipulation tasks [30, 16, 28, 10]. Bias in Computer Vision has become a critical issue in recent years due to the widespread use of machine learning algorithms in various real-world applications. Numerous research efforts have aimed to evaluate, understand, and mitigate bias, particularly in face recognition-based applications. Numerous empirical studies have revealed that publicly available face recognition algorithms exhibit bias towards sensitive attributes, including gender and race [6, 22]. Albeiro et al. [2] investigated the impact of gender distribution in training data on face recognition accuracy and found that gender-balanced training data does not necessarily lead to gender-balanced test accuracy. In [29], Krishnapriya et al. analyzed the effects of race and skin tone on face recognition accuracy. Additionally, studies such as [3, 1, 35] have explored face recognition performance under diverse factors such as skin brightness, hairstyles, and makeup. Several efforts have been undertaken to alleviate the biases that exist in face recognition algorithms. For instance, Wang et al. [34] developed a framework to measure and mitigate intrinsic biases with respect to attributes such as gender in recognition tasks. Dhar et al. [9] proposed to mitigate bias in face recognition with a distillation-based approach by enforcing the network to attend to similar face regions, regardless of the attribute category.

Bias in GANs. Several studies have demonstrated that GANs are susceptible to bias. For instance, Jain et al. [17] conducted a study in which they found that widely used GAN-based face generation models can amplify biases related to gender and skin tone when trained on unbalanced datasets. Maluleke et al. [26] conducted a comprehensive study to assess how the performance of GANs is affected by the racial composition of the training data. Their findings demonstrated that the racial composition of generated images successfully preserves that of the training data. Few recent studies have focused on developing methods to address the inherent bias in GANs. Yu et al. [36] interpret the problem of minority inclusion as a data coverage issue, and proposed Inclusive GAN to improve data coverage by harmonizing adversarial training with reconstructive generation. Another approach, proposed by Tan et al. [32], involves retraining GAN models to generate images with more balanced facial attributes. The proposed method involves shifting the interpretable semantic distribution in the latent space to achieve a more balanced image generation process. Kenfack et al. [20] empirically attributed the unfairness in GANs to the difference in groups’ gradient norms during discriminator training and proposed a new training strategy based on gradient clipping in order to mitigate the bias.

Bias in Diffusion Models. In recent years, several studies have focused on exploring potential biases in diffusion models, particularly in the context of text-to-image generation [27, 25]. Luccioni et al. [25] proposed a new method for exploring and quantifying social biases in text-to-image systems. The proposed method involves creating collections of generated images that highlight the variation of a text-to-image system across social attributes such as gender and ethnicity, as well as target attributes such as professions and gender-coded adjectives. Their analysis revealed that across target attributes, all the considered text-to-image systems exhibited a substantial over-representation of the portion of their latent space that was associated with whiteness and masculinity. In a recent study, Naik et al. [27] analyzed the social biases that are commonly reflected in generated images by examining the depiction of occupations, personality traits, and everyday situations across representations of attributes such as gender, age, race, and geographical location. The authors discovered that text-to-image models exhibit significant biases across all of these attributes. To the best of our knowledge, no research has investigated the presence of bias in diffusion models concerning face generation while varying the size of the training dataset.

Data Replication in Generative Models. Recently, several studies explored the issue of training data replication or memorization in generative models [11, 31, 7]. In one such study, Feng et al. [11] demonstrated that GANs have a tendency to replicate the training data, with the replication percentage decreasing exponentially in proportion to the complexity and size of the dataset. Somepalli et al. [31] utilized image retrieval frameworks to detect content replication in images generated using diffusion models and analyzed how various factors, including training set size, affect the extent of content replication. A similar study conducted by Carlini et al. [7] showed that diffusion models memorize and replicate training data. Furthermore, their study demonstrated that diffusion models are much less private and leak more training data than generative models such as GANs.

3. Method

In this section, we provide an overview of the training datasets used, their attribute distributions, and the specific subsets of training data employed to study biases in generative models. Our analysis focuses on biases related to gender, race, and age attributes in two widely popular datasets: FFHQ [19] and FairFace [23]. We examine the existence of bias in diffusion models by utilizing a lighter version of ADM introduced in [8] as the network architecture for unconditional face generation. Additionally, we analyze the presence of bias in GAN-based face generation by using Style-GAN2-ADA [18].

The Flickr Faces HQ (FFHQ Dataset) is a widely used dataset for face generation tasks [19]. This dataset contains 70,000 aligned and cropped high-quality 1024 × 1024 resolution images scraped from Flickr. We use the FFHQ dataset to evaluate the presence of bias in face generation models across gender and age attributes. Out of 70000 face images in the FFHQ dataset, 55.3% and 44.7% of the images are categorized as females and males respectively^1. The FFHQ dataset is composed of 14.5%, 11%, 29%, 22.2%, 12.6%, 7.2%, and 3.4% samples in the age ranges 0-10,11-20,21-30,31-40,41-50,51-60 and above 60, respectively. Figure 1 and 2 illustrates the gender, and age distribution for the FFHQ dataset.

The FairFace dataset, which is widely used for studying bias in computer vision, consists of 108,501 facial images that have been aligned and cropped, covering seven racial/ethnic groups and two genders [23]. The dataset contains images of non-public figures, reducing selection bias, and aims to enhance fairness and accuracy in face recognition systems by offering a more diverse and inclusive dataset. For our investigation, we focus on two racial categories in the FairFace dataset, labeled as ‘Black’ and

1https://github.com/DCGM/ffhq-features-dataset

Figure 1. Gender distribution in the FFHQ training data (left) and generated data (right) using diffusion model.

Figure 2. Age distribution in the FFHQ training data (left) and generated data (right) using diffusion model.

‘White’, and refer to this subset of data as FairFace-BW. While we acknowledge the importance of studying bias across all racial categories, our study is a preliminary investigation, and we have chosen to simplify the categorization in this manner. We utilize the FairFace-BW dataset, which contains 28, 760 face images to examine the racial and gender biases in face generation. Of these, 16, 527 (57.47%) are categorized as White, while 12, 233 (42.53%) are labeled as Black. Moreover, the Fairface-BW dataset includes 51.4% male and 48.6% female face images. Figure 4 and 3 show the racial, and gender distribution for the FairFace- BW dataset.

We use the complete FFHQ dataset to train a diffusion model for generating faces and analyze the age and gender distribution of the generated face images. Similarly, we train a diffusion-based face generation model using the FairFace-BW dataset and quantify the racial and gender distribution of the generations. To understand the effect of dataset size on the bias present in face generation models, we train multiple diffusion and GAN models using subsets of the FFHQ and FairFace-BW datasets. The subsets of training data are randomly sampled from the respective datasets to create balanced datasets with respect to the attribute being considered. We employ several attribute classifier networks that are fine-tuned on the FFHQ and FairFace-BW datasets to determine the perceived distribution of attributes.

4. Experiments and Results

To ensure high-quality generations, we train all the diffusion models for a minimum of 1M steps. To quantify the attribute distribution, we then generate the same number of samples as the number of samples used to train the model.

Figure 3. Gender distribution in the FairFace-BW training data (left) and generated data (right) using diffusion model.

Figure 4. Racial distribution in FairFace-BW training data (left) and generated data (right) using diffusion model.

All models are trained on a single NVIDIA RTX A5000 GPU using images of size 256 × 256.

4.1. Attribute Distribution of Diffusion-based Face Generations

We analyze the perceived gender and age distribution of face images generated by the diffusion model trained on the complete FFFHQ dataset. Fig. 1 shows that 58% of the generated samples are perceived as females and 42% are perceived as males. As per Figure 2, the generated samples are distributed across the age ranges as follows: 14.5% in the range of 0-10, 11% in the range of 11-20, 29% in the range of 21-30, 22.2% in the range of 31-40, 12.6% in the range of 41-50, 7.2% in the range of 51-60, and 3.4% for ages above 60.

Furthermore, we determine the perceived distribution of gender and race in the face images generated by the diffusion model trained on the FairFace-BW dataset. Analysis presented in Figure 4 reveals that 66% of the generated images are perceived as White while 34% of the generated images are perceived as Black. Figure 3 shows that the gender attribute of the generated samples from this diffusion model is distributed as 54% male and 46% as female.

4.2. Effect of Dataset Size on Attribute Bias in Face Generation Models

We investigate the impact of dataset size on attribute bias in diffusion and GAN-based face generation models. To achieve this, we train diffusion and GAN models on training subsets of the respective dataset, containing 300, 700, 1000, 5000, and 10000 samples for each selected attribute. These training subsets are created by random sampling from the corresponding dataset to achieve a balanced distribution of the considered attribute. We then generate an equal number of samples as the training subset, repeating this process five times to obtain the mean attribute distribution of the generated data.

The training data subsets used to investigate the impact of dataset size on gender bias in face generation models were sampled to have an equal distribution of 50% males and 50% females. Figure 5 and Figure 6 show the gender distributions of face images generated by diffusion and GAN-based models trained on different-sized subsets of the FFHQ and FairFace-BW datasets, respectively.

To examine the impact of dataset size on racial bias in face generation models, we utilize the FairFace-BW dataset. We randomly sample images from this dataset to create training data subsets that have a balanced racial composition of 50% Black and 50% White. Figure 7 displays the racial distribution of the generated face images using diffusion and GAN-based models at different sizes of the FairFace-BW training subsets.

We analyze the influence of dataset size on age distribution in face generation models based on diffusion and GAN architectures. To this end, we train these models on subsets of the FFHQ dataset with varying numbers of samples. Each subset is composed of face images equally distributed among the age ranges, 0-10, 11-20, 21-30, 31-40, 41-50, 51-60, and above 60. In other words, each age range is roughly 14.3% of the training subset. Figure 8 illustrates the age distribution of the diffusion and GAN-based face generations for the training subset sizes 300, 700, 1000, 5000, and 10000.

4.3. Face Generation Quality

The Frechet inception distance (FID) [14] is a widely used metric for evaluating the perceptual quality of images generated by a generative model. FID measures the quality of images by comparing distributions of features extracted using the Inception network between training and generated images. Lower FID scores indicate higher perceptual quality of the images. In this study, we examine the impact of dataset size on the perceptual quality of diffusion and GAN-based face generation models across different attribute classes using the FID score. We report the FID scores of generated samples across different attribute classes related to gender, race, and age in Tables 1, 2, and 3, respectively.

4.4. Attribute Classifiers

In this study, we employed attribute classifiers based on ResNet-18 architecture [13] trained on the corresponding datasets (FFHQ or FairFace) to evaluate the attribute distribution of the generated face images. In order to classify attributes in the generative models trained on the complete FFHQ dataset or its subsets, we trained two separate classifier networks for gender and age, using 69700 images from

Figure 5. Gender Distribution of FFHQ training data subsets and generated data : a) gender distribution in training subset, results on GAN and diffusion models trained with b) 300 samples, c) 700 samples, d) 1000 samples, e) 5000 samples, f) 10000 samples

Figure 6. Gender Distribution of FairFace-BW training data subsets and generated data : a) gender distribution in training subset, results on GAN and diffusion models trained with b) 300 samples, c) 700 samples, d) 1000 samples, e) 5000 samples, f) 10000 samples

the FFHQ dataset. We allocated the remaining 300 images for testing the two classifiers. The FFHQ-based gender and age classification networks achieved an accuracy of 99.9% and 95% respectively.

Furthermore, we also trained classifiers to determine attribute classes of the images generated using diffusion and GAN models trained on the FairFace-BW dataset or its subsets. The FairFace-BW-based classifiers were evaluated on images belonging to the Black and White classes of the validation set in the FairFace dataset. The FairFace-based gender and race classification networks achieved an accuracy of 99.15% and 97.0% respectively.

5. Discussion

As illustrated in Figure 1, the diffusion model trained on the complete FFHQ dataset generates a greater percentage of female images compared to the gender distribution in the training data, indicating a bias towards female face image generation and potentially exacerbating training data bias. However, as shown in Figure 3, when we employ the diffusion model trained on the FairFace-BW dataset to generate face images, it demonstrates a bias towards male images. This highlights that the direction of bias towards a specific gender class is dependent on the data distribution in the training dataset.

In Figure 2, we observe the age distribution of the generated data produced by the diffusion model trained on the complete FFHQ dataset. While most age groups have a sim-

Figure 7. Racial Distribution of FairFace-BW training data subsets and generated data : a) racial distribution in training subset, results on GAN and diffusion models trained with b) 300 samples, c) 700 samples, d) 1000 samples, e) 5000 samples, f) 10000 samples

Figure 8. Age Distribution of FFHQ training data subsets and generated data : a) age distribution in training subset, results on GAN and diffusion models trained with b) 300 samples, c) 700 samples, d) 1000 samples, e) 5000 samples, f) 10000 samples

ilar sample percentage as the training data, the proportion of faces in age groups above 50 has decreased compared to the training distribution. This suggests that the diffusion model trained on FFHQ is biased towards generating younger face images.

The results depicted in Figure 4 indicate that the diffusion model trained on the FairFace-BW dataset generates a higher proportion of face images belonging to the White racial class, suggesting that the model may perpetuate bias towards this particular group.

In order to investigate the impact of dataset size on attribute bias in face generation models, we trained all diffusion and GAN-based models using balanced datasets. This approach was taken to mitigate the potential impact of training data distribution bias on our analysis of the effect of dataset size on model bias. Figure 5 reveals that diffusion models trained on subsets of the FFHQ dataset exhibit the highest gender bias when trained with the dataset sizes of 300 and 10000. In these cases, the generated face images are predominantly female. In contrast, diffusion models trained on 700 and 5000 sized subsets of the FFHQ data generate gender distributions that are more comparable to the training data distribution. Notably, the diffusion model trained with 1000 samples from the FFHQ generates more male images than female images. Unlike the diffusion models trained on the FFHQ subsets, the generated gender distribution of diffusion models trained on the FairFace-BW subsets presented in Figure 6 is more biased towards females and this bias is amplified as the training subset size increases.

The gender distributions of GAN-based face generation models trained on the FFHQ or FairFace-BW subsets larger than 1000 samples are similar to the balanced training distribution, unlike diffusion models. However, when trained

Male Female DDPM GAN DDPM GAN

FFHQ-300 72.73 105.27 66.28 114.11 FFHQ-700 76.72 76.56 75.38 84.89 FFHQ-1000 83.12 61.79 78.78 65.72 FFHQ-5000 64.12 25.72 66.33 25.64 FFHQ-10000 39.31 17.85 44.81 18.68

FairFace-BW-300 55.23 124.91 60.32 115.52 FairFace-BW-700 65.03 95.57 70.96 76.71 FairFace-BW-1000 64.71 69.46 57.97 63.04 FairFace-BW-5000 88.09 26.60 80.78 26.88 FairFace-BW-10000 48.07 19.34 49.11 19.17

Table 1. FID scores of the images generated by models trained on gender-balanced training data at different dataset sizes.

White Black DDPM GAN DDPM GAN

FairFace-BW-300 62.86 112.81 70.54 121.99 FairFace-BW-700 68.26 79.66 80.20 79.31 FairFace-BW-1000 60.05 69.14 68.38 71.99 FairFace-BW-5000 90.91 28.31 105.87 25.69 FairFace-BW-10000 96.63 18.04 88.72 17.02

Table 2. FID scores of the images generated by models trained on race-balanced training data at different dataset sizes

on lower sample sizes, specifically 300 and 700, GAN models exhibit more pronounced gender bias. It’s worth noting that the bias varies depending on the dataset used; for example, GAN models trained on FFHQ generate more male images, while the bias towards generating female images is more pronounced in the case of FairFace-BW.

The results in Figure 7 show that diffusion models trained on subsets of the FairFace-BW dataset exhibit a strong bias towards the White racial class, with extreme bias observed for subset sizes of 5000 and 10000 samples. However, GAN-based models trained on FairFace-BW consistently generate a racial distribution similar to the balanced training data distribution, regardless of subset size. This finding is consistent with a previous study by Maluleke et al. [26] which suggests that GANs can preserve the racial composition of the FairFace dataset.

Based on Figure 8, the age attribute distribution in diffusion models trained with subsets of the FFHQ dataset occasionally exhibits consistency with the training distribution across different age groups. However, there is no apparent pattern of age distribution that remains consistent across the diffusion models trained with various data subset sizes. In contrast, GAN-based face generation models trained on different dataset sizes generally align with the training distribution for most age groups, except for the age groups of 11-

20 and above 60, which are consistently generated in lower proportions regardless of dataset size.

In general, the diffusion models showed greater variation in attribute distribution compared to the balanced distribution in the training data, and this bias was dependent on the dataset and its size. In contrast, GAN-based models showed minimal bias, especially for larger dataset sizes, suggesting that they are better at preserving the attribute composition of the training data. The complexity of the chosen training subset was found to play a significant role in the variation of attribute distribution in diffusion models. Other factors such as lighting conditions, hair, and makeup also contribute to the complexity of the data and can make it more difficult for diffusion models to learn a balanced representation of the data. However, GANs showed significantly less bias in the generated images compared to diffusion models, indicating their robustness to these types of variations in the training data.

Several studies in the literature have investigated the phenomenon of data replication in diffusion-based generative models. These studies have demonstrated that data replication is more common in models trained with less data [11, 31]. One possible explanation for this phenomenon is that the model complexity exceeds the complexity of the training data, resulting in overfitting to the training data. Figure 9 illustrates examples of replicated samples produced by diffusion models trained with subsets of the FFHQ and FairFace-BW datasets. Consistent with previous studies, we observe that more replications occur in diffusion models trained with smaller numbers of samples. Our experiments reveal that data replication in diffusion models does not necessarily result in the replication of the attribute distribution of the training data. Rather, certain samples are replicated more frequently, leading to bias. Therefore, data replication in diffusion models trained with smaller sample sizes can affect bias with respect to different attributes. Although the study conducted by Feng et al. [11] suggests that GANs also tend to replicate training data when trained on smaller dataset sizes, we observe that data replication is not as pronounced in GANs as it is in diffusion models.

Figure 9. Data replication in diffusion models: row 2 to 4 present the top-3 matches from the training data.

Age 0-10 Age 11-20 Age 21-30 Age 31-40 Age 41-50 Age 51-60 Age above 60 DDPM GAN DDPM GAN DDPM GAN DDPM GAN DDPM GAN DDPM GAN DDPM GAN

FFHQ-300 106.5 185.30 109.0 172.62 92.0 180.28 92.4 149.43 97.0 143.63 77.37 139.97 63.42 164.87 FFHQ-700 112.45 137.34 111.13 127.73 101.65 122.23 104.84 115.60 109.03 114.00 93.76 97.76 100.67 128.76 FFHQ-1000 122.12 119.60 125.32 123.50 134.36 112.37 132.68 107.99 116.44 103.31 95.24 91.53 107.99 102.41 FFHQ-5000 185.75 58.81 165.25 62.30 137.41 52.03 133.37 53.80 137.57 48.15 145.15 45.33 145.61 47.86 FFHQ-10000 142.08 39.84 147.70 43.79 118.69 37.37 130.81 37.01 124.94 33.31 123.48 30.47 133.50 35.44

Table 3. FID scores of the images generated by models trained on age-balanced training data at different dataset sizes.

Table 1 illustrates that diffusion models trained on varied sizes of training subsets show bias across male and female classes, as the perceptual quality across the two classes differs. However, the class with the lowest FID score depends on the dataset and its size. For GAN-based models trained on FFHQ subsets, the perceptual quality of male images is either higher or comparable to that of female images. On the other hand, for GAN models trained on FairFace-BW data subsets, the female perceptual quality is higher or comparable to the perceptual quality of the male images. As shown in Table 2, diffusion-based face generative models, except for the model trained with 10000 samples, generate images of the white racial class with higher perceptual quality. However, the perceptual quality of the black and white classes for GAN models trained on FairFace-BW subsets depends on the dataset size. Table 3 presents a comparison of FID scores for age groups in diffusion and GAN-based face generation models trained on different dataset sizes. The results indicate that in diffusion models trained on FFHQ subsets, the FID scores for generated images belonging to age groups above 21 are generally lower compared to those belonging to age groups under 20. In GAN-based face generation models, images belonging to age groups above 60 and below 20 tend to have lower perceptual quality, as reflected by their higher FID scores.

Overall, we can see that the FID scores for attribute classes in images produced by diffusion models have a pattern of starting low, then increasing, and finally decreasing as the size of the dataset used for training increases.The low FID scores in diffusion models trained with the lowest number of samples might be due to data replication, which causes the training data and generated data distribution to be more similar. In contrast, results from the GAN-based models show a gradual decrease in the FID score as the dataset size increases.

In our study, we employed automated classifiers to avoid the tedious task of manually determining attribute classes. While we recognize that these classifiers may exhibit bias towards certain attributes, we found that they showed an accuracy above 95% when tested on a subset of the datasets we considered, and the classification results were not biased towards a particular category within a given attribute. (This can be seen from the confusion matrices presented in the

Supplementary materials). Since we trained these classifier networks using the same datasets as the generative models, it is reasonable to assume that the classifiers exhibit minimal bias when determining the attribute class of the generated samples. Furthermore, it can be assumed that if there is any bias present, it will be minimal for generative models trained with less data that replicate the training data.

Our study highlights that diffusion-based face generation models have the potential to amplify bias present in training data, especially concerning gender, race, and age attributes. Therefore, researchers should be cautious while utilizing diffusion-based face generation models in downstream tasks, particularly those that require balanced models. Furthermore, dataset size and complexity should be taken into account while employing diffusion models for face generation since these models exhibit bias even when trained on balanced data. This emphasizes the need for bias mitigation techniques for diffusion-based face generation methods. Future research can include exploring bias in different diffusion-based models such as Latent Diffusion Models (LDM) [28] and studying the impact of other attributes such as hair and makeup. Additionally, examining how other generative models such as Variational Autoencoders (VAE) [21] perform on this task could be an interesting direction for future research.

6. Conclusion

Understanding and addressing the biases in diffusionbased face generation models is essential to mitigate the potential negative impact of these models in various applications. In this study we investigated the bias exhibited by diffusion-based face generation models across the attributes: gender, race and age. Furthermore we studied the impact of dataset size on the attribute composition and perceptual quality of diffusion and GAN-based face generation models across various attribute classes. Our results indicate:

• diffusion models exacerbate the distribution bias in the training data in various attributes across different datasets.

• bias in the attribute distribution of diffusion models is heavily depended on the dataset size.

• GAN-based models trained with larger sample sizes of balanced datasets exhibit less bias across various attributes.

References

[1] V. Albiero, K. W. Bowyer, and M. C. King. Face regions impact recognition accuracy differently across demographics. In 2022 IEEE International Joint Conference on Biometrics (IJCB), pages 1–9, 2022.

[2] V. Albiero, K. Zhang, and K. W. Bowyer. How does gender balance in training data affect face recognition accuracy? In 2020 IEEE International Joint Conference on Biometrics (IJCB), pages 1–10, 2020.

[3] V. Albiero, K. Zhang, M. C. King, and K. Bowyer. Gendered differences in face recognition accuracy explained by hairstyles, makeup, and facial morphology. IEEE Transactions on Information Forensics and Security, 17:127–137, 2021.

[4] S. Azizi, S. Kornblith, C. Saharia, M. Norouzi, and D. J. Fleet. Synthetic data from diffusion models improves imagenet classification. https://arxiv.org/pdf/2304.08466.pdf, 2023.

[5] F. Boutros, V. Struc, J. Fierrez, and N. Damer. Synthetic data for face recognition: Current state and future prospects. https://arxiv.org/pdf/2305.01021.pdf, 2023.

[6] J. Buolamwini and T. Gebru. Gender shades: Intersectional accuracy disparities in commercial gender classification. In S. A. Friedler and C. Wilson, editors, Proceedings of the 1st Conference on Fairness, Accountability and Transparency, volume 81 of Proceedings of Machine Learning Research, pages 77–91. PMLR, 23–24 Feb 2018.

[7] N. Carlini, J. Hayes, M. Nasr, M. Jagielski, V. Sehwag, F. Tramèr, B. Balle, D. Ippolito, and E. Wallace. Extracting training data from diffusion models, 2023.

[8] J. Choi, J. Lee, C. Shin, S. Kim, H. Kim, and S. Yoon. Perception prioritized training of diffusion models. In 2022 IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR), pages 11462–11471, 2022.

[9] P. Dhar, J. Gleason, A. Roy, C. D. Castillo, and R. Chellappa. Pass: Protected attribute suppression system for mitigating bias in face recognition. In 2021 IEEE/CVF International Conference on Computer Vision (ICCV), pages 15067–15076, 2021.

[10] P. Dhariwal and A. Nichol. Diffusion models beat gans on image synthesis. In M. Ranzato, A. Beygelzimer, Y. Dauphin, P. Liang, and J. W. Vaughan, editors, Advances in Neural Information Processing Systems, volume 34, pages 8780–8794. Curran Associates, Inc., 2021.

[11] Q. Feng, C. Guo, F. Benitez-Quiroz, and A. Martinez. When do gans replicate? on the choice of dataset size. In 2021 IEEE/CVF International Conference on Computer Vision (ICCV), pages 6681–6690, 2021.

[12] I. Goodfellow, J. Pouget-Abadie, M. Mirza, B. Xu, D. Warde-Farley, S. Ozair, A. Courville, and Y. Bengio. Generative adversarial nets. In Z. Ghahramani, M. Welling,

C. Cortes, N. Lawrence, and K. Weinberger, editors, Advances in Neural Information Processing Systems, volume 27. Curran Associates, Inc., 2014.

[13] K. He, X. Zhang, S. Ren, and J. Sun. Deep residual learning for image recognition. In 2016 IEEE Conference on Computer Vision and Pattern Recognition (CVPR), pages 770– 778, 2016.

[14] M. Heusel, H. Ramsauer, T. Unterthiner, B. Nessler, and S. Hochreiter. Gans trained by a two time-scale update rule converge to a local nash equilibrium. In I. Guyon, U. V. Luxburg, S. Bengio, H. Wallach, R. Fergus, S. Vishwanathan, and R. Garnett, editors, Advances in Neural Information Processing Systems, volume 30. Curran Associates, Inc., 2017.

[15] J. Ho, A. Jain, and P. Abbeel. Denoising diffusion probabilistic models. In H. Larochelle, M. Ranzato, R. Hadsell, M. Balcan, and H. Lin, editors, Advances in Neural Information Processing Systems, volume 33, pages 6840–6851. Curran Associates, Inc., 2020.

[16] J. Ho, C. Saharia, W. Chan, D. J. Fleet, M. Norouzi, and T. Salimans. Cascaded diffusion models for high fidelity image generation. J. Mach. Learn. Res., 23:47:1–47:33, 2022.

[17] N. Jain, A. Olmo, S. Sengupta, L. Manikonda, and S. Kambhampati. Imperfect imaganation: Implications of gans exacerbating biases on facial data augmentation and snapchat face lenses. Artificial Intelligence, 304:103652, 2022.

[18] T. Karras, M. Aittala, J. Hellsten, S. Laine, J. Lehtinen, and T. Aila. Training generative adversarial networks with limited data. In Proceedings of the 34th International Conference on Neural Information Processing Systems, NIPS’20, Red Hook, NY, USA, 2020. Curran Associates Inc.

[19] T. Karras, S. Laine, and T. Aila. A style-based generator architecture for generative adversarial networks. pages 4396– 4405, 06 2019.

[20] P. J. Kenfack, K. Sabbagh, A. R. Rivera, and A. Khan.

Repfair-gan: Mitigating representation bias in gans using gradient clipping, 2022.

[21] D. P. Kingma and M. Welling. Auto-encoding variational bayes. https://arxiv.org/pdf/1312.6114.pdf, 2022.

[22] B. F. Klare, M. J. Burge, J. C. Klontz, R. W. Vorder Bruegge, and A. K. Jain. Face recognition performance: Role of demographic information. IEEE Transactions on Information Forensics and Security, 7(6):1789–1801, 2012.

[23] K. Kärkkäinen and J. Joo. Fairface: Face attribute dataset for balanced race, gender, and age for bias measurement and mitigation. In 2021 IEEE Winter Conference on Applications of Computer Vision (WACV), pages 1547–1557, 2021.

[24] M.-Y. Liu, X. Huang, J. Yu, T.-C. Wang, and A. Mallya.

Generative adversarial networks for image and video synthesis: Algorithms and applications. Proceedings of the IEEE, 109(5):839–862, 2021.

[25] A. S. Luccioni, C. Akiki, M. Mitchell, and Y. Jernite. Stable bias: Analyzing societal representations in diffusion models, 2023.

[26] V. H. Maluleke, N. Thakkar, T. Brooks, E. Weber, T. Darrell, A. A. Efros, A. Kanazawa, and D. Guillory. Studying bias in gans through the lens of race. In European Conference on Computer Vision (ECCV), 2022.

[27] R. Naik and B. Nushi. Social biases through the text-to-image generation lens, 2023.

[28] R. Rombach, A. Blattmann, D. Lorenz, P. Esser, and B. Ommer. High-resolution image synthesis with latent diffusion models. In 2022 IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR), pages 10674–10685, 2022.

[29] K. K. S, K. Vangara, M. C. King, V. Albiero, and K. Bowyer.

Characterizing the variability in face recognition accuracy relative to race. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR) Workshops, June 2019.

[30] C. Saharia, J. Ho, W. Chan, T. Salimans, D. J. Fleet, and M. Norouzi. Image super-resolution via iterative refinement. IEEE Transactions on Pattern Analysis and Machine Intelligence, pages 1–14, 2022.

[31] G. Somepalli, V. Singla, M. Goldblum, J. Geiping, and T. Goldstein. Diffusion art or digital forgery? investigating data replication in diffusion models. https://arxiv.org/pdf/2212.03860.pdf, 2022.

[32] S. Tan, Y. Shen, and B. Zhou. Improving the fairness of deep generative models without retraining, 2021.

[33] J. Vincent. Getty images sues ai art generator stable diffusion in the us for copyright infringement.

https://www.theverge.com/2023/2/6/23587393/ai-art-copyright-lawsuit-getty-images-stable-diffusion, 6 Feb 2023.

[34] M. Wang and W. Deng. Mitigating bias in face recognition using skewness-aware reinforcement learning. In 2020 IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR), pages 9319–9328, 2020.

[35] H. Wu, V. Albiero, K. S. Krishnapriya, M. C. King, and K. W. Bowyer. Face recognition accuracy across demographics: Shining a light into the problem. https://arxiv.org/pdf/2206.01881.pdf, 2023.

[36] N. Yu, K. Li, P. Zhou, J. Malik, L. Davis, and M. Fritz. Inclusive gan: Improving data and minority coverage in generative models. In Computer Vision – ECCV 2020: 16th European Conference, Glasgow, UK, August 23–28, 2020, Proceedings, Part XXII, page 377–393, Berlin, Heidelberg, 2020. Springer-Verlag.