arXiv:2304.05687v1 [cs.HC] 12 Apr 2023

Anticipating Unintended Consequences of Technology Using Insights from Creativity Support Tools ROCK YUREN PANG, Paul G. Allen School of Computer Science, University of Washington, USA KATHARINA REINECKE, Paul G. Allen School of Computer Science, University of Washington, USA

Our society has been increasingly witnessing a number of negative, unintended consequences of digital technologies. While post-hoc policy regulation is crucial in addressing these issues, reasonably anticipating the consequences before deploying technology can help mitigate potential harm to society in the first place. Yet, the quest to anticipate potential harms can be difficult without seeing digital technologies deployed in the real world. In this position paper, we argue that anticipating unintended consequences of technology can be facilitated through creativity-enhancing interventions, such as by building on existing knowledge and insights from diverse stakeholders. Using lessons learned from prior work on creativity-support tools, the HCI community is uniquely equipped to design novel systems that aid in anticipating negative unintended consequences of technology on society.

CCS Concepts: • Human-centered computing → HCI theory, concepts and models.

Additional Key Words and Phrases: Unintended Consequences, Creativity Support

ACM Reference Format:

Rock Yuren Pang and Katharina Reinecke. 2023. Anticipating Unintended Consequences of Technology Using Insights from Creativity Support Tools. In CHI ’23 Workshop on Designing Technology and Policy Simultaneously: Towards A Research Agenda and New Practice, April 23, 2023, Hamburg, Germany. ACM, New York, NY, USA, 4 pages.

Digital technologies have significantly advanced our life quality but have also had many unintended, negative consequences on society — outcomes of purposeful actions that are not intended or foreseen at the time of development [25]. For example, innovations in interaction design have simultaneously exacerbated the disparities between the experiences of the demographic groups included or omitted from the research and development process [37]. Research prototypes that were intended to benefit scientists have been met with strong resistance by other researchers, as the models were unable to distinguish truth from falsehood [13]. Accessibility features in operating systems have created security vulnerabilities that can be exploited by attackers [16].

Our recent work has shown that many technologists want to anticipate potential unintended consequences of their research innovations on society but that they lack the know-how and specific approaches for doing so [8]. The observation is concerning and somewhat surprising given the increasing discussions of ethics in the news and computer science curricula, as well as proposed changes in the peer review systems including impact statement in HCI and AI [1, 4, 14, 36]. While requiring comprehensive ethics training is a vital step to make technologists fully aware of the societal implications, achieving this is likely a long-term process that may require years of experience [8]. We need to support developers to more easily anticipate various outcomes of technology, but reasonably doing so for certain user groups, non-user stakeholders, or society as a whole is a difficult task rife with uncertainties [26].

To bridge this gap, this paper proposes to enhance related HCI frameworks that account for human values and social impact during design by combining insights from the creativity support tool literature. After all, anticipating

Rock Yuren Pang: ypang2@cs.washington.edu; Katharina Reinecke: reinecke@cs.washington.edu.

2023. Manuscript submitted to ACM

Design x Policy @ CHI ’23, April 23, 2023, Hamburg, Germany Pang and Reinecke

unintended consequences from various perspectives is inherently a creative process. We encourage researchers and policymakers to collaboratively envision methods and tools to anticipate adverse societal effects in this workshop.

Prior Work in HCI have proposed frameworks — such as the value sensitive design (VSD) [10, 15] and design fictions [5] — to guide anticipating potential unintended consequences. VSD starts with the motivation of understanding the technology, human value, or context of use. Then, it identifies direct and indirect stakeholders and the benefits and harms to each stakeholder. Benefits and harms are mapped to the corresponding values, and value conflicts are identified. VSD aims to help practitioners find alternative approaches that uphold their chosen values while accommodating the same constraints. Another relevant approach for considering unintended consequences is design fiction [3, 5], a form of speculative design [9, 19]. It envisions new futures including both the technical aspects and the social and political outcomes of a world with that technology [20]. To support these approaches in practice, recent toolkits have been developed for designers [6], such as the Envisioning Cards [11], Metaphor Cards [22], and Design Fiction Memos [39]. They typically offer concrete guidance such as thought-provoking questions (e.g., one question in the Envisioning Cards is “what challenges will be encountered by your system if it is used in other countries?”).

While the frameworks and tools guide developers to consider societal implications, they are not without limitations. For example, the toolkits often target practitioners and were used in group sessions [12], so applying them to research projects may pose additional challenges. Design fiction may suffer from exaggeration [24] and be difficult to evaluate [3]. These approaches to consider societal implications were often assumed to be effective in practice [12], but adopting them can be difficult, especially for most developers who are not familiar with these concepts. Using the current tools assumed users have sufficient knowledge needed to anticipate the consequences. In fact, our recent interview with 20 researchers found that no participant routinely used these frameworks or tools in their own research [8].

Creativity Support Tools literature, on the other hand, introduced concepts and tools and demonstrated that properly scaffolding can galvanize users’ creativity [23], thus improving the practicality of an abstract or unfamiliar process. Scaffolding refers to structure and guidance to ensure successful completion of a task [40], using approaches such as rich examples [28, 35], expert patterns [18], instructions [30], and templates [2, 31]. For example, Siangliulue et al. found that a collection of timely examples can support design ideation [35]. Sampling diverse inspirational examples and providing a visual overview of the ideas have been shown to improve people’s brainstorming activity [34]. Similar work on cognition and creativity support confirmed that examples inspire and unveil new ideas most often in the design contexts such as design images and writing feedbacks [7, 17, 28, 29]. To organize these examples, prior work has used categories of certain topics and characteristics, which were proved essential to human cognition [33, 38], to facilitate exploration of the multitude of examples. For example, IdeaRelate facilitates the exploration of examples in the context of COVID-related topic ideation by tagging them into different topics, helping users to include more perspectives in their own idea generation [41].

To enhance the current frameworks and toolkits, the HCI community can leverage the insights from the creativity literature to design and evaluate future support for technology developers. One concrete direction is to curate examples from past incidents and cluster them in an idea or a solution space to support the generation of relevant ideas for developers, an idea similar to [34]. These examples can be obtained from online articles [27] and experts [18]. An important challenge is to collect insights from a diverse population to avoid missing voices from non-WEIRD communities [21, 32]. Policymakers can additionally provide specific policy changes following a previous introduction of technology and establish expert patterns [18] to consider the societal impact for technologists to follow. We believe that this workshop can enrich the discussion on how to proactively anticipate unintended consequences routinely in the broader research community.

Anticipating Unintended Consequences of Technology Using Insights from Creativity Support Tools Design x Policy @ CHI ’23, April 23, 2023, Hamburg, Germany

REFERENCES

[1] IUI Program Chairs 2022. 2021. Reflecting on Societal Implications of IUI Research. https://iui.acm.org/2022/societal_impact.html, last accessed:

September 6, 2021.

[2] Jared S. Bauer and Julie A. Kientz. 2013. DesignLibs: A Scenario-Based Design Method for Ideation. In Proceedings of the SIGCHI Conference on Human Factors in Computing Systems (Paris, France) (CHI ’13). Association for Computing Machinery, New York, NY, USA, 1955–1958. https://doi.org/10.1145/2470654.2466258 [3] Eric P.S. Baumer, Timothy Berrill, Sarah C. Botwinick, Jonathan L. Gonzales, Kevin Ho, Allison Kundrik, Luke Kwon, Tim LaRowe, Chanh P.

Nguyen, Fredy Ramirez, Peter Schaedler, William Ulrich, Amber Wallace, Yuchen Wan, and Benjamin Weinfeld. 2018. What Would You Do? Design Fiction and Ethics. In Proceedings of the 2018 ACM International Conference on Supporting Group Work (Sanibel Island, Florida, USA) (GROUP ’18). Association for Computing Machinery, New York, NY, USA, 244–256. https://doi.org/10.1145/3148330.3149405 [4] Alina Beygelzimer, Yann Dauphin, Percy Liang, and Jennifer Wortman Vaughan. 2021. Introducing the NeurIPS 2021 Paper Checklist. NeurIPS.

https://neuripsconf.medium.com/introducing-the-neurips-2021-paper-checklist-3220d6df500b [5] Julian Bleecker. 2022. Design Fiction. John Wiley I& Sons, Ltd, Berlin, Chapter 24, 561–578. https://doi.org/10.1002/9781119815075.ch47 arXiv:https://onlinelibrary.wiley.com/doi/pdf/10.1002/9781119815075.ch47 [6] Shruthi Sai Chivukula, Ziqing Li, Anne C. Pivonka, Jingning Chen, and Colin M. Gray. 2021. Surveying the Landscape of Ethics-Focused Design Methods. CoRR abs/2102.08909 (2021), 1–23. arXiv:2102.08909 https://arxiv.org/abs/2102.08909 [7] Giulia Di Fede, Davide Rocchesso, Steven P. Dow, and Salvatore Andolina. 2022. The Idea Machine: LLM-Based Expansion, Rewriting, Combination, and Suggestion of Ideas. In Creativity and Cognition (Venice, Italy) (C&C ’22). Association for Computing Machinery, New York, NY, USA, 623–627. https://doi.org/10.1145/3527927.3535197 [8] Kimberly Do*, Rock Yuren Pang*, Jiang Jiachen, and Katharina Reinecke. 2023. “That’s important, but...”: How Computer Science Researchers Anticipate Unintended Consequences of Their Research Innovations. In Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems (Hamburg, Germany). Association for Computing Machinery, New York, NY, USA.

[9] Anthony Dunne and Fiona Raby. 2013. Speculative Everything: Design, Fiction, and Social Dreaming. The MIT Press, NY, USA.

http://www.jstor.org/stable/j.ctt9qf7j7 [10] Batya Friedman, Peter H Kahn, and Alan Borning. 2008. Value sensitive design and information systems. The handbook of information and computer ethics 1, 1 (2008), 69–101. https://doi.org/10.1002/9780470281819.ch4 [11] Batya Friedman, Lisa Nathan, Shaun Kane, and John Lin. 2018. Envisioning Cards. https://www.envisioningcards.com/ [12] Colin M. Gray and Shruthi Sai Chivukula. 2019. Ethical Mediation in UX Practice. In Proceedings of the 2019 CHI Conference on Human Factors in Computing Systems (Glasgow, Scotland Uk) (CHI ’19). Association for Computing Machinery, New York, NY, USA, 1–11. https://doi.org/10.1145/3290605.3300408 [13] Will Douglas Heaven. 2022. Why Meta’s latest large language model survived only three days online.

https://www.technologyreview.com/2022/11/18/1063487/meta-large-language-model-ai-only-survived-three-days-gpt-3-science/ [14] Brent Hecht, Lauren Wilcox, Jeffrey P. Bigham, Johannes Schöning, Ehsan Hoque, Jason Ernst, Yonatan Bisk, Luigi De Russis, Lana Yarosh, Bushra Anjum, Danish Contractor, and Cathy Wu. 2021. It’s Time to Do Something: Mitigating the Negative Impacts of Computing Through a Change to the Peer Review Process. arXiv:2112.09544 [cs.CY] [15] David G Hendry, Batya Friedman, and Stephanie Ballard. 2021. Value sensitive design as a formative framework. Ethics and Information Technology 23 (2021), 39–44.

[16] Yeongjin Jang, Chengyu Song, Simon P. Chung, Tielei Wang, and Wenke Lee. 2014. A11y Attacks: Exploiting Accessibility in Operating Systems.

In Proceedings of the 2014 ACM SIGSAC Conference on Computer and Communications Security (Scottsdale, Arizona, USA) (CCS ’14). Association for Computing Machinery, New York, NY, USA, 103–115. https://doi.org/10.1145/2660267.2660295 [17] Hyeonsu B. Kang, Gabriel Amoako, Neil Sengupta, and Steven P. Dow. 2018. Paragon: An Online Gallery for Enhancing Design Feedback with Visual Examples. In Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems (Montreal QC, Canada) (CHI ’18). Association for Computing Machinery, New York, NY, USA, 1–13. https://doi.org/10.1145/3173574.3174180 [18] Joy Kim, Mira Dontcheva, Wilmot Li, Michael S. Bernstein, and Daniela Steinsapir. 2015. Motif: Supporting Novice Creativity through Expert Patterns. In Proceedings of the 33rd Annual ACM Conference on Human Factors in Computing Systems (Seoul, Republic of Korea) (CHI ’15). Association for Computing Machinery, New York, NY, USA, 1211–1220. https://doi.org/10.1145/2702123.2702507 [19] Joseph Lindley and Paul Coulton. 2016. Pushing the Limits of Design Fiction: The Case For Fictional Research Papers. In Proceedings of the 2016 CHI Conference on Human Factors in Computing Systems (San Jose, California, USA) (CHI ’16). Association for Computing Machinery, New York, NY, USA, 4032–4043. https://doi.org/10.1145/2858036.2858446 [20] Joseph Lindley, Paul Coulton, and Miriam Sturdee. 2017. Implications for Adoption. In Proceedings of the 2017 CHI Conference on Human Factors in Computing Systems (Denver, Colorado, USA) (CHI ’17). Association for Computing Machinery, New York, NY, USA, 265–277. https://doi.org/10.1145/3025453.3025742 [21] Sebastian Linxen, Christian Sturm, Florian Brühlmann, Vincent Cassau, Klaus Opwis, and Katharina Reinecke. 2021. How WEIRD is CHI?. In Proceedings of the 2021 CHI Conference on Human Factors in Computing Systems (Yokohama, Japan) (CHI ’21). Association for Computing Machinery, New York, NY, USA, Article 143, 14 pages. https://doi.org/10.1145/3411764.3445488

Design x Policy @ CHI ’23, April 23, 2023, Hamburg, Germany Pang and Reinecke

[22] Nick Logler, Daisy Yoo, and Batya Friedman. 2018. Metaphor Cards: A How-to-Guide for Making and Using a Generative Metaphorical Design Toolkit. In Proceedings of the 2018 Designing Interactive Systems Conference (Hong Kong, China) (DIS ’18). Association for Computing Machinery, New York, NY, USA, 1373–1386. https://doi.org/10.1145/3196709.3196811 [23] Stephen MacNeil, Zijian Ding, Kexin Quan, Thomas j Parashos, Yajie Sun, and Steven P. Dow. 2021. Framing Creative Work: Helping Novices Frame Better Problems through Interactive Scaffolding. In Creativity and Cognition (Virtual Event, Italy) (C&C ’21). Association for Computing Machinery, New York, NY, USA, Article 30, 10 pages. https://doi.org/10.1145/3450741.3465261 [24] Matt Malpass. 2013. Between wit and reason: Defining associative, speculative, and critical design in practice. Design and Culture 5, 3 (2013), 333–356.

[25] Robert K Merton. 1936. The unanticipated consequences of purposive social action. American sociological review 1, 6 (1936), 894–904. [26] Priyanka Nanayakkara, Nicholas Diakopoulos, and Jessica Hullman. 2020. Anticipatory ethics and the role of uncertainty. arXiv preprint arXiv:2011.13170 (2020).

[27] Peter G Neumann. 2008. The Risks Digest. The Risks Digest (2008). http://catless.ncl.ac.uk/Risks/ [28] Tricia J. Ngoon, C. Ailie Fraser, Ariel S. Weingarten, Mira Dontcheva, and Scott Klemmer. 2018. Interactive Guidance Techniques for Improving Creative Feedback. In Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems (Montreal QC, Canada) (CHI ’18). Association for Computing Machinery, New York, NY, USA, 1–11. https://doi.org/10.1145/3173574.3173629 [29] Tricia J. Ngoon, Joy O Kim, and Scott Klemmer. 2021. ShöWn: Adaptive Conceptual Guidance Aids Example Use in Creative Tasks. In Designing Interactive Systems Conference 2021 (Virtual Event, USA) (DIS ’21). Association for Computing Machinery, New York, NY, USA, 1834–1845. https://doi.org/10.1145/3461778.3462072 [30] Vineet Pandey, Justine Debelius, Embriette R. Hyde, Tomasz Kosciolek, Rob Knight, and Scott Klemmer. 2018. Docent: Transforming Personal Intuitions to Scientific Hypotheses through Content Learning and Process Training. In Proceedings of the Fifth Annual ACM Conference on Learning at Scale (London, United Kingdom) (L@S ’18). Association for Computing Machinery, New York, NY, USA, Article 9, 10 pages. https://doi.org/10.1145/3231644.3231646 [31] Yuren Pang, Katharina Reinecke, and René Just. 2022. Apéritif: Scaffolding Preregistrations to Automatically Generate Analysis Code and Methods Descriptions. In Proceedings of the 2022 CHI Conference on Human Factors in Computing Systems (New Orleans, LA, USA) (CHI ’22). Association for Computing Machinery, New York, NY, USA, Article 207, 15 pages. https://doi.org/10.1145/3491102.3517707 [32] Katharina Reinecke and Krzysztof Z. Gajos. 2015. LabintheWild: Conducting Large-Scale Online Experiments With Uncompensated Samples.

In Proceedings of the 18th ACM Conference on Computer Supported Cooperative Work & Social Computing (Vancouver, BC, Canada) (CSCW ’15). Association for Computing Machinery, New York, NY, USA, 1364–1378. https://doi.org/10.1145/2675133.2675246 [33] Eleanor Rosch, Carolyn B. Mervis, Wayne D. Gray, D M Johnson, and Penny Boyes-Braem. 1976. Basic objects in natural categories. Cognitive Psychology 8 (1976), 382–439.

[34] Pao Siangliulue, Joel Chan, Steven P. Dow, and Krzysztof Z. Gajos. 2016. IdeaHound: Improving Large-Scale Collaborative Ideation with Crowd- Powered Real-Time Semantic Modeling. In Proceedings of the 29th Annual Symposium on User Interface Software and Technology (Tokyo, Japan) (UIST ’16). Association for Computing Machinery, New York, NY, USA, 609–624. https://doi.org/10.1145/2984511.2984578 [35] Pao Siangliulue, Joel Chan, Krzysztof Z. Gajos, and Steven P. Dow. 2015. Providing Timely Examples Improves the Quantity and Quality of Generated Ideas. In Proceedings of the 2015 ACM SIGCHI Conference on Creativity and Cognition (Glasgow, United Kingdom) (C&#38;C ’15). ACM, New York, NY, USA, 83–92. https://doi.org/10.1145/2757226.2757230 [36] Amanda Stent. 2022. Guidelines for ethics reviewing. Association for Computational Linguistics. https://aclrollingreview.org/ethicsreviewertutorial [37] Kentaro Toyama. 2015. Geek heresy: Rescuing social change from the cult of Technology. Pereus Books Group, New York, NY. [38] Thomas B. Ward. 1994. Structured Imagination: the Role of Category Structure in Exemplar Generation. Cognitive Psychology 27 (1994), 1–40. [39] Richmond Y. Wong. 2021. Using Design Fiction Memos to Analyze UX Professionals’ Values Work Practices: A Case Study Bridging Ethnographic and Design Futuring Methods. In Proceedings of the 2021 CHI Conference on Human Factors in Computing Systems (Yokohama, Japan) (CHI ’21). Association for Computing Machinery, New York, NY, USA, Article 93, 18 pages. https://doi.org/10.1145/3411764.3445709 [40] David Wood, Jerome S Bruner, and Gail Ross. 1976. The role of tutoring in problem solving. Journal of child psychology and psychiatry 17, 2 (1976), 89–100.

[41] Xiaotong (Tone) Xu, Rosaleen Xiong, Boyang Wang, David Min, and Steven P. Dow. 2021. IdeateRelate: An Examples Gallery That Helps Creators Explore Ideas in Relation to Their Own. Proc. ACM Hum.-Comput. Interact. 5, CSCW2, Article 352 (oct 2021), 18 pages. https://doi.org/10.1145/3479496