arXiv:2207.01906v1 [cs.CV] 5 Jul 2022

Spatial-Temporal Frequency Forgery Clue for Video Forgery Detection in VIS and NIR Scenario

Yukai Wang^1, Chunlei Peng^1, Decheng Liu^1, Nannan Wang^1, and Xinbo Gao^2

1Xidian University 2Chongqing University of Posts and Telecommunications

Abstract

In recent years, with the rapid development of face editing and generation, more and more fake videos are circulating on social media, which has caused extreme public concerns. Existing face forgery detection methods based on frequency domain find that the GAN forged images have obvious grid-like visual artifacts in the frequency spectrum compared to the real images. But for synthesized videos, these methods only confine to single frame and pay little attention to the most discriminative part and temporal frequency clue among different frames. To take full advantage of the rich information in video sequences, this paper performs video forgery detection on both spatial and temporal frequency domains and proposes a Discrete Cosine Transform-based Forgery Clue Augmentation Network (FCAN-DCT) to achieve a more comprehensive spatial-temporal feature representation. FCAN-DCT consists of a backbone network and two branches: Compact Feature Extraction (CFE) module and Frequency Temporal Attention (FTA) module. We conduct thorough experimental assessments on two visible light (VIS) based datasets Wild- Deepfake and Celeb-DF (v2), and our self-built video forgery dataset DeepfakeNIR, which is the first video forgery dataset on near-infrared modality. The experimental results demonstrate the effectiveness of our method on detecting forgery videos in both VIS and NIR scenarios.

Introduction

In recent years, with the widespread application of Deep Neural Network (DNN) and Generative Adversarial Networks (GAN) technologies, face generation, and editing technology have become more and more realistic and controllable. However, the abuse of this technology has caused widespread public concern. The current mainstream face forgery technologies include face replacement (Li et al. 2020a; Chen et al. 2020; Li et al. 2021a; Zhu et al. 2021; Agarwal and Farid 2021), expression replay (Xue et al. 2020; Yao et al. 2020; Burkov et al. 2020; Song et al. 2021), attribute editing (Gao et al. 2021; Afifi, Brubaker, and Brown 2021; Xu et al. 2021; Fu et al. 2021), and non-target face generation (Pidhorskyi, Adjeroh, and Doretto 2020; Park et al. 2020; Karras et al. 2020). Face replacement refers to replacing the entire face of one target with the face of another. Face expression replay refers to synchronizing the facial expression of the original video into the target video to reproduce the expression. Face attribute editing usually modifies specific attribute features of face images such as skin color, hair color style and whether to wear glasses or not, etc. Non-target face generation refers to the generation of people who do not exist in the real world, which can be accomplished with the help of GAN. With the rapid development of these technologies, the generation of fake images or videos has become more and more controllable. It is extremely hard to distinguish the real and fake videos on social media only with naked eyes. Thus, the malicious spread of these fake videos on the Internet has arose great challenges for society and citizens. For example, forged videos may affect national security, especially tampering with inflammatory videos of some leaders to spread through the Internet may affect the relationship between the two countries and even lead to a war. Fake videos deliberately forged by criminals are likely to have serious public opinion impacts on citizens. On the other hand, near-infrared (NIR) technology has been widely used in heterogeneous face recognition systems because of its advantage that it is robust to illumination. (Wang et al. 2020a) pointed out that due to the difference in spectral components between NIR and VIS modalities, visible light and near-infrared (VIS-NIR) face recognition is still a challenging task and proposed a method of converting visible light into near-infrared modality to help the near-infrared face recognition system. Furthermore, the NIR-based face recognition systems are also threatened by face forgery attacks. For example, an attacker can inject a fake near-infrared face into the NIR-based access control system to escape identity authentication and thus avoid tracking; the NIR-based face unlocking technology used in the Xiaomi 8 phone was successfully cracked by simply using a black and white printer printout and adding shadows around the eyes and nose of the face to give it a more three-dimensional appearance. In addition, near-infrared is often used for night video surveillance because it is robust to illumination. However, if the NIR surveillance images collected in the night scene are forged to create rumors out of nothing and instigate the spread of public opinion, it will damage the reputation of citizens (Park et al. 2017). Therefore, research on forgery detection in NIR modality is also very important. Considering the wide application of authentication under the NIR scenario, the severe challenges of face forgery and detection in the NIR modality should be considered (Wang et al. 2022).

To address these challenges, a lot of research efforts have been dedicated to the field of face forgery detection. Approaches for face forgery detection can be broadly divided into two categories image/frame-based and videobased methods. [44] utilize the inconsistency in estimating 3D head pose from faces for deepfake detection. [23] combined Representation learning (ReL) and Knowledge Distillation (KD) to enhance the generalization ability of forgery detection models against different generative techniques. (Yu, Davis, and Fritz 2019) first proposed the GAN fingerprint phenomenon, it found that images generated by different GAN models leave diverse features which are called fingerprint features. Inspired by the principle that synthesized images in the frequency domains are often more able to reflect the visual artifacts, some attempt to obtain information from frequency domains, such as Discrete Fourier Transform (DFT) and Discrete Cosine Transform (DCT). For example, (Frank et al. 2020) analyzed the real and GAN-generated images and found that the images manipulated by GANs perform obvious grid-like traces in the frequency domain. It is proved that the Discrete Cosine Transform (DCT) spectrum is more linearly separable than the RGB domain. Wang et al. (Wang et al. 2020b) proposed that the GAN artifact on the DCT spectrum is arisen by the operation of upsampling. Extensive experiments show that adding perturbation can remove the subtle artifact to a certain extent. (Dzanic, Shah, and Witherden 2020) showed that deep network-generated images share an observable, systematic shortcoming in replicating the attributes of these high-frequency modes, and modeled this clue to detect forgery images. However, (Chandrasegaran, Tran, and Cheung 2021) believes that the high-frequency Fourier spectral attenuation difference is not an inherent defect of CNN-generated models, and these shortcomings can be erased by modifying the upsampling operation. Recently, more and more researchers believe that the image/frame-based method ignores the temporal inconsistencies between frames. Therefore, they directly extract video-level features for forgery detection. (Li et al. 2020b) proposed Sharp Multiple Instance Learning (S-MIL) extract spatio-temporal features to fully capture the intra-frame and inter-frame inconsistency. (Chugh et al. 2020) proposed a deepfake video detection method by comparing the feature differences between audio and video sequences. However, existing methods did not take both the spatial frequency domain and the temporal clue into account which restricts the performance and robustness of video forgery detection.

In this paper, we aim to propose a Discrete Cosine Transform-based Forgery Clue Augmentation Network (FCAN-DCT) for video forgery detection to achieve a more comprehensive representation of fake videos. FCAN-DCT consists of a backbone network and two branches: Compact Feature Extraction (CFE) module and Frequency Temporal Attention (FTA) module. The backbone network first extracts the feature map of the video sequences and then converts the feature map of the RGB space to the frequency domain through 2D-DCT and the converted feature maps can be considered as frequency spectrums. However, due to the discreteness of the DCT transform, the spectrum information extracted by the backbone network is not compact. Considering that the frequency components in the h and w axes on the DCT spectrum gradually increase from low to high, CFE adopts a block strategy and uses the maximum value in each block to represent the weight of each of the frequency domain components. Therefore, a more compact spatial frequency domain representation is obtained. FTA uses the channel attention mechanism on the frequency spectrum to obtain the temporal attention map of the entire frame sequences and makes a feature fusion with FTA to extract the spatial-temporal features among different frames. Therefore, FCAN-DCT learns a comprehensive and compact forgery feature representation for forgery videos in the frequency domain. We have conducted sufficient experiments on WildDeepfake (Zi et al. 2020) and Celeb-DF (v2) (Li et al. 2020c) respectively, and the experimental results have outperformed the state-of-the-art methods. In addition, face forgery detection in multimodal scenarios is rarely explored except for (Wang et al. 2022) which is a NIR image forgery dataset. Therefore, we further construct a NIR video forgery dataset, DeepfakeNIR, to evaluate the robustness and generalization ability of our method and promote the research on video forgery detection in multimodal scenarios. Moreover, in order to sinumate the real scenerao and increase the challenge of our dataset, we also conduct some perturbations such as Gaussian blur, Gaussian white noise and JPEG compression on DeepfakeNIR and the perturbed DeepfakeNIR are called DeepfakeNIR++. In summary, the main contributions are as follows:

• We focus on the spatial-temporal frequency forgery clue for video forgery detection by paying attention to the discriminative features among frame sequences, which fills the gap of video forgery detection in the frequency domain.

• We propose a Discrete Cosine Transform-based Forgery Clue Augmentation Network (FCAN-DCT). The CFE and FTA modules make full use of the information in different video frames to obtain compact and discriminative features respectively. These two branches are combined to achieve a more comprehensive spatial-temporal feature representation in the frequency domain.

• We firstly perform video forgery detection experiments on both VIS and NIR scenarios, including two wildly used datasets WildDeepfake, Celeb-DF (v2), and our newly constructed DeepfakeNIR dataset, to evaluate the effectiveness and robustness of the proposed method.

• We present a novel video forgery detection dataset (DeepfakeNIR) with diverse distributions in terms of posture, occlusion, and expression. There are a total of 3,816 NIR videos, where the ratio of real and fake NIR videos is 1: 1. The proposed dataset can help facilitate the research of video forgery detection in heterogeneous modalities.

Figure 1: Framework of the Discrete Cosine Transform-based Forgery Clue Augmentation Network (FCAN-DCT) for video forgery detection in VIS and NIR scenario.

Related work

In recent years, with the significant advancements made in the generation of deepfakes, tampered facial images and videos have caused a significant amount of negative impact on social media, and also motivated methods to detect these forged videos. Existing methods define video forgery detection as a binary classification problem and develop imagelevel and video-level solutions.

Facial Image Forgery Detection Early face generation technologies often directly show obvious visual artifacts and inconsistencies in the facial area due to their uncontrollable characteristics. Many previous works employ face or head statistical inconsistencies for image forgery detection. For example, the inconsistency in estimating 3D head pose from face images is introduced in (Yang, Li, and Lyu 2019) to determine the authenticity of an image. Through the unremitting efforts of these works, facial image forgery detection has achieved remarkable success in different aspects. (Yang et al. 2021) argues that the features extracted by the classification framework couple a lot of content-related information. It proposed a GAN Fingerprint Disentangling Network (GFD-Net) to disentangle the fingerprint feature from GAN-generated images. (Kim, Tariq, and Woo 2021) perform domain adaptation tasks employing the Representation Learning (ReL) and Knowledge Distillation (KD) paradigms to counter with various deepfake generation techniques. However, with the development of DeepFake generation techniques, these imagebased detectors may fail to capture temporal inconsistencies across multiple frames. A large number of research efforts have been dedicated to exploring the video-level features.

Facial Video Forgery Detection The early forgery generation technology is relatively limited, and it may show obvious temporal inconsistency between frames visually. Physiological signal based on blink frequency which is not well represented in synthetic fake videos is explored in (Li, Chang, and Lyu 2018). Agarwal et al. (Agarwal et al. 2019) found that the tampering with the face area in the video can cause the pattern of facial expressions and head movements inconsistent with the person’s identity when speaking. In this way, soft-biometric models of individual national leaders were established, and these models were used to distinguish between real and fake videos. However, this approach is not universal. Recently, with the widespread application of Deep Neural Network (DNN) and Generative Adversarial Networks (GAN) technologies, face generation and editing technology have become more and more realistic and controllable but it also brings more security issues to digital forensics. Aiming at the partial faces manipulation problem in DeepFake video detection, (Li et al. 2020b) proposed Sharp Multiple Instance Learning (S-MIL) in which a spatial-temporal encoded instance is designed to fully capture the intra-frame and inter-frame inconsistency. (Chugh et al. 2020) proposed a deepfake video detection method based on the dissimilarity between audio and video sequences. (Hosler et al. 2021) proposed a novel method to justify the authenticity of videos by detecting the consistency of the emotions predicted by the speaker’s face and voice. (Haliassos et al. 2021) detected forged videos based on high-level semantic irregularities in lip movements, which can be generalized to new forgery methods and various perturbation operations. (Zheng et al. 2021) investigated the effective temporal cues for more robust video face forgery detection and proposed a general and flexible framework which combined fully temporal convolution network (FTCN) and Temporal Transformer to detect temporal incoherence explicitly.

Frequency-based Forgery Detection Considering that synthesized images in the frequency domain are often more able to reflect the visual artifacts, a lot of efforts have been dedicated to the field of forgery detection in the frequency domain, such as Discrete Fourier Transform (DFT) and Discrete Cosine Transform (DCT). (Dzanic, Shah, and Witherden 2020) showed that the decay rate of the high-frequency component in the Fourier spectrum is clearly distinguishable between real and deep network generated images. Using this clue, it proposed a novel model to detect synthesized images. (Chandrasegaran, Tran, and Cheung 2021) argued that the high-frequency Fourier spectral attenuation difference is not an inherent feature of the CNN-based generative model, and this forgery clue can be erased by slightly modifying the upsampling operation, so the identification based on this feature is not robust. (Qian et al. 2020) conducted DCT operation on the image, and then inversely transforms back to the spatial domain based on the low-frequency, mid-frequency and high-frequency information to obtain the spatial components of different frequency bands, which were finally sent to CNN to extract features. (Li et al. 2021b) argued that fixed filters and hand-crafted features are not sufficient to extract the forgery feature from the frequency domain. Therefore, single-center loss (SCL) was proposed to make the intraclass features of the real class more compact. All the aforementioned frequency-based methods confine to exploring the subtle spatial artifact but pay little attention to the temporal frequency clue among different frames. Our proposed FCAN-DCT not only explores the spatial frequency feature but also augments the temporal clue in the frequency domain with the attention mechanism. Thus, The final spatialtemporal feature learned by our method can achieve a more comprehensive representation.

PROPOSED APPROACH

Aiming at filling the gap of analyzing the entire video sequence instead of a single image in the frequency domain, we introduce the Discrete Cosine Transform-based Forgery Clue Augmentation Network (FCAN-DCT) for forgery detection. FCAN-DCT consists of a Compact Feature Extraction (CFE) module in section and a Frequency Temporal Attention (FTA) module in section . Fig. 1 shows the framework of FCAN-DCT. The goal is to make full use of the rich information in the frame sequences which is not considered in the aforementioned methods, explore the spatial-temporal frequency clue among multiple frames, and finally achieve a more comprehensive feature representation in the frequency domain.

Preliminaries Since the tampering area in the forgery task is only limited to the face area, in order to prevent other areas from affecting the final detection result, we first use the Facenet (Schroff, Kalenichenko, and Philbin 2015) to extract the landmarks of the face and then extract the face area in each frame. Then, we uniformly sample N cropped frames as the video input sequence of the model I = {f_1, f_2, f_3, . . . f_N }. Each selected frame is input to the backbone network and finally outputs the feature map representation of each frame M = {m_1, m_2, m_3 . . . m_N }. We transform these resulting feature maps into the frequency domain using the Discrete Cosine Transform (DCT). Much like the Discrete Fourier Transform (DFT), DCT represents

Figure 2: The weight matrix W for the 2D-DCT spectrum. We learn discriminative features by enhancing the intensity of midium and high-frequency components in the frequency domain to amplify the difference between real and fake images.

a sequence of points in space as the sum of cosine functions at different frequencies. Given a pixel matrix in RGB space f ∈ R^{N×N} , the 2D-DCT is defined as: D (u, v) = c (u) c (v) N∑ i=0 N∑ j=0 f (i, j) cos [ (i + 0.5) π N u ] cos [ (j + 0.5) π N v ]

(1)

c (u) =

√_1 N , u = 0 √_2 N , u ≠ 0 (2) where u, v are the coordinates of the DCT spectrum matrix D (u, v) ∈ R^{N×N} . Compared with DFT, DCT has better energy concentration in the frequency domain, and can directly crop those unimportant frequency domain regions and coefficients, so it is widely used in image compression tasks, such as jpeg compression. In recent years, with the rapid development of deep learning, the operation of DCT also attracted considerable interest in forgery detection tasks.

Compact Feature Extraction Module We adopt Compact Feature Extraction (CFE) module to present a compact spatial feature representation. CFE is mainly divided into two steps: 1) Use the 2D-DCT in equation (1) to transform the input pixel feature map M = {m_1, m_2, m_3 . . . m_N } to the DCT frequency domain D = {d_1, d_2, d_3 . . . d_N }, while retaining more important information and discarding unimportant information. At the same time, artifacts that appear to be fake images are shown. 2) Compress the obtained frequency domain sequence to obtain a more compact feature representation. Let M ∈ R^{N×C×H×W} represent the feature map sequence of the frame set extracted by the backbone network. According to equation (1) mentioned above, we convert the obtained 2D spatial pixel feature map to the frequency domain, and the obtained 2D spectrum is recorded as D ∈ R^{N×C×H×W} . Inspired by (Frank et al. 2020; Wang et al. 2020b; Dzanic, Shah, and Witherden 2020;

Chandrasegaran, Tran, and Cheung 2021; Li et al. 2021b), which think the component present on the spectrum in midium and high-frequency bands is pretty inconsistent between real and synthesized images, we believe that we should make use of the differences in the midium and high-frequency components as much as possible and increase the degree of influence of these parts in the frequency spectrum. Therefore, a weight matrix W is designed as Fig. 2. Here, β = √ 2. For 2D DCT, the equation can be expressed as:

F (u, v) = β^αD (u, v) , α = 0, 0 ≤ u + v <^H_3 α = 1,^H_3 ≤ u + v ≤^{2H}_3 α = 2,^{2H}_3 < u + v < H (3) where u, v are the coordinates of the DCT spectrum, and H is the height of the spectrum.

After multiplication with the coefficient matrix, the resulting spectrum sequence is F ∈ R^{N×C×H×W} . Considering the discrete nature of DCT transform, that is, some of the most valuable and effective information is often distributed in different parts, we adopt a block strategy and obtain the final compact spatial feature. First, the resulting DCT spectrum F (i) is divided into K blocks, then the maximum value of each block is used as the expression of the block, and the compact feature map F_{CFE} ∈ R^{N×C×K} is obtained as the final representation.

Frequency Temporal Attention Module To further explore the temporal frequency clue among multiple frames, we design a Frequency Temporal Attention (FTA) module. Similar to CFE, the input of the FTA module is also the DCT spectrum F ∈ R^{N×C×H×W} . The goal of this module is to construct an attention map A ∈ R^{N×H×W} based on the DCT frequency spectrum. First, we conduct the L2 normalization in the channel dimension.

A (n, h, w) = C^{−1}∑ i=0 (F_{n,i,h,w})^2 (4) where C is the number of channels. A (n, h, w) represents the attention score of the n^{th} frame spectral feature map at position (h, w). Then in order to control all the values in the attention matrix to be between 0-1, the results are normalized as: A^′ (n, h, w) = A (n, h, w) ∑_{H−1} i=0 ∑_{W −1} j=0 A (n, i, j) (5) Following the same principle in CFE, we also divide the feature map matrix into K blocks, and for each region, we use the sum of them as the attention score. The results are : A^{′′} (n) = {A^{′′} (n, 1) , A^{′′} (n, 2) . . . A^{′′} (n, K)} Finally, L1 norm based on A^{′′} ∈ R^{N×K} is adopted to further explore the temporal clue between frame sequences. The 2D attention matrix is expressed as: A_{F T A} (n, k) = A^{′′} (n, k) ∑_{K−1} i=0 A^{′′} (n, i) (6)

In the end, the spatial frequency forgery clue F_{CF E} ∈ R^{N×C×K} and the temporal frequency attention map A_{F T A} ∈ R^{N×K} are merged together by applying the weights obtained with FTA module to the spatial feature in the CFE module. The final spatial-temporal frequency forgery feature f_c ∈ R^C is constructed as:

f_c = N−1∑ n=0 K−1∑ k=0 F_{CF E} (n, c, k) × A_{F T A} (n, k) (7) EXPERIMENTS AND RESULTS

In this section, we first introduce the benchmarks and the parameter settings in the experiments. Furthermore, we conduct sufficient experiments to demonstrate the effectiveness of our method FCAN-DCT. The results on the selfbuilt near-infrared modality dataset DeepfakeNIR for face forgery detection also demonstrate that FCAN-DCT has good generalization across NIR and VIS modalities.

Experimental Settings Datasets: In this paper, we use four video-based datasets for forgery detection: WildDeepfake (Zi et al. 2020), Celeb-DF (v2) (Li et al. 2020c), FaceForensics++ (Rossler et al. 2019) and our newly constructed DeepfakeNIR datasets.

• WildDeepfake contains 7,314 facial sequences extracted from 707 Deepfake videos. The videos are all collected from bilibili and YouTube, and their face-swapping videos are synthesized by various methods, so the detection is more difficult. Examples are shown in Fig. 3.

• Celeb-DF (v2) is a large-scale dataset proposed on the basis of v1, which contains 590 original real videos collected from YouTube and 5,639 corresponding fake videos with diverse distribution in terms of gender, age, and ethnic group. Examples are shown in Fig. 3.

• FaceForensics++ (FF++) is a large-scale benchmark dataset which contains 1,000 original videos from youtube and 4,000 fake videos generated by four typical manipulation methods: i.e., Deepfakes (DF), Face2Face (F2F), FaceSwap (FS) and NeuralTextures (NT). Each method generates 1,000 fake videos corresponding to the original video. There are three versions of FF++ in terms of compression level, i.e., raw, lightly compressed (HQ), and heavily compressed (LQ).

• DeepfakeNIR: In addition to the visible light (VIS) modality, we also experimented with our method in the near-infrared (NIR) modality. DeepfakeNIR contains 3,816 videos in total, where the ratio of real and fake videos is 1: 1, where the real videos are collected from CASIA NIR-VIS 2.0 (Li et al. 2013) and the fake videos are generated using a well-designed deepfacelab tool (Perov et al. 2020). Furthermore, we add some perturbations such as JPEG compression, Change in color contrast, Gaussian blur, and Gaussian white noise, etc. on the NIR videos to mimic the real-world scenarios. The new dataset are called DeepfakeNIR++. The example video frames in our DeepfakeNIR dataset are shown in Fig. 4.

Figure 3: We conduct experiments on three datasets to verify the effectiveness of FCAN-DCT. The first two benchmarks are common datasets based on the visible light (VIS) modality: (a)WildDeepfake. (b) Celeb-DF (v2). The other is our proposed video dataset based on near-infrared (NIR) modality: (c) DeepfakeNIR.

Preprocessing: We select 16 frames from each video, then for each frame, we extract facial key points and crop out the head region of the person through the Facenet(Schroff, Kalenichenko, and Philbin 2015). Finally, we normalize all the faces with ImageNet mean [0.485, 0.456, 0.406] and standard deviation [0.229, 0.224, 0.225], and resize them to a fixed size which is 256 × 256 for ResNet50 (He et al. 2016a) and 299 × 299 for Xception (Chollet 2017).

Training: In our experiments, we use ResNet50 (He et al. 2016a) or Xception (Chollet 2017) as the final backbone of our approach. For retaining more information on the video sequence, we just remove the last average pooling and fully connected layer. We optimize the networks by Adam optimizer with the beta1 = 0.9 and beta2 = 0.999 . The start learning rate lr = 0.0001 and it drops by 10 every time the accuracy does not increase after 5 consecutive epochs. The evaluation metrics in our experiments are accuracy and AUC.

Selection of division number K and the number of frames N in each video: We conduct experiments on a total of four combinations of K = 2 × 2, 4 × 4 and frames=8, 16. The results are shown in Table 1. It can be seen that when the number of blocks is K = 4 × 4 and the number of frames selected is 16, the accuracy of the model reaches the highest of 86.35%, and the AUC is also the second highest at 93.87%. However, this does not mean that more blocks or more frame selections are effective for model training. When K is fixed to 2 × 2, as the frames increase from 8 to 16 frames, the accuracy of the model dropped from 85.11% to 84.74%, and the AUC also dropped from 93.87% to 92.40%. Therefore, in the selection process of K and frames, these two parameters cannot be considered separately. When we fix N to 8, there is only a slight increase in accuracy but when N is 16, increasing K from 2 × 2 to 4 × 4, the accuracy increases by more than 1.5% from 84.74% to 86.35%. So we choose K = 4 × 4, N = 16 as the final parameter selection result.

Figure 4: Example frames in our DeepfakeNIR with a diverse distribution in terms of posture, occlusion and expression.

Table 1: Experimental results on varying parameter K and N in which K is the number of division parts, N is the selected number of frames in each video. The backbone is ResNet50. All the experiments are conducted on the Wild- Deepfake benchmark. The best results are bolded. K(parts) N(frames) Accuracy (%) AUC (%) 2 × 2 8 85.11 93.87 2 × 2 16 84.74 92.40 4 × 4 8 85.12 91.66 4 × 4 16 86.35 93.74

Experiments of Video Forgery Detection in VIS Scenario In this section, we conduct experiments to compare our method with recent methods on WildDeepfake (Zi et al. 2020) and Celeb-DF (v2) (Li et al. 2020c) datasets. The experimental results are shown in Table 2 and Table 8. Our method uses ResNet50 (He et al. 2016a) or Xception (Chollet 2017) as the backbone network which is commonly applied in forgery detection tasks, respectively. It can be seen that our method achieves state-of-the-art performance on both WildDeepfake and Celeb-DF (v2) datasets. The superior performance demonstrates the feasibility and effectiveness of our proposed method.

Evaluation on WildDeepfake: We choose ResNet50 and Xception as the backbone respectively and conduct extensive experiments on the WildDeepfake dataset. We compare FCAN-DCT with several recent state-of-the-art methods for face forgery detection including MesoNet (Afchar et al. 2018), Xception (Chollet 2017), Capsule (Nguyen, Yamagishi, and Echizen 2019), ADD-Xception (Khormali and Yuan 2021), Zhou et al (Zhou et al. 2021). F^3-Net (Qian et al. 2020), DAM (Lin et al. 2021), and PEL (Gu et al. 2022).

The experimental results are shown in Table 2. It can be seen that our method achieves the highest accuracy of 86.35% and AUC of 93.74%. Compared to the framelevel method, ResNetV2-50 (He et al. 2016b) only achieves 63.99% accuracy, and our method improves the accuracy by 22.36%. Our method also increases the accuracy and AUC by 6.24% and 4.71% respectively on the basis of Xception (Chollet 2017). The superiority demonstrates the spatial-

Table 2: Experimental results on WildDeepfake dataset, where the best result is marked in bold and the next best result is underlined.

Method Accuracy (%) AUC (%)

ResNetV2-50 63.99 - Xception 79.99 88.86 MesoNet 73.95 83.21 Capsule 78.68 86.31 ADD-Xception 79.23 - Zhou et al. 79.87 87.82 F^3-Net 80.66 87.53 DAM 83.32 - PEL 84.14 91.62 FCAN-DCT + Xception 86.23 93.57 FCAN-DCT + ResNet50 86.35 93.74

Table 3: Experimental results on Celeb-DF (v2) dataset, where the best result is marked in bold and the next best result is underlined.

Method Accuracy (%) AUC (%)

RCN 76.25 74.87 R2Plus1D 98.07 99.43 I3D 92.28 97.59 MC3 97.49 99.30 R3D 98.26 99.73 FCAN-DCT + Xception 98.63 99.95 FCAN-DCT + ResNet50 99.80 99.99

temporal feature extracted by FCAN-DCT is efficient and effective. For the selection of the backbone network, when we select the more complex Xception network, the accuracy and AUC are slightly decreased by 0.12% and 0.17%. Meanwhile, several frequency-based approaches with competitive results should be noticed. F^3-Net (Qian et al. 2020) found that fake images can show not only subtle forgery traces but compression errors in the frequency domain. PEL (Gu et al. 2022) extracted fine-grained information hidden in the frequency domain as auxiliary features, which were finally fused with the features extracted in the RGB space. The two aforementioned methods demonstrate the effectiveness of expressing features in the frequency domain. Compared with F^3-Net (Qian et al. 2020) and PEL (Gu et al. 2022), the accuracy of our proposed method increased by 5.69% and 2.21% and AUC increased by 6.21% and 2.12% respectively, The remarkable progress demonstrates the superiority of FCAN-DCT.

Evaluation on Celeb-DF (v2): Considering video-based face forgery detection tends to realize the inconsistency between frames, it seems more reasonable to use 3D- CNN directly considering the temporal relationship, we test some of the most popular networks utilizing temporal features including RCN (Güera and Delp 2018), R2Plus1D (Tran et al. 2018), I3D (Carreira and Zisserman 2017), MC3 (Tran et al. 2018) and R3D (Hara, Kataoka, and Satoh

2017) on Celeb-DF (v2) (Li et al. 2020c).

Experimental results are shown in Table 8. It can be seen that FCAN-DCT outperforms all existing temporalbased networks to achieve competitive accuracy and AUC with state-of-the-arts. Especially when ResNet50 is selected as the backbone network, the accuracy and AUC reached 99.8% and 99.99% respectively which is a near-ideal result. R3D (Hara, Kataoka, and Satoh 2017) is a 3D CNNs based on ResNet toward a better action representation. R2Plus1D (Tran et al. 2018) decomposes 3D convolutional filters into separate spatial and temporal components and improves the accuracy of action detection. However, few of these methods are specifically designed for video forgery detection and too many parameters of 3D-CNN models make it difficult to apply to lightweight scenarios. Our method not only notices the most important part in different frames but also explores temporal information in the frequency domain and finally presents a comprehensive spatial-temporal representation. In addition, apart from the backbone network, no additional parameters are added. Therefore, our method is more capable and effective in capturing spatial-temporal forgery inconsistencies than 3D-CNN methods.

Cross-dataset experiments In this subsection, we conduct a series of cross-dataset experiments to verify the generalization ability of our proposed method. First, we train a classifier based on the highquality version of FF++ and WildDeepfake respectively, and evaluate on the Celeb-DF(v2). We compare FCAN- DCT with several recently state-of-the-art methods, including MesoNet (Afchar et al. 2018), Xception (Chollet 2017), Capsule (Nguyen, Yamagishi, and Echizen 2019), and DAM (Lin et al. 2021).

The comparative results are shown in Table 5 and Table 6 respectively. When trained on FF++ and tested on Celeb- DF (v2), our method achieves AUC metrics of 79.95% and 83.46% on ResNet50 and Xception backbone, respectively, outperforming other methods by at least 10%. In addition, When trained on WildDeepfake, our method also achieves the highest accuracy of 85.74% on Xception backbone. Our model leverages both spatial and temporal information in frequency domain and is more robust to the modality differences between VIS and NIR because it is in the frequency domain rather than the spatial domain, therefore generalizing better from one method to another which confirms the effectiveness and robustness of our proposed FCAN-DCT.

Experiment of Video Forgery Detection in NIR Scenario In this subsection, we conducted the experiments with state-of-the-art (SOTA) Deepfake detection methods such as CNNDetection (Wang et al. 2020b), GANFingerprint (Yu, Davis, and Fritz 2019) and our proposed FCAN-DCT on our newly constructed DeepfakeNIR and DeepfakeNIR++ dataset, to evaluate the effectiveness and robustness of the proposed method. The experimental results are shown in Table 4. It can be seen that with the help of our method, the model trained only using sources based on the

Table 4: Experimental results on DeepfakeNIR and DeepfakeNIR++ dataset. where the best result is marked in bold.

Method Train Test Accuracy (%) AUC (%)

CNNDetection WildDeepfake DeepfakeNIR 71.00 91.48 GANFingerprint WildDeepfake DeepfakeNIR 53.14 51.70 FCAN-DCT + ResNet50 WildDeepfake DeepfakeNIR 91.40 97.33 FCAN-DCT + Xception WildDeepfake DeepfakeNIR 96.19 99.29 CNNDetection Celeb-DF (v2) DeepfakeNIR 69.32 91.99 GANFingerprint Celeb-DF (v2) DeepfakeNIR 51.72 58.79 FCAN-DCT + ResNet50 Celeb-DF (v2) DeepfakeNIR 91.05 99.51 FCAN-DCT + Xception Celeb-DF (v2) DeepfakeNIR 98.32 99.90 CNNDetection DeepfakeNIR DeepfakeNIR 100 100 GANFingerprint DeepfakeNIR DeepfakeNIR 99.11 99.97 FCAN-DCT + ResNet50 DeepfakeNIR DeepfakeNIR 100 100 FCAN-DCT + Xception DeepfakeNIR DeepfakeNIR 100 100 CNNDetection DeepfakeNIR++ DeepfakeNIR++ 89.55 96.20 GANFingerprint DeepfakeNIR++ DeepfakeNIR++ 64.55 72.13 FCAN-DCT + ResNet50 DeepfakeNIR++ DeepfakeNIR++ 91.40 98.11 FCAN-DCT + Xception DeepfakeNIR++ DeepfakeNIR++ 90.96 97.58

Table 5: Cross-dataset evaluation on Celeb-DF (v2) (AUC) via training on FF++ (HQ), where the best result is marked in bold and the next best result is underlined.

Method FF++ (%) Celeb-DF (v2) (%)

MesoNet 83.00 53.60 Xception 99.70 65.30 Capsule 90.61 67.92 Inproved Xception 98.09 68.39 FCAN-DCT + ResNet50 98.85 79.95 FCAN-DCT + Xception 99.03 83.46

Table 6: Cross-dataset evaluation on Celeb-DF (v2) (ACC) via training on WildDF(WildDeepfake), where the best result is marked in bold.

Method WildDF (%) Celeb-DF (v2) (%)

MesoNet 73.95 49.11 Xception 79.99 51.87 Capsule 78.68 53.00 DAM 83.32 72.62 FCAN-DCT + ResNet50 86.23 81.45 FCAN-DCT + Xception 86.35 85.74

VIS modality achieves over 90% accuracy in the NIR scenario. Especially for the deeper structure network: Xception (Chollet 2017), when the training set is selected as Celeb- DF (v2) (Li et al. 2020c), the accuracy and AUC reach 98.32% and 99.90% respectively. Furthermore, our method achieves 100% accuracy and 100% AUC on both ResNet50 and Xception backbone networks when trained on the NIR dataset. On the more challenging DeepfakeNIR++ dataset, our method achieves 91.40% accuracy and 98.11% AUC on the ResNet50 backbone, respectively. In particular, whether it is cross-modality experiments on WildDeepfake, Celeb-

Table 7: Ablation study performed on WildDeepfake dataset. The backbone applied in the network is ResNet50 and the setting of K = 4 × 4, N = 16.

Weight matrix Temporal attention map Accuracy (%) AUC (%)

- - 83.88 92.45 ✓ - 85.13 92.45 - ✓ 85.37 93.47 ✓ ✓ 86.35 93.74

DF (v2) or experiments on DeepfakeNIR and DeepfakeNIR++, our method achieved the state-of-the-art (SOTA) performance. The considerable performance demonstrates the robustness of our spatial-temporal frequency clue for forgery detection in the VIS and NIR scenario, which can facilitate research on heterogeneous face detection.

Ablation Study In this section, we conduct sufficient experiments to demonstrate the effectiveness of our method and analyze the impact of hyperparameter selection on the results. In addition, we perform ablation study on the proposed FCAN-DCT. We train and test CFE and FCAN-DCT separately, and the experimental result of each model is shown in Table 7. It should be noticed that the temporal clue extracted in FTA is a weight attention map for the CFE module which is designed for extracting the spatial frequency feature. The final spatialtemporal representation can only be obtained with the joint cooperation of both two branches. Therefore, we just operate the CFE module in this section while it is not available to experiment only with the attention weights obtained by the FTA branch.

Effectiveness of the cofficient weight matrix: Previous works (Frank et al. 2020; Wang et al. 2020b; Dzanic, Shah, and Witherden 2020; Chandrasegaran, Tran, and Cheung 2021; Li et al. 2021b)

Table 8: Maximum block strategy ablation study on Wild- Deepfake dataset, where the best result is marked in bold.

Method Accuracy (%) AUC (%)

Min 83.75 91.85 Avg 83.38 91.14 Max (Ours) 86.35 93.74

on forgery detection in the frequency domain for a single image believe that there exists a significant difference between the real and fake images in the midium and high frequencies, and this difference is more obvious as the frequency increases. Inspired by these works, we construct a coefficient weight matrix whose height and width are the same as those of the DCT spectrum. While keeping the low-frequency components fixed, we increase the weights of the midium and high-frequency components so that the model pays more attention to the area for fake clues. The experimental results are shown in Table 7. When there is no cofficient weight matrix, the accuracy of merely applying the original DCT spectrum reaches 85.37% while adding the cofficient weight matrix in the frequency transform will increase the accuracy and AUC by 0.95% and 0.27%, respectively. The progress demonstrates the cofficient weight matrix is efficient and effective.

Effectiveness of the temporal attention map: By comparing with and without the temporal attention map settings in FCAN-DCT, it is clear that the results of FCAN-DCT outperform the CFE branch with only the spatial compact feature. For example, when there is no temporal frequency attention map, the accuracy of merely applying the spatial frequency forgery clue reaches 85.13%. Furthermore, adding the temporal attention map to the spatial clue will increase the accuracy and AUC by 1.22% and 1.29%, respectively, which denotes that the temporal attention map learned by FTA is effective in video forgery detection.

Effectiveness of the maximum block strategy: In the CFE module, we use the maximum strategy to compress the obtained spectrm sequence. Due to the discreteness of DCT, the effective information embedded in DCT frequency spectrum is sparse. To make the frequency feature expression more compact, we first divide the whole spectrum F into K frequency band, and then use the max response to represent each corresponding frequency band. We conduct the strategy comparison experiment by taking the maximum, minimum, and average value within the block on the WildDeepfake datase. Our chosen framework backbone is ResNet50. The experimental results proved that the maximum strategy outperforms minimum as well as average strategy in both effectiveness and efficiency.

CONCLUSIONS

In this paper, we present a novel forgery detection method based on spatial-temporal frequency clue. We then performed comprehensive experiments on two widely used VIS video forgery datasets and our newly constructed NIR video forgery dataset DeepfakeNIR. The experimental results show that our method outperforms existing methods on both accuracy and AUC, and has excellent robustness and generalization ability in heterogeneous video forgery detection scenarios. Furthermore, the proposed novel dataset DeepfakeNIR based on the NIR modality will further facilitate future research on forgery detection in the near-infrared modality. In the future, we intend to explore the generalizability of video forgery detection in the presence of adding more real-world perturbations as well as adversarial perturbations.

References

Afchar, D.; Nozick, V.; Yamagishi, J.; and Echizen, I. 2018. Mesonet: a compact facial video forgery detection network. In 2018 IEEE international workshop on information forensics and security (WIFS), 1–7. IEEE.

Afifi, M.; Brubaker, M. A.; and Brown, M. S. 2021. Histogan: Controlling colors of gan-generated and real images via color histograms. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 7941– 7950.

Agarwal, S.; and Farid, H. 2021. Detecting Deep-Fake Videos From Aural and Oral Dynamics. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 981–989.

Agarwal, S.; Farid, H.; Gu, Y.; He, M.; Nagano, K.; and Li, H. 2019. Protecting World Leaders Against Deep Fakes. In CVPR workshops, volume 1.

Burkov, E.; Pasechnik, I.; Grigorev, A.; and Lempitsky, V. 2020. Neural head reenactment with latent pose descriptors. In Proceedings of the IEEE/CVF conference on computer vision and pattern recognition, 13786–13795. Carreira, J.; and Zisserman, A. 2017. Quo vadis, action recognition? a new model and the kinetics dataset. In proceedings of the IEEE Conference on Computer Vision and Pattern Recognition, 6299–6308.

Chandrasegaran, K.; Tran, N.-T.; and Cheung, N.-M. 2021. A closer look at fourier spectrum discrepancies for cnn-generated images detection. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 7200–7209.

Chen, R.; Chen, X.; Ni, B.; and Ge, Y. 2020. Simswap: An efficient framework for high fidelity face swapping. In Proceedings of the 28th ACM International Conference on Multimedia, 2003–2011.

Chollet, F. 2017. Xception: Deep learning with depthwise separable convolutions. In Proceedings of the IEEE conference on computer vision and pattern recognition, 1251– 1258.

Chugh, K.; Gupta, P.; Dhall, A.; and Subramanian, R. 2020. Not made for each other-audio-visual dissonancebased deepfake detection and localization. In Proceedings of the 28th ACM International Conference on Multimedia, 439–447.

Dzanic, T.; Shah, K.; and Witherden, F. 2020. Fourier spectrum discrepancies in deep network generated images. Advances in neural information processing systems, 33: 3022– 3032.

Frank, J.; Eisenhofer, T.; Schönherr, L.; Fischer, A.; Kolossa, D.; and Holz, T. 2020. Leveraging frequency analysis for deep fake image recognition. In International Conference on Machine Learning, 3247–3258. PMLR.

Fu, C.; Hu, Y.; Wu, X.; Wang, G.; Zhang, Q.; and He, R. 2021. High-Fidelity Face Manipulation With Extreme Poses and Expressions. IEEE Transactions on Information Forensics and Security, 16: 2218–2231.

Gao, Y.; Wei, F.; Bao, J.; Gu, S.; Chen, D.; Wen, F.; and Lian, Z. 2021. High-fidelity and arbitrary face editing. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 16115–16124. Gu, Q.; Chen, S.; Yao, T.; Chen, Y.; Ding, S.; and Yi, R. 2022. Exploiting Fine-grained Face Forgery Clues via Progressive Enhancement Learning. In Proceedings of the AAAI Conference on Artificial Intelligence.

Güera, D.; and Delp, E. J. 2018. Deepfake video detection using recurrent neural networks. In 2018 15th IEEE international conference on advanced video and signal based surveillance (AVSS), 1–6. IEEE.

Haliassos, A.; Vougioukas, K.; Petridis, S.; and Pantic, M. 2021. Lips don’t lie: A generalisable and robust approach to face forgery detection. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 5039–5049.

Hara, K.; Kataoka, H.; and Satoh, Y. 2017. Learning spatio-temporal features with 3d residual networks for action recognition. In Proceedings of the IEEE International Conference on Computer Vision Workshops, 3154–3160. He, K.; Zhang, X.; Ren, S.; and Sun, J. 2016a. Deep residual learning for image recognition. In Proceedings of the IEEE conference on computer vision and pattern recognition, 770–778.

He, K.; Zhang, X.; Ren, S.; and Sun, J. 2016b. Identity mappings in deep residual networks. In European conference on computer vision, 630–645. Springer.

Hosler, B.; Salvi, D.; Murray, A.; Antonacci, F.; Bestagini, P.; Tubaro, S.; and Stamm, M. C. 2021. Do Deepfakes Feel Emotions? A Semantic Approach to Detecting Deepfakes via Emotional Inconsistencies. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 1013–1022.

Karras, T.; Laine, S.; Aittala, M.; Hellsten, J.; Lehtinen, J.; and Aila, T. 2020. Analyzing and improving the image quality of stylegan. In Proceedings of the IEEE/CVF conference on computer vision and pattern recognition, 8110–8119. Khormali, A.; and Yuan, J.-S. 2021. ADD: Attention-Based DeepFake Detection Approach. Big Data and Cognitive Computing, 5(4): 49.

Kim, M.; Tariq, S.; and Woo, S. S. 2021. Fretal: Generalizing deepfake detection using knowledge distillation and representation learning. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 1001–1012.

Li, J.; Li, Z.; Cao, J.; Song, X.; and He, R. 2021a. FaceInpainter: High Fidelity Face Adaptation to Heterogeneous Domains. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 5089–5098.

Li, J.; Xie, H.; Li, J.; Wang, Z.; and Zhang, Y. 2021b. Frequency-aware discriminative feature learning supervised by single-center loss for face forgery detection. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 6458–6467.

Li, L.; Bao, J.; Yang, H.; Chen, D.; and Wen, F. 2020a. Advancing high fidelity identity swapping for forgery detection. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 5074–5083.

Li, S.; Yi, D.; Lei, Z.; and Liao, S. 2013. The casia nir-vis 2.0 face database. In Proceedings of the IEEE conference on computer vision and pattern recognition workshops, 348– 353.

Li, X.; Lang, Y.; Chen, Y.; Mao, X.; He, Y.; Wang, S.; Xue, H.; and Lu, Q. 2020b. Sharp multiple instance learning for deepfake video detection. In Proceedings of the 28th ACM international conference on multimedia, 1864–1872.

Li, Y.; Chang, M.-C.; and Lyu, S. 2018. In ictu oculi: Exposing ai created fake videos by detecting eye blinking. In 2018 IEEE International Workshop on Information Forensics and Security (WIFS), 1–7. IEEE.

Li, Y.; Yang, X.; Sun, P.; Qi, H.; and Lyu, S. 2020c. Celebdf: A large-scale challenging dataset for deepfake forensics. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 3207–3216.

Lin, H.; Luo, W.; Wei, K.; and Liu, M. 2021. Improved Xception with Dual Attention Mechanism and Feature Fusion for Face Forgery Detection. arXiv preprint arXiv:2109.14136.

Nguyen, H. H.; Yamagishi, J.; and Echizen, I. 2019. Capsule-forensics: Using capsule networks to detect forged images and videos. In ICASSP 2019-2019 IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP), 2307–2311. IEEE.

Park, J.-S.; Hyun, D.-K.; Hou, J.-U.; Kim, D.-G.; and Lee, H.-K. 2017. Detecting digital image forgery in near-infrared image of CCTV. Multimedia Tools and Applications, 76(14): 15817–15838.

Park, T.; Efros, A. A.; Zhang, R.; and Zhu, J.-Y. 2020. Contrastive learning for unpaired image-to-image translation. In European Conference on Computer Vision, 319– 345. Springer.

Perov, I.; Gao, D.; Chervoniy, N.; Liu, K.; Marangonda, S.; Umé, C.; Dpfks, M.; Facenheim, C. S.; RP, L.; Jiang, J.; et al. 2020. DeepFaceLab: Integrated, flexible and extensible face-swapping framework. arXiv preprint arXiv:2005.05535.

Pidhorskyi, S.; Adjeroh, D. A.; and Doretto, G. 2020. Adversarial latent autoencoders. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 14104–14113.

Qian, Y.; Yin, G.; Sheng, L.; Chen, Z.; and Shao, J. 2020. Thinking in frequency: Face forgery detection by mining frequency-aware clues. In European Conference on Computer Vision, 86–103. Springer.

Rossler, A.; Cozzolino, D.; Verdoliva, L.; Riess, C.; Thies, J.; and Nießner, M. 2019. Faceforensics++: Learning to detect manipulated facial images. In Proceedings of the IEEE/CVF international conference on computer vision, 1– 11. Schroff, F.; Kalenichenko, D.; and Philbin, J. 2015. Facenet: A unified embedding for face recognition and clustering. In Proceedings of the IEEE conference on computer vision and pattern recognition, 815–823.

Song, L.; Wu, W.; Fu, C.; Qian, C.; Loy, C. C.; and He, R. 2021. Pareidolia Face Reenactment. In IEEE Conference on Computer Vision and Pattern Recognition (CVPR). Tran, D.; Wang, H.; Torresani, L.; Ray, J.; LeCun, Y.; and Paluri, M. 2018. A closer look at spatiotemporal convolutions for action recognition. In Proceedings of the IEEE conference on Computer Vision and Pattern Recognition, 6450– 6459.

Wang, H.; Zhang, H.; Yu, L.; Wang, L.; and Yang, X. 2020a. Facial Feature Embedded CycleGAN for VIS-NIR Translation. In ICASSP 2020-2020 IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP), 1903–1907. IEEE.

Wang, S.-Y.; Wang, O.; Zhang, R.; Owens, A.; and Efros, A. A. 2020b. Cnn-generated images are surprisingly easy to spot... for now. In Proceedings of the IEEE/CVF conference on computer vision and pattern recognition, 8695–8704. Wang, Y.; Peng, C.; Liu, D.; Wang, N.; and Gao, X. 2022. ForgeryNIR: Deep Face Forgery and Detection in Near- Infrared Scenario. IEEE Transactions on Information Forensics and Security.

Xu, Z.; Yu, X.; Hong, Z.; Zhu, Z.; Han, J.; Liu, J.; Ding, E.; and Bai, X. 2021. Facecontroller: Controllable attribute editing for face in the wild. arXiv preprint arXiv:2102.11464. Xue, H.; Ling, J.; Song, L.; Xie, R.; and Zhang, W. 2020. Realistic talking face synthesis with geometry-aware feature transformation. In 2020 IEEE International Conference on Image Processing (ICIP), 1581–1585. IEEE.

Yang, T.; Cao, J.; Sheng, Q.; Li, L.; Ji, J.; Li, X.; and Tang, S. 2021. Learning to Disentangle GAN Fingerprint for Fake Image Attribution. arXiv preprint arXiv:2106.08749. Yang, X.; Li, Y.; and Lyu, S. 2019. Exposing deep fakes using inconsistent head poses. In ICASSP 2019-2019 IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP), 8261–8265. IEEE.

Yao, G.; Yuan, Y.; Shao, T.; and Zhou, K. 2020. Mesh guided one-shot face reenactment using graph convolutional networks. In Proceedings of the 28th ACM International Conference on Multimedia, 1773–1781.

Yu, N.; Davis, L. S.; and Fritz, M. 2019. Attributing fake images to gans: Learning and analyzing gan fingerprints. In Proceedings of the IEEE/CVF international conference on computer vision, 7556–7566.

Zheng, Y.; Bao, J.; Chen, D.; Zeng, M.; and Wen, F. 2021. Exploring temporal coherence for more general video face forgery detection. In Proceedings of the IEEE/CVF International Conference on Computer Vision, 15044–15054. Zhou, Y.; Luo, A.; Kang, X.; and Lyu, S. 2021. Face Forgery Detection Based On Segmentation Network. In 2021 IEEE International Conference on Image Processing (ICIP), 3597–3601. IEEE.

Zhu, Y.; Li, Q.; Wang, J.; Xu, C.-Z.; and Sun, Z. 2021. One shot face swapping on megapixels. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 4834–4844.

Zi, B.; Chang, M.; Chen, J.; Ma, X.; and Jiang, Y.-G. 2020. Wilddeepfake: A challenging real-world dataset for deepfake detection. In Proceedings of the 28th ACM International Conference on Multimedia, 2382–2390.