arXiv:2206.06676v1 [cs.IT] 14 Jun 2022

Efficient Private Storage of Sparse Machine Learning Data

Marvin Xhemrishi, Maximilian Egger and Rawad Bitar Institute for Communications Engineering, Technical University of Munich, Munich, Germany {marvin.xhemrishi, maximilian.egger, rawad.bitar}@tum.de

Abstract—We consider the problem of maintaining sparsity in private distributed storage of confidential machine learning data. In many applications, e.g., face recognition, the data used in machine learning algorithms is represented by sparse matrices which can be stored and processed efficiently. However, mechanisms maintaining perfect information-theoretic privacy require encoding the sparse matrices into randomized dense matrices. It has been shown that, under some restrictions on the storage nodes, sparsity can be maintained at the expense of relaxing the perfect information-theoretic privacy requirement, i.e., allowing some information leakage. In this work, we lift the restrictions imposed on the storage nodes and show that there exists a trade-off between sparsity and the achievable privacy guarantees. We focus on the setting of non-colluding nodes and construct a coding scheme that encodes the sparse input matrices into matrices with the desired sparsity level while limiting the information leakage.

I. INTRODUCTION

In the era of big data, efficient and private distributed data storage became a necessity. Analyzing tremendous amount of information is now possible thanks to machine learning algorithms that take data as input and output a compressed model that represents the data. A new input data can then be compared to the stored data by processing it using only the model. In several machine learning applications, such as face recognition, the input data is represented by sparse matrices (having a large number of zero entries) [1], [2]. Furthermore, the model representing a neural network is also known to be represented and stored in the form of a sparse matrix.

We focus on efficient and private distributed storage of sparse data matrices. Sparse matrices are known to be efficiently stored and operated on. The privacy measure we use is information-theoretic privacy as it assumes no bound on the computational power of the potential eavesdroppers. The techniques used in the literature to maintain informationtheoretic privacy of matrices destroy the structure of the matrix, i.e., result in dense matrices. On a high level, maintaining information-theoretic privacy of a matrix A can be ensured by generating a random matrix R independently from A and uniformly at random from the same alphabet to which A belongs. Then, storing R and A + R (where the addition is element-wise), ensures the privacy of A. Observe here that R and A + R are statistically independent from A. However, they are both dense matrices. Hence, perfect privacy of A is

Thiw work was partially funded by the DFG (German Research Foundation) project under Grant Agreement No. WA 3907/7-1 and by the Technical University of Munich - Institute for Advanced Studies, funded by the German Excellence Initiative and European Union Seventh Framework Programme under Grant Agreement No. 291763.

ensured, but its sparsity cannot be leveraged to store R and A + R efficiently.

Our goal is to design schemes that allow a private distributed storage of A while leveraging its sparsity. Going back to our illustrative example, this is made possible by designing the random matrix R dependently on A so that both R and A+R are sparse matrices and reveal as little information about A as possible. The matrices R and A + R are called shares.

Techniques ensuring information-theoretic privacy in distributed storage date back to the seminal works of Shamir and Blakely [3], [4] which can be seen as a generalization of Shannon’s one-time pad [5]. Those techniques are known as threshold secret sharing schemes. In [6], McElice and Sarwate generalized threshold secret sharing further by connecting them to Reed-Solomon codes. An (n, k, z) secret sharing encodes k − z files into n shares, stored on n different nodes, such that any z shares reveal no information about the files and any k shares suffice to reconstruct the stored files.

To cope with the increase in the amount of data stored and handled, efficient secret sharing schemes are being investigated. For example, secret sharing schemes with communication efficiency are studied in [7]–[10]. The goal is to reduce the amount of data communicated to reconstruct the secret at the expense of increasing the amount of accessed nodes. Other efficient modern secret sharing schemes are secure (against malicious attacks) and repairable secret sharing [11]– [13], secure communication-efficient secret sharing schemes [14] and communication-efficient secret sharing schemes with small share size (data storage) [15]. Efficient security is guaranteed by leveraging the weakness of the malicious nodes and transforming errors into erasures to reduce the required redundancy. We refer the interested reader to [12], [14] for more details. However, all the aforementioned coding schemes destroy the structure of the input data and generate shares (data to be stored) that look completely random, i.e., dense shares.

Motivated by the efficient use of sparse matrices, we consider secret sharing schemes that encode sparse data matrices into sparse shares. Hence, allowing for efficient storage of the shares since sparse shares can be compressed and are also efficiently processed in case they are used in computations [16], [17]. Sparsity in non-private distributed linear computations with tolerance of slow or unresponsive compute nodes, called stragglers, is shown to speed up the computation process. The authors of [18] considered the problems of encoding two sparse matrices into smaller sparse chunks sent to external nodes for computations. The proposed scheme relies on using LT codes [19] with a sparse encoding principle, i.e., using a Soliton distribution with high occurrence of low degrees.

In [20], the authors propose to divide the matrices into smaller ones, without any encoding and use fractional repetition codes [21] to distribute the small matrices to the computing nodes. For an extra layer of protection against stragglers, each computing node could also receive an additional encoded submatrix.

The problem of designing secret sharing schemes with sparse shares has been recently initiated in [22] for distributed private matrix-vector multiplication. The multiplication being linear with no privacy requirement on the vector, the problem of private distributed storage and private distributed computing become equivalent. In the terminology of this paper, the authors of [22] construct a secret sharing scheme that trades privacy guarantees for the sparsity of the shares, since insisting on perfect information-theoretic privacy does not allow any sparsity in the shares. The setting considered in [22] consists of two non-communicating clusters of nodes. A special type of shares is created for each cluster, hence separately controlling the sparsity and the amount of information leaked from each cluster of nodes. For a pure storage scenario, it can be beneficial to first compress the sparse private data and then perform classical secret sharing. However, we consider the general case where the stored data is later used in form of linear computations, similar to the setting in [22].

In this work, we remove the constraint of noncommunicating clusters of nodes. For a fixed desired sparsity of the shares, we provide a convex minimization problem that outputs the minimum leakage possible. Under some assumptions, we solve the problem and construct secret sharing schemes that achieve the minimum leakage of information.

The paper is organized as follows. In Section II, we set the notation and formalize the considered problem. We show the existence of a trade-off between sparsity and privacy in Section III. For a special parameter regime, we give in Section IV a scheme that optimizes the leakage for a desired sparsity guarantee. Section V concludes the paper.

II. PRELIMINARIES

Notation: Matrices and vectors are denoted by uppercase and lowercase bold letters, e.g., X and x, respectively. The (i, j)-th entry of a matrix X is denoted by X_{{i,j}}. We use uppercase typewriter letters for random variables, e.g., Y. The random variables representing a matrix X and its (i, j)-th entry X_{{i,j}} are denoted respectively by X and X_{{i,j}}. A finite field of cardinality q is denoted by F_q and we define F^∗_q ≜ F_q \{0}. Calligraphic letters denote sets, e.g., X . For a positive integer b, we define [b] ≜ {1, 2, . . . , b}. Given b random variables Y_1, . . . , Y_b and a set I ⊆ [b], we denote by {Y_i}_{i∈I} the set of random variables indexed by I, i.e., {Y_i}_{i∈I} ≜ {Y_i|i ∈ I}. For a random variable X ∈ F_q we denote its probability mass function (PMF) over F_q by P_X = [p_1, p_2, . . . , p_q], i.e., Pr(X = i) = p_i for all i ∈ F_q , and its q-ary entropy by H_q (X) and H_q([p_1, p_2, . . . , p_q ]) interchangeably. Given two random variables X and Y, their q-ary mutual information is denoted by I_q(X; Y). The Kullback-Leibler (KL) divergence between the PMFs of random variables X and Y reads as D_{KL} (P_X‖P_Y). We follow [22] and define the sparsity of a matrix as follows.

Definition 1. (Sparsity level of a matrix) The sparsity level S(X) of a matrix X with entries independently and identically distributed is equal to the probability of the (i, j)-th entry X_{{i,j}} of X being equal to 0, i.e.,

S(X) = Pr{X_{{i,j}} = 0}.

System model: We study secret sharing schemes that take a sparse matrix A as input and output two sparse shares R and A + R each in F^{r×ℓ}_q . Dividing the shares row-wise and carefully applying a fractional repetition code gives a secret sharing scheme with larger parameters, n and k. The entries of the input matrix A are assumed to be independently and identically distributed, i.i.d. Though restrictive, this distribution serves as a starting point towards understanding the tradeoff between sparsity and privacy of secret sharing schemes. In particular, we assume that Pr{A_{{i,j}} = 0} = s and Pr{A_{{i,j}} = a} =^{1−s}_{q−1} for all a ∈ F^∗_q . Hence, A is considered to have a sparsity level S(A) = s > q^{−1} since the special case where s ≤ q^{−1} can be satisfied using classical secret sharing schemes. We focus on information-theoretic privacy. Given two random variables A and B, we say that observing a realization B of B leaks ε ≜ I_q (A; B) information about A. If the leakage ε is zero, we say that perfect privacy is attained.

A classical secret sharing scheme generates a random matrix R, independently from A and uniformly at random from the same alphabet from which A is drawn. The scheme then outputs two shares that are realizations of the random variable R and the random variable A + R such that I_q(A; R) = I_q (A; A + R) = 0. The sparsity of R and A + R is equal to q^{−1}. A sparse secret sharing scheme outputs two shares that are realizations of two random variables R and A + R such that I_q (A; R) = ε_1 ≥ 0 and I_q (A; A + R) = ε_2 ≥ 0. The main difference is that the random variable R is drawn dependently from A. Hence, the sparsity of R and A+R can be made larger than q^{−1} at the expense of choosing ε_1 > 0 and/or ε_2 > 0.

We follow the nomenclature of [22] and call the share R as the padding matrix and the share A + R as the padded matrix. We define s_R ≜ S(R) and s_{A+R} ≜ S(A + R) to be the sparsity levels of the shares and L_1 ≜ I_q (A; R) and L_2 ≜ I_q (A; A + R) to be the information leakage from each share. For given sparsity levels s_R, s_{A+R} > q^{−1}, we provide a convex minimization problem whose solution gives the smallest possible leakage. For a special regime, we solve the problem and provide schemes that attain the smallest leakage for the desired sparsity. We observe that the leakage is minimized when s_R is chosen to be equal to s_{A+R} and that for this case, the minimum leakage increases with the desired value of s_R.

Remark 1. In practice, the positive leakage can be understood as leaking some side information about the private data. For example, if the private matrix represents a face, leaking a small amount of information could be understood as leaking some details about the face, such as the size or the contour of the face, but not leaking the whole face.

III. MINIMIZING LEAKAGE FOR FIXED SPARSITY The main idea behind creating sparse shares in a secret sharing scheme is to design the random matrix R dependently from the input matrix A. If R is generated uniformly at random from F_q , then perfect privacy is achieved, but no sparsity in R and A + R is maintained.

For desired sparsity levels s_R and s_{A+R}, the problem then translates to designing a probability distribution of R that minimizes the leakage. Since the entries A_{{i,j}} of A are assumed to be independent, we treat the entries of R independently. Hence, we need to find values p_{r,a} ≜ Pr(R_{{i,j}} = r|A_{{i,j}} = a) for all r, a ∈ F_q that form a probability distribution. The sparsity constraints then restrict the p_{r,a}’s to ensure that Pr(R_{{i,j}} = 0) = s_R and Pr(R_{{i,j}} + A_{{i,j}} = 0) = s_{A+R}.

The choice of the p_{r,a}’s affects the leakage L_1 and L_2. To minimize the leakage, we analyze the total leakage resulting from the sum L_1 + L_2. Our interest in minimizing the sum of the leakages stems from the need to use a fractional repetition code which may assign shares of the form R and A + R to a certain node. By writing L_1 + L_2 using the definition of mutual information, minimizing the total leakage subject to the sparsity constraints results in the following minimization problem. Let P ≜ {p_{r,a} : r, a ∈ F_q }, then

L_{opt} = min_P L_1 + L_2 = min_P I_q (R; A) + I_q (A + R; A)

= min_P D_{KL} (P_{A,R}‖P_AP_R) + D_{KL} (P_{A,A+R}‖P_AP_{A+R})

= min_P ∑ a,b∈F_q P_A(a) ( p_{b−a,a} log p_{b−a,a} P_{A+R}(b)

+ p_{b,a} log p_{b,a} P_R(b) ) . subject to ∀a ∈ F_q : p_{0,a} + ∑ r∈F^⋆_q p_{r,a} − 1 = 0

p_{0,0} · P_A(0) + ∑ a∈F^⋆_q p_{0,a} · P_A(a) − s_R = 0

p_{0,0} · P_A(0) + ∑ a∈F^⋆_q p_{−a,a} · P_A(a) − s_{A+R} = 0

This non-linear convex optimization problem with multiple linear constraints can be solved using the method of Lagrange multipliers [23]. For analytical tractability and for ease of analysis, we restrict our attention to PMFs of R of the following form. Pr{R_{{i,j}} = r|A_{{i,j}} = 0}= { p_1, r = 0 p^{inv}_1 , r ≠ 0, (1)

Pr{R_{{i,j}} = r|A_{{i,j}} = a}= p_2, r = 0 p_3, r = −a p^{inv}_{2,3}, r ∉ {0, −a}, (2)

where r ∈ F_q , a ∈ F^∗_q , and −a is the additive inverse of a in F^∗_q . Further, p_1, p_2, p_3, p^{inv}_1 ≜ (1 − p_1)/(q − 1) and p^{inv}_{2,3} ≜ (1 − p_2 − p_3)/(q − 2) are non-negative numbers smaller than 1. This distribution puts an emphasis on three ideas: inheriting in R and in A+R a zero from A (with probability p_1); creating a zero in R at the expense of revealing the (i, j)-th entry of A in A + R (with probability p_2); and creating a zero^1 in A + R at the expense of revealing the additive inverse of the (i, j)-th entry of A in R (with probability p_3).

The sparsity of R and A + R and their leakage about A when generated as shown above are stated in Lemmas 1 and 2, respectively.

Lemma 1. Following the rules in Eqs. (1) and (2) to construct two matrices R and A + R dependently on A with sparsity s, results in the following sparsity levels

s_R = p_1s + p_2(1 − s), s_{A+R} = p_1s + p_3(1 − s).

The proof is straightforward and is omitted for brevity. Note that, by construction, for 0 ≤ p_2, p_3 ≤ 1, the difference |s_{A+R} − s_R| can be at most (1 − s).

Lemma 2. Considering PMFs of the form given in Eqs. (1) and (2), the total leakage L(p_1, p^{inv}_1 , p_2, p_3, p^{inv}_{2,3}) ≜ L_1 + L_2 is given by

L(p_1, p^{inv}_1 , p_2, p_3, p^{inv}_{2,3}) = s [ p_1 ( log p_1 s_{A+R}

+ log p_1 s_R )

+ (q − 1)p^{inv}_1 ( log p^{inv}_1 s^{inv}_{A+R}

+ log p^{inv}_1 s^{inv}_R )] + (1 − s) · [ p_2 ( log p_2 s_{A+R}

+ log p_2 s^{inv}_R ) + p_3 ( log p_3 s^{inv}_{A+R}

+ log p_3 s_R )

+ (q − 2)p^{inv}_{2,3} ( log p^{inv}_{2,3} s^{inv}_{A+R}

+ log p^{inv}_{2,3} s^{inv}_R )] , where s^{inv}_R ≜ (1 − s_R)/(q − 1), s^{inv}_{A+R} ≜ (1 − s_{A+R})/(q − 1). Proof. This statement follows from expressing L_1 + L_2 in terms of the KL-divergence and simplifying for distributions of the form given in Eqs. (1) and (2).

Furthermore, by considering PMFs of the form given in Eqs. (1) and (2), the constraints simplify to

c_1(p_1, p^{inv}_1 ) ≜ p_1 + (q − 1)p^{inv}_1 − 1 = 0, (3) c_2(p_2, p_3, p^{inv}_{2,3}) ≜ p_2 + p_3 + (q − 2)p^{inv}_{2,3} − 1 = 0, (4) c_3(p_1, p_3) ≜ p_1s + p_3(1 − s) − s_R = 0, (5) c_4(p_1, p_2) ≜ p_1s + p_2(1 − s) − s_{A+R} = 0. (6)

For clarity of presentation, we define the following quantities that will be helpful in stating the result of Theorem 1.

θ ≜ (q − 2)^2/(q − 1), α ≜ s^2(4 + θ), δ ≜ −θs_{A+R}s_R, β ≜ 4s(1 − s − s_{A+R} − s_R) − θs(s_R + s_{A+R} + s), γ ≜ (1 − s − s_{A+R} − s_R)^2 + θ(ss_{A+R} + ss_R + s_{A+R}s_R).

Theorem 1. Given desired sparsities s_{A+R} and s_R, the optimal PMF of the form given in Eqs. (1) and (2) that minimizes the leakage is obtained by setting p_1 = p^⋆_1 which is the root of the polynomial αp^3_1 + βp^2_1 + γp_1 + δ that satisfies max{s_R + s_{A+R} − 1 + s, 0} ≤ 2p_1s ≤ 2 min{s, s_R, s_{A+R}}.

1Note that compared to [22], this construction is symmetric, i.e., it allows creating zeros in both R and A + R.

Having p_1, the remaining unknowns p^{inv}_1 , p_2, p_3 and p^{inv}_{2,3} directly follow from (3)-(6).

Proof. To find the distribution of R that minimizes the leakage, we utilize the method of Lagrange multipliers to combine the objective function, i.e., the total leakage from Lemma 2 with the constraints in (3)-(6). Thus, the objective function to be minimized can be expressed as

L ≜ L(p_1, p^{inv}_1 , p_2, p_3, p^{inv}_{2,3}, λ_1, λ_2, λ_3, λ_4)

= L(p_1, p^{inv}_1 , p_2, p_3, p^{inv}_{2,3}) + λ_1c_1(p_1, p^{inv}_1 )+

+ λ_2c_2(p_2, p_3, p^{inv}_{2,3}) + λ_3c_3(p_1, p_3) + λ_4c_4(p_1, p_2).

This objective can be minimized by setting the gradient to zero, i.e., ∇_{p1 ,p}inv_{1 ,p3 ,p2,p}inv_{2,3 ,λ1,λ2 ,λ3,λ4} L = 0, which amounts to solving a system of nine equations with nine unknowns. Simplifying ∇_{p1 ,p}inv_{1 ,p2,p3 ,p}inv_{2,3} L = 0 yields

p_1(p^{inv}_{2,3})^2 = p^{inv}_1 p_2p_3. (7)

Solving (3)-(6) for p^{inv}_1 , p_2, p_3, p^{inv}_{2,3} as a function of p_1 (i.e., each a polynomial of degree one), and inserting the result into (7) amounts to finding the root of a polynomial of degree three in p_1 that satisfies the constraints, as stated in the theorem. Since the problem is convex, the parameters yielding the local minimum must be a global minimizer to the constrained optimization problem.

Our numerical results show that when the entries of A are i.i.d. with the non-zero entries being uniformly distributed over F^∗_q , optimizing the leakage over the PMFs as in Eqs. (1) and (2) yields the same result as optimizing the leakage over all PMFs with q^2 unknowns p_{r,a}. This justifies the usage of PMFs as in Eqs. (1) and (2).

When dividing the shares into multiple matrices called subshares and applying fractional repetition codes to distribute the smaller sub-shares to storage nodes, every node stores multiple sub-shares as detailed in Section IV. To this end, we focus on a desired average sparsity s_{avg} ≜^{sR+sA+R}_2 and analyze the minimum possible leakage for varying differences of the sparsities^2 s_δ ≜ s_{A+R} − s_R. We plot in Fig. 1 the optimal leakage according to Lemma 2 obtained by the PMF in Theorem 1 as a function of the average sparsity s_{avg} for two different values of s_δ.

Remark 2. We observe that the minimum possible total leakage is obtained for s_{A+R} = s_R, i.e., according to Lemma 1 if p_2 = p_3, and consequently when the leakages L_1 and L_2 are equal. If one cares about the maximum leakage, i.e., max{L_1, L_2}, then our observation implies that the parameters for s_R = s_{A+R} that minimize the total leakage also minimize the maximum leakage.

IV. SPARSE SECRET SHARING SCHEMES We show how to divide R and A + R created as explained previously and combine them with a fractional repetition code to obtain a sparse secret sharing scheme for a desired even

2As the construction is symmetric, we choose s_{A+R} ≥ s_R without loss of generality.

0.30.40.50.60.70.80.9 0.1 0.2 0.3 0.4 Average sparsity s_{avg}

Total leakage L_1 + L_2

s_δ = 0.03 [22] s_δ = 0 [22] best s_δ s_δ = 0

Fig. 1: We provide the optimal element-wise total leakage (L_1 + L_2)/rℓ over different values of s_{avg} with varying s_δ for q = 256 and s = 0.95 (solid lines). We compare our bounds with the element-wise total leakage of the scheme in [22] for its best s_δ and for s_δ = 0 (dashed lines).

number of storage nodes n and a desired parameter k >^N_2 . Extra care should be taken in distributing the sub-shares to avoid leaking extra information about A.

A. Creation and Distribution of the Sub-Shares

To create the sub-shares, the share R is divided into n subshares R_0, . . . , R_{n−1}, i.e., R = [ R^T_0 , R^T_1 , . . . , R^T_{n−1}

]_T

. Similarly, the share A + R is divided row-wise into n sub-shares (A + R)_0, . . . , (A + R)_{n−1}. To create an (n, k, z) = (n, n, 1) sparse secret scheme, we distribute the sub-shares as follows. For all i ∈ {0, . . . , n − 1}, node i stores the sub-shares (A + R)_i and R_{n/2+i mod n}. Note that the distribution of the sub-shares to the nodes can be arbitrary as long as each node obtains two sub-shares and no node obtains R_i and (A+R)_i. However, we chose this particular task distribution since it can be easily expanded to decrease the value of k at the expense of increasing the number of sub-shares given to each storage node. Having schemes with k < n allows tolerance of slow or unresponsive nodes referred to as stragglers.

We use a fractional repetition codes. To tolerate ξ stragglers, i.e., set k = n − ξ, each node i ∈ {0, . . . , n − 1} obtains the following set of sub-shares W^{A+R}_i ≜ {(A + R)_{i+j mod n}}^ξ_{j=0} and W^R_i ≜ {R_{n/2+i+j mod n}}^ξ_{j=0}. Observe that for ξ ∈ {0, . . . ,^n_2 − 1} this distribution does not give sub-shares R_i and (A + R)_i to any node. Hence, for ξ ∈ {0, . . . ,^n_2 − 1} the proposed share distribution results in an (n, k, z) = (n, n − ξ, 1) sparse secret sharing scheme. An illustration of scheme for n = 2 and ξ = 1 is illustrated in Fig. 2.

B. Analysis of the proposed scheme

We analyze the properties of the proposed sparse secret sharing scheme in terms of the information leakage, straggler tolerance and storage cost.

Theorem 2. Let R ∈ F^{r×ℓ}_q and A + R ∈ F^{r×ℓ}_q be two shares encoded as shown in Section III with average sparsity

(A + R)_0

(A + R)_1

(A + R)_2

(A + R)_3

(A + R)_3

(A + R)_0

(A + R)_1

(A + R)_2

R_2R_3R_0R_1

R_1R_2R_3R_0 Node 0

Node 1

Node 2

Node 3

Fig. 2: An illustration of the proposed sparse secret sharing scheme for n = 4 nodes and ξ = 1. Observe that the storage of any 3 nodes is enough to reconstruct the secret A.

s_{avg}. Given an even number of storage nodes n and an integer ξ ∈ {0, . . . ,^n_2 − 1}, storing the sub-shares W^{A+R}_i ≜ {(A + R)_{i+j mod n}}^ξ_{j=0} and W^R_i ≜ {R_{n/2+i+j mod n}}^ξ_{j=0} on node i ∈ {0, . . . , n−1} results in an (n, k, z) = (n, n−ξ, 1) sparse secret sharing with information leakage equal to (ξ + 1)(L_1 + L_2) n and average storage cost (number of bits stored per node) bounded from above as

E[C_{sparse} ] = (2ξ + 2)(1 − s_{avg}) rℓ n ( ⌈log_2(q)⌉ + ⌈ log_2 ( rℓ n )⌉) . (8) The average storage cost of this scheme is smaller than that of a non-sparse secret sharing scheme for an average sparsity satisfying

s_{avg} > 1 − 1 2ξ · n n − ξ log_2(q) log_2(q) + ⌈log_2(^{rℓ}/n)⌉

. (9)

Proof. We start by proving that the storage of any n−ξ nodes is enough to reconstruct the secret. Our share distribution can be seen as a fractional repetition scheme with cyclic shifts. More precisely, each sub-share is replicated ξ + 1 times and is given to ξ + 1 distinct nodes. Therefore, any collection of n − ξ workers stores all the sub-shares. Having access to all the sub-shares, we can obtain the shares R and A + R and hence obtain A = A + R − R.

Since we focus on the case of z = 1, we only need to quantify the per-node leakage. Note that each node obtains ξ + 1 sub-shares of the form R_i and ξ + 1 sub-shares of the form (A + R)_i. Since the entries of A and R are assumed to be i.i.d., the sub-shares are independent and cannot be combined to obtain more information about A. Hence, the pernode information leakage is the sum of the information leaked

from each sub-share and is equal to

(ξ + 1)(L_1 + L_2) n . To obtain an upper bound on the average storage cost of our sparse secret sharing scheme, we assume a naive compression scheme^3. A sparse matrix is compressed by storing only the value of the non-zero entries and their corresponding indices. The average storage cost of each sub-share is then the average number of non-zero entries multiplied by ⌈log_2(q)⌉ bits to

3There exist better compression algorithms that are limited to special criteria of the sparse matrices. However, we consider the general case as a worst-case scenario.

TABLE I: Minimum average sparsity levels for the shares and their underlying minimum relative leakage for rℓ = 10^{20}.

log_2(q) s ξ N savg ε̄

32 0.95 2 60 0.9396 0.0135

32 0.95 4 60 0.9625 0.0502

32 0.99 4 60 0.9625 0.0206

32 0.99 5 100 0.9692 0.0206

20 0.99 5 100 0.9778 0.0176

store their values plus ⌈log_2(rℓ/n)⌉ bits to store their index values. Note that here the index ranges from zero to rℓ/n since each sub-share is a matrix of dimension r/n × ℓ. Thus, since each node stores 2ξ + 2 sub-shares, the average storage cost of our sparse secret sharing scheme E[C_{sparse} ] is bounded from above as in Eq. (8).

On the other hand, a classical (n, k, z) = (n, n−ξ, 1) secret sharing scheme has a storage cost C_{classical} =^{rℓ}_{n−ξ−1} ⌈log_2(q)⌉. As a result, E[C_{sparse} ] < C_{classical} holds when s_{avg} satisfies the following

s_{avg} > 1 − 1 2ξ · n n − ξ · log_2(q) log_2(q) + ⌈log_2(^{rℓ}/n)⌉

. (10)

Table I shows the minimal values of s_{avg} for which our scheme is beneficial for specific parameters and rℓ = 10^{20}. The relative leakage ε̄ shown in Table I is equal to the information leakage normalized by H_q (A).

V. CONCLUSION AND FUTURE DIRECTIONS We investigated a sparsity-preserving secret sharing scheme for private distributed storage of machine learning data. The goal is to create sparse shares that can be efficiently stored at the expense of relaxing the privacy requirement. We focused on secret sharing schemes that take as input a private matrix A, generate a random matrix R of the same size and output two shares R and A + R. Assuming the non-zero entries of the private matrix A being uniformly distributed and under some mild restrictions on the conditional PMF of R, we showed that there is a trade-off between the sparsity of the shares and the amount of information they leak about A. For desired sparsity guarantees, we provided a convex optimization problem that gives the minimum leakage and solved this optimization for special distributions of R. We observed that the optimal leakage can be achieved when R and A + R have same sparsity levels s_{A+R} = s_{A+R}. Proving this observation analytically is left for future work.

Furthermore, we showed how to divide the shares into sub-shares and distribute them to n nodes using fractional repetition codes to create an (n, k, z) sparse secret sharing schemes with k ∈ {^n_2 + 1, . . . , n} and z = 1. Compared to classical secret sharing, for large values of the desired sparsity, our scheme saves on storage at the expense of relaxing the privacy requirement. Improving on the rate of sparsitypreserving secret sharing schemes and designing more efficient suitable coding schemes for straggler tolerance are left for future investigation.

REFERENCES

[1] J. Wright, A. Y. Yang, A. Ganesh, S. S. Sastry, and Y. Ma, “Robust face recognition via sparse representation,” IEEE transactions on pattern analysis and machine intelligence, vol. 31, no. 2, 2008.

[2] J. Madarkar, P. Sharma, and R. P. Singh, “Sparse representation for face recognition: A review paper,” IET Image Processing, vol. 15, no. 9, pp. 1825–1844, 2021.

[3] A. Shamir, “How to share a secret,” Communications of the ACM, vol. 22, no. 11, pp. 612–613, 1979.

[4] G. R. Blakley, “Safeguarding cryptographic keys,” in Proceedings of the National Computer Conference, vol. 48, pp. 313–317, 1979.

[5] C. E. Shannon, “Communication theory of secrecy systems,” The Bell System Technical Journal, vol. 28, no. 4, pp. 656–715, 1949.

[6] R. J. McEliece and D. V. Sarwate, “On sharing secrets and Reed- Solomon codes,” Communications of the ACM, vol. 24, no. 9, pp. 583– 584, 1981.

[7] H. Wang and D. S. Wong, “On secret reconstruction in secret sharing schemes,” IEEE Transactions on Information Theory, vol. 54, no. 1, pp. 473–480, 2008.

[8] W. Huang, M. Langberg, J. Kliewer, and J. Bruck, “Communication efficient secret sharing,” IEEE Transactions on Information Theory, vol. 62, pp. 7195–7206, Dec 2016.

[9] R. Bitar and S. El Rouayheb, “Staircase codes for secret sharing with optimal communication and read overheads,” IEEE Transactions on Information Theory, vol. PP, no. 99, pp. 1–1, 2017.

[10] U. Martinez-Peñas, “Communication efficient and strongly secure secret sharing schemes based on algebraic geometry codes,” IEEE Transactions on Information Theory, vol. 64, no. 6, pp. 4191–4206, 2018.

[11] N. B. Shah, K. Rashmi, and P. V. Kumar, “Information-theoretically secure regenerating codes for distributed storage,” in 2011 IEEE Global Telecommunications Conference-GLOBECOM 2011, pp. 1–5, IEEE, 2011.

[12] S. Pawar, S. El Rouayheb, and K. Ramchandran, “Securing dynamic distributed storage systems against eavesdropping and adversarial attacks,” IEEE Transactions on Information Theory, vol. 57, no. 10, pp. 6734– 6753, 2011.

[13] A. S. Rawat, O. O. Koyluoglu, and S. Vishwanath, “Centralized repair of multiple node failures with applications to communication efficient secret sharing,” IEEE Transactions on Information Theory, vol. 64, no. 12, pp. 7529–7550, 2018.

[14] R. Bitar and S. Jaggi, “Communication efficient secret sharing in the presence of malicious adversary,” in IEEE International Symposium on Information Theory (ISIT), pp. 548–553, 2020.

[15] J. Ding, C. Lin, H. Wang, and C. Xing, “Communication efficient secret sharing with small share size,” IEEE Transactions on Information Theory, vol. 68, no. 1, pp. 659–669, 2022.

[16] P. Zardoshti, F. Khunjush, and H. Sarbazi-Azad, “Adaptive Sparse Matrix Representation for Efficient Matrix—Vector Multiplication,” J. Supercomput., vol. 72, p. 3366–3386, sep 2016.

[17] N. Bell and M. Garland, “Implementing Sparse Matrix-Vector Multiplication on Throughput-Oriented Processors,” in Proceedings of the Conference on High Performance Computing Networking, Storage and Analysis, SC ’09, (New York, NY, USA), Association for Computing Machinery, 2009.

[18] S. Wang, J. Liu, and N. Shroff, “Coded Sparse Matrix Multiplication,” in Proceedings of the 35th International Conference on Machine Learning, pp. 5152–5160, PMLR, 2018.

[19] M. Luby, “LT codes,” in The 43rd Annual IEEE Symposium on Foundations of Computer Science, 2002. Proceedings., pp. 271–280, 2002.

[20] A. B. Das and A. Ramamoorthy, “Coded Sparse Matrix Computation Schemes that Leverage Partial Stragglers,” in 2021 IEEE International Symposium on Information Theory (ISIT), pp. 1570–1575, 2021.

[21] S. El Rouayheb and K. Ramchandran, “Fractional Repetition Codes for Repair in Distributed Storage Systems,” in 2010 48th Annual Allerton Conference on Communication, Control, and Computing (Allerton), pp. 1510–1517, IEEE.

[22] M. Xhemrishi, R. Bitar, and A. Wachter-Zeh, “Distributed matrix-vector multiplication with sparsity and privacy guarantees,” (to be presented in ISIT 2022).

[23] R. T. Rockafellar, “Lagrange multipliers and optimality,” SIAM Review, vol. 35, no. 2, pp. 183–238, 1993.