arXiv:2205.10830v1 [cs.NI] 22 May 2022

A review on Deep Neural Network for Computer Network Traffic Classification

Md. Ariful Haque, Dr. Rajesh Palit Dept of Electrical and Computer Engineering North South University Dhaka, Bangladesh {ariful.haque1, rajesh.palit}@northsouth.edu

Abstract—Focus on Deep Neural Network based malicious and normal computer Network Traffic classification. (such as attacks, phishing, any other illegal activity and normal traffic identification). In this paper, the main idea is to review, existed Neural Network based network traffic classification. Which indicates intrusion activity classification and detection. It is very important to classify network traffic to safeguard any system, connected to computer network. There are a variety of NN architecture for it, with different rate of accuracy. On this paper we will do relative compression among them.

Index Terms—Computer Network, Network traffic, Packet, Intrusion, DOS (Denial-of-service), unauthorised access, IDS (Intrusion Detection System), IPS (Intrusion Prevention Systems), R2L (Remote to Local Attack), Probing, U2R (User to Root Attack), DNN (Deep Neural Network), CRNN (Convolutional Recurrent Neural Network), RPROP (Resilent propagation)

I. INTRODUCTION

Now a days, computer network plays an essential role in our world economy and society. We cannot think any moment without being connected to network. Based on network many Internet of Things (IoT) systems also developed [1]. There are modern power systems, for home and others, connected to computer network, to be controlled power flow from power grid company [2] [3]. On the other hand, today’s modern vehicular systems also embeds with a number of computer devices called Electronic Control Unit (ECU), which communicates each other over in-vehicle networks and internet to facilitate advanced automotive applications like auto-driving service and many more [4]. Mainly, with the development of network techniques and science technologies, IT industry has expanded greatly. Almost organizations such government, enterprises, banking system .etc and as well as personal users also getting depended on computer networks more and more. Such services demands high attentions on data security and integrity. Additionally, our network architecture that us use world wide, has by born architectural defect on its different layer [5]. As our network architecture and protocols was built on early ages and at that point of time no one thought about those security holes, that we are facing now. There are intruders [6] (inside or outside), hackers, spammers and may more, who are simultaneously trying to break or crack our network system and protocols to gain access with criminal intention.

As our network systems has packets [7] on its different layer, all kind of network activity transmits on packet basis. In general, incoming and outgoing activities of those data packets are known as network traffic. To monitor or detect any unusual activity on computer network, ”classifying network traffic” approach is widely used. Simply, by observing if we can distinguish normal network traffic from all other, then all network attacks can be stopped beforehand. And this is the key idea of any Intrusion detection and prevention System. It classifies and distinguishes normal traffic from all others. Traditional network traffic classification is done in misused based detection approach [8] [9]. Where network attacks are identified by using a predefined attack signatures. There are some generic algorithms for it like [10] [11] [12]. Though this traditional approach is quite good and detects known attacks effectively. Moreover this approach has remarkable disadvantages. It is effective only for known attacks and does nothing for unknown attacks. As attackers building new attack tools and ways, most likely on daily basis, it requires simultaneous update on its attack signature data-set, to be up to date. Which indicates that, new attack cannot be handled before deploying and this is really a dangerous and expensive security hole. Some attacks like zero-day exploit, worm etc. uses polymorphism that delays generation of attack signatures [13] [14] [15]. All of this factors put a question mark on this traditional traffic classification. To fill that gap, a new anomaly based traffic classification comes on the stream, which includes Deep Neural Network. According to some Cyber security expert, new attacks are just a variance of some known attack and by the similarity of their parameters. It is possible to detect these variations [16]. Deep Neural Network does excellent job on this type of scenario. Another good thing about this approach is, it yields more than 90% of accuracy and also covers new type of attacks.

II. DEEP NEURAL NETWORK A deep Neural Network consist of a processing element named neuron. At first it produced in 1943 by the neurophysiologist Warren McCulloch and a logician Walter, Pitts [17]. It aligns in group, takes inputs and produces preferable outputs as per model design [18]. It has three phase; training, validation and testing. On a typical Neural network, every neuron has its own bias and wight. Based on them, every neuron works on group basis and produces a predicted result. Here at first, model gets trained with help of training data-set and it makes necessary changes on all of it’s parameters. For network traffic classification, model was trained using previous network traffic history (real routing packets). After validation and testing it gets deployed on firewall, IDS, IPS or other respective applicable systems. With the power of DNN models, those system can distinguish any normal or unusual traffic, as well as unknown traffic pattern. Because of their generalization feature, neural networks are able to work with imprecise and incomplete traffic pattern. Another great advantage is analyzing speed, which is faster then old classification techniques. [19]

III. USED TRAFFIC TYPES There are numerous type of network traffic. For DNN training, more or less every successful Technique used this 5 type of traffic data during their model building.:Normal, DOS, U2R, R2L and Probing

• Normal Traffic This is as usual expected traffic type.

Normal TCP, UDP, ICMP or any other certified protocol with valid purpose.

• DOS Denial of Service (DoS) attack. It occurs when attacker attempts to overload, disable or disrupt any system resource by sending tremendous amount of traffic on a short duration of time [20]. In general they try to occupy all available bandwidth. As a result legitimate users are prevented access to network resources.

• R2L Remote-to-Local attack. Here attacker tries to gain access to a system as local user without being a valid user of that system [21]. They send illegal packet for it. Example: Multihop, Ftp-write.

• Probe Attack Here attacker tries to get information about a target computer network. Main aim is to find some vulnerability on that network. They track the network topology of target system and tries to discover running services on that network [22]. Some attack tools Example: Nmap, Ipseewp, Satan.

• U2R In User-to-Root attack. Using some common techniques like Social engineering, password sniffing, spoofing, SQL injection, cross script injection etc. hacker tries to get root access of target system [23]. Attack tools Example: Rootkit, Perl.

IV. DNN TECHNIQUES A. Technique-1

One of the approach for network traffic classification by DNN was done by Basant et al. in 2016 [24]. They train the model using NSL-KDD [25] data-set. Which consist of 41 different features. On their architecture, they have one input layer, one output layer and only one hidden layer. It was feed forward network and Sigmoid was used there. Their model can distinguish 5 type of traffic which are: Normal, DOS, U2R, R2L and Probing. Among them, their model can detect DOS attack up to maximum 99.23% with 97.39% accuracy. And U2R attack minimum 72.24% with 97.67% accuracy. Their Normal traffic detection rate is 88.48% with 94.74% accuracy.

B. Technique-2

Another model was proposed by MJ kang et al. in 2016 [26] and it was for automobile. They used Controller Area Network (CAN) packet [27] for detection which is 64 bit long. Their idea was to detect only normal traffic. At first they trained their model using known attack and after deploying, anything unknown will be considered as new attack and will be recorded. Their proposed architecture consist of 64 dimensional input layer, multiple hidden layer of fixed 64 dimension and 1 dimensional output layer. They used ReLU here. For hidden layer they used three different arrangement which yields three different accuracy percentage. For 3 hidden layer arrangement, attack detection rate is 97.6% with 95% accuracy. 5 and 7 hidden layer yields respectively, attack detection rate is 99.8% with 95.7% accuracy and attack detection rate is 99.8% with 99.9% accuracy. Which indicates, 7 hidden layer arrangement is best among them.

C. Technique-3

RS Naoum et al. in 2012 [28] presented another Network traffic classification model. Their model consist of one hidden layer with 26 neurons. Detects 5 different traffic, therefore 5 neuron on output layer. The classes are Normal, DOS, U2R, R2L and Probing. Instead of traditional Backpropagation, the used RPROP [29](resilient propagation) here. Which depends on the sign of derivative, not its value. It uses only partial derivative of the error. Therefore it is faster than normal Backpropagation algorithms. They train their model with different number of neuron on hidden layer. They started training with 10 neurons and ends with 32. Among them 26 neuron yields best result with 94.7% total delectation rate. Additionally, the model can detect maximum 99.8% of probing, U2R attack minimum 54.1%. Their normal traffic detection rate is 84.3%.

D. Technique-4

Another remarkable work on this field is done by M Pradhan, et al. in 2012 [30]. Which yields maximum of 88% detection rate with 100% accuracy. The accuracy level is really a good number. Their model can detect 5 type of traffic called Normal, DOS, U2R, R2L and Probing. they used DARPA Intrusion Detection Evaluation dataset [31] from 1998. There are 7 different weeks traffic log on that dataset. For their model they used only 3rd weeks traffic log. They tried with 2 to 6 different hidden layer. Among them, overall 6 hidden layer yields better.

E. Technique-5

Another approach is done by TA Tang et al. in 2018 [32]. They used Recurrent Neural Network. NSL-KDD [25] as their dataset and it is a balanced enough. They used a Nadam optimizer [33] and a mean squared error (MSE) for their model. In addition, they added L 1-regularization to prevent over-fitting during the training phase. And they ends up with maximum 89% accuracy.

F. Technique-6

One Convolutional Neural Network Based approach was proposed by W Wang et al. in 2017 [34]. They used LeNEt- 5 [35] architecture. For dataset, they created their own dataset USTC-TFC2016 from [36] and IXIA BPS [37] , which is different then typical dataset, as it has raw traffic data. They converted data into 28 X 28 X 1 dimensional gray image and normalized to [0,1] from [0,255]. They used max polling in between convolution layer and Softmax in the end of Fully connected layer according to LetNET-5 [35]. They designed three type of classifier fro 20 different class. One is Binary classifier. It classifies into Normal traffic and Malware traffic. Again malware and normal classifies 10 independent classes each. The second classifier is 20-class classifier. It directly classifies into 20 classes, including normal and malware type. Finally they gained average 99.41% accuracy. Individually Binary classifier yields 100% accuracy and 20-class Classifier yields 99.17% accuracy.

G. Technique-7

LP Dias et al. in 2017 [38] presented another Network traffic classification model. They used KDDCUP’99 [38] as their dataset. Which covers Normal, DOS, U2R, R2L and Probing, these 5 type of traffic. There are only one hidden layer. There input layer takes 41 dimensional input. 5 class to detect, therefore 5 node on output layer. On hidden layer they tried 5 (with 20, 30, 40, 50 and 55) different number of neuron. Among them 50 neuron hidden layer edition gives maximum result. For Normal, DOS, Probe, R2L and U2R, accuracy respectively, 99.8%, 100%, 100%, 96.1% and 51.9%, with an average classification rate of 99,9%. H. Technique-8

One of the early age model of DNN based network traffic classification was done by J Ryan et al. in 1998 [39]. They used standard 3 layer backpropagation architecture. Which 100 dimensional input. 1 hidden layer consist of 30 neurons and classifies 10 claas, thus 10 output neurons. They used 12 days user log for 10 user from University of Texas, as their dataset. Those users belong to a research group of that University. Their model yields 96% accuracy on detection and 93% accuracy on classification.

I. Technique-9

Another technique introduced by C Jirapummin et al. in 2002 [40]. They used KDD cup 1999 [41] dataset. They used Self-organizing map (SOM) on top of DNN. Their DNN model consist of 2 hidden layer with 70 and 12 neuron accordingly. They classified 4 classed therefor 4 neuron on output layer. For back propagation they used the used RPROP [29](resilient propagation). It reduces their training time significantly. They also used log-sigmoid and tan-sigmoid. They classified 3 type of attack traffic and one normal type. Classes are Normal, Neptune, portsweep and Satan. Their model yield maximum 99.7181% detection rate of Neptun and minimum 90.2811% detection of Satan. False alarm rate for Neptun is 0.0591, pretty low. Which indicates better accuracy.

J. Technique-10

Another standard approach was proposed by I Ahmad et al. in 2008 [19]. They used KDD cup 1999 [41] as their dataset. They experimented with 1 to 4 different hidden layer. Among them 2 hidden layer alignment yields better. First hidden layer consist of 41 and second one consist of 9 neuron. The input layer consists of 41 neurons as their dataset contains 41 fields for a network packet. They used sigmoid as their transfer function. They experimented backpropagation with RPROP [29](resilient propagation). RPROP produced better result.

V. DISCUSSION AND CONCLUSION

Those are the mostly popular techniques or methods for classifying Network traffic with help of Neural Network. The data they obtained for training and testing, either from real traffic like [41] or simulated traffic like [34]. Different researchers used different Network architecture as their design, but most of them used single hidden layer and obtained good result. Some used normal NN with 1 to 7 hidden layer, some additionally used RPROP [28] [40] [19], some used Convolutional Neural Network [34], some used Recurrent Neural Network like [32]. They used MATLAB, PlaNet, OPNET NeuralWorks simulators and other personally developed ways. Overall there accuracy level yields up to 100% [30], on their testing set. Though it generates some training overhead, for every case Neural Network produces remarkable result. In real scenario, those model can reduce classification, more specifically detection time. Despite all, Application of Neural Network in computer network classification is an ongoing area and is limited to academic research till now [42]. This field worth more works for more accuracy and precision.

REFERENCES

[1] Angelo P Castellani, Nicola Bui, Paolo Casari, Michele Rossi, Zach Shelby, and Michele Zorzi. Architecture and protocols for the internet of things: A case study. In 2010 8th IEEE International Conference on Pervasive Computing and Communications Workshops (PERCOM Workshops), pages 678–683. IEEE, 2010.

[2] Ethan Clair Boardman and Subrahmanyam Saraswati Venkata. Intelligent electrical distribution grid control system data, February 24 2015. US Patent 8,965,590.

[3] Kent Hartig. Subscriber electric power load control system, March 26 1996. US Patent 5,502,339.

[4] Fan Yu, Dao-Fei Li, and DA Crolla. Integrated vehicle dynamics control—state-of-the art review. In 2008 IEEE vehicle power and propulsion conference, pages 1–6. IEEE, 2008.

[5] Lixia Zhang. Designing a new architecture for packet switching communication networks. IEEE Communications Magazine, 25(9):5– 12, 1987.

[6] Stuart Staniford-Chen and L Todd Heberlein. Holding intruders accountable on the internet. In Proceedings 1995 IEEE Symposium on Security and Privacy, pages 39–49. IEEE, 1995.

[7] Charles R Buckman, Dennis J Cox, Donovan M Kolbly, Craig S Cantrell, Brian C Smith, Jon H Werner, Marc Willebeek-LeMair, Joe Wayne Blackard, and Francis S Webster III. System and method for processing network packet flows, August 22 2006. US Patent 7,095,715.

[8] Martin Roesch et al. Snort: Lightweight intrusion detection for networks.

In Lisa, volume 99, pages 229–238, 1999.

[9] Vern Paxson. Bro: a system for detecting network intruders in real-time.

Computer networks, 31(23-24):2435–2463, 1999.

[10] Swati Paliwal and Ravindra Gupta. Denial-of-service, probing & remote to user (r2l) attack detection using genetic algorithm. International Journal of Computer Applications, 60(19):57–62, 2012.

[11] Mit H Dave and Samidha Dwivedi Sharma. Improved algorithm for intrusion detection using genetic algorithm and snort. International Journal of Emerging Technology and Advanced Engineering, 4(8):273– 276, 2014.

[12] Shaik Akbar, K Nageswara Rao, and JA Chandulal. Implementing rule based genetic algorithm as a solution for intrusion detection system. International Journal of Computer Science and Network Security, 11(8):138–144, 2011.

[13] Leyla Bilge and Tudor Dumitraş. Before we knew it: an empirical study of zero-day attacks in the real world. In Proceedings of the 2012 ACM conference on Computer and communications security, pages 833–844, 2012.

[14] Ashar Aziz. Computer worm defense system and method, August 23 2011. US Patent 8,006,305.

[15] Prahlad Fogla, Monirul I Sharif, Roberto Perdisci, Oleg M Kolesnikov, and Wenke Lee. Polymorphic blending attacks. In USENIX security symposium, pages 241–256, 2006.

[16] Nelcileno Araújo, Ruy de Oliveira, Ailton Akira Shinoda, Bharat Bhargava, et al. Identifying important characteristics in the kdd99 intrusion detection dataset by feature selection using a hybrid approach. In 2010 17th International Conference on Telecommunications, pages 552–558. IEEE, 2010.

[17] Warren S McCulloch and Walter Pitts. A logical calculus of the ideas immanent in nervous activity. The bulletin of mathematical biophysics, 5(4):115–133.

[18] Weibo Liu, Zidong Wang, Xiaohui Liu, Nianyin Zeng, Yurong Liu, and Fuad E Alsaadi. A survey of deep neural network architectures and their applications. Neurocomputing, 234:11–26, 2017.

[19] Iftikhar Ahmad, MA Ansari, and Sajjad Mohsin. Performance comparison between backpropagation algorithms applied to intrusion detection in computer network systems. In Proceedings of the 7th WSEAS International Conference on Applied Computer and Applied Computational Science as ACM guide, pages 47–52, 2008.

[20] Kihong Park and Heejo Lee. On the effectiveness of route-based packet filtering for distributed dos attack prevention in power-law internets. ACM SIGCOMM computer communication review, 31(4):15–26, 2001.

[21] Maheshkumar Sabhnani and Gürsel Serpen. Kdd feature set complaint heuristic rules for r2l attack detection. In Security and Management, pages 310–316. Citeseer, 2003.

[22] Hitoshi Kondo, Hiroshi NAKATANI, Keitaro HIROMI, and Ryuichi MATSUNO. Multiple attack in porcine pancreatic α-amylase-catalyzed hydrolysis of amylose studied with a fluorescence probe. The Journal of Biochemistry, 84(2):403–417, 1978.

[23] Rachid Beghdad. Efficient deterministic method for detecting new u2r attacks. Computer Communications, 32(6):1104–1110, 2009.

[24] Basant Subba, Santosh Biswas, and Sushanta Karmakar. A neural network based system for intrusion detection and attack classification. In 2016 Twenty Second National Conference on Communication (NCC), pages 1–6. IEEE, 2016.

[25] Mahbod Tavallaee, Ebrahim Bagheri, Wei Lu, and Ali A Ghorbani. A detailed analysis of the kdd cup 99 data set. In 2009 IEEE symposium on computational intelligence for security and defense applications, pages 1–6. IEEE, 2009.

[26] Min-Ju Kang and Je-Won Kang. A novel intrusion detection method using deep neural network for in-vehicle network security. In 2016 IEEE 83rd Vehicular Technology Conference (VTC Spring), pages 1–5. IEEE, 2016.

[27] Keith Pazul. Controller area network (can) basics. Microchip Technology Inc, 1, 1999.

[28] Reyadh Shaker Naoum, Namh Abdula Abid, and Zainab Namh Al- Sultani. An enhanced resilient backpropagation artificial neural network for intrusion detection system. International Journal of Computer Science and Network Security (IJCSNS), 12(3):11, 2012.

[29] Martin Riedmiller and Heinrich Braun. A direct adaptive method for faster backpropagation learning: The rprop algorithm. In IEEE international conference on neural networks, pages 586–591. IEEE, 1993.

[30] Manoranjan Pradhan, Sateesh Kumar Pradhan, and Sudhir Kumar Sahu.

Anomaly detection using artificial neural network. International Journal of Engineering Sciences & Emerging Technologies, 2(1):29–36, 2012.

[31] Herve Debar, Monique Becker, and Didier Siboni. A neural network component for an intrusion detection system. In null, page 240. IEEE, 1992.

[32] Tuan A Tang, Lotfi Mhamdi, Des McLernon, Syed Ali Raza Zaidi, and Mounir Ghogho. Deep recurrent neural network for intrusion detection in sdn-based networks. In 2018 4th IEEE Conference on Network Softwarization and Workshops (NetSoft), pages 202–206. IEEE, 2018.

[33] Timothy Dozat. Incorporating nesterov momentum into adam. 2016. [34] Wei Wang, Ming Zhu, Xuewen Zeng, Xiaozhou Ye, and Yiqiang Sheng.

Malware traffic classification using convolutional neural network for representation learning. In 2017 International Conference on Information Networking (ICOIN), pages 712–717. IEEE, 2017.

[35] Yann LeCun, LD Jackel, Léon Bottou, Corinna Cortes, John S Denker, Harris Drucker, Isabelle Guyon, Urs A Muller, Eduard Sackinger, Patrice Simard, et al. Learning algorithms for classification: A comparison on handwritten digit recognition. Neural networks: the statistical mechanics perspective, 261:276, 1995.

[36] CTU University. The stratosphere ips project dataset, 2016. [Online;

accessed 07-October-2020].

[37] Ixia Corporation. Ixia breakpoint overview and specifications, 2016.

[Online; accessed 07-October-2020].

[38] LP Dias, Jés de Jesus Fiais Cerqueira, Karcius DR Assis, and Raul C Almeida. Using artificial neural network in intrusion detection systems to computer networks. In 2017 9th Computer Science and Electronic Engineering (CEEC), pages 145–150. IEEE, 2017.

[39] Jake Ryan, Meng-Jang Lin, and Risto Miikkulainen. Intrusion detection with neural networks. In Advances in neural information processing systems, pages 943–949, 1998.

[40] Chaivat Jirapummin, Naruemon Wattanapongsakorn, and Prasert Kanthamanon. Hybrid neural networks for intrusion detection system. In Proc. of ITC–CSCC, volume 7, pages 928–931, 2002.

[41] SJ Stolfo et al. Kdd cup 1999 dataset. uci kdd repository, 1999. [42] Iftikhar Ahmad, Azween B Abdullah, and Abdullah S Alghamdi.

Artificial neural network approaches to intrusion detection. In WSEAS International Conference. Proceedings. Mathematics and Computers in Science and Engineering, number 8. World Scientific and Engineering Academy and Society, 2009.