arXiv:2201.04211v2 [cs.CR] 11 Apr 2023

Reducing Noise Level in Differential Privacy through Matrix Masking

A. Adam Ding, Samuel S. Wu, Guanhong Miao and Shigang Chen

Abstract

Differential privacy schemes have been widely adopted in recent years to address issues of data privacy protection. We propose a new Gaussian scheme combining with another data protection technique, called random orthogonal matrix masking, to achieve (ε, δ)-differential privacy (DP) more efficiently. We prove that the additional matrix masking significantly reduces the rate of noise variance required in the Gaussian scheme to achieve (ε, δ)−DP in big data setting. Specifically, when ε → 0, δ → 0, and the sample size n exceeds the number p of attributes by (n − p) = O(ln(1/δ)), the required additive noise variance to achieve (ε, δ)-DP is reduced from O(ln(1/δ)/ε^2) to O(1/ε). With much less noise added, the resulting differential privacy protected pseudo data sets allow much more accurate inferences, thus can significantly improve the scope of application for differential privacy.

1 Introduction

In the past decades, much research interest has been devoted to the issue of how to share and publish data sets while protecting the privacy of individuals in the data set. The differential privacy (DP) [13, 16, 14] provides a quantitative measure for privacy loss in data release. In brief, DP guarantees that the distributions over potential outputs are statistically close for any two neighboring databases, and thus the chance of an individual being identified is low. Over the years, DP schemes have been widely adopted, through adding noises, to release data statistics with given privacy cost constraints. For instance, DP has been implemented in real world applications developed by Google [18], Microsoft [11] and the U.S. Census Bureau [2].

In recent literature, there has been an emphasis on linking DP to statistical concepts. Objective perturbation was applied to build differentially private linear regression and logistic regression model [23, 7]. Another wellknown method, Johnson-Lindenstrauss transform, has been investigated to provide DP by mapping original data to a lower-dimensional space [5, 21]. The DP framework has been expanded to include hypothesis tests [3, 6], deep learning [1], network analysis [19] and Bayesian inference [9]. Most DP schemes focus on releasing some specific summary statistics rather than a whole pseudo data set (i.e., a data set with noise perturbations of its entries), which is the focus of this work. Most recently the concept of local differential privacy (LDP) [12] has come to the fore where users perturb their data and then send the perturbed data to an aggregator for summary and release. The aggregator does not know the raw user data. LDP provides a stronger privacy guarantee than the central DP approach where users directly share their raw data with a trusted aggregator that performs perturbation. A major limitation of LDP is that decentralized perturbation causes larger error in order to achieve the same privacy level.

In another thread of research, random orthogonal perturbation has been deployed for privacy protection [8, 20, 22] where a masked data set AX is published, with X denoting the original raw data set, and A being a random orthogonal matrix. This pseudo data set Y = AX allows users to use many standard data analysis methods since, for linear models, it has the same sufficient statistics as the raw data set. However, the random orthogonal matrix masking schemes do not satisfy the theoretical DP constraints.

In this paper, we investigate combining the random orthogonal matrix masking with noise addition methods to achieve DP on the released pseudo data set. Compared to the traditional method of adding noise directly to the raw data set, we show that the matrix masking greatly reduces the magnitude of noise needed to achieve DP, thus allowing more accurate statistical inferences on the released pseudo data set. Moreover, data utility does not decrease significantly due to the property of the orthogonal masking matrix and the small magnitude of noise required for DP. This opens up many more applications for using differential privacy schemes.

2 Mathematical Setup for Collecting and Releasing Pseudo-Data Set Satisfying Differential Privacy

Mathematically, a raw data set X is represented as an n×p matrix where the columns are the features (variables) and the rows correspond to individuals in the data. Here we consider the problem of collecting a pseudo data set, represented as an n × p matrix Y, which is a perturbed version of raw data X. The goal of privacy preserving perturbation mechanism is to generate Y such that, while keeping some population statistical information similar to X for data analysis utility, makes it hard to inference the raw data for each individual (each row of X) from Y. Differential privacy (DP) formalizes the privacy requirement as that, if two raw data sets X and X^′ only differs in one individual (one row of the matrix), then it is hard to distinguish whether Y was generated from X or from X^′. Mathematically, the DP requirements can be specified as follows.

Definition 2.1. Two data sets X and X^′ are neighbors if ‖X − X^′‖ ≤ 1 and they differ only in one entry (one row).^1 Here and following, ‖ · ‖ denotes the L_2−norm.

Definition 2.2. A data perturbation mechanism Y satisfies the (ε, δ)-differential privacy [15] if, for any set S and any pair of neighbors X and X^′,

P_X[Y ∈ S] ≤ e^εP_X′ [Y ∈ S] + δ. (1)

1Some literature defines the difference between two neighbors as one of them missing an entry that the other has [14]. Here we define neighbors as that they differ in one entry and the norm of the difference is bounded by one [17]. For technical simplicity, we use the L_2−norm in this paper. Other norms were also used in literature but various L_p−norms can be bounded with each other mathematically.

Here and in the following, P_X denotes the probability when the raw data set is X. Also, we will use the shorthand notation (ε, δ)-DP to denote (ε, δ)- differential privacy in the rest of the paper.

The differential privacy literature generally focus on getting a privacyprotected statistic F (Y) which is used for a pre-specified statistical model analysis. That is, the requirement in the DP Definition 2.2 is instead P_X[F (Y) ∈ S] ≤ e^εP_X′ [F (Y) ∈ S] + δ. Here we want to collect a pseudo data set not specific for only one data analysis, but to allow more general data analysis by users in the future. Therefore, no statistic F is specified, and the DP Definition 2.2 is needed for privacy protection starting at the collection stage. However, achieving DP Definition 2.2 often requires much higher magnitude of noise than achieving DP only for a specific statistic F , thus reducing the required noise magnitude is very important for the wide application of such a privacy preserving data collection scheme in practice.

Initially the differential privacy protection was used for queries to a central data manager who have access to the raw data X. For privacy preserving data collection, we want to remove the role of a central data manager so that every party has access to only the pseudo data set Y and its own data. This can be achieved through a local differential privacy scheme where each individual provides perturbed version of its own data to the data collector. Let X_i and Y_i denote the i-th row of respectively X and Y so that

X = X_1 X_2 . . X_n

, Y =

Y_1 Y_2 . . Y_n

. (2)

Then in a local (ε, δ)-DP scheme, Y_i only depends on the raw data X_i of the i-th individual but not other individual’s raw data. Such a local (ε, δ)-DP scheme is generally achieved through noise addition Y_i = X_i + C_i. The noise C_i is most often generated as either Laplace or Gaussian noise. The advantage of the Laplace noise is that it achieves (ε, 0)-DP with δ = 0. For multi-variate (p > 1) case, Gaussian noise is often used since it can achieve the (ε, δ)-DP with L_2−norm while Laplace noise requires usage of L_1−norm. We consider such a Gaussian local (ε, δ)-DP scheme as the baseline from which we improve with matrix masking.

Setting (A) – Add noise to achieve (ε, δ)-DP: release

Y = X + C where C ∼ NI_{n×p}(0, σ^2). (3)

NI_{n×p}(0, σ^2) denotes an n×p matrix whose elements are independently identically distributed N(0, σ^2) random variables.

In contrast, we propose to combine the noise addition with masking by a random orthogonal n × n matrix A to achieve (ε, δ)-DP as in the following setting.

(B) Add noise and apply matrix masking: release

Y = A(X + C) where C ∼ NI_{n×p}(0, σ^2). (4)

Each individual still adds Gaussian noise C_i to its raw data X_i. Then using the triple-matrix masking scheme [10] to collect a masked pseudo data set A(X + C) from all data providers without allowing any party in the process to gain more useful information other than the published final A(X + C).

We will show that under the setting (B) with matrix masking, the noise magnitude σ^2 needed to achieve (ε, δ)-DP can be much smaller than that needed under the noise only setting (A). First, it is obvious that an (ε, δ)- DP scheme under setting (A) will remain (ε, δ)-DP with the extra matrix masking in setting (B). We state this in the following lemma whose proof is provided in subsection A.1.

Lemma 2.3. Assume that, for a given noise variance value σ = σ_0, the mechanism in setting (A) is (ε, δ)-DP. Then for this value σ = σ_0, the mechanism in setting (B) is also (ε, δ)-DP.

While the above Lemma states that the introduction of the extra matrix masking will never require a stronger noise variance condition to achieve (ε, δ)-DP, we want to explore when the mechanisms in setting (B) with matrix masking will require a weaker condition to achieve (ε, δ)-DP. To study this, we first state another mathematical condition for a release mechanism Y (X) to satisfy (ε, δ)-DP. (The proof is provided in subsection A.2)

Lemma 2.4. Assume that, given any raw data set X, Y follows a distribution that is absolutely continuous with respect to the Lebesgue measure. And let p_X denote the probability density of Y when the raw data set is X. Denote

S_{X,X}′ = {y : p_X(y) > e^εp_X′ (y)}.

Then the mechanism satisfies (ε, δ)-DP if

P_X[Y ∈ S_{X,X}′ ] ≤ δ (5) for all neighboring X and X^′.

Also, if P_X[Y ∈ S_{X,X}′ ] > δ for any neighboring X and X^′, then the mechanism is not (ε^′, δ^′)-DP for any 0 < ε^′ < ε and δ^′ = (1 −^{eε′}_{eε} )δ.

We first derive sufficient and necessary conditions on the noise magnitude σ for achieving (5) in setting (A), and the sufficient and necessary conditions are very close to each other. Then we show that achieving (ε, δ)-DP in setting (B) can require much smaller σ than those required by the necessary condition for (5) in setting (A). Thus Lemma 2.4 implies that it is indeed easier to achieve (ε, δ)-DP in setting (B).

3 Main Analysis Results

For the technical analysis, we assume that the elements of the raw data X are bounded and we can scale them to within magnitude of one. Let x_{ij} denote the j-th element of i-th row X_i in X. That is, we assume that

|x_{ij}| ≤ 1, for 1 ≤ i ≤ n and 1 ≤ j ≤ p. (6)

The following Lemma gives the formulas for the density ratio^{pX(y)}_{pX′ (y)} under settings (A) and (B), which allows the characterization of S_{X,X}′ .

Lemma 3.1.

p_X(y) p_X′ (y) = e^{‖X′‖2−‖X‖2}2σ^2 e^{tr(yX} T ) σ2 e^{tr[y(X′)T ]}σ^2

, under setting (A); (7)

Let O_{n×n} denote the group of n × n orthogonal matrices, and let μ(·) be the measure for the uniform distribution on O_{n×n}, then

p_X(y) p_X′ (y) = e^{‖X′‖2−‖X‖2}2σ^2 ∫ A∈O_{n×n} e tr(AT yXT ) σ2 dμ(A) ∫ A∈O_{n×n} e tr[AT y(X′)T ] σ2 dμ(A) , under setting (B). (8)

Comparing (7) and (8), the matrix masking averages the densities, before taking the ratio, over the set of all data points that differ only by multiplication of an orthogonal matrix. This makes the density ratio in equation (8) closer to 1 than the ratio in equation (7), thus making it easier to achieve (ε, δ)-DP in setting (B).

The proofs of Lemma 3.1 as well as proofs of main Theorem 3.2 and Theorem 3.4 stated in Section 3 will be provided later in Section 5.

3.1 Noise magnitude to achieve (5) under setting (A)

We first study the setting (A) when there is only additive noise with no matrix masking.

Denote Δ = X^′ − X. And let γ̄_δ denote the upper δ-quantile of the standard Gaussian distribution N(0, 1). Using (7), we get a lower bound of σ to achieve (5) under setting (A) as the following.

Theorem 3.2. Under setting (A), when δ < 1/2 and ε < 1, a necessary condition for (5) to hold is σ ≥ ‖Δ‖γ̄_δ ε , (9)

and a sufficient condition for (5) to hold is σ ≥ ‖Δ‖γ̄_δ ε (1 + 1 2γ̄^2_δ

). (10)

Hence for (5) to hold for every pair of neighboring X and X^′ (where ‖Δ‖ ≤ 1), it is necessary that σ ≥ γ̄_δ ε ; (11)

and it is sufficient that σ ≥ γ̄_δ ε (1 + 1 2γ̄^2_δ

). (12)

We note that the upper δ-quantile of the standard Gaussian distribution γ̄_δ is of order O( √ ln(^1_δ )). Thus Theorem 3.2 states that, for (5) to hold

for every pair of neighboring X and X^′, σ ≥ σ_0 for some σ_0 = O(

√_{ln( 1δ )} ε ) which agrees with the order in the sufficient condition derived by [17]. Our Theorem 3.2 additionally shows that a necessary condition is really close to the sufficient condition, differing by a factor of (1+^1_{2γ̄2δ} ) = O(1+1/ √ ln(^1_δ )) = O(1). Particularly, we can have the following explicit bounds for small δ and ε values.

Corollary 3.3. Under setting (A), when δ < 0.05 and ε < 1, a sufficient condition for (5) to hold for every pair of neighboring X and X^′ is σ > 1.7 √_{ln( 1δ )} ε ; a necessary condition for (5) to hold for every pair of neighboring X and X^′ is σ ≥

√_{ln( 1δ )} ε .

3.2 Noise magnitude to achieve (ε, δ)-DP under settings (B)

In contrast, we have the following results for achieving (ε, δ)-DP with a random matrix masking.

Theorem 3.4. Under settings (B), a sufficient condition for the mechanism in (4) to achieve (ε, δ)-DP is

σ ≥ σ_0, where σ_0 is the largest root of g(σ) = 0 for the function g(σ) =^{(2√p+1)}_{2(n−p)} γ_{δ;2(n−p),}^p_{σ2} + √ p − σ^2ε, (13)

where γ_{δ;df,a} denotes the upper δ-quantile of the non-central χ^2 distribution with df degrees of freedom and non-central parameter a.

We note here that g(σ) is a continuous function with limits lim_{σ→∞} g(σ) = −∞ and lim_{σ→0} g(σ) = +∞. Hence there always exists a largest positive root σ_0, and g(σ) ≤ 0 for all σ ≥ σ_0.

To understand the condition (13) better, we notice that γ_{δ;2(n−p),}^p_{σ2} ≈ 2(n − p) for large values of n − p. Using the bound for γ_{δ;2(n−p),}^p_{σ2} in Lemma A.3, we obtain an explicit but much relaxed bound as the following.

Corollary 3.5. Under setting (B) and when ε < 1, a sufficient condition for the mechanism Y (X) in (4) to achieve (ε, δ)-DP is σ ≥ √ 2n − p + ln(^1_δ ) 2(n − p) 3^4 √ p √ ε . (14)

The proofs of Corollary 3.3 and Corollary 3.5 is provided in Appendices A.3 and A.4.

We compare the sufficient condition of DP on additive noise variance in Corollary 3.5 for setting (B), i.e., σ^2 ≥^{2n−p+ln( 1δ )}_{2(n−p)}^{3√p}_ε , with the sufficient

condition in Corollary 3.3 for setting (A), σ^2 ≥^{1.7 ln( 1δ )}_{ε2} , under δ < 0.05 and ε < 1. Because the number n of samples is typically much larger than the number p of features in each sample in practice, we may simplify the lower bound for setting (B) as σ^2 ≥ (1 +^{ln( 1δ )}_{2n} )^{3√p}_ε . First, consider the bounds in terms of ε only, under any given configuration of other parameters. With matrix masking, the lower bound on the additive noise variance σ^2 improves by a factor ε, from O(^1_{ε2} ) of setting (A) to O(^1_ε ) of setting (B). Second, consider the bounds in terms of δ and ε, under any given configuration of n and p. The lower bound on noise variance improves from O(^{ln( 1δ )}_{ε2} ) to O( √_{ln( 1δ )} ε ).

4 Discussion on the Implication of the Analysis Results

To further understand how much advantage is provided by the matrix masking over the simple additive noise only, we compare the bounds (13) versus (12) for various ε, δ, n and p values in Table 1.

Observing Table 1, as expected, the advantage of applying the matrix masking grows as the values of ε and δ decrease, or as the sample size n increases. As shown in the last column of the table, when ε = 0.1, the required noise standard deviation σ is reduced by two to five times; while when ε = 0.001, the required σ is reduced from twenty to fifty times. The reduction is also bigger for the smaller δ = 0.001 value versus δ = 0.01. Thus for applications with strict privacy requirements, the matrix masking drastically reduces the magnitude of additive noise needed, leading to much more accurate result at the same sample size for data analysis methods that are supported by matrix masking (such as linear models) [8, 20, 22], where the pseudo data matrix after orthogonal transformation has the same sufficient statistics as the raw data matrix before the transformation.

We do note that the advantage of the matrix masking is reduced as the number of features p in data set increases in the above table, since the bound (13) increases as p increases (this can be observed clearly from (14)) while (12) is invariant to the changes in p. However, it is not clear whether the dependence of (13) on p is intrinsic to the problem or is due to proof techniques we used. A future research topic is to study whether the bound (13) for the matrix masking settings can be further improved. In any case, the current bound still demonstrates the advantage of matrix masking in the case of big data n >> p. For example, when p = 20, for the case of ε = 0.001 and δ = 0.001, the matrix masking reduces the needed noise magnitude by around 27 times when n ≥ 10000.

For the matrix masking settings (B), as we have pointed out above, (13) provides a lower bound on σ which may be further improved in the future.

In contrast, the bound (12) for setting (A) without matrix masking cannot be improved much better since the necessary condition (11) is very close. As shown in Table 1 column 5 versus column 6, the necessary condition (11) is less than 10% away from the sufficient condition (12) in all cases.

We have analyzed the situation of adding noise then apply matrix masking. Another way of combining the matrix masking and noise addition is as the following.

(C) Apply matrix masking first then add noise: release

Y = AX + C where C ∼ NI_{n×p}(0, σ^2). (15)

For this setting (C), we can show that the density of Y conditional on X is the same as the density under setting (B), as shown in Lemma A.4 of section A.8. Thus the σ needed to achieve (ε, δ)-DP is the same in setting (B) and in setting (C). We focus on the setting (B) analysis only in this paper since the local noise addition combining with the triple-matrix masking scheme can provide end-to-end privacy protection in setting (B) with a much lower added noise magnitude than needed in setting (A). More accurate statistical analysis can be conducted on the pseudo data set with lower added noise.

Finally, when n is big, we may implement the masking scheme with a random block-diagonal matrix to reduce the computational complexity. That is, we take

A = A_1 0 · · · 0 0 A_2 · · · 0 . . . . ... . . 0 0 · · · A_k where A_1, ..., A_k are respectively orthogonal matrices of sizes n_1, ..., n_k with n = n_1 + ... + n_k. Let n_s denotes the smallest size among n_1, ..., n_k. We assumes that n_s > p. Then the block-diagonal matrix mechanism still achieves (ε, δ)-DP when n is replaced by n_s in condition (13).

5 Proofs of Main Theorems

5.1 Proof of Lemma 3.1

Proof of Lemma 3.1. Under setting (A), since C = Y − X, p_X(y) = p_C(y − X) where the density p_C is the multivariate Gaussian distribution density.

That is, p_X(y) = ( 1 √ 2πσ )^{np}e^{− ‖y−X‖2}2σ^2 .

Notice that for a n × p matrix X, ‖X‖^2 = tr(X^T X) = tr(XX^T ). Hence

‖y − X‖^2 = tr[(y − X)(y − X)^T ] = ‖y‖^2 + ‖X‖^2 − 2tr(yX^T ).

Thus the density becomes

p_X(y) = ( 1 √ 2πσ )^{np}e^{− ‖y‖2+‖X‖2−2tr(yXT )} 2σ2 = ( 1 √ 2πσ )^{np}e^{− ‖y‖2}2σ^2 e^{− ‖X‖2}2σ^2 e^{tr(yXT )}σ^2 . (16) So the ratio of densities under X and X^′ is

p_X(y) p_X′ (y) = e^{− ‖X‖2}2σ^2 e^{tr(yXT )}σ^2 e^{− ‖X′‖2}2σ^2 e^{tr(y(X′)T )}σ^2 = e^{‖X′‖2−‖X‖2}2σ^2 e^{tr(yXT )}σ^2 e^{tr[y(X′)T ]}σ^2

. (17)

This expression is indeed (7).

Under setting (B) Y = A(X + C), the joint density of (Y, A) is

p_X(y, A) = ( 1 √ 2πσ )^{np}e^{− ‖A} T y−X‖2 2σ2 = ( 1 √ 2πσ )^{np}e^{− ‖A} T y‖2 2σ2 e^{− ‖X‖} 2 2σ2 e^{tr(A} T yXT ) σ2 . Since A is an orthogonal matrix, ‖A^T y‖ = ‖y‖.

Integrating the joint density p_X(y, A) over the uniform distribution μ(·) on the group O_{n×n}, we get the density

p_X(y) = ∫ A∈O_{n×n} ( 1√ 2πσ )^{np}e^{− ‖y‖} 2 2σ2 e^{− ‖X‖} 2 2σ2 e^{tr(A} T yXT ) σ2 dμ(A) = (^{1√}_{2πσ} )^{np}e^{− ‖y‖} 2 2σ2 e^{− ‖X‖} 2 2σ2 ∫ A∈O_{n×n} e tr(AT yXT ) σ2 dμ(A). (18)

So the density ratio becomes (8):

p_X(y) p_X′ (y)

= e^{‖X} ′‖2−‖X‖2 2σ2 ∫ A∈O_{n×n} e tr(AT yXT ) σ2 dμ(A) ∫ A∈O_{n×n} e tr[AT y(X′)T ] σ2 dμ(A) .

5.2 Proof of Theorem 3.2 in setting (A) unmasked release

Proof of Theorem 3.2. We derive the bounds by solving the set S_{X,X}′ = {y : p_X(y) > e^εp_X′ (y)}. Under setting (A), the density ratio is given by (7)

p_X(y) p_X′ (y) = e^{‖X′‖2−‖X‖2}2σ^2 e^{tr(yX} T ) σ2 e^{tr[y(X′)T ]}σ^2 . We want to further simplify (7). Recall that we denote Δ = X^′ − X so that X^′ = X + Δ. Similar to (2), we further denote the i-th row of Δ, y and C respective as Δ_i, y_i and C_i. Then tr[y(X^′)^T ] = tr(yX^T ) + tr(yΔ^T ) = tr(yX^T ) + ∑_n k=1 y_kΔ^T_k . Notice that here ‖Δ_2‖ = ... = ‖Δ_n‖ = 0 since X and X^′ only differ in the first row. Hence tr[y(X^′)^T ] = tr(yX^T ) + y_1Δ^T_1 and

‖X^′‖^2 − ‖X‖^2 = ‖X + Δ‖^2 − ‖X‖^2 = ‖Δ‖^2 + 2tr(XΔ^T ) = ‖Δ_1‖^2 + 2X_1Δ^T_1 .

Thus (7) is simplified to

p_X(y) p_X′ (y) = e^{‖X′‖2−‖X‖2}2σ^2 e^{tr(yX} T ) σ2 e^{tr[y(X′)T ]}σ^2

= e^{‖Δ1‖}

2+2X 1Δ T 1 2σ2 e^{−y1Δ} T 1 σ2 = e^{‖Δ1‖}

2−2(y 1−X1)Δ T 1 2σ2 . (19) Hence the density ratio exceeding e^ε is equivalent to

‖Δ_1‖^2 − 2(y_1 − X_1)Δ^T_1 > 2σ^2ε ⇔ −2(y_1 − X_1)Δ^T_1 > 2σ^2ε − ‖Δ_1‖^2.

Hence S_{X,X}′ = S_{X,X+Δ} = {y : −(y_1 − X_1)Δ^T_1 > σ^2ε −^{‖Δ1‖2}_2 }. Notice that (Y_1 − X_1) = C_1 follows a p-dimensional Gaussian distribution with zero mean and variance σ^2I_p where I_p denotes the p × p identity matrix. Hence −(Y_1 − X_1)Δ^T_1 follows the Gaussian distribution with zero mean and variance σ^2‖Δ_1‖^2. Thus −^{(Y1−X1)ΔT1}_{σ‖Δ1 ‖} follows the standard Gaussian distribution N(0, 1) whose upper δ-quantile is γ̄_δ. Hence condition (5) is equivalent to

P_X[Y ∈ S_{X,X+Δ}] ≤ δ ⇔ P_X[−(Y_1 − X_1)Δ^T_1 > σ^2ε −^{‖Δ1‖2}_2 ] ≤ δ ⇔ P_X[−^{(Y1−X1)ΔT1} σ‖Δ_1 ‖ > σε ‖Δ_1‖ −

‖Δ_1‖ 2σ ] ≤ δ ⇔ γ̄_δ ≤^{σε}_{‖Δ1‖} −^{‖Δ1‖}_{2σ} =^{σε}_{‖Δ‖} −^{‖Δ‖}_{2σ} .

(20)

Here the last line comes from the fact that P_X[−^{(Y1 −X1)ΔT1}_{σ‖Δ1‖} > γ̄_δ] = δ.

Since γ̄_δ ≤^{σε}_{‖Δ‖} −^{‖Δ‖}_{2σ} ≤^{σε}_{‖Δ‖} always, a necessary condition for (20) to hold is γ̄_δ ≤ σε ‖Δ‖ ⇔ σ ≥ ‖Δ‖γ̄_δ ε . Thus we finished the proof for (9).

Now σ ≥^{‖Δ‖γ̄δ}_ε is necessary for (5) to hold for a given pair of neighboring X and X^′ that differs by ‖Δ‖ ≤ 1. Since there exists pairs of X and X^′ with ‖Δ‖ = 1, for (5) to hold for every pair of neighboring X and X^′, a necessary condition is that σ ≥ γ̄_δ ε , i.e., condition (11) holds.

What remains to be proven is the sufficient condition. Particularly, we want to prove that (10) σ ≥^{‖Δ‖γ̄δ}_ε (1 +^1_{2γ̄2δ} ) is sufficient for (20). Since σε ‖Δ‖ −^{‖Δ‖}_{2σ} is an increasing function of σ, when σ ≥^{‖Δ‖γ̄δ}_ε (1 +^1_{2γ̄2δ} ), we have σε ‖Δ‖ −^{‖Δ‖}_{2σ} ≥^ε_{‖Δ‖}^{‖Δ‖γ̄δ}_ε (1 +^1_{2γ̄2δ} ) −^{‖Δ‖}_{2 ‖Δ‖γ̄δε (1+ 12γ̄2} δ ) = γ̄_δ(1 +^1_{2γ̄2δ} ) −^ε_{2γ̄δ (1+ 12γ̄2} δ ) = γ̄_δ +^1_{2γ̄δ} −^1_{2γ̄δ}^ε_{1+ 12γ̄2} δ = γ̄_δ +^1_{2γ̄δ} (1 −^ε_{1+ 12γ̄2} δ ) ≥ γ̄_δ, where the last line is due to ε ≤ 1. This is (20). Thus (10) is sufficient for (20) which then implies (5).

When (12) σ^2 ≥^{γ̄2δ}_{ε2} (1+^1_{2γ̄2δ} )^2 holds and ‖Δ‖ ≤ 1, then (10) σ ≥^{‖Δ‖γ̄δ}_ε (1+ 1 2γ̄^2_δ ) holds also. Thus (12) is sufficient for (5) to hold for every pair of

neighboring X and X^′ with ‖Δ‖ ≤ 1.

5.3 Proof of Theorem 3.4 in setting (B)

Proof of Theorem 3.4. The main idea of this proof involves finding a high probability set W on the joint space of (Y, A) satisfying the following property: For any set S on the space of Y,

P_X[Y ∈ S and (Y, A) ∈ W] ≤ e^εP_X′ [Y ∈ S and (Y, A) ∈ W]. (21)

Then assuming that the set W has a high probability occurring when raw data set is X, P_X[(Y, A) ∈ W] ≥ 1 − δ, (22)

we can show that Y in setting (B) achieves (ε, δ)-DP because

P_X[Y ∈ S] = P_X[Y ∈ S and (Y, A) ∈ W] + P_X[Y ∈ S and (Y, A) /∈ W] by (21) ≤ e^εP_X′ [Y ∈ S and (Y, A) ∈ W] + P_X[Y ∈ S and (Y, A) /∈ W] ≤ e^εP_X′ [Y ∈ S] + P_X[(Y, A) /∈ W] by (22) ≤ e^εP_X′ [Y ∈ S] + δ.

Hence the proof is complete when we specify a set W that satisfies (21), and also show that condition (13) ensures (22) holds. To describe this set clearly, we first conduct a coordinate system change to focus our attention to a p−dimensional subspace where the common part of raw data sets X and X^′ concentrates on. The integral over this subspace makes the ratio between densities for Y under X and X^′ becomes bounded by e^ε much easier than in setting (A).

Since X and X^′ only differ in the first row, their last n − 1 rows are the same and belongs to a p−dimnesional linear subspace. For a more convenient presentation of this subspace, we apply a QR decomposition on the submatrix consisting of all the common n − 1 rows in X and X^′, so that X = ( 1 0 0 Q ) ( X_1 R ) = Q X, X^′ = ( 1 0 0 Q ) ( X^′_1 R ) = Q X^′,

where Q is a (n − 1) × (n − 1) orthogonal matrix and R is an (n − 1) × p upper triangular matrix. Hence Q is a n × n orthogonal matrix. X and X^′ only differ in the first row, which correspondingly are the first rows of X and X^′ respectively: X_1 = X_1 and X^′_1 = X^′_1. The rest rows of X and X^′ are common for both matrices: only the 2nd to (p + 1)-th rows X_2, ..., X_{p+1} are non-zero, and last n − p − 1 rows are all zero vectors. That is, after the linear transformation Q, the common part of X and X^′ lie on the p−dimensional subspace spanned by X_2, ..., X_{p+1}.

We apply the linear transformation Q on A, that is, we denote B = (AQ)^T and consider the problem in terms of B. We further decompose the matrices X, X^′ and B as

X = X_1 X_+ X_0

, X^′ =

X^′_1 X_+ X_0 , B = B_1 B_+ B_0 ,

where X_+ is the p×n matrix consisting the non-zero rows X_2, ..., X_{p+1} of the raw data set and B_+ consists of the corresponding rows from the masking matrix B; X_0 is the (n − p − 1) × n zero matrix and B_0 consists of the corresponding rows from the masking matrix B.

Since the density of uniform distribution on O_{n×n}, the group of orthogonal n × n matrices, is invariant to multiplication of an orthogonal matrix Q, B also follows the uniform distribution on O_{n×n}. We further denote

B^⊥_+ = ( B_1 B_0 ) . Let O_{p×n} denote the set of p × n matrices consisting of p orthonormal row vectors, and O_{(n−p)×n}(⊥B_+) denote the set of (n − p) × n matrices consisting of n − p orthonormal row vectors which are also orthogonal to rows of B_+. Since B follows the uniform distribution on O_{n×n}, we have the following two facts: (1) B_+ follows the uniform distribution on O_{p×n}; (2) given a B_+, B^⊥_+ follows the uniform distribution on O_{(n−p)×n}(⊥B_+). In the following, we always use μ to denote the measure for uniform distribution on each corresponding group: either O_{n×n} or O_{p×n} or O_{(n−p)×n}(⊥B_+).

To choose a set W that satisfies (21), we observe how the densities p_X(y) and p_X′ (y) differ. Particularly we want to concentrate on the differences in B^⊥_+. Recall the density of masked data, when the raw data is X, is given by

p_X(y) = ∫ A∈O_{n×n} ( 1 √ 2πσ )^{np}e^{− ‖y‖2+‖X‖2−2tr(AT yXT )} 2σ2 dμ(A). Since B^T X = (AQ)(Q^T X) = AX we have

tr(A^T yX^T ) = tr[y(AX)^T ] = tr[y(B^T X)^T ] = tr(yX^T B) = tr(ByX^T ) = p+1∑ i=1 B_iyX^T_i .

Here the last equality is due to the fact that the last n − p − 1 rows of X are all zero vectors, thus the trace only involves the sum for the first p + 1 rows.

Using this expression, the density becomes

p_X(y) = ∫ B∈O_{n×n} ( 1√ 2πσ )^{np}e^{− ‖y‖2+‖X‖2−2tr(ByX} T ) 2σ2 dμ(B) = ∫ B∈O_{n×n} ( 1√ 2πσ )^{np}e^{− ‖y‖} 2+‖X‖2 2σ2 e^{B1yX} T 1 + ∑p+1 i=2 BiyX T i σ2 dμ(B) = ∫ B_+∈O_{p×n} ( 1√ 2πσ )^{np}e^{− ‖y‖} 2+‖X‖2 2σ2 e ∑p+1 i=2 BiyX T i σ2 [ ∫ B^⊥_+∈O_{(n−p)×n}(⊥B_+) e

B1yXT1

σ2 dμ(B^⊥_+)]dμ(B_+) = ∫ B_+∈O_{p×n} f(y, X+, B+)e −^{‖X‖2}_{2σ2} [∫

B^⊥_+∈O_{(n−p)×n}(⊥B_+) e

B1yXT1

σ2 dμ(B^⊥_+)]dμ(B_+). (23)

where we denote f(y, X_+, B_+) = (^{1√}_{2πσ} )^{np}e^{− ‖y‖2}2σ^2 e ∑p+1 i=2 BiyX T i σ2 .

The density p_X′ (y), when the raw data is X^′, has a similar expression with X and X_1 replaced by respectively X^′ and X^′_1. The ratio of these two densities is therefore

p_{Y (X)}(y) p_{Y (X}′_)(y)

= e^{‖X} ′‖2−‖X‖2 2σ2 ∫ B+∈Op×n f(y,X+,B+)[ ∫ B⊥+ ∈O(n−p)×n(⊥B+) e B1yXT1

σ2 dμ(B^⊥_+ )]dμ(B_+) ∫ B+∈Op×n f(y,X+,B+)[ ∫ B⊥+∈O(n−p)×n(⊥B+) e B1y(X′1)T

σ2 dμ(B^⊥_+ )]dμ(B_+) . (24) To further simplify the expression of the inner integral, we will use the following Lemma (whose proof is in subsection A.6). In the following, when not specified, the vectors such as b and v are n-dimensional row vectors. Lemma 5.1. Let S denote a q-dimensional linear subspace of the n-dimensional Euclidean space R^n. Let proj_S(v) denotes the projection of a vector v onto the subspace S. Let μ_q(·) denote the measure for the uniform distribution over the (q − 1)-dimensional unit sphere (the surface of the q-dimensional unit ball) within the subspace S. Then for any function g(·), ∫ g(bv^T )dμ_q(b) =

∫_1 u=−1 g(‖proj_S(v)‖u) 1 c̄_q (1 − u^2)^{q−32} du

where c̄_q =

∫_1 u=−1(1 − u 2)^{q−3}2 du =^{Γ( 12 )Γ( q−12 )}_{Γ(} q_{2 )} . Here Γ(·) is the Gamma function.

Applying the Lemma 5.1 to (24), we have

p_{Y (X)}(y) p_{Y (X}′_)(y)

= e^{‖X} ′‖2−‖X‖2 2σ2 ∫ B_+∈O_{p×n} f(y, X+, B+)Gn−p( ‖v(X_1 y^T ,B_+)‖ σ^2 )dμ(B+)

~∫_{B+∈Op×n} f(y, X_+, B_+)G_{n−p}(^{‖v(X′}1^{yT ,B}+^{)‖}_{σ2} )dμ(B_+). (25) where v(b, B_+) = proj_{S(⊥B+)}(b) denotes the projection vector of b onto the (n−p)-dimensional linear subspace S(⊥B_+) perpendicular to all rows in B_+ and G_q(t) =

∫_1 u=−1 e^{tu}(1 − u^2)^{q−22} du. (26)

The density ratio in (25) can be bounded using the following Lemma 5.2 on the ratio of function G_q(), whose proof is in subsection A.7. Lemma 5.2. When t > 0, the derivative of G_q(t) satisfies 0 < G^′_q(t) < t q G_q(t). Thus G_q(t) is an increasing function when t ≥ 0, and

G_q(t_2) G_q(t_1) ≤ e^{|t} 2 1−t 2 2| 2q for any t_1 > 0 and t_2 > 0. (27)

The bound (27) together with (25) indicate that we can choose the following set W to achieve (21).

W = {(y, B) :

| ‖v(X_1y^T , B_+)‖^2 − ‖v(X^′_1y^T , B_+)‖^2 | σ^4 ≤ 2(n−p)[ε+ ‖X‖^2 − ‖X^′‖^2 2σ^2 ]}. (28) For (y, B) ∈ W, (27) and (28) imply that G_{n−p}(^{‖v(X1 yT ,B+)‖} σ^2 ) ≤ Gn−p( ‖v(X^′_1 y^T ,B_+)‖ σ^2 )e | ‖v(X1yT ,B+)‖2−‖v(X′1yT ,B+)‖2 2(n−p) ≤ G_{n−p}(^{‖v(X′1 yT ,B+)‖}_{σ2} )e^εe^{‖X‖} 2−‖X′‖2 2σ2 . (29)

Let W_B denotes the set {y : (y, B) ∈ W}. Using (28), we note that the set W_B only depends on B_+ and does not depend on the other part of matrix

B, thus we can further denote W_B as W_{B+} . Therefore,

P_X[Y ∈ S and (Y, B) ∈ W] = ∫ B_+∈O_{p×n} ∫ B^⊥_+∈O_{(n−p)×n}(⊥B_+) ∫ y∈S∩W_B f(y, X+, B+)e −^{‖X‖2}_{2σ2} e^{B1yXT1}_{σ2} dydμ(B⊥

+)dμ(B_+) = e^{− ‖X‖} 2 2σ2 ∫ B_+∈O_{p×n} ∫ y∈S∩W_{B+} f(y, X+, B+) ∫ B^⊥_+∈O_{(n−p)×n}(⊥B_+) e

B1 yXT1

σ2 dμ(B^⊥_+)dydμ(B_+) = e^{− ‖X‖} 2 2σ2 ∫ B_+∈O_{p×n} ∫ y∈S∩W_{B+} f(y, X+, B+)Gn−p( ‖v(X_1 y^T ,B_+)‖ σ^2 )dydμ(B+) ≤ e^{− ‖X‖} 2 2σ2 ∫ B_+∈O_{p×n} ∫ y∈S∩W_{B+} f(y, X+, B+)Gn−p( ‖v(X^′_1 y^T ,B_+)‖ σ^2 )e εe^{‖X‖} 2−‖X′‖2 2σ2 dydμ(B_+) = e^εe^{− ‖X} ′‖2 2σ2 ∫ B_+∈O_{p×n} ∫ y∈S∩W_{B+} f(y, X+, B+)Gn−p( ‖v(X^′_1 y^T ,B_+)‖ σ^2 )dydμ(B+)

= e^εP_X′ [Y ∈ S and (Y, B) ∈ W]. (30) where the inequality “≤” comes from (29).

Furthermore, the following lemma states that W is a high probability set, whose proof is provided next.

Lemma 5.3. When the condition on the noise bound (13) holds, P_X[(Y, B) ∈ W] ≥ 1 − δ. (31) Notice that (30) and (31) are in fact respectively (21) and (22) but stated in terms of B instead of A. Thus the proof is completed.

Proof of Lemma 5.3. The main idea of the proof is to show that |‖v(X^′_1y^T , B_+)‖^2− ‖v(X_1y^T , B_+)‖^2| is bounded by a random variable following the non-central chi-square distribution, and thus (13) ensures that W described in (28) occurs with high probability.

Denote T = ‖v(X^′_1Y^T , B_+)‖^2 − ‖v_1(X_1Y^T , B_+)‖^2. We first show that T can be expressed as a sum of quadratic forms. Since B_1, B_{p+2},..., B_n forms an orthogonal basis for the linear subspace S(⊥B_+), the projection of X_1y^T onto this subspace is

v(X_1Y^T , B_+) = (X_1Y^T B^T_1 )B_1 + n∑ i=p+2 (X_1Y^T B^T_i )B_i. (32)

Denote Z_1 = Y^T B^T_1 and Z_i = Y^T B^T_{p+i} for i = 2, ..., n − p. Then (32) implies that

‖v(X_1Y^T , B_+)‖^2 = ‖X_1Y^T B^T_1 ‖^2+ n∑ i=p+2 ‖X_1Y^T B^T_i ‖^2 = n−p∑ i=1 ‖X_1Z_i‖^2 = n−p∑ i=1 Z^T_i X^T_1 X_1Z_i.

Therefore T = n−p∑ i=1 Z^T_i (X^′_1)^T X^′_1Z_i − n−p∑ i=1 Z^T_i X^T_1 X_1Z_i = n−p∑ i=1 Z^T_i MZ_i, (33)

where M = (X^′_1)^T X^′_1 − X^T_1 X_1. That is, T is expressed as a sum of quadratic forms Z^T_i MZ_i.

Next, we show that each of the term Z^T_i MZ_i is bounded by another quadratic form which follows the non-central chi-square distribution up to a constant multiplier.

Since M = (X^′_1)^T X^′_1 − X^T_1 X_1 is symmetric and its rank is at most two, it has at most two non-zero singular values denoted as λ_1 and λ_2. Hence the singular value decomposition of M is

M = V^T λ_1 0 0_{1×(p−2)} 0 λ_2 0_{1×(p−2)} 0_{(p−2)×1} 0_{(p−2)×1} 0_{(p−2)×(p−2)} V

where V is an orthogonal matrix. Let λ_{max} = max(|λ_1|, |λ_2|). The property of the quadratic forms implies that

|Z^T_i MZ_i| = |(VZ_i)^T λ_1 0 0_{1×(p−2)} 0 λ_2 0_{1×(p−2)} 0_{(p−2)×1} 0_{(p−2)×1} 0_{(p−2)×(p−2)}

(VZ_i)|

≤ (VZ_i)^T λ_{max} 0 0_{1×(p−2)} 0 λ_{max} 0_{1×(p−2)} 0_{(p−2)×1} 0_{(p−2)×1} 0_{(p−2)×(p−2)}

(VZ_i) = λ_{max}σ^2T_i,

(34)

for T_i = (

VZ_i σ )^T

1 0 0_{1×(p−2)} 0 1 0_{1×(p−2)} 0_{(p−2)×1} 0_{(p−2)×1} 0_{(p−2)×(p−2)} (VZ^i σ ) (35)

Then we show that the quadratic forms T_i’s are independent non-central chi-square random variables.

Notice that, given B, VZ_i = VY^T B^T_i is a linear combination of the normal random variables in the matrix Y. Hence VZ_i is also a normal random vector. When i ≠ j, since B_i and B_j are orthogonal, we have

COV (B_iY, B_jY) = E[(Y − EY)^T B^T_i , B_j(Y − EY)] = 0_{p×p}.

Thus Z_i is independent of Z_j for i ≠ j, because zero covariance implies independence between two normal random vectors. This then implies that T_i is independent of T_j for i ≠ j.

Since ‖B_i‖ = 1, B_i times a column of Y is a 1-dimensional normal random variable with variance ‖B_i‖^2σ^2 = σ^2. Also, columns of Y are independent of each other, thus the elements in the normal random vector B_iY are independent of each other. Thus

V ar(B_iY) = σ^2I_{p×p}.

That is, the variance matrix for Z_i is V ar(Z_i) = σ^2I_{p×p}. Therefore

V ar(VZ_i) = VV ar(Z_i)V^T = Vσ^2I_{p×p}V^T = σ^2I_{p×p},

where the last equality is due to the fact that V is an orthogonal matrix.

Therefore,^{VZi}_σ is a normal random vector with variance matrix I_{p×p}. So its elements are independent random variable each with variance one. From (35), T_i is the sum of squares of the first two elements in^{VZi}_σ , hence T_i follows a non-central chi-square distribution with non-central parameter N_i equals to the expectation of the sum of squares of its first two elements. Thus N_i ≤ ‖E(^{VZi}_σ )‖^2.

Now we have shown that T_i’s are independent non-central chi-square random variables with non-central parameters N_i and each has degree of freedom 2, hence T̃ = ∑_{n−p} i=1 |T_i| follows a non-central chi-square distribution with noncentral parameter Ñ = ∑_{n−p} i=1 N_i and degree of freedom ∑_{n−p} i=1 2 = 2(n − p).

And we note that |T | ≤ λ_{max}σ^2T̃ from (33) and (35). Since N_i ≤ ‖E(^{VZi}_σ )‖^2, Ñ ≤ ∑^{n−p}_{i=1} ‖E(^{VZ}i_σ )‖2 which will be calculated in the following.

Since E(Y) = AX = B^T X, we have

E(VZ_1) = VE(Y^T )B^T_1 = VX^T BB^T_1 = VX^T_1 = VX^T_1 , and for i = 2, ..., n − p, E(VZ_i) = VE(Y^T )B^T_{p+i} = VX^T BB^T_{p+i} = VX^T_{p+i} = 0_{p×1}.

Therefore, ‖E( VZ_i σ )‖^2 = {_{‖VXT1 ‖2} σ^2 =

‖X_1‖^2 σ^2 , i = 1 0, i = 2, ..., n − p

Thus we have Ñ ≤ ∑_{n−p} i=1 ‖E(^{VZi}_σ )‖^2 =^{‖X1‖2}_{σ2} .

From (6), ‖X_1‖^2 ≤ p. Hence we have shown that |T | ≤ λ_{max}σ^2T̃ with T̃ follows a non-central chi-square distribution with non-central parameter Ñ ≤^{‖X1‖2}_{σ2} ≤^p_{σ2} and degree of freedom 2(n − p).

We are now ready to show that the condition (13) ensures the high probability of set W occurrence. Using (13), we have (2 √ p+1)χ^2_{(n−p)}(^p_{σ2} ;δ) 2(n−p) + √ p ≤ σ^2ε ⇒^{(2} √ p+1)χ^2_{(n−p)} (Ñ;δ) 2(n−p) + √ p ≤ σ^2ε ⇔ χ^2_{(n−p)}(Ñ; δ) ≤^{2(n−p)}_2√_{p+1} σ^2(ε −^{√p}_{σ2} ). (36) For the symmetric matrix M = (X^′_1)^T X^′_1 −X^T_1 X_1, λ_{max} is also its spectral norm ‖M‖_s which is bounded above by the Frobenius norm ‖M‖_F . That is, λ_{max} = ‖M‖_s ≤ ‖M‖_F = √ tr(M^T M) = √ tr(MM) = √ tr[(X^′_1)^T X^′_1(X^′_1)^T X^′_1 − (X^′_1)^T X^′_1X^T_1 X_1 − X^T_1 X_1(X^′_1)^T X^′_1 + X^T_1 X_1X^T_1 X_1] = √ tr[X^′_1(X^′_1)^T X^′_1(X^′_1)^T ] − tr[X_1(X^′_1)^T X^′_1X^T_1 ] − tr[X^′_1X^T_1 X_1(X^′_1)^T ] + tr[X_1X^T_1 X_1X^T_1 ] = √ [X^′_1(X^′_1)^T ]^2 − 2[X^′_1X^T_1 ]^2 + [X_1X^T_1 ]^2,

where the last equality involves no trace anymore since X_1X^T_1 , X^′_1X^T_1 and X^′_1(X^′_1)^T are all scalars.

Because X^′_1 = X_1 + Δ_1, this implies that λ^2_{max} ≤ [X^′_1(X_1 + Δ_1)^T ]^2 − 2(X^′_1X^T_1 )^2 + (X_1X^T_1 )^2 = (X^′_1X^T_1 + X^′_1Δ^T_1 )^2 − 2(X^′_1X^T_1 )^2 − 2(X^′_1Δ^T_1 )^2 + 2(X^′_1Δ^T_1 )^2 + (X_1X^T_1 )^2 = −(X^′_1X^T_1 − X^′_1Δ^T_1 )^2 + 2(X^′_1Δ^T_1 )^2 + (X_1X^T_1 )^2 = −[X^′_1(X^T_1 − Δ^T_1 )]^2 + 2[X^′_1Δ^T_1 ]^2 + (X_1X^T_1 )^2 = −[(X_1 + Δ_1)(X^T_1 − Δ^T_1 )]^2 + 2[(X_1 + Δ_1)Δ^T_1 ]^2 + (X_1X^T_1 )^2 = −(X_1X^T_1 − Δ_1Δ^T_1 )^2 + 2(X_1Δ^T_1 + Δ_1Δ^T_1 )^2 + (X_1X^T_1 )^2 = −(‖X_1‖^2 − ‖Δ_1‖^2)^2 + 2(X_1Δ^T_1 + ‖Δ_1‖^2)^2 + ‖X_1‖^4 = −‖X_1‖^4 + 2‖X_1‖^2‖Δ_1‖^2 − ‖Δ_1‖^4 + 2(X_1Δ^T_1 )^2 + 4(X_1Δ^T_1 )‖Δ_1‖^2 + 2‖Δ_1‖^4 + ‖X_1‖^4 = 2‖X_1‖^2‖Δ_1‖^2 + 2(X_1Δ^T_1 )^2 + 4(X_1Δ^T_1 )‖Δ_1‖^2 + ‖Δ_1‖^4 ≤ 2‖X_1‖^2‖Δ_1‖^2 + 2‖X_1‖^2‖Δ_1‖^2 + 4‖X_1‖‖Δ_1‖‖Δ_1‖^2 + ‖Δ_1‖^4 ≤ 4‖X_1‖^2 + 4‖X_1‖ + 1 (since ‖Δ_1‖ ≤ 1) = (2‖X_1‖ + 1)^2 ≤ (2 √ p + 1)^2.

Thus λ_{max} ≤ 2 √ p + 1.

Thus (36) implies that

χ^2_{(n−p)}(Ñ; δ) ≤ 2(n − p) λ_{max} σ^2(ε − √ p σ^2 ). Since P_X[T̃ ≤ χ^2_{(n−p)}(Ñ; δ)] = 1 − δ,

P_X[T̃ ≤ 2(n − p) λ_{max} σ^2(ε − √ p σ^2 )] ≥ 1 − δ. Since |T | ≤ λ_{max}σ^2T̃ , we have

P_X[ |T | σ^4 ≤ 2(n − p)(ε − √ p σ^2

)] ≥ P_X[ λ_{max}T̃ σ^2 ≤ 2(n − p)(ε − √ p σ^2

)] ≥ 1 − δ. (37)

Finally, since |‖X_1‖^2 − ‖X^′_1‖^2| = (‖X_1‖ + ‖X^′_1‖) | ‖X_1‖ − ‖X^′_1‖ | ≤ ( √ p + √ p)‖X_1 − X^′_1‖ = 2 √ p‖Δ_1‖ ≤ 2 √ p, ‖X_1‖^2 − ‖X^′_1‖^2 ≥ −2 √ p. Hence (37) implies that

P_X[ |T | σ^4 ≤ 2(n − p)(ε + ‖X_1‖^2 − ‖X^′_1‖^2 2σ^2 )] ≥ 1 − δ. Using (28), we can see that this is (31).

A Proofs of technical results

A.1 Proof of Lemma 2.3

Proof of Lemma 2.3. Under setting (A), Y satisfies (ε, δ)-DP Definition 2.2. That is, for any set S and any pair of neighbors X and X^′,

P_X[Y ∈ S] = P_X[(X+C) ∈ S] ≤ e^εP_X′ [Y ∈ S]+δ = e^εP_X′ [(X^′ +C) ∈ S]+δ.

Let ν_σ(·) denote the multivariate Gaussian density for C ∼ NI_{n×p}(0, σ^2), and I(E) denote the indicator variable that event E occurs. Then the above expression becomes ∫ I[(X + c) ∈ S]dν_{σ0} (c) ≤ e^ε ∫ I[(X^′ + c) ∈ S]dν_{σ0} (c) + δ, (38) for any set S and any pair of neighbors X and X^′.

Under setting (B), denote AS = {Ax : x ∈ S} as the set whose elements are the elements in S multiplied by the matrix A. Then

P_X[Y ∈ S] = ∫ ∫ I[A(X + c) ∈ S]dν_{σ0} (c)dμ(A) = ∫ ∫ I[(X + c) ∈ A^{−1}S]dν_{σ0} (c)dμ(A).

When σ = σ_0, this together with (38) implies that for any set S and any pair of neighbors X and X^′,

P_X[Y ∈ S] ≤ ∫ {e^ε ∫ I[(X^′ + c) ∈ A^{−1}S]dν_{σ0} (c) + δ}dμ(A) = e^ε ∫ ∫ I[(X^′ + c) ∈ A^{−1}S]dν_{σ0} (c)dμ(A) + ∫ δdμ(A) = e^εP [(X^′ + C) ∈ S] + δ = e^εP_X′ [Y ∈ S] + δ.

Thus the mechanism in setting (B) also satisfies (ε, δ)-DP Definition 2.2 for σ = σ_0.

A.2 Proof of Lemma 2.4

Proof of Lemma 2.4. Let A^C denotes the compliment of a set A. When condition (5) holds, for any set S and any pair of neighbors X and X^′,

P_X[Y ∈ S] = P_X[Y ∈ S ∩ S^C_{X,X}′ ] + P_X[Y ∈ S ∩ S_{X,X}′ ] ≤ ∫ S∩S^C_{X,X′} pX(y)dy + PX[Y ∈ SX,X^′ ] ≤ e^ε ∫ S∩S^C_{X,X′} pX^′ (y)dy + δ ≤ e^ε ∫ S p_X′ (y)dy + δ = e^εP_X′ [Y ∈ S] + δ.

Thus the mechanism Y satisfies (ε, δ)-DP Definition 2.2.

When condition (5) is violated, there exists a pair of neighboring X and X^′ such that P_X[Y ∈ S_{X,X}′ ] > δ. Take S = S_{X,X}′ , then

P_X′ [Y ∈ S] = ∫ S p_X′ (y)dy ≤ 1 e^ε ∫ S p_X(y)dy = 1 e^ε P_X[Y ∈ S].

Hence,

e^{ε′} P_X′ [Y ∈ S] + δ^′ = e^{ε′} P_X′ [Y ∈ S] + (1 −^{eε′}_{eε} )δ ≤^{eε′}_{eε} P_X[Y ∈ S] + (1 −^{eε′}_{eε} )δ <^{eε′}_{eε} P_X[Y ∈ S] + (1 −^{eε′}_{eε} )P_X[Y ∈ S_{X,X}′ ] =^{eε′}_{eε} P_X[Y ∈ S] + (1 −^{eε′}_{eε} )P_X[Y ∈ S] = P_X[Y ∈ S].

Thus the mechanism is not (ε^′, δ^′)-DP.

A.3 Proof of Corollary 3.3

Proof of Corollary 3.3. We will use an explicit bound (39) on the Gaussian quantile provided in the next Lemma A.1.

By Theorem 3.2, if (5) holds for every pair of neighboring X and X^′, it is necessary that σ ≥ γ̄_δ ε > √ ln(^1_δ ) ε , where the last inequality comes from (39) √ ln(^1_δ ) < γ̄_δ.

Furthermore, when δ < 0.05, 2ln(^1_δ ) > 2ln(20) > 5, thus (1+^1_{2 ln( 1δ )} ) < 1.2. Hence

σ > 1.7 √ ln(^1_δ ) ε > 1.2 √ 2 ln(^1_δ ) ε ⇒ σ > √ 2 ln(^1_δ ) ε (1+ 1 2 ln(^1_δ ) ) > γ̄_δ ε (1+ 1 2γ̄^2_δ )),

where the last inequality comes from (39) √ ln(^1_δ ) < γ̄_δ < √ 2 ln(^1_δ ). Hence by Theorem 3.2, condition (5) holds for every pair of neighboring X and X^′ (thus the release mechanism achieves (ε, δ)-DP).

Lemma A.1. When δ < 0.05, √ ln( 1 δ ) < γ̄_δ < √ 2 ln( 1 δ ) (39)

Proof of Lemma A.1. γ̄_δ can be found using the Gaussian tail bound: for Z ∼ N(0, 1) and t > 0,

e^{− t2}2 √ 2π ( 1 t − 1 t^3 ) < P [Z > t] < e^{− t2}2 √ 2π 1 t . Hence e^{− γ̄} 2 δ 2 √ 2π 1 γ̄_δ γ̄^2_δ − 1

γ̄^2_δ = e^{− γ̄} 2 δ 2 √ 2π ( 1 γ̄_δ − 1 γ̄^3_δ ) < δ = P [Z > γ̄_δ] < e^{− γ̄} 2 δ 2 √ 2π 1 γ̄_δ . Taking the natural logarithm on all sides, we get − γ̄^2_δ 2 −ln( √ 2π)−ln(γ̄_δ)−ln( γ̄^2_δ γ̄^2_δ − 1

) < ln(δ) < − γ̄^2_δ 2 −ln( √ 2π)−ln(γ̄_δ).

Since ln(^1_δ ) = − ln(δ),

γ̄^2_δ 2 +ln( √ 2π)+ln(γ̄_δ) < ln( 1 δ ) < γ̄^2_δ 2 +ln( √ 2π)+ln(γ̄_δ)+ln( γ̄^2_δ γ̄^2_δ − 1 ). (40) When δ < 0.05, γ̄_δ > γ̄_{0.05} = 1.645 > 1, hence ln( √ 2π) + ln(γ̄_δ) > 0. The left inequality in (40) implies that

γ̄^2_δ 2 < γ̄^2_δ 2 + ln( √ 2π) + ln(γ̄_δ) < ln( 1 δ ). That is, γ̄_δ < √ 2 ln(^1_δ ) which is the second half of (39).

Let f(x) = −^{x2}_2 + ln( √ 2π) + ln(x) + ln(^{x2}_{x2−1} ). Then the derivative

f^′(x) = −x + 1 x + −2 x(x^2 − 1)

< 0 for all x > 1.

Hence f(x) is an decreasing function when x > 1. Therefore, when δ < 0.05, f(γ̄_δ) < f(γ̄_{0.05}) = f(1.645) < 0. Apply this to the right inequality in (40), ln( 1 δ ) < γ̄^2_δ 2 + ln( √ 2π) + ln(γ̄_δ) + ln( γ̄^2_δ γ̄^2_δ − 1

) = γ̄^2_δ + f(γ̄_δ) < γ̄^2_δ .

This is the first half of (39).

A.4 Proof of Corollary 3.5

Proof of Corollary 3.5. From (14) σ ≥

√_{2n−p+ln( 1δ )} 2(n−p) 3^4 √ p √ ε , we have

σ^2ε ≥^{9√p[(2n−p)+ln( 1δ )]} 2(n−p) = 3 √ p[2(2n−p)+3 ln(^1_δ )]+3 √ p(2n−p) 2(n−p) ≥^{(2√p+1)[2(2n−p)+3 ln( 1δ )]} 2(n−p) + 2 √ p(2n−p) 2(n−p) ≥^{2√p+1} 2(n−p) [2(2n − p) + 3 ln( 1 δ )] + √ p ≥^{(2√p+1)} 2(n−p) γδ;2(n−p), √ p + √ p, (41)

where the last inequality comes from bound (43) on the Chi-square quantile provided in the Lemma A.3.

The first term in the last expression is always positive, thus (41) implies that σ^2ε ≥ √ p which then implies that^{√p}_{σ2} ≤ ε ≤ 1. Hence^p_{σ2} ≤ √ p. Therefore, γ_{δ;2(n−p),}^p_{σ2} ≤ γ_{δ;2(n−p),}^√_p because the upper quantile of the Chisquare distribution increases when the non-central parameter increases. Plug this back into (41), we have σ^2ε ≥ (2 √ p + 1) 2(n − p) γ_{δ;2(n−p),}^√_p + √ p ≥ (2 √ p + 1) 2(n − p) γ_{δ;2(n−p),}^p_{σ2} + √ p. That is, (13) holds. Hence Theorem 3.4 ensures that the mechanism in setting (B) is (ε, δ)-DP.

This finishes the proof.

A.5 Chi-square distribution Tail bound.

We first cite the following lemma which is the Lemma8.1 in [4].

Lemma A.2. If χ^2 follows a Chi-square distribution with n degrees of freedom and noncentral parameter ν then for any x > 0,

P [χ^2 ≥ (n + ν^2) + 2 √ (n + 2ν^2)x + 2x] ≤ e^{−x}, P [χ^2 ≤ (n + ν^2) − 2 √ (n + 2ν^2)x] ≤ e^{−x}.

(42)

Using these bounds, we can find a simple bound for γ_{δ;2(n−p),}^√_p as in the following Lemma.

Lemma A.3. γ_{δ;2(n−p),}^√_p ≤ 2(2n − p) + 3ln( 1 δ ). (43)

Proof of Lemma A.3. Plug x = ln(^1_δ ) into (42) for the Chi-square distribution with 2(n − p) degrees of freedom and noncentral parameter ν = √ p, P [ χ^2 ≥ [2(n − p) + p] + 2 √ [2(n − p) + p]ln( 1 δ ) + 2ln( 1 δ ) ] ≤ e^{−ln( 1δ )} = e^{ln(δ)} = δ. Since by definition, P [χ^2 ≥ γ_{δ;2(n−p),}^√_p] = δ, we have

γ_{δ;2(n−p),}^√_p ≤ [2(n − p) + p] + 2 √ [2(n − p) + p]ln(^1_δ ) + 2ln(^1_δ ) ≤ [2(n − p) + p] + {[2(n − p) + p] + ln(^1_δ )} + 2ln(^1_δ ) = 2(2n − p) + 3ln(^1_δ ).

A.6 Proof of Lemma 5.1

Proof of Lemma 5.1. Let e_1 =^{projS(v)}_{‖projS(v)‖} be the unit vector along the direction of the projection for v onto the subspace S. Then bv^T = be^T_1 ‖proj_S(v)‖.

For the subspace S, we can find unit vectors e_1, ..., e_q which are orthogonal to each other. They then form the base vectors for a coordinate systems of S. Hence b = ∑_q i=1 b̃_ie_i with b̃_i = beT_i being the i-th coordinate of b under this coordinate system. Hence

bv^T = b̃_1‖proj_S(v)‖.

Notice b̃_1 is the first coordinate of a random vector uniformly distributed over the (q −1)-dimensional unit sphere, and its probability density is known to be^1_{c̄q} (1 − u^2)^{q−3}2 . Thus ∫ g(bv^T )dμ_q(b) = ∫ g(‖proj_S(v)‖b̃_1)dμ_q(b) = ∫_1

u=−1 g(‖projS(v)‖u) 1 c̄_q (1 − u 2)^{q−3}2 du.

A.7 Proof of Lemma 5.2

Proof of Lemma 5.2.

G^′_q(t) =

∫_1 u=−1 e tuu(1 − u^2)^{q−2}2 du =

∫_1 u=0[e^{tu} − e^{−tu}]u(1 − u^2)^{q−2}2 du. Since e^{tu} − e^{−tu} > 0 for all positive tu values, the integrand is always positive in the last integral. Hence G^′_q(t) > 0, when t > 0. Thus G_q(t) is an increasing function when t > 0.

Furthermore, using integral by parts,

G^′_q(t) =

∫_1 u=−1 e tuu(1 − u^2)^{q−2}2 = ∫_1 u=−1 e tu 1 2 (1 − u^2)^{q−2}2 d(u^2) = ∫_1 u=−1 e tu −1 q d[(1 − u^2)^q2 ] =^{−etu}_q (1 − u^2)^q2 |^1_{u=−1} −

∫_1 u=−1 −1 q (1 − u^2)^q2 d(e^{tu}) = 0 −

∫_1 u=−1 −1 q (1 − u^2)^q2 e^{tu}tdu =^t_q

∫_1 u=−1 e tu(1 − u^2)^q2 du ≤^t_q ∫_1 u=−1 e tu(1 − u^2)^{q−2}2 du =^t_q G_q(t).

For any t_2 > t_1 > 0, since G_q(t) > 0, we have

ln G_q(t_2) − ln G_q(t_1) = ∫_{t2} t=t_1 G^′_q (t) G_q (t) dt ≤ ∫_{t2} t=t_1 t q dt =^{t2 −t21}_{2q} . Hence G_q(t_2) G_q(t_1) ≤ e^{|t} 2 2−t 2 1| 2q , which is also true when t_2 < t_1 because G_q(t) is increasing.

A.8 Probability Density under setting (C)

Lemma A.4. Under setting (C): Y = AX + C, we have

p_X(y) = ( 1 √ 2πσ )^{np}e^{− ‖y‖} 2 2σ2 e^{− ‖X‖} 2 2σ2 ∫ A∈O_{n×n} e^{tr(A} T yXT )

σ2 dμ(A). (44)

Proof of Lemma A.4. From (15), C = Y − AX. Hence

p_X(y) = ∫ A∈O_{n×n} ( 1 √ 2πσ )^{np}e^{− ‖y−AX‖2}2σ^2 dμ(A).

Since

‖y − AX‖^2 = ‖y‖^2 + ‖AX‖^2 − 2tr[y(AX)^T ] = ‖y‖^2 + ‖X‖^2 − 2tr[yX^T A^T ] = ‖y‖^2 + ‖X‖^2 − 2tr(A^T yX^T ),

the probability density above becomes

p_X(y) = ∫ A∈O_{n×n} ( 1 √ 2πσ )^{np}e^{− ‖y‖} 2+‖X‖2−2tr(AT yXT ) 2σ2 dμ(A). Thus the density is the same as in (44). Notice that this is also the same as the probability density (18) in setting (B).

Acknowledgment

This work is supported in part by NIH grants R01LM014027 and U24 AA029959- 01. References

[1] M. Abadi, A. Chu, I. Goodfellow, H. B. McMahan, I. Mironov, K. Talwar, and L. Zhang. Deep learning with differential privacy. In Proceedings of the 2016 ACM SIGSAC Conference on Computer and Communications Security, CCS ’16, page 308–318. Association for Computing Machinery, 2016.

[2] J. M. Abowd. The u.s. census bureau adopts differential privacy. In Proceedings of the 24th ACM SIGKDD International Conference on Knowledge Discovery & Data Mining, KDD ’18, page 2867, New York, NY, USA, 2018.

[3] J. Awan and A. Slavković. Differentially private uniformly most powerful tests for binomial data. Advances in Neural Information Processing Systems, pages 4208–4218, 2018.

[4] L. Birgé. An alternative point of view on lepski’s method. Lecture Notes-Monograph Series, pages 113–133, 2001.

[5] J. Blocki, A. Blum, A. Datta, and O. Sheffet. The johnson-lindenstrauss transform itself preserves differential privacy. In 2012 IEEE 53rd Annual Symposium on Foundations of Computer Science, pages 410–419, 2012.

[6] C. Canonne, G. Kamath, A. McMillan, A. Smith, and J. Ullman. The structure of optimal private tests for simple hypotheses. In Proceedings of the 51st Annual ACM SIGACT Symposium on Theory of Computing, pages 310–321, 06 2019.

[7] K. Chaudhuri and C. Monteleoni. Privacy-preserving logistic regression.

In Proceedings of the 21st International Conference on Neural Information Processing Systems, NIPS’08, page 289–296, Red Hook, NY, USA, 2008. Curran Associates Inc.

[8] K. Chen and L. Liu. Geometric data perturbation for privacy preserving outsourced data mining. Knowledge and Information Systems, 29(3): 657–695, 2011.

[9] C. Dimitrakakis, B. Nelson, Z. Zhang, A. Mitrokotsa, and B. I. P. Rubinstein. Differential privacy for bayesian inference through posterior sampling. Journal of Machine Learning Research, 18(11):1–39, 2017.

[10] A. A. Ding, G. Miao, and S. S. Wu. On the privacy and utility properties of triple matrix-masking. Journal of Privacy and Confidentiality, 10(2), 2020.

[11] B. Ding, J. Kulkarni, and S. Yekhanin. Collecting telemetry data privately. In I. Guyon, U. V. Luxburg, S. Bengio, H. Wallach, R. Fergus, S. Vishwanathan, and R. Garnett, editors, Advances in Neural Information Processing Systems, volume 30. Curran Associates, Inc., 2017.

[12] J. C. Duchi, M. I. Jordan, and M. J. Wainwright. Local privacy and statistical minimax rates. In 2013 IEEE 54th Annual Symposium on Foundations of Computer Science, pages 429–438, 2013.

[13] C. Dwork. Differential privacy. In International Colloquium on Automata, Languages, and Programming, pages 1–12. Springer, 2006.

[14] C. Dwork. Differential privacy: A survey of results. In International conference on theory and applications of models of computation, pages 1–19. Springer, 2008.

[15] C. Dwork, K. Kenthapadi, F. McSherry, I. Mironov, and M. Naor. Our data, ourselves: Privacy via distributed noise generation. In Annual International Conference on the Theory and Applications of Cryptographic Techniques, pages 486–503. Springer, 2006.

[16] C. Dwork, F. McSherry, K. Nissim, and A. Smith. Calibrating noise to sensitivity in private data analysis. In S. Halevi and T. Rabin, editors, Theory of Cryptography, pages 265–284, Berlin, Heidelberg, 2006. Springer Berlin Heidelberg. ISBN 978-3-540-32732-5.

[17] C. Dwork, A. Roth, et al. The algorithmic foundations of differential privacy. Found. Trends Theor. Comput. Sci., 9(3-4):211–407, 2014.

[18] U. Erlingsson, V. Pihur, and A. Korolova. RAPPOR: Randomized aggregatable privacy-preserving ordinal response. In Proceedings of the 2014 ACM SIGSAC Conference on Computer and Communications Security, CCS ’14, page 1054–1067. Association for Computing Machinery, 2014.

[19] V. Karwa and A. Slavković. Inference using noisy degrees: Differentially private β-model and synthetic graphs. The Annals of Statistics, 44(1): 87–112, 2016.

[20] S. R. M. Oliveira and O. R. Zaiane. Privacy preserving clustering by data transformation. J. Inf. Data Manag., 1:67–82, 2010.

[21] O. Sheffet. Differentially private ordinary least squares. In Proceedings of the 34th International Conference on Machine Learning - Volume 70, ICML’17, page 3105–3114. JMLR.org, 2017.

[22] S. S. Wu, S. Chen, D. L. Burr, and L. Zhang. A new data collection technique for preserving privacy. Journal of Privacy and Confidentiality, 7(3):5, 2017.

[23] J. Zhang, Z. Zhang, X. Xiao, Y. Yang, and M. Winslett. Functional mechanism: Regression analysis under differential privacy. Proc. VLDB Endow., 5(11):1364–1375, 2012.

Table 1: Comparison of σ bounds (12) for setting (A) versus (13) for setting (B). ε δ p n Setting (A) necessary (11)

Setting (A) sufficient (12)

Setting (B) sufficient (13)

Ratio of (12)/(13)

0.100 0.010 1 100 23.3 25.4 6.9 4 10000 23.3 25.4 6.4 4 5 100 23.3 25.4 9.5 3 10000 23.3 25.4 8.9 3 20 100 23.3 25.4 13.1 2 10000 23.3 25.4 12.1 2 0.001 1 100 30.9 32.5 7.1 5 10000 30.9 32.5 6.4 5 5 100 30.9 32.5 9.8 3 10000 30.9 32.5 8.9 4 20 100 30.9 32.5 13.5 2 10000 30.9 32.5 12.1 3 0.010 0.010 1 100 232.6 254.1 21.8 12 10000 232.6 254.1 20.2 13 5 100 232.6 254.1 30.2 8 10000 232.6 254.1 28.0 9 20 100 232.6 254.1 41.5 6 10000 232.6 254.1 38.3 7 0.001 1 100 309.0 325.2 22.4 15 10000 309.0 325.2 20.2 16 5 100 309.0 325.2 31.0 10 10000 309.0 325.2 28.1 12 20 100 309.0 325.2 42.7 8 10000 309.0 325.2 38.4 8 0.001 0.010 1 100 2326.3 2541.3 68.9 37 10000 2326.3 2541.3 63.8 40 5 100 2326.3 2541.3 95.4 27 10000 2326.3 2541.3 88.5 29 20 100 2326.3 2541.3 131.1 19 10000 2326.3 2541.3 121.0 21 0.001 1 100 3090.2 3252.0 70.8 46 10000 3090.2 3252.0 64.0 51 5 100 3090.2 3252.0 98.0 33 10000 3090.2 3252.0 88.8 37 20 100 3090.2 3252.0 134.9 24 10000 3090.2 3252.0 121.4 27 31