arXiv:2103.01344v1 [cs.CR] 1 Mar 2021

Multi-Party Proof Generation in QAP-based zk-SNARKs

Ali Rahimi, Mohammad Ali Maddah-Ali Department of Electrical Engineering, Sharif University of Technology

Abstract

Zero-knowledge succinct non-interactive argument of knowledge (zkSNARK) allows a party, known as the prover, to convince another party, known as the verifier, that he knows a private value v, without revealing it, such that F (u, v) = y for some function F and public values u and y. There are various versions of zk-SNARK, among them, Quadratic Arithmetic Program (QAP)-based zk-SNARK has been widely used in practice, specially in Blockchain technology. This is attributed to two desirable features; its fixed-size proof and the very light computation load of the verifier. However, the computation load of the prover in QAP-based zkSNARKs, is very heavy, even-though it is designed to be very efficient. This load can be beyond the prover’s computation power to handle, and has to be offloaded to some external servers. In the existing offloading solutions, either (i) the load of computation, offloaded to each sever, is a fraction of the prover’s primary computation (e.g., DZIK), however the servers need to be trusted, (ii) the servers are not required to be trusted, but the computation complexity imposed to each one is the same as the prover’s primary computation (e.g., Trinocchio). In this paper, we present a scheme, which has the benefits of both solutions. In particular, we propose a secure multi-party proof generation algorithm where the prover can delegate its task to N servers, where (i) even if a group of T ∈ N servers, T ≤ N, collude, they cannot gain any information about the secret value v, (ii) the computation complexity of each server is less than 1/(N −T ) of the prover’s primary computation. The design is such that we don’t lose the efficiency of the prover’s algorithm in the process of delegating the tasks to external servers.

I. INTRODUCTION Zero knowledge proofs are powerful cryptographic tools by which a person (prover) can convince another person (verifier) that an assertion about some secret information is true, without revealing the secret information itself or revealing any other information beyond the fact that the assertion is true. Consider, for example, the assertion that ”I know a secret number that is quadratic non-residue mod m”. The prover can convince the verifier that he knows such a number without giving additional knowledge to the verifier.

The zero knowledge proofs were initially introduced in 1980s, in [1] and [2]. After that, a lot of efforts have been dedicated to make it more efficient. For example, Kilian [3] has introduced the succinct interactive zero knowledge proof system, where the load of communication between the prover and the verifier can be less than the size of the corresponding arithmetic circuit, a diagram which representing the original computation. Micali [4] has developed zero-knowledge succinct non-interactive argument of knowledge (zkSNARK), which is a type of zero knowledge proof systems in which the prover just sends one message to the verifier. For a survey about zero knowledge proof systems see [5] and [6].

zkSNARKs have been extensively explored in the literature [4], [7]–[22]. Also zkSNARKs have been used in many applications, for example in authentication systems [23], construction of various types of cryptographic protocols [24], privacy preserving crypto-currencies [25], smart contracts [26]–[28], miscellaneous applications in Blockchain technology [29]–[32], verifiable outsourcing of the computation [33], [34], and many other areas [35]. In addition, various toolboxes have been created to implement zkSNARKs, e.g., [36]–[39].

In [12], an efficient zkSNARK is introduced which is based on a specific encoding of the arithmetic circuit to a polynomial form called quadratic arithmetic program (QAP). QAP-based zkSNARKs have several properties that make them attractive in practice. In particular, the size of the proof is always constant, e.g., 8 elements in [40], and 3 elements in [41] regardless of the size of the arithmetic circuit. In addition, the verifier’s work (the number of addition and multiplication operations) is of the order O(|I_{io}|), where |I_{io}| is the aggregated number of public inputs and outputs of the arithmetic circuit (see section II). However, the prover’s work in QAPbased zkSNARKs is dominated with O(n log(n)) computation cost, where n is the number of multiplication gates in the arithmetic circuit. When the arithmetic circuit is large, e.g., with more than several billions of gates, a prover with a limited computing resource cannot generate the proof himself, and he may need to offload this computation to some other servers.

Several papers have investigated the problem of outsourcing the task of generating proof. • Nectar [42]: Nectar which is a smart contract protocol, uses zkSNARKs for verification of the correct execution of the smart contracts. In Nectar, the prover delegates his task to a powerful trusted worker, and sends all of its secret inputs to that worker to generate the proof. The disadvantage of this system is the need to trust the external server. In addition, that server needs to be powerful enough to handle the computation.

• DIZK [43]: This work proposes an algorithm for delegation of the prover task to several trusted machines by using a Map-Reduce framework. The advantage is that each server is responsible to execute part of the prover task, which is assigned to it based on its processing and storage resource. However, if some of the servers are untrusted, DIZK framework cannot be used.

• SPARKs [44]: This work breaks the computation task into a sequence of smaller subtasks, and delegates the proof generation for the correctness of each sub-task to one server. The weakness is that the servers must be trusted. On top of that, SPARKs deal with the computation task in detail to be able to split it into sub-tasks.

• Trinocchio [45]: In Trinocchio, we run BGW multi party computation (MPC) [46] to offload the computation to several servers. The disadvantage is that the load of the task assigned to each server is the same as that of the original computation.

To offload computation task on private data to some external untrusted nodes, a fundamental approach is multi party computation. The multi party computation was initially introduced in the early 1980s by Yao [47], and has been followed in many works [46], [48]–[51]. For a survey about multi party computation see [52]. Multi party computation has been used in many areas such as machine learning [53], secure voting [54], securing database [55] and Blockchain technology [56].

In this paper, our objective is to design an offloading mechanism that has two properties: 1) The load of computation per server is a faction of the full load of generating proofs. The reason is clear: the load of computation for prover task is beyond what one server can affords.

2) The servers are not required to be trusted. In particular, we assume a subset of size T ∈ N of the servers may collude to gain information about the input of the prover.

Current solutions have only one of the above properties. In particular, Trinocchio [45] works even if some of the servers are curious and colludy. However, the load of computation per server is the same or even more than the load of prover task. In DIZK [43], on the other hand, the load of computation per server can be a fraction of the load of the prover task. However, it does assume that all the servers are trusted. Our approach is based on ideas from multiparty computation. However, we cannot use an off-the-shelf multiparty computation scheme and apply it to the computation task of the prover. The reason is that the prover task has been hand designed to be very efficient. If we apply an MPC scheme blindly, we lose the efficiency in computation, and the computation task of each server becomes even more that the original computation. In this paper, we design a multi-party scheme for the prover task that works with N servers, such that, even if T of them collude for some T < N, they gain no information about the secret inputs (the second property). In addition, the computation load of each server is^n_{N−T} log (_n N−T ) (the first property).

The rest of the paper is organized as follows. In the section II, we review some of the backgrounds including QAP-based zkSNARKs. In the section III, we review fast Fourier transform (FFT) and some secret sharing schemes. In the section IV, we explain the main challenge and then we detail the proposed scheme. Section V is dedicated to discussion and conclusion.

Notation. We denote vectors by lowercase bold letters such as x. The notation x = [x_i]^n_{i=1} means x is a vector of length n and x_i is its ith coordinate. There are some vectors in this paper that has a large mathematical symbol, representing their construction path. To show the ith coordinate of these vectors we use the notation (.)_i. For example ( FFT^{−1}_S′ (u (α_θ)) ) i is the ith coordinate of the vector FFT^{−1}_S′ (u(α_θ)).

We denote matrices by bold uppercase letters, e.g. X. We denote sets by uppercase calligraphy letters and use {.} to show the elements, for example in X = {x_1, x_2, x_3}, X is a set containing elements x_1, x_2, and x_3. We use double bracket �.� for encryption. For more detail see Cryptographic operations in Section II-B.

II. BACKGROUND ON QAP-BASED ZKSNARK A. The story of zkSNARK

Suppose that there is a globally known function y = F (u, v) consisting of only multiplication and addition operations. The prover is a person that has calculated this function with inputs u and v, and has obtained y. The input u and the output y are publicly available. The prover wants to convince the verifier that he know v such that y = F (u, v). However, one of the main constraints is that v is a private parameter, and the prover doesn’t want to reveal it to the verifier. The second constraint is that the verifier wants to verify this computation with negligible load of computation and communication.

A non-interactive zero-knowledge proof system allows the prover to make a string π, called proof, that if the prover sends it along with public input u and output y to the verifier, the verifier will be convinced that the prover knows a v as the input of F such that the calculation of y = F (u, v) has been done correctly without obtaining any other information about v.

In order to generate and verify proofs, a process must be performed in advance based on the structure of function F . This process is called the setup phase. A third party, often called as the trusted party, runs the setup phase and generates two public parameters Evaluation Key (EK) and Verification Key (VK). EK and VK depend on the structure of the function F , and are independent of y, u, v. Then the prover generates proof π using EK and the result of the calculation y = F (u, v). The verifier verifies the prover claim using VK and the proof π. The size of the proof and the computation load of verifying should be negligible.

We note that the setup phase is a one-time process. In other words, EK and VK can be used many times as long as the function F remains the same. As a result, the computation cost of the setup phase amortizes over many zkSNARK sessions about F by different provers. It is worth mention that in the setup phase, the trusted party uses some intermediate parameters to develop EK and VK. These parameters are used only once, and must be deleted after that; otherwise if someone has access to these parameters can cheat and generate counterfeit proofs (See Fig. 1).

As an example, in the Zcash Blockchain which uses zkSNARK to support anonymous transactions, the setup phase had been run before the network started, and two sets EK and VK made available to everyone. Whenever someone wants to make an anonymous transaction, he should generate a proof using EK (to prove he has enough money, etc.), then the miners in the network verify the proof using VK. For more details see [25].

zkSNARKs have some properties that are informally mentioned below: • Zero-knowledge: Verifier obtains no information about v beyond the fact that y = F (u, v). • Succinctness: Size of the proof π is constant, no matter the size of F . This feature makes zkSNARK a good tool in practice (e.g. cloud computing).

• Non-interactive: Verifier doesn’t send anything to the prover.

• Publicly verifiable: This property allows many people to check the proof and it is useful for applications such as Blockchain.

• Correctness: If zkSNARK is executed honestly and a proof is generated honest, verifier(s) will always detect it correctly.

• Knowledge soundness: Polynomial-time adversary who doesn’t know some v that holds in y = F (u, v), can not generate a valid proof.

EKSetup

Secret Randomness

Prover

Verifier VKOne-time process for F

Repeat for any u, v π,u,y u, v0 or 1

Fig. 1: Components of zkSNARK system [43]. Note that F and its corresponding Quadratic Arithmetic Program are available to everyone.

B. Main components of zkSNARK

• Arithmetic circuit: It’s a diagram, consists of wires and multiplication and addition gates, to represent the function F and its intermediate calculations. For example, Fig. 2a corresponding to the function (c_1 + c_2)c^2_3. As it turns out, this diagram represents not only the function, but also represents the process of computation. For a computation to be correct, every computation in this graph must be correct. As you will see later, this structure would allow us to develop the proof of correct execution of the function F . The arithmetic circuit that corresponds to a function is not unique but a valid representation is enough for us.

• Equivalent Quadratic Arithmetic Program (QAP): In this step, we represent the structure of the arithmetic circuit using some polynomials. Suppose that the arithmetic circuit of F , has n multiplication gates. We assume n is a power of 2. If it is not the case, we add some operations to the arithmetic circuit to make n become a power of 2. To develop the corresponding polynomials we need to label the multiplication gates and wires of the circuit. Let ω be a primitive nth root of unity in F, i.e., ω^n = 1. We label the multiplication gates of the arithmetic circuit by the set S = {1, . . . , ω^{n−1}} in an arbitrary order. Now consider the wires that are input of the arithmetic circuit and the wires that are output of the multiplication gates. We index them in an arbitrary order by the set {1, . . . , m}. As a convention, there is a wire in the arithmetic circuit that always carries 1. We assign index i = 0 to that wire as well. As you can see, we neither label the addition gates nor index their output wires. Later, we will explain how to treat those.

Now we are ready to represent the structure of the arithmetic circuit in polynomials. For each wire, indexed by i, i ∈ {0, . . . , m}, we define three polynomials of the degree at most n − 1, denoted by L_i(x), R_i(x) and O_i(x) as follows:

L_i(x) =

1, if x = label of a gate, and the ith wire is the left input of that gate 0, if x = label of a gate, and the ith wire isn’t the left input of that gate ∼, otherwise The symbol ∼ means the value of the polynomial does not matter at this point.

R_i(x) =

1, if x = label of a gate, and the ith wire is the right input of that gate 0, if x = label of a gate, and the ith wire isn’t the right input of that gate ∼, otherwise

O_i(x) =

1, if x = label of a gate, and the ith wire is the output of that gate 0, if x = label of a gate, and the ith wire isn’t the output of that gate ∼, otherwise These polynomials can be developed simply by Lagrange interpolation. Recall that we don’t label the output wires of the addition gates. To cover the addition gates and their outputs, in the above definitions, we extend the notation of being a right input or left input of a multiplication gate as follows: If an indexed wire goes through one or more addition gates, and eventually becomes the right (left) input of a multiplication gate, then we also consider that indexed wire as a right (left) input of that multiplication gate. By going through an addition gate, we mean it is an input of that addition gate. For example in the Fig. 2, we say wire 1 and wire 2 both are the left inputs of multiplication gate. We also define polynomial, T (x) ≜ x^n − 1, called target polynomial, which is of the degree n, and is divisible by the label of each multiplication gate. In other words, if x ∈ S, we have x = ω^j for some 0 ≤ j < n, so T (x) = T (ω^j) = ω^{jn} − 1 = 0.

A QAP Q ≜ {T (x), {L_i(x)} , {R_i(x)} , {O_i(x)}} over the finite field F is the set of target polynomial T (x) and three sets of m + 1 polynomials. We note that QAP of an arithmetic circuit completely describes the structure of that circuit.

• Polynomial Representation of the Correctness of the Operations: Recall that the advantage of the arithmetic circuit of a function F is that it represent all the intermediate operations in calculating F . Let us assume that we calculate F , and in this process, we also calculate the value that is carried by each indexed wire i , denoted by W_i, i ∈ {0, . . . , m}.

wire 4 wire 1 wire 3 wire 2 wire 5 c_2c_1c_3(c1 + c2)c^2_3 ω1

(a) Arithmetic circuit

L_4(x), R_4(x), O_4(x)

L_5(x), R_5(x), O_5(x)

L_3(x), R_3(x), O_3(x)

L_2(x), R_2(x), O_2(x)

L_1(x), R_1(x), O_1(x) 1, 0, 0

0, 0, 1

0, 1, 0

0, 0, 0 x = 1 x = ω T (x) = (x − 1)(x − ω)

(b) QAP

Fig. 2: The arithmetic circuit of the function (c_1 + c_2)c^2_3 and the corresponding QAP.

For final results to be correct, we need the calculation in each multiplication gate to be correct. To verify that, one needs to verify n operations one by one, which would be very difficult. An interesting aspect of QAP is that we can use it to represent all of these operations with one polynomial equation, as follows. A polynomial equation can easily be verified reasonably as well as will be explained later.

Recall that all of the polynomials {L_i(x)}, {R_i(x)} and {O_i(x)} are of the degree n − 1. We define the polynomials L(x), R(x), O(x) of the degree n − 1 and P (x) of the degree 2n − 2 as, L(x) ≜ m∑ i=0 W_iL_i(x), R(x) ≜ m∑ i=0 W_iR_i(x), O(x) ≜ m∑ i=0 W_iO_i(x),

P (x) ≜ L(x)R(x) − O(x), where W_i is the value of the indexed wire i. An important observation is as follows. Let ω^j be the label of multiplication gate j. Then, one can see that L(ω^j) is equal to (the summation of) the values of wires that are left inputs of gate j. Similarly, R(ω^j) and O(ω^j) are equal to (the summation of) the values of the wires that are right inputs and the output wire of gate j, respectively. Thus for the calculation at gate j to be correct, we need to have L(ω^j)R(ω^j) = O(ω^j). As the result, if the prover wants to prove that the calculation of the entire arithmetic circuit has been done correctly, it’s sufficient to show P (x) = 0, ∀ x ∈ S. Equivalently, it is sufficient to show that the target polynomial T (x) divides P (x).

In other words, the prover needs to show that there is a polynomial H(x) of the degree at most n − 2 that P (x) = T (x)H(x).

The main idea behind zkSNARK is that (i) the prover finds polynomial H(x) and then (ii) the verifier checks the equation P (x) = T (x)H(x) in a point x = s chosen uniformly at random from F. If the equation P (x) = T (x)H(x) doesn’t hold, the verifier will detect it with high probability. This is because two different polynomials of degree 2n − 2 can have equal values in at most 2n − 2 different points, and assuming |F| ≫ 2n − 2, the probability that s be one of those 2n − 2 points is^{2n−2}_{|F|} that is negligible. The important note is that the prover should not know the value of s, otherwise, it can introduce invalid polynomials L(x), R(x), and O(x), such that the identity P (x) = T (x)H(x) holds only for s. This is why some cryptographic operations are needed to verify the equation for encrypted numbers.

• Cryptographic operations: In QAP based zkSNARK we rely on elliptic curve cryptography to protect the private data and soundness of the algorithm. Let G_1 be an additive group, developed based on an elliptic curve defined over the finite field F, and g_1 ∈ G_1 be a generator of this group. To encrypt a scalar a ∈ F, we calculate g_1 + g_1 + · · · + g_1 with a appearance of g_1 in the additive group G_1 , and denote it as a.g_1 or �a�_1. We note that finding number a from �a�_1 is computationally infeasible. In addition, different inputs lead to different outputs. Moreover, the encryption operation is linear, i.e., �a+b�_1 = �a�_1 +�b�_1, for two integers a and b [57].

Consider three integers a, b, and c, and assume that we only have access to �a�_1, �b�_1, �c�_1. Let us assume that we aim to verify if c = a + b. This can be simply done by checking if �c�_1 = �a�_1 + �b�_1. Now let us assume that we want to check of c = ab. This is not straight-forward, and is done through the notation of pairing e.

Let e : G_1 × G_2 → G_T be a non-trivial bilinear map from two groups G_1 and G_2 to a group G_T, and g_1, g_2 be generators of G_1 , G_2 respectively. It has three properties:

– g_1, g_2 ≠ 1 ⇒ e(g_1, g_2) ≠ 1, – ∀a, b ∈ F : e(�a�_1, �b�_2) = ab e(g_1, g_2), where �b�_2 is bg_2, – e is efficiently computable.

Now if we have �a�_1, �b�_2 and �c�_1, the encrypted versions a, b and c respectively, we can check c = a ∗ b by checking the equation e(�a�_1, �b�_2) = e(�c�_1, �1�_2). We note that G_1 and G_2 can be the same group, with g_1 as the generator. In that case, we check if e(�a�_1, �b�_1) = e(�c�_1, �1�_1) As mentioned, we use double brackets �.� to show the encrypted version of the scalars, but vectors can also be represented in this notation, for example �[x_1, x_2, x_3]�_1 = [�x_1�_1, �x_2�_1, �x_3�_1]. Using this notation, we also have �ax_1 + bx_2�_1 = a�x_1�_1 + b�x_2�_1. For more details see [58].

C. Three main algorithms in zkSNARK

There exist various versions of zkSNARK. Here we focus on the version proposed by Groth in [41] which is one of the most efficient and popular QAP-based zkSNARKs. However, the schemes proposed in this paper can be applied to other variations of QAP-based zkSNARKs. In the following, we review three algorithms included in zkSNARK, the setup phase algorithm which is done only once by an entity called as the trusted party, the prover algorithm which is done by the prover, and the verifier algorithm which is done by the verifier.

• Setup phase algorithm: This algorithm takes the function F and the security parameter κ ∈ N as the input, and outputs EK and VK. The security parameter specifies the size of the finite field F. If κ is large, the algorithm is more secure, at the cost of increasing the computation load.

The setup phase algorithm is presented in Algorithm 1. We note that in Line 3, some random parameters are chosen. These random parameters are used to develop EK and VK and will be deleted at the end of set-up phase. I_{io}, in Line 4, is the set of indices of the wires that are the public input or the output of the arithmetic circuit. I_{mid}, in Line 5, is the set of indices of the wires that are not the public input nor the output of the arithmetic circuit. It is obvious that I_{io} ∪ I_{mid} = {0, ..., m}.

In Line 9 and Line 10, EK and VK are generated respectively. All values generated during the algorithm except EK and VK are known as toxic waste, and must be deleted at the end of the algorithm for ever. Because if someone has access to them, he can produce fake proofs.

It is worth noting that Algorithm 1 is heavy in terms of computation load. However, this phase is done for function F only once, and is not function of the values of the wires, inputs, or outputs. This means that the cost of this algorithm amortizes over many proof generations about F . Thus, in this paper we do not deal with the setup phase. To see how setup phase calculations can be done in a multiparty protocol, refer to [59].

Algorithm 1 Setup Phase Algorithm

Input: function F .

1: Convert F into an arithmetic circuit. 2: Build QAP Q = {T (x), {L_i(x)}, {R_i(x)}, {O_i(x)}} where i ∈ {0, . . . , m}. 3: Choose parameters s, α, β, γ, δ uniformly at random from F. 4: Evaluate polynomials {L_i(x)}, {R_i(x)}, {O_i(x)} at the point s. 5: Let k^{vk} = [ k^{vk}_i ] i∈I_{io} = [_{βLi(s)+αRi (s)+Oi(s)} γ ] i∈I_{io} where I_{io} is the set of indices of the wires that are the public input or the output of the arithmetic circuit.

6: Let k^{pk} = [ k^{pk}_i ] i∈I_{mid} = [_{βLi(s)+αRi(s)+Oi(s)} δ ] i∈I_{mid} where I_{mid} is the set of indices of the wires that are not the public input nor the output of the arithmetic circuit.

7: Let t = [t_j]^{n−2}_{j=0} = [_{sj T (s)} δ ]_{n−2} j=0 . 8: Calculate EK and VK as below (cryptographic operations):

9: EK = {�α�_1, �β�_1, �β�_2, �δ�_1, �δ�_2, [�L_i(s)�_1]^m_{i=0}, [�R_i(s)�_1]^m_{i=0}, [�L_i(s)�_2]^m_{i=0}, �k^{pk}�_1, �t�_1}.

10: VK = {e(�α�_1, �β�_2), �γ�_2, �δ�_2, �k^{vk}�_1}.

11: Erase all values generated during the algorithm except EK and VK.

Outputs: EK, VK.

• Prover algorithm: Prover algorithm is presented in Algorithm 2. This algorithm contains three main parts. In the first part the prover builds the arithmetic circuit and calculates the values of all wires. Remember that the multiplication gate labeled by ω^j multiplies L(ω^j) and R(ω^j), and outputs O(ω^j).

In the second part, the prover runs the function polynomial − division to calculate coefficients of the polynomial H(x) =^{P (x)}_{T (x)} . In the last part the prover runs the function compute − proof in order to generate the proof.

Function polynomial − division, which is to calculate coefficients of the polynomial H(x) = P (x) T (x) , needs some explanation. Recall that deg H(x) = P (x) T (x) < n − 1. If the prover has the

values of P (x) and T (x) in some n distinct points D, |D| = n, he can calculate H(x) in D by simply dividing P (x) by T (x) for those points. Thus, he can recover the coefficients of H(x) by some interpolation. In this algorithm, we set D = {η, ηω, . . . , ηω^{n−1}} where η ∈ F \ S. We will explain the reason for this choice D later. Recall that, the prover does not even have the coefficients P (x) = L(x)R(x) − O(x). Instead, he has the values L(x), R(x), O(x) in S. Thus, we take the following steps:

– The coefficients of L(x), R(x) and O(x) are calculated by interpolation over the values of L(x), R(x) and O(x) in S. This is done efficiently by taking the FFT^{−1}_S of the vectors a, b and c, containing the values of L(x), R(x) and O(x) in S respectively (see Lines 4-9 of Algorithm 2).

– The values of L(x), R(x) and O(x) on the set D is obtained by take FFT_D of their coefficients (see Lines 10-12 of Algorithm 2).

– T (x) = x^n − 1 is calculated at n points of D.

– For each x ∈ D, calculate H(x) =^{L(x).R(x)−O(x)}_{T (x)} (see Line 13 of Algorithm 2). – Take FFT^{−1}_D of the values of H(x) on the set D to obtain the coefficients of H(x).

(see Line 14 of Algorithm 2).

We note that by definition, T (x) and P (x) both are zero on the set S. Therefore, we need D ∩ S = ∅, otherwise calculating^{P (x)}_{T (x)} in D becomes undefined. Choosing D = {η, ηω, . . . , ηω^{n−1}} for some η ∈ F \ S has the following advantages:

– S ∩ D = ∅. The reason is that if S ∩ D ≠ ∅ there is at least a member a, where a ∈ S and a ∈ D. Therefore ∃i : a = ω^i and ∃j : a = ηω^j so ω^i = ηω^j, that implies η = ω^{i−j}. It means that η ∈ S, a contradiction.

– Recall that T (x) = x^n −1. So it would take less than 2n operations to compute T (x) at n points D, because given T (ηω^j) = η^j − 1, T (ηω^{(j+1)}) = η^{(j+1)} − 1 can be computed by one multiplication and one addition.

– For each x ∈ D we have T (x) ≠ 0. The reason is that T (x) is of the degree n so it can have at most n distinct roots. On the other hand, we know that T (x) = 0 on the set S which has nothing in common with D.

– Computing fast Fourier transform on S and D is easy. See Subsection III-A. Now we focus on the computational cost of each step. In Algorithm 2, Lines 1 and 2 incur computation of the order O(n) where n is the number of multiplication gates. Lines 18 - 21 incur O(mκ) operations, where m is the number of index wires, and κ is the security parameter. If the security parameter is too large, these lines can be dominant in terms of computational cost. Recall that it needs at most 2n multiplications to calculate T (x) on set D, so Line 13 needs O(n) operations. Lines 7 - 12 and 14 are usually the bulk of computation, and incur computation cost of the order O(n log(n)). Other lines of Algorithm 2 incur a small amount of computation cost. So the computation cost of the prover is of the order O(n log(n)).

In this paper we propose a scheme by which the prover can delegate his task to N = K + T semi-honest servers, where at most T of them may collude. Each machine will have computation cost of the order O(^n_K log(^n_K )) and the prover’s computation cost will be of the order O(n).

• Verifier algorithm: Verifier algorithm is presented in Algorithm 3. As you can see, computation cost of Line 1 in this algorithm is proportional to |I_{io}| which is the number of public wires. Line 2 incurs constant computation cost.

III. PRELIMINARIES A. Fast Fourier transform (FFT) over finite field

Definitions of this subsection is taken from [60].

Definition 1. ω is a primitive nth root of unity in a computation structure (e.g. finite field), if ω^n = 1 but for no m such that 0 < m < n is ω^m = 1.

Definition 2. Let ω ∈ F be a primitive nth root of unity. Fourier transform of an n dimensional vector a ≜ [a_0, a_2, . . . , a_{n−1}]^⊤ over S = {1, ω, ω^2, . . . , ω^{n−1}} is equal to [f(1), f(ω), . . . , f(ω^{(n−1)})]^⊤, where f(x) = a_0 + · · · + a_{n−1}x^{n−1}.

The specific structure of the Fourier transform allows us to develop it with the complexity O(n log(n)), known as fast Fourier transform denoted by FFT_S (a).

The Fourier transform can be shown in matrix form as,

FFT_S (a) = F_na, (1)

where

F_n ≜

1 1 1 . . . 1 1 ω ω^2 . . . ω^{n−1} . . . . . . . . . . . . . . . 1 ω^{n−1} ω^{2(n−1)} . . . ω^{(n−1)2}

. (2)

Algorithm 2 Prover algorithm

Inputs: EK, function F and its inputs.

1: Convert F into arithmetic circuit and build QAP just like the setup phase. 2: Compute the values of all wires in the arithmetic circuit. 3: function polynomial − division (P (x), T (x)) 4: Let a = [a_j ]^{n−1}_{j=0} , where a_j = L(ω^j ). 5: Let b = [b_j ]^{n−1}_{j=0} , where b_j = R(ω^j). 6: Let c = [c_j]^{n−1}_{j=0} , where c_j = O(ω^j).

7: Calculate a^′ = FFT^{−1}_S (a). Recall that S = {1, ω, . . . , ω^{n−1}}. 8: Calculate b^′ = FFT^{−1}_S (b). 9: Calculate c^′ = FFT^{−1}_S (c).

10: Calculate a^{′′} = FFT_D(a^′), where D = {η, ηω, . . . , ηω^{n−1}}. 11: Calculate b^{′′} = FFT_D(b^′). 12: Calculate c^{′′} = FFT_D(c^′).

13: Calculate [h_j ]^{n−1}_{j=0} , where h_j = (a_j^{′′}.b_j^{′′} − c_j^{′′}) ÷ T (ηω^j). 14: Calculate [ h^′_j ]_{n−1} j=0 = FFT^{−1}_D ([h_j ]^{n−1}_{j=0} ).

15: return [ h^′_j ]_{n−1} j=0 16: function compute − proof 17: Choose secret parameters r, q independently and uniformly at random from F. 18: Calculate �L_r�_1 = �α�_1 + ∑_m i=0 W_i�L_i(s)�_1 + r�δ�_1 where W_i is the value carried by wire i. 19: Calculate �R_q�_1 = �β�_1 + ∑_m i=0 W_i�R_i(s)�_1 + q�δ�_1 20: Calculate �R_q�_2 = �β�_2 + ∑_m i=0 W_i�R_i(s)]_2 + q�δ�_2 21: Calculate �K_{r,q}�_1 = q�L_r�_1 + r�R_q�_1 − rq�δ�_1 + ∑ i∈I_{mid} Wi�k pk i �_1 + ∑_{n−2} j=0 h^′_j �t_j �_1 22: return π = {�L_r�_1, �R_q�_2, �K_{r,q}�_1}

Outputs: π, public inputs, and public outputs of F .

Algorithm 3 Verifier algorithm

Inputs: VK, π, public inputs, and public outputs of F . 1: Compute I = ∑ i∈I_{io} Wi�k vk i (s)�_1.

2: Check e (�L_r�_1, �R_q�_2) = e (�α�_1, �β�_2) + e (I, �γ�_2) + e (�K_{r,q}�_1, �δ�_2).

Output: yes or no.

The inverse of Fourier transform, denoted by FFT^{−1}_S , is equal to,

FFT^{−1}_S ( f(1) f(ω) . . . f(ω^{n−1}) ) = 1 n G_n f(1) f(ω) . . . f(ω^{n−1}) , (3)

where G_n = F^{−1}_n is equal to

G_n ≜

1 1 1 . . . 1 1 ω^{−1} ω^{−2} . . . ω^{−(n−1)} . . . . . . . . . . . . . . . 1 ω^{−(n−1)} ω^{−2(n−1)} . . . ω^{−(n−1)2} . (4)

Equation (3) can also be represented by,

a_i = 1 n n−1∑ μ=0 ( ω^{−i} )_μ f(ω^μ) for i ∈ {0, 1, . . . , n − 1} . (5) Let us define a_e = [a_i]_{i = even} and a_o = [a_i]_{i = odd}, then Fourier transform of a can be written as:

FFT_S (a) =

FFT^{S′} (a^e) FFT_S′ (a_e) + 1 ω ω^2 . . . ω^{n−1}

∘ FFT^{S′} (a^o) FFT_S′ (a_o) (6)

where S^′ = { 1, ω^2, ω^4, . . . , (ω^2)^{n2 −1} } and the symbol ∘ denotes element-wise multiplication.

This recursive structure has been used to develop algorithms that can do Fourier transform with complexity O(n log(n)).

Calculating FFT_D(a), where D = {ηω^i}^{n−1}_{i=0} , η ∈ F \ S incurs O(n log(n)) operations too. Because if Ξ be a diagonal matrix, whose ith diagonal entry is η^{i−1}, we have the followings,

FFT_D(a) = FFT_S (Ξa) (7)

FFT^{−1}_D (a) = Ξ^{−1}FFT^{−1}_S (a) (8)

Calculating the elements of Ξ or Ξ^{−1} requires n multiplications, so the computation complexity of FFT_D and FFT^{−1}_D is of the order O(n log(n)).

B. Lagrange Sharing [51]

Consider a system including a master and a cluster of N ∈ N servers. The master aims to share the set of private vectors {x_1, . . . , x_K }, K ∈ N, for some finite field F, with those N servers. The sharing must be such that if any subset of T servers collude, they gain no information about the input data. Various approaches, such as ramp sharing [61] and Lagrange sharing [51] have been proposed for such sharing. In this paper, we use Lagrange Sharing [51], which works as follows:

Let {β_1, . . . , β_{K+T} } and {α_1, . . . , α_N } be two sets of some publicly known distinct non-zero points in the finite field F such that {α_θ}^N_{θ=1} ∩ {β_j }^K_{j=1} = ∅.

To code the secret inputs x_j ∈ F^M for j ∈ {1, 2, . . . , K}, first the master chooses T vectors y_j for j ∈ {K + 1, K + 2, . . . , K + T }, independently and uniformly at random from F^M . Then it forms the Lagrange coding polynomial u : F → F^M , defined as, u(z) ≜ K∑ j=1 x_j K+T∏ k=1,k≠j z − β_k β_j − β_k + K+T∑ j=K+1 y_j K+T∏ k=1,k≠j z − β_k β_j − β_k . (9)

Finally in this stage, the master sends u(α_θ) to Server θ.

IV. THE PROPOSED SCHEME Consider a system including a prover, N = K + T semi-honest servers, and a globally known function y = F (u, v) that the prover wants to generate a zkSNARK proof about it (see Section II). Suppose that the function F has a large arithmetic circuit and therefore it is a difficult task to produce proof π about F . Therefore the prover may not be able to do the task alone, and he needs to delegate his task to the servers. By semi-honest, we mean that the servers follow the algorithms correctly, but a subset of up to T of them may collude to gain information about secret data. Note that if some of the servers are adversarial meaning that they don’t follow the algorithm, the generated proof π will fail the verification. Thus the prover itself can detect it, using the inherent zkSNARK verification ability. In the other words, if for any reason, the generated proof is not valid, the prover will find out by running the verifier algorithm for his own.

As mentioned in Section I, the advantage of Trinocchio [45] algorithm is that the prover can delegate his task to several untrusted servers. On the downside, in Trinocchio, the computation complexity of each server is equal to the main task, which is assumed to be large. On the other hand, the advantage of DIZK [43] algorithm is that it partitions the task of the prover and gives a part to each server. The main disadvantage of DIZK is that the servers must be trusted. In this section, we design an algorithm that has the advantage of both DIZK and Trinocchio.

Recall that the computation complexity of zkSNARK Prover Algorithm is equal to O(n log(n)), which is driven by computing â = FFT_D ( FFT^{−1}_S (a) ) , b̂ = FFT_D ( FFT^{−1}_S (b) ) , ĉ = FFT_D ( FFT^{−1}_S (c) ) , in Lines 7-12 and also [ h^′_j ]_{n−1} j=0 = FFT^{−1}_D ([h_j ]^{n−1}_{j=0} ) in Line 14. We note that n is can be easily in the order of 10^{10} or 2^{30}. Thus, the factor log n is equal to 30 which is considerable. If we can replace this factor by constant number, say 5, we can reduce the execution time six times which is very important.

In Subsection IV-A, we propose multiparty algorithms for computing FFT_D ( FFT^{−1}_S (a) ) , and in Subsection IV-B, we propose the main algorithm.

A. The multiparty algorithm for computing FFT_D ( FFT^{−1}_S (a) ) Suppose that the prover has a large secret vector a of dimension n, and aims to compute FFT_D ( FFT^{−1}_S (a) ) , using the cluster of N semi-honest servers, where up to T may collude. One approach would be consider FFT_D ( FFT^{−1}_S (a) ) as a matrix multiplication problem^1_n G_DF_S a, as defined in Subsection III-A. Then, we can use secure multiparty computation for massive data or secure matrix multiplication methods [62], [63] by partitioning and securely sharing vector a and partitioning and sharing matrix F_S G_D with the servers. Then each server simply multiply what it received and sends it back the servers. However, using this approach, we lose the Fourier transform structure, and the computation complexity would be of the order O(^{n2}_K ) for each server.

Here we propose an alternative approach in Algorithm 4 such that the complexity of computation in each server is equal to O(^n_K log(^n_K )), and the complexity of computation in the prover is equal to O(Kn).

In step 1, vector a of length n is partitioned into K vectors of length^n_K . We have assumed that n and K are powers of 2, so n is divisible by K.

In step 2, the prover picks T vectors v_j ∈ F^nK independently and uniformly at random. These random vectors are used to guarantee the privacy of a against T colluding servers.

Algorithm 4 Multiparty algorithm for computing â = FFT_D ( FFT^{−1}_S (a) ) Input: vector a = [a_i]^{n−1}_{i=0} of the length n. The prover does the following steps:

1: partitions a into K vectors a^{(j)} = [a_{Kt+j−1}]^{nK −1}_{t=0} for j ∈ {1, . . . , K}. 2: picks T vectors v_j ∈ F^nK , j ∈ {K + 1, . . . , K + T }, independently and uniformly at random.

3: defines u(z) as (10) and sends u(α_θ) to Server θ, for θ ∈ {1, . . . , N}.

Server θ does the following steps: 4: computes FFT^{−1}_S′ (u(α_θ)) for S^′ = { 1, ω^K, . . . , ω^K(^{nK −1}) } . 5: picks T vectors v^{(θ)}_j ∈ F^nK , j ∈ {K + 1, . . . , K + T }, independently and uniformly at random.

6: defines u^{(θ)}(z) as (11), and sends u^{(θ)}(α_γ ) to Server γ, for γ ∈ {1, . . . , N}. 7: calculates u_θ ≜ ∑_N γ=1 u^{(γ)}(α_θ), upon receiving u^{(γ)}(α_θ), γ ∈ {1, . . . , N}.

8: computes FFT_D′ (u_θ) where D^′ = { η^K , η^Kω^K , . . . , η^K ω^K(^{nK −1}) } , and sends it to the prover.

Upon receiving FFT_D′ (u_θ), θ ∈ {1, . . . , N}, the prover does the following steps: 9: forms u_p(z) as defined in (13), and evaluates u_p(β_j ) for j ∈ {1, . . . , K}. 10: calculates the vector â = [ â_i ]_{n−1} i=0 as â_i ≜ ∑_K j=1 (ω^iη)^{(j−1)} (u_p(β_j ))_{i mod} n_K .

Output: â

In step 3, to encode the information, the prover evaluates the Lagrange polynomial u(z) according to (10) in public points {α_θ}^N_{θ=1}. It then sends u(α_θ) to Server θ. For more information about Lagrange polynomial coding refer to Section III-B. u(z) = K∑ j=1 a^{(j)} K+T∏ k=1,k≠j z − β_k β_j − β_k + K+T∑ j=K+1 v_j K+T∏ k=1,k≠j z − β_k β_j − β_k . (10)

In step 4, Server θ computes FFT^{−1}_S′ (u(α_θ)).

In step 5, Server θ picks T random vectors v^{(θ)}_j ∈ F^nK , for j ∈ {K + 1, . . . , K + T }, independently and uniformly at random.

Next, in step 6, Server θ forms u^{(θ)}(z) as,

u^{(θ)}(z) = K∑ j=1 x^{(θ)}_j K+T∏ k=1,k≠j z − β_k β_j − β_k + K+T∑ j=K+1 v^{(θ)}_j K+T∏ k=1,k≠j z − β_k β_j − β_k , (11)

where x^{(θ)}_{j,t} ≜ ( K n K∑ l=1 ω^{−(Kt+j−1)(l−1)}FFT^{−1}_S′ (u (α_θ)) N∏ k=1,k≠θ β_l − α_k α_θ − α_k ) Kt+j−1 mod^n_K . (12)

In step 6, Server θ sends u^{(θ)}(α_γ ) to Server γ. In step 7, Server θ calculates u_θ ≜ ∑_N γ=1 u^{(γ)}(α_θ), where u^{(γ)}(α_θ) is the data sent from Server γ to Server θ.

In step 8, Server θ computes FFT_D′ (u_θ), where D^′ = { η^K , η^K ω^K , . . . , η^K ω^K(^{nK −1}) } , and sends it to the prover.

In step 9, the prover forms the polynomial u_p(z) as,

u_p(z) ≜ N∑ θ=1 FFT_D′ (u_θ) N∏ k=1,k≠θ z − α_k α_θ − α_k , (13)

and evaluates u_p(β_j ) for j ∈ {1, . . . , K}.

In step 10, the prover calculates the vector â = [ â_i ]_{n−1} i=0 as â_i ≜ ∑_K j=1 (ω^iη)^{(j−1)} (u_p(β_j))_{i mod} n_K .

In what follows, we prove the correctness and privacy of the proposed scheme. 1) Correctness: In this part we prove that Algorithm 4 is correct and gives the desired output.

Lemma 1. Let u(z) be defined as in (9). The following equality always holds. N∑ θ=1 u(α_θ) N∏ k=1,k≠θ β_j − α_k α_θ − α_k = x_j (14)

Proof. Let define u^′(z), a polynomial of degree N − 1 as,

u^′(z) ≜ N∑ θ=1 u(α_θ) N∏ k=1,k≠θ z − α_k α_θ − α_k . (15)

We note that u^′(α_θ) = u(α_θ) for θ ∈ {1, . . . , N}. Recall that u(z) is a polynomial of degree K + T − 1 = N − 1. Because these two polynomials of the degree N − 1 have the same values in N different points, we can conclude u^′(z) = u(z) for any z ∈ F.

Also by considering the definition of u(z) in (9), we can see u(β_j ) = x_j for j ∈ {1, . . . , K}.

As a result, we have u^′(β_j) = u(β_j) = x_j .

Lemma 2. Let â = [â_i]^{n−1}_{i=0} ≜ FFT^{−1}_S (a), partitioned into K vectors â^{(j)} ≜ [â_{Kt+j−1}]^{nK −1}_{t=0} , j ∈ {1, . . . , K}. Then we have ∑_N γ=1 x^{(γ)}_j = â^{(j)}, where ∑_N γ=1 x^{(γ)}_j = [ x^{(γ)}_{j,t} ] n_{K −1} t=0 is defined in (12).

Proof. It is sufficient to prove ∑_N γ=1 x^{(γ)}_{j,t} = ( FFT^{−1}_S (a) ) Kt+j−1 mod^n_K as, N∑ γ=1 x^{(γ)}_{j,t}^{(a)}= N∑ γ=1 ( K n K∑ l=1 ω^{−(Kt+j−1)(l−1)}FFT^{−1}_S′ (u (α_γ )) N∏ k=1,k≠γ β_l − α_k α_γ − α_k ) Kt+j−1 mod^n_K (b) = ( K n K∑ l=1 ω^{−(Kt+j−1)(l−1)}FFT^{−1}_S′ (_N ∑ γ=1 u (α_γ ) N∏ k=1,k≠γ β_l − α_k α_γ − α_k )) Kt+j−1 mod^n_K (c) = ( K n K∑ l=1 ω^{−(Kt+j−1)(l−1)}FFT^{−1}_S′ ( a^{(l)} ) ) Kt+j−1 mod^n_K (d) = ( FFT^{−1}_S (a) ) Kt+j−1 mod^n_K , where (a) follows from the definition of x^{(γ)}_{j,t} in (12), (b) holds because of the linearity of Fourier transform, (c) follows from Lemma 1, and (d) is based on the definition of Fourier transform.

The following theorem establishes the correctness of Algorithm 4.

Theorem 3. The vector â, calculated in step 10 of Algorithm 4, is equal to FFT_D ( FFT^{−1}_S (a) ) .

Proof. We have

â_i^{(a)}=^K ∑ j=1 ( ω^iη )_{(j−1)} (u_p(β_j ))_{i mod} n_K (b) = K∑ j=1 ( ω^iη )_{(j−1)} (_N ∑ θ=1 FFT_D′ (u_θ) N∏ k=1,k≠θ β_j − α_k α_θ − α_k ) i mod^n_K (c) = K∑ j=1 ( ω^iη )_{(j−1)} ( FFT_D′ (_N ∑ θ=1 u_θ N∏ k=1,k≠θ β_j − α_k α_θ − α_k )) i mod^n_K (d) = K∑ j=1 ( ω^iη )_{(j−1)} ( FFT_D′ (_N ∑ θ=1 N∑ γ=1 u^{(γ)}(α_θ) N∏ k=1,k≠θ β_j − α_k α_θ − α_k )) i mod^n_K = K∑ j=1 ( ω^iη )_{(j−1)} ( FFT_D′ (_N ∑ γ=1 N∑ θ=1 u^{(γ)}(α_θ) N∏ k=1,k≠θ β_j − α_k α_θ − α_k )) i mod^n_K (e) = K∑ j=1 ( ω^iη )_{(j−1)} ( FFT_D′ (_N ∑ γ=1 x^{(γ)}_j )) i mod^n_K (f) = K∑ j=1 ( ω^iη )_{(j−1)} ( FFT_D′ ( â^{(j)} )) i mod^n_K (g) = (FFT_D (â))_i (h) = ( FFT_D ( FFT^{−1}_S (a) )) i , where (a) is based on the definition of â in step 10 of Algorithm 4, (b) is based on the definition (13) of u_p(z), (c) holds because of the linearity of Fourier transform, (d) follows from the definition of u_θ, in step 7 of Algorithm 4, (e) follows from Lemma 1, (f) follows from Lemma 2, (g) follows from the definition of Fourier transform, and (h) follows from the definition of â. 2) Privacy: To prove the privacy of Algorithm 4, we must show that if an arbitrary subset of at most T servers collude, and share all the information they have, they cannot obtain any information about the vector a. Without loss of generality, let us assume Servers 1, . . . , T collude. We note that Server θ receives u(α_θ) and u^{(γ)}(α_θ), for all γ ∈ {1, . . . , N}. As short hand notations, we define U ≜ [u(α_1), . . . , u(α_T )] where u(z) is defined in (10), and Ũ as,

Ũ ≜ u^{(1)}(α_1) u^{(1)}(α_2) . . . u^{(1)}(α_T ) u^{(2)}(α_1) u^{(2)}(α_2) . . . u^{(2)}(α_T ) . . . . . . . . . . . . u^{(N)}(α_1) u^{(N)}(α_2) . . . u^{(N)}(α_T )

. (16)

Thus to prove privacy, we need to show that I ( U, Ũ; a ) = 0.

Let us define matrices A, V, P, Q, and X̃ as follows. Let A ≜ [ a^{(1)}, . . . , a^{(K)} ] , where a^{(1)}, . . . , a^{(K)} are defined in step 1 of Algorithm 4, and V ≜ [v_{K+1}, . . . , v_{K+T} ] where v_{K+1}, . . . , v_{K+T} are random vectors that are chosen randomly in step 2 of Algorithm 4. We also define constant P = [p_{i,j}]^{K,T}_{i=1,j=1} and Q = [q_{i,j}]^{K+T,T}_{i=K+1,j=1} as,

p_{i,j} ≜ K+T∏ k=1,k≠i α_j − β_k β_i − β_k for i = 1, . . . , K, j = 1, . . . , T,

q_{i,j} ≜ K+T∏ k=1,k≠i α_j − β_k β_i − β_k for i = K + 1, . . . , K + T, j = 1, . . . , T. (17)

According to (11), we can write U as,

U = AP + VQ. (18)

We note that matrix Q is a full rank matrix. This is because by multiplying the ith row of the matrix Q by a constant non-zero number ∏_{K+T} k=1,k≠i βi − βk and dividing the jth column of

Q by constant non-zero number ∏_{K+T} k=1 α_j − β_k, for i ∈ {K + 1, . . . , K + T }, j ∈ {1, . . . , T }, we will reach to a square Cauchy matrix, which is full rank.

Considering (12), X̃ is defined as,

X̃ ≜ x^{(1)}_1 x^{(1)}_2 . . . x^{(1)}_K x^{(2)}_1 x^{(2)}_2 . . . x^{(2)}_K . . . . . . . . . . . . x^{(N)}_1 x^{(N)}_2 . . . x^{(N)}_K

. (19)

Lemma 4. I (U; A) = 0.

Proof. we have

I (U; A)^{(a)}= H(U) − H(U|A) (b) = H(U) − H(AP + VQ|A) (c) = H(U) − H(VQ|A) (d) = H(U) − H(VQ) (e) = H(U) − n K T log(|F|) (f) ≤ 0, where (a) follows from the definition of the mutual information, (b) relies on (18), (c) holds because matrix P is a constant matrix, (d) holds because V is chosen independently of matrix A, (e) holds because matrix V has uniform distribution over F^nK^{×T} , and matrix Q is full rank, and (f) holds because U ∈ F^nK^{×T} , so we have H(U) ≤^n_K × T × log(|F|).

Since mutual information is always non-negative, thus I (U; A) ≤ 0 means I (U; A) = 0.

Lemma 5. Given U, A → X̃ → Ũ is a Markov chain.

Proof. I ( A; Ũ|X̃, U ) = H ( A|X̃, U ) − H ( A|Ũ, X̃, U ) (a) = −H ( A|Ũ, X̃, U ) , where (a) is because if someone has X̃ and globally known parameters ω, n, K, {α_θ}^N_{θ=1}, {β_j }^K_{j=1}, he can perform the roles of the servers and the prover in Algorithm 4 from step 5 to the end and calculate â. So he can calculate a = FFT_S ( FFT^{−1}_D (â) ) . So a (or equivalently A) can be recovered from X̃.

Finally, since the entropy function H and mutual information I are always non-negative, we conclude I ( A; U|X̃, U ) = 0.

Theorem 6 establishes the privacy of algorithm.

Theorem 6. I ( U, Ũ; a ) = 0.

Proof. We have I ( U, Ũ; a

)_{(a)} = I ( U, Ũ; A ) (b) = I (U; A) + I ( Ũ; A|U ) (c) = I ( Ũ; A|U ) (d) ≤ I ( Ũ; X̃|U ) (e) = H(Ũ|U) − H(Ũ|X̃, U) (f) = H(Ũ|U) − H(X̃P + ṼQ|X̃, U) (g) = H(Ũ|U) − H(ṼQ|X̃, U) (h) = H(Ũ|U) − H(ṼQ) (i) ≤ H(Ũ) − H(ṼQ) (j) = H(Ũ) − Nn K T log(|F|) (k) ≤ 0, where (a) holds because A is made up of partitions of a, (b) is based on definition of the mutual information, (c) relies on Lemma 4, (d) is obtained from Lemma 5, (e) is based on the definition of mutual information, (f) holds because of the equation Ũ = X̃P + ṼQ which is the result of (11), (g) holds because P is a constant known matrix, (h) holds because Q is a known constant matrix, and matrix Ṽ is independent of X̃ and U, (i) holds because elimination of the condition doesn’t decrease the entropy, (j) follows from H(ṼQ) =^{Nn}_K T log(|F|) which is because Q is a full rank matrix, and Ṽ has uniform distribution on F^{N.n}K^{×T} , and (k) is because Ũ ∈ F^{N.n}K^{×T} .

Since mutual information is non-negative, then, from above, we conclude I ( U, Ũ; A ) = 0. 3) Computation Complexity: In this part we explore the computation complexity of Algorithm 4. The computation complexity of each step in this algorithm is as follows:

• Step 3 has the cost of evaluating u(z), a polynomial of degree N − 1, at N points. This has the complexity of O(^n_K N log(N)) • Step 4 has the cost of computing inverse Fourier transform of a vector of the length^n_K with the computation complexity of O(^n_K log(^n_K )).

• Step 6 has the cost of evaluating u^{(θ)}(z), a polynomial of degree N − 1, at N points.

But this step has an extra cost for calculation of each entry in the vector x^{(θ)}_j . It requires O(K) multiplication operations. So this step has the complexity of order O(^n_K (N log(N) + K)).

• Step 7 includes N^n_K summation operations.

• Step 8 has the cost of computing Fourier transform of a vector of the length^n_K with computation complexity of O(^n_K log(^n_K )).

• Step 9 has the cost of evaluating u_p(z), a polynomial of degree N − 1, at N points with the computation complexity of O (_n K (N log(N)) ) . • Step 10 has the computation complexity of order O(Kn).

Steps 4-8 are done by each server. So the computation complexity of each server is of the order O (_n K log^n_K ) . Steps 1-3,9,10 are done by the prover. So the computation complexity of the prover is dominated by O(Kn).

B. Main algorithm

In the previous subsection we show how to develop a MPC scheme for the computation of FFT_D ( FFT^{−1}_S (a) ) , using K + T servers. In Appendix A, we show how to do the same thing for â = FFT^{−1}_D (a). We can put them together to develop Algorithm 5. Note that in this paper we focus on a version of QAP-based zkSNARK, proposed by Groth [41]. However, this scheme can be adopted for other QAP-based zkSNARKs [16], [40], [41], [64]–[66].

1) Privacy: Since in each of the algorithms that we use in the main algorithm we use independent random vectors to share the secret input, one can easily show that even if we put all of these algorithms together, it does not leak any information to any subset of T colluding servers.

2) Computation complexity: In Algorithm 5, the servers participate in the execution of steps 7, 8, 9, 11. So according to Subsection IV-A and Appendix A, the computation complexity in each server is equal to O(^n_K log(^n_K )).

The computation complexity of the prover in steps 7, 8, 9, 11 is O(Kn). Recall from Section II-C that the computation complexity of the prover in steps 1-6 and 10 is O(n), and in steps 14-18 is O(mκ). Assuming that κ, the security parameter, is not too large, and m, the number of the wires in the arithmetic circuit, be at the same order of n, which is usually the case, the

Algorithm 5 Multiparty algorithm for proof generation

Input: EK, function F and its inputs.

1: Convert F into arithmetic circuit and build QAP just like the setup phase. 2: Compute the values of all wires in the arithmetic circuit. 3: function polynomial − division (P (x), T (x)) 4: Let a = [a_j ]^{n−1}_{j=0} , where a_j = L(ω^j ). 5: Let b = [b_j ]^{n−1}_{j=0} , where b_j = R(ω^j). 6: Let c = [c_j]^{n−1}_{j=0} , where c_j = O(ω^j). 7: Calculate a^{′′} = FFT_D ( FFT^{−1}_S (a) ) using Algorithm 4.

8: Calculate b^{′′} = FFT_D ( FFT^{−1}_S (b) ) using Algorithm 4.

9: Calculate c^{′′} = FFT_D ( FFT^{−1}_S (c) ) using Algorithm 4.

10: Calculate [h_j ]^{n−1}_{j=0} , where h_j = (a_j^{′′}.b_j^{′′} − c_j^{′′}) ÷ T (ηω^j). 11: Calculate [ h^′_j ]_{n−1} j=0 = FFT^{−1}_D ([h_j ]^{n−1}_{j=0} ) using Algorithm 6.

12: return [ h^′_j ]_{n−1} j=0 13: function compute − proof 14: Choose secret parameters r, q independently and uniformly at random from F. 15: Calculate �L_r�_1 = �α�_1 + ∑_m i=0 W_i�L_i(s)�_1 + r�δ�_1 where W_i is the value carried by wire i. 16: Calculate �R_q�_1 = �β�_1 + ∑_m i=0 W_i�R_i(s)�_1 + q�δ�_1 17: Calculate �R_q�_2 = �β�_2 + ∑_m i=0 W_i�R_i(s)]_2 + q�δ�_2 18: Calculate �K_{r,q}�_1 = q�L_r�_1 + r�R_q�_1 − rq�δ�_1 + ∑ i∈I_{mid} Wi�k pk i �_1 + ∑_{n−2} j=0 h^′_j �t_j �_1 19: return π = {�L_r�_1, �R_q�_2, �K_{r,q}�_1}

Outputs: π, public inputs, and public outputs of F .

term O(Kn) is the dominant term. So we can say that the overall computation complexity of the prover is equal to O(Kn).

V. DISCUSSION AND CONCLUSION Zero knowledge proofs are fundamental tools with a wide range of applications. Despite extensive efforts dedicated to optimize zero knowledge proof algorithms, still they incur a lot of computation complexities. In this paper we have presented a secure multi party algorithm to delegate the task of prover to several servers, where servers are untrusted and have limited computation resources. We have focused on QAP-based zkSNARKs due to its importance in practice, however a similar approach can be taken to distribute other kinds of zero knowledge proof systems.

REFERENCES

[1] S. Goldwasser, S. Micali, and C. Rackoff, “The knowledge complexity of interactive proof systems,” SIAM Journal on computing, vol. 18, no. 1, pp. 186–208, 1989.

[2] L. Babai, “Trading group theory for randomness,” in Proceedings of the seventeenth annual ACM symposium on Theory of computing, pp. 421–429, 1985.

[3] J. Kilian, “A note on efficient zero-knowledge proofs and arguments,” in Proceedings of the twenty-fourth annual ACM symposium on Theory of computing, pp. 723–732, 1992.

[4] S. Micali, “Cs proofs,” in Proceedings 35th Annual Symposium on Foundations of Computer Science, pp. 436–453, IEEE, 1994.

[5] F. Li and B. McMillin, “A survey on zero-knowledge proofs,” in Advances in Computers, vol. 94, pp. 25–69, Elsevier, 2014.

[6] A. Mohr, “A survey of zero-knowledge proofs with applications to cryptography,” Southern Illinois University, Carbondale, pp. 1–12, 2007.

[7] S. Setty, B. Braun, V. Vu, A. J. Blumberg, B. Parno, and M. Walfish, “Resolving the conflict between generality and plausibility in verified computation,” in Proceedings of the 8th ACM European Conference on Computer Systems, pp. 71– 84, 2013.

[8] N. Bitansky, A. Chiesa, Y. Ishai, O. Paneth, and R. Ostrovsky, “Succinct non-interactive arguments via linear interactive proofs,” in Theory of Cryptography Conference, pp. 315–333, Springer, 2013.

[9] A. Gabizon, Z. J. Williamson, and O. Ciobotaru, “Plonk: Permutations over lagrange-bases for oecumenical noninteractive arguments of knowledge.,” IACR Cryptol. ePrint Arch., vol. 2019, p. 953, 2019.

[10] I. Giacomelli, J. Madsen, and C. Orlandi, “Zkboo: Faster zero-knowledge for boolean circuits,” in 25th {usenix} security symposium ({usenix} security 16), pp. 1069–1083, 2016.

[11] M. Maller, S. Bowe, M. Kohlweiss, and S. Meiklejohn, “Sonic: Zero-knowledge snarks from linear-size universal and updatable structured reference strings,” in Proceedings of the 2019 ACM SIGSAC Conference on Computer and Communications Security, pp. 2111–2128, 2019.

[12] S. Setty, “Spartan: Efficient and general-purpose zksnarks without trusted setup,” tech. rep., Cryptology ePrint Archive, Report 2019/550, 2019.

[13] S. Bowe, J. Grigg, and D. Hopwood, “Halo: Recursive proof composition without a trusted setup,” tech. rep., Cryptology ePrint Archive, Report 2019/1021, 2019.

[14] R. S. Wahby, I. Tzialla, A. Shelat, J. Thaler, and M. Walfish, “Doubly-efficient zksnarks without trusted setup,” in 2018 IEEE Symposium on Security and Privacy (SP), pp. 926–943, IEEE, 2018.

[15] J. Bootle, A. Cerulli, J. Groth, S. Jakobsen, and M. Maller, “Arya: Nearly linear-time zero-knowledge proofs for correct program execution,” in International Conference on the Theory and Application of Cryptology and Information Security, pp. 595–626, Springer, 2018.

[16] E. Ben-Sasson, A. Chiesa, E. Tromer, and M. Virza, “Scalable zero knowledge via cycles of elliptic curves,” Algorithmica, vol. 79, no. 4, pp. 1102–1160, 2017.

[17] T. Xie, J. Zhang, Y. Zhang, C. Papamanthou, and D. Song, “Libra: Succinct zero-knowledge proofs with optimal prover computation,” in Annual International Cryptology Conference, pp. 733–764, Springer, 2019.

[18] S. Ames, C. Hazay, Y. Ishai, and M. Venkitasubramaniam, “Ligero: Lightweight sublinear arguments without a trusted setup,” in Proceedings of the 2017 acm sigsac conference on computer and communications security, pp. 2087–2104, 2017.

[19] R. S. Wahby, Y. Ji, A. J. Blumberg, A. Shelat, J. Thaler, M. Walfish, and T. Wies, “Full accounting for verifiable outsourcing,” in Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications Security, pp. 2071– 2086, 2017.

[20] B. Bünz, J. Bootle, D. Boneh, A. Poelstra, P. Wuille, and G. Maxwell, “Bulletproofs: Short proofs for confidential transactions and more,” in 2018 IEEE Symposium on Security and Privacy (SP), pp. 315–334, IEEE, 2018.

[21] E. Ben-Sasson, I. Bentov, Y. Horesh, and M. Riabzev, “Scalable, transparent, and post-quantum secure computational integrity.,” IACR Cryptology ePrint Archive, vol. 2018, p. 46, 2018.

[22] E. Ben-Sasson, A. Chiesa, M. Riabzev, N. Spooner, M. Virza, and N. P. Ward, “Aurora: Transparent succinct arguments for r1cs,” in Annual international conference on the theory and applications of cryptographic techniques, pp. 103–128, Springer, 2019.

[23] J. Kurmi and A. Sodhi, “A survey of zero-knowledge proof for authentication,” International Journal of Advanced Research in Computer Science and Software Engineering, vol. 5, no. 1, 2015.

[24] J. Groth and M. Maller, “Snarky signatures: Minimal signatures of knowledge from simulation-extractable snarks,” in Annual International Cryptology Conference, pp. 581–612, Springer, 2017.

[25] E. B. Sasson, A. Chiesa, C. Garman, M. Green, I. Miers, E. Tromer, and M. Virza, “Zerocash: Decentralized anonymous payments from bitcoin,” in 2014 IEEE Symposium on Security and Privacy, pp. 459–474, IEEE, 2014.

[26] A. Kosba, A. Miller, E. Shi, Z. Wen, and C. Papamanthou, “Hawk: The blockchain model of cryptography and privacypreserving smart contracts,” in 2016 IEEE symposium on security and privacy (SP), pp. 839–858, IEEE, 2016.

[27] A. Juels, A. Kosba, and E. Shi, “The ring of gyges: Investigating the future of criminal smart contracts,” in Proceedings of the 2016 ACM SIGSAC Conference on Computer and Communications Security, pp. 283–295, 2016.

[28] X. Li, Y. Zheng, K. Xia, T. Sun, and J. Beyler, “Phantom: An efficient privacy protocol using zk-snarks based on smart contracts.,” IACR Cryptol. ePrint Arch., vol. 2020, p. 156, 2020.

[29] L. Xu, N. Shah, L. Chen, N. Diallo, Z. Gao, Y. Lu, and W. Shi, “Enabling the sharing economy: Privacy respecting contract based on public blockchain,” in Proceedings of the ACM Workshop on Blockchain, Cryptocurrencies and Contracts, pp. 15– 21, 2017.

[30] Y. Lu, Q. Tang, and G. Wang, “Zebralancer: Private and anonymous crowdsourcing system atop open blockchain,” in 2018 IEEE 38th International Conference on Distributed Computing Systems (ICDCS), pp. 853–865, IEEE, 2018.

[31] T. Kerber, A. Kiayias, M. Kohlweiss, and V. Zikas, “Ouroboros crypsinous: Privacy-preserving proof-of-stake,” in 2019 IEEE Symposium on Security and Privacy (SP), pp. 157–174, IEEE, 2019.

[32] A. Garoffolo, D. Kaidalov, and R. Oliynykov, “Zendoo: a zk-snark verifiable cross-chain transfer protocol enabling decoupled and decentralized sidechains,” arXiv preprint arXiv:2002.01847, 2020.

[33] Z. Shan, K. Ren, M. Blanton, and C. Wang, “Practical secure computation outsourcing: A survey,” ACM Computing Surveys (CSUR), vol. 51, no. 2, pp. 1–40, 2018.

[34] X. Yu, Z. Yan, and A. V. Vasilakos, “A survey of verifiable computation,” Mobile Networks and Applications, vol. 22, no. 3, pp. 438–453, 2017.

[35] Z. L. DeStefano, “Snnzksnark an efficient design and implementation of a secure neural network verification system using zksnarks,” tech. rep., Los Alamos National Lab.(LANL), Los Alamos, NM (United States), 2020.

[36] S. Lab, “libsnark: a C++ library for zkSNARK proofs,” 2017. [37] Z. knowledge Cryptography in Rust, “bellman,” 2020. [38] iden3, “wasmsnark,” 2020.

[39] J. Eberhardt and S. Tai, “Zokrates-scalable privacy-preserving off-chain computations,” in 2018 IEEE International Conference on Internet of Things (iThings) and IEEE Green Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData), pp. 1084–1091, IEEE, 2018.

[40] B. Parno, J. Howell, C. Gentry, and M. Raykova, “Pinocchio: Nearly practical verifiable computation,” in 2013 IEEE Symposium on Security and Privacy, pp. 238–252, IEEE, 2013.

[41] J. Groth, “On the size of pairing-based non-interactive arguments,” in Annual international conference on the theory and applications of cryptographic techniques, pp. 305–326, Springer, 2016.

[42] A. Covaci, S. Madeo, P. Motylinski, and S. Vincent, “Nectar: non-interactive smart contract protocol using blockchain technology,” in Proceedings of the 1st International Workshop on Emerging Trends in Software Engineering for Blockchain, pp. 17–24, 2018.

[43] H. Wu, W. Zheng, A. Chiesa, R. A. Popa, and I. Stoica, “Dizk: A distributed zero knowledge proof system,” in 27th {USENIX} Security Symposium ({USENIX} Security 18), pp. 675–692, 2018.

[44] N. Ephraim, C. Freitag, I. Komargodski, and R. Pass, “Sparks: Succinct parallelizable arguments of knowledge,” in Annual International Conference on the Theory and Applications of Cryptographic Techniques, pp. 707–737, Springer, 2020.

[45] B. Schoenmakers, M. Veeningen, and N. de Vreede, “Trinocchio: privacy-preserving outsourcing by distributed verifiable computation,” in International Conference on Applied Cryptography and Network Security, pp. 346–366, Springer, 2016.

[46] M. Ben-Or, S. Goldwasser, and A. Wigderson, “Completeness theorems for non-cryptographic fault-tolerant distributed computation,” in Providing Sound Foundations for Cryptography: On the Work of Shafi Goldwasser and Silvio Micali, pp. 351–371, 2019.

[47] A. C. Yao, “Protocols for secure computations,” in 23rd annual symposium on foundations of computer science (sfcs 1982), pp. 160–164, IEEE, 1982.

[48] A. C.-C. Yao, “How to generate and exchange secrets,” in 27th Annual Symposium on Foundations of Computer Science (sfcs 1986), pp. 162–167, IEEE, 1986.

[49] O. Goldreich, S. Micali, and A. Wigderson, “How to play any mental game, or a completeness theorem for protocols with honest majority,” in Providing Sound Foundations for Cryptography: On the Work of Shafi Goldwasser and Silvio Micali, pp. 307–328, 2019.

[50] C. Crépeau, J. van de Graaf, and A. Tapp, “Committed oblivious transfer and private multi-party computation,” in Annual International Cryptology Conference, pp. 110–123, Springer, 1995.

[51] Q. Yu, S. Li, N. Raviv, S. M. M. Kalan, M. Soltanolkotabi, and S. Avestimehr, “Lagrange coded computing: Optimal design for resiliency, security and privacy,” arXiv preprint arXiv:1806.00939, 2018.

[52] D. Evans, V. Kolesnikov, and M. Rosulek, “A pragmatic introduction to secure multi-party computation,” Foundations and Trends® in Privacy and Security, vol. 2, no. 2-3, 2017.

[53] V. Chen, V. Pastro, and M. Raykova, “Secure computation for machine learning with spdz,” arXiv preprint arXiv:1901.00329, 2019.

[54] C. Gang, “An electronic voting scheme based on secure multi-party computation,” in 2008 International Symposium on Computer Science and Computational Technology, vol. 1, pp. 292–294, IEEE, 2008.

[55] D. W. Archer, D. Bogdanov, Y. Lindell, L. Kamm, K. Nielsen, J. I. Pagter, N. P. Smart, and R. N. Wright, “From keys to databases—real-world applications of secure multi-party computation,” The Computer Journal, vol. 61, no. 12, pp. 1749–1771, 2018.

[56] H. Gao, Z. Ma, S. Luo, and Z. Wang, “Bfr-mpc: A blockchain-based fair and robust multi-party computation scheme,” IEEE Access, vol. 7, pp. 110439–110450, 2019.

[57] N. El Mrabet and M. Joye, Guide to pairing-based cryptography. CRC Press, 2017. [58] L. C. Washington, Elliptic curves: number theory and cryptography. CRC press, 2008.

[59] S. Bowe, A. Gabizon, and M. D. Green, “A multi-party protocol for constructing the public parameters of the pinocchio zk-snark,” in International Conference on Financial Cryptography and Data Security, pp. 64–77, Springer, 2018.

[60] R. J. Fateman, “Lecture notes in computer science,” 2000.

[61] L. Bai, “A strong ramp secret sharing scheme using matrix projection,” in 2006 International Symposium on a World of Wireless, Mobile and Multimedia Networks (WoWMoM’06), pp. 5–pp, IEEE, 2006.

[62] H. A. Nodehi and M. A. Maddah-Ali, “Secure coded multi-party computation for massive matrix operations,” IEEE Transactions on Information Theory, 2021.

[63] S. R. H. Najarkolaei, M. A. Maddah-Ali, and M. R. Aref, “Coded secure multi-party computation for massive matrices with adversarial nodes,” in 2020 Iran Workshop on Communication and Information Theory (IWCIT), pp. 1–6, IEEE, 2020.

[64] R. Gennaro, C. Gentry, B. Parno, and M. Raykova, “Quadratic span programs and succinct nizks without pcps,” in Annual International Conference on the Theory and Applications of Cryptographic Techniques, pp. 626–645, Springer, 2013.

[65] H. Lipmaa, “Succinct non-interactive zero knowledge arguments from span programs and linear error-correcting codes,” in International Conference on the Theory and Application of Cryptology and Information Security, pp. 41–60, Springer, 2013.

[66] G. Danezis, C. Fournet, J. Groth, and M. Kohlweiss, “Square span programs with applications to succinct nizk arguments,” in International Conference on the Theory and Application of Cryptology and Information Security, pp. 532–550, Springer, 2014.

APPENDIX A THE MULTIPARTY ALGORITHM FOR COMPUTING â = FFT^{−1}_D (a) Suppose that the prover has a large secret vector a of dimension n, and aims to compute FFT^{−1}_D (a), using a cluster of N semi-honest servers, where up to T of them may collude. Here we propose Algorithm 6 in which the computation complexity of each server is equal to O(^n_K log(^n_K )), and the computation complexity of the prover is equal to O(Kn).

Algorithm 6 Multi party algorithm for computing â = FFT^{−1}_D (a)

Input: vector a = [a_i]^{n−1}_{i=0} of the length n. Prover does the following steps:

1: partitions a into K vectors a^{(j)} = [a_{Kt+j−1}]^{nK −1}_{t=0} for j ∈ {1, . . . , K}. 2: picks T vectors v_j ∈ F, j ∈ {K + 1, . . . , K + T }, independently and uniformly at random from^n_K .

3: forms u(z) according to (10), and sends u(α_θ) to Server θ, where θ ∈ {1, . . . , N}.

Server θ does the followings:

4: computes FFT^{−1}_S′ (u(α_θ)) for S^′ = { 1, ω^K, . . . , ω^K(^{nK −1}) } , and sends it to the prover.

Upon receiving FFT^{−1}_S′ (u(α_γ )), γ ∈ {1, . . . , N}, the prover does the following steps: 5: forms u^{′′}(z) as defined in (20), and evaluates u^{′′}(β_j) for j ∈ {1, . . . , K}. 6: calculates the vector â = [â_i]^{n−1}_{i=0} as â_i =^{Kη−i}_n ∑_K j=1 ω^{−i(j−1)} (u^{′′}(β_j))_{i mod} n_K .

Output: â

Let define the polynomial u^{′′}(z) as, u^{′′}(z) ≜ N∑ γ=1 FFT^{−1}_S′ (u(α_γ )) N∏ k=1,k≠γ z − α_k α_γ − α_k , (20)

which is of degree N − 1 = K + T − 1. In step 5 of Algorithm 6, the prover needs to evaluate it in K different points β_j for j ∈ {1, . . . , K}.