arXiv:2102.01570v3 [cs.LG] 13 Jan 2022

Symmetric Sparse Boolean Matrix Factorization and Applications

Sitan Chen^∗ UC Berkeley

Zhao Song^† Adobe Research

Runzhou Tao^‡ Columbia University

Ruizhe Zhang^§ UT Austin

January 15, 2022

Abstract

In this work, we study a variant of nonnegative matrix factorization where we wish to find a symmetric factorization of a given input matrix into a sparse, Boolean matrix. Formally speaking, given M ∈ Z^{m×m}, we want to find W ∈ {0, 1}^{m×r} such that ‖M − WW^⊤‖_0 is minimized among all W for which each row is k-sparse. This question turns out to be closely related to a number of questions like recovering a hypergraph from its line graph, as well as reconstruction attacks for private neural network training.

As this problem is hard in the worst-case, we study a natural average-case variant that arises in the context of these reconstruction attacks: M = WW^⊤ for W a random Boolean matrix with k-sparse rows, and the goal is to recover W up to column permutation. Equivalently, this can be thought of as recovering a uniformly random k-uniform hypergraph from its line graph.

Our main result is a polynomial-time algorithm for this problem based on bootstrapping higher-order information about W and then decomposing an appropriate tensor. The key ingredient in our analysis, which may be of independent interest, is to show that such a matrix W has full column rank with high probability as soon as m = ~Ω(r), which we do using tools from Littlewood-Offord theory and estimates for binary Krawtchouk polynomials.

∗sitanc@berkeley.edu. This work was supported in part by NSF Award 2103300, NSF CAREER Award CCF- 1453261, NSF Large CCF-1565235 and Ankur Moitra’s ONR Young Investigator Award. Part of this work was completed while visiting the Simons Institute for the Theory of Computing

†zsong@adobe.com ‡runzhou.tao@columbia.edu §ruizhe@utexas.edu. This work was supported by NSF Grant CCF-1648712.

1 Introduction

Nonnegative Matrix Factorization (NMF) [AGKM12, Moi13, RSW16, SWZ17, SWZ19] is a fundamental problem with a wide range of applications including image segmentation [LS99, SL11], document clustering [XLG03], financial analysis [dFDRC08], music transcription [SB03], and communication complexity [AUY83, Nis91]. Roughly, given an n_1 ×n_2 matrix M and a rank parameter r > 0, the goal is to find n_1 × r matrix W_1 and an n_2 × r matrix W_2 for which W_1W^⊤_2 best approximates M.

As we discuss in Section 1.2, a number of different variants of NMF have been studied in this literature, e.g. 1) constraining the factorization to be symmetric in the sense that W_1 = W_2 [DHS05, ZS05, YHD^+12, YGL^+13, CRDH08, KG12, HXZ^+11, WLW^+11, KDP12, ZWA13], 2) constraining the factors to be binary-valued [BBB^+19, FGL^+19, CIK17, KPRW19, ZLDZ07, RPG16], and 3) constraining them to be sparse [Hoy04, Gil12, KP08, SO06, GC05, ZFRK10]. It turns out that in many situations, it is fruitful to combine all of these desiderata. In this paper, we study the following hybrid of these many variants of NMF.

Suppose we are given a symmetric nonnegative matrix M ∈ R^{m×m}_{≥0} , as well as parameters k, r ∈ N. Consider the following optimization problem min W∈S_{m,r,k} ‖M − WW^⊤‖_0 for S_{m,r,k} = {W ∈ {0, 1}^{m×r} : ‖W_{j,∗}‖_0 = k ∀ j ∈ [m]}, (1)

where ‖ · ‖_0 denotes the number of nonzero entries, where matrix multiplication is either over the reals or over the Boolean semiring^1. We will refer to this problem as SSBMF (sparse symmetric Boolean matrix factorization) in the sequel.

The particular set S_{m,r,k} we optimize over turns out to have a number of natural motivations in graph clustering, combinatorics of hypergraphs, and more recently, ML security.

Clique Decomposition For instance, consider the problem of identifying community structure in a social network. In the real world, there will be overlaps between communities, and a natural goal might be to identify a collection of them that covers the graph but such that every node only occurs in a limited number of communities. In (1), we can think of M as the adjacency matrix of some graph G. Now note that over the Boolean semiring, if we had M = WW^⊤, then W would encode a clique cover of G where every vertex belongs to a small number of cliques. Indeed, we can think of the parameter r as the total number of cliques in the cover and k as the number of cliques to which any one of the m vertices belongs, in which case the nonzero entries in the j-th column of W indicate which vertices belong to the j-th clique.

Line Graphs of Hypergraphs In combinatorics, there is a large body of work on the problem of recovering hypergraphs from their line graphs [Rou73, Leh74, Lov77, Sys82, Whi92, DS95, JKL97, MT97, SST05, LTVM15], which turns out to be equivalent to the version of (1) when the input matrix M admits an exact factorization. We can regard any W ∈ S_{m,r,k} as the incidence matrix of a k-uniform hypergraph H with m hyperedges and r vertices, so if we work over the Boolean semiring, M ≜ WW^⊤ is exactly the adjacency matrix for the line graph of H, namely the graph whose vertices correspond to hyperedges of H and whose edges correspond to pairs of hyperedges which overlap on at least one vertex of H.

When k = 2, Whitney’s isomorphism theorem [Whi92] characterizes which graphs are uniquely identified by their line graphs; in our notation, this theorem characterizes when one can uniquely

1In the Boolean semiring, addition is given by logical OR, and multiplication is given by logical AND

identify W (up to permutation) from M = WW^⊤. In this case, [Rou73, Leh74, Sys82, DS95, LTVM15] have given efficient algorithms for recovering W from M. Unfortunately, for k > 2, no analogue of Whitney’s theorem exists [Lov77]. In fact, even determining whether a given graph is the line graph of some k-uniform hypergraph is NP-complete [PRT81]. Rephrased in the language of (1), this implies the following worst-case hardness result for sparse symmetric Boolean NMF:

Theorem 1.1 ([PRT81]). If P ≠ NP, no polynomial-time algorithm can take an arbitrary matrix M and decide whether (1) has zero objective value.

A number of results for reconstructing a hypergraph H from its line graph are known under additional assumptions on H [JKL97, MT97, SST05]. In a similar spirit, in this work we ask whether there are natural average-case settings where one could hope to do this.. One such setting is suggested by the following recent application of SSBMF to ML security.

Attacks on InstaHide Interestingly, SSBMF has arisen implicitly in a number of works [CLSZ21, CDG^+20, HST^+20] attacking InstaHide, a recently proposed scheme for privately training neural networks on image data [HSLA20]. At a high level, the premise for InstaHide was to train on a synthetic dataset essentially consisting of random linear combinations of k images from the private dataset [ZCDLP18], rather than on the private dataset itself.

As we discuss in Section 5, attacking this scheme amounts to a certain natural variant of the classic k-sum problem, and the aforementioned attacks reduce from solving this problem to solving an instance of SSBMF. Roughly speaking, they show how to form the Gram matrix M whose rows and columns are indexed by images in the synthetic dataset such that the (i, j)-th entry of M is 1 if the sets of private images that give rise to synthetic images i and j overlap, and 0 otherwise. Similar to the clique cover example above, we can then think of the optimal W in (1) as encoding which private images were used to generate the synthetic images.

We emphasize that the attacks on InstaHide [CLSZ21, CDG^+20, HST^+20] were able to devise efficient algorithms for SSBMF precisely because the instances that arose there were average-case: concretely, the rows of the optimal W were random k-sparse binary vectors.

That said, the key drawback of these algorithms is that they either lack provable guarantees [CDG^+20], require extremely large m [CLSZ21], or only apply to k = 2 [HST^+20].

1.1 Our Results

Motivated by the average-case version of SSBMF that arises in the above security application, as well as the shortcomings in the aforementioned works in this setting, in this work we focus on the following distributional assumption:

Assumption 1.2. Every row of W ∈ {0, 1}^{m×r} is an independent, uniformly random k-sparse bitstring, and the algorithm takes as input the matrix M = WW^⊤ over the Boolean semiring.

Remark 1.3. Note that an algorithm that works under Assumption 1.2 can easily be modified to handle the setting where M = WW^⊤ over the integers/reals instead of the Boolean semiring. The reason is that the matrix M^′ whose (i, j)-th entry is 1M_{ij} > 0 satisfies M^′ = WW^⊤ over the Boolean semiring. So in the “realizable” setting of Assumption 1.2, working over the Boolean semiring is more general than working over the integers/reals.

Our main result is to give a polynomial-time algorithm for (1) in this setting:

Theorem 1.4 (Average-case guarantee, informal version of Theorem 4.12). Fix any integer 2 ≤ k ≤ r, failure probability δ ∈ (0, 1), and suppose m ≥ ~Ω(rk log(1/δ)). Suppose W, M satisfy Assumption 1.2, where matrix multiplication is over the Boolean semiring. There is an algorithm which takes as input M, runs in O(m^{ω+1}) time^2 and, with probability 1 − δ over the randomness of W, outputs a matrix ^W ∈ {0, 1}^{m×r} whose columns are a permutation of those of W.

We stress that the minimum m for which Theorem 1.4 holds is a fixed polynomial in r, k; in contrast, the only known provable result to work in this setting for general k [CLSZ21] used a rather involved combinatorial argument to “partially” factorize M when m = Ω(n^{k−2/k}).

Furthermore, we emphasize that our dependence on r is nearly optimal:

Remark 1.5. The connection to line graphs makes clear why m must be at least Ω(r log r) for unique recovery of W (up to permutation) from M = WW^⊤ to be possible, even for k = 2. In this case, M is simply the adjacency matrix for the line graph of a random (multi)graph G given by sampling m edges with replacement. It is well known that such a graph is w.h.p. not connected if m = o(r log r) [ER60], so by Whitney’s theorem there will be multiple non-isomorphic graphs for which M is the adjacency matrix of their line graph.

We remark that in the language of line graphs, Theorem 1.4 says that whereas it is NP-complete to even recognize whether a given graph is a line graph of some hypergraph in the worst case, reconstructing a random hypergraph from its line graph is tractable.

To prove Theorem 1.4, we design an algorithm that first bootstraps the “pairwise” information present in M into third-order information in the form of the tensor T = ∑_r i=1 W^{⊗3}_i , where W_i is the i-th column of W (see Section 2.1 of the technical overview for a summary of how T is constructed from M). Once T has been constructed, we would like to invoke standard algorithms for tensor decomposition to recover the W_i’s.

However, the main technical hurdle we must overcome before we can apply tensor decomposition is to prove that W is full column rank with high probability (see Theorem 2.4). As we discuss in Section 2.2 of the overview, this can be done with a straightforward net argument if m scales at least quadratically in r. As we are interested in getting an optimal dependence on m in terms of r however, the bulk of the technical content in this paper goes into showing this holds even when m scales near-linearly in r. To achieve this, our analysis appeals to an array of technical tools from discrete probability, e.g. estimates for binary Krawtchouk polynomials, a group-theoretic Littlewood-Offord inequality, and modern tools [FKS20] for showing nonsingularity of random square Boolean matrices.

Connection to the k-sum problem As we alluded to above, the aforementioned attacks on InstaHide elucidated a simple connection between SSBMF and the following natural variant of ksum that we call batched-k-vector sum, or BkV-SUM for short, for which Theorem 1.4 can also be leveraged to obtain average-case guarantees.

Suppose there is a database X which is a list of d-dimensional vectors x_1, · · · , x_r. For a fixed integer k, we are given vectors y_1, · · · , y_m, where for each j ∈ [m], we promise that there is a set S_j with size k for which y_j = ∑ i∈S_j xi. Given y1, · · · , ym, our goal is to recover sets S1, · · · , Sm,

even if X is unknown to us. We refer to Definition 5.2 for a formal definition of BkV-SUM.

[CLSZ21, CDG^+20] show that when x_i are Gaussian vectors or real images, it is possible to construct a similarity oracle that, given any y_i, y_j, returns the number of x’s they share (i.e., |S_i ∩ S_j|). In the presence of such an oracle, it is easy to see that there is a reduction from BkV-SUM to SSBMF.

2ω ≈ 2.373 is the exponent of matrix multiplication.

For reconstruction attacks however, we would like even finer-grained information, e.g. the actual entries of the vectors x_i used to generate the y_i’s. We give an algorithm for this that, given the information obtained by SSBMF, recovers all of the “heavy” coordinates of the x_i’s.

Theorem 1.6 (Informal version of Theorem 5.8). Fix any k ∈ N and failure probability δ ∈ (0, 1), and suppose m ≥ ~Ω(rk log(d/δ)). Given a synthetic dataset of m d-dimensional vectors generated by batched k-vector sum, together with its similarity oracle, there is an O(m^{ω+1} + d · r · m)-time algorithm for approximately recovering the magnitudes of the “heavy” coordinates of every vector in the original dataset X = {x_1, . . . , x_r}. Here, a coordinate of a vector is “heavy” if its magnitude is Ω(k) times the average value of any original vector in that coordinate.

In fact, this theorem applies even if we only get access to the entrywise absolute values of the y_i’s, yielding the first provable attack on InstaHide which is polynomial in all parameters m, d, k, r (see Section 5.3 for details).

Worst-Case Guarantee Finally, we observe for the worst-case version of (1), it is quite straightforward to get a quasipolynomial-time approximation algorithm by setting up an appropriate CSP and applying known solvers [DM18]:

Theorem 1.7 (Worst-case guarantee, informal version of Theorem A.7). Given a symmetric matrix M ∈ Z^{m×m}, rank parameter r ≤ m, and accuracy parameter ϵ ∈ (0, 1], there is an algorithm that runs in m^{O(ϵ−1k2 log r)} time and outputs ^W ∈ S_{m,r,k} such that

‖M − ^W ^W^⊤‖_0 ≤ min_{W∈Sm,r,k} ‖M − WW^⊤‖_0 + ϵm^2,

where matrix multiplication can be over Z or over the Boolean semiring.

1.2 Related Work

Nonsingularity of Boolean Matrices The nonsingularity of random matrices with binaryvalued entries has been well-studied in random matrix theory, especially in the setting where each entry is an i.i.d. random draw from {±1} (see for example, [CV10, RV08, CV08]). However, in our setting, there exists some dependence within a row since we require that the row sum equals to k. While there have been a number of works under this setting (for example [Ngu13, FJLS20, Jai21, AHP20, FKS20]), they all studied the case when k is large (i.e., when k = Ω(log r)).

For k = O(1), there was a long-standing conjecture from [Vu08] that the adjacency matrix of a random k-regular graph is singular with probability o(1) when 3 ≤ k < r. A recent work [Hua18] fully resolved this conjecture using a local CLT and large deviation estimate. In contrast, our W corresponds to the adjacency matrix of a bipartite graph with only left-regularity. Furthermore, our proof uses only elementary techniques, and our emphasis is on showing that for somewhat tall rectangular matrices, the columns are linearly dependent with probability 1/ poly(r) for any constant k ≥ 1.

Fountain Codes Another line of work that studies the nonsingularity of random matrices with discrete-valued entries is that of fountain codes [Mac05, Lub02]. While an exposition of this literature would take us too far afield, at a high level many of these works are interested in establishing that for an m × r matrix whose rows are independently sampled from a particular distribution over F^r_q (ideally supported over sparse vectors to allow for fast decoding), the so-called MDS property holds. This is the property that any r × r submatrix of the matrix is full rank. Note that this is an even stronger property than linear independence of the columns. While these works have considered distributions somewhat similar to ours (e.g. [AD14] consider a distribution over vectors of sparsity at most k where one samples k coordinates from [r] with replacement, assigns those entries to be random from F_q , and sets all other entries to be zero), to our knowledge they all require the sparsity of the rows to be at least logarithmic in r.

Comparison to [ADM^+18] Perhaps the work most closely related to ours is that of [ADM^+18]. In our notation, they consider the following problem. There is an unknown matrix W ∈ R^{m×r}, and for a fixed parameter ℓ ∈ N, they would like to recover W given the ℓ-th order tensor ∑ i W^{⊗ℓ}_i . They show that when the columns of W are sampled from a sufficiently anti-concentrated distribution and r ≤ m^{⌊ ℓ−1}2^⌋, then they can recover the W_i’s from the tensor.

While this appears on the surface to be quite related both to SSBMF and to our choice of algorithm, we emphasize a crucial distinction. In SSBMF we work with ℓ = 2 as we are simply given the matrix WW^⊤ = ∑ i W^{⊗2}_i , and for this choice of ℓ, the guarantees of [ADM^+18] are vacuous as ⌊^{ℓ−1}_2 ⌋ = 0. There is a good reason for this: their algorithm is based on directly applying tensor decomposition to the tensor ∑ i W^{⊗ℓ}_i that is given as input. In contrast, a key innovation in our work is to “bootstrap” a higher-order tensor out of only the lower-order information given by M = WW^⊤.

Of course, the other difference between [ADM^+18] and our work is that they work in a smoothed analysis setting, while we work in a random setting. As a result, even though a key step in both our analysis and theirs is to show that under our respective distributional assumptions, the columns of W are full rank with high probability, our techniques for doing so are very different. We also remark that while the smoothed analysis setting is qualitatively more flexible, their analysis suffers the same drawback as the abovementioned works on nonsingularity of Boolean matrices and fountain codes, namely it cannot handle the setting of Assumption 1.2 if the rows of W are o(log r)-sparse.

Standard NMF Lastly, we give an overview of the large literature on nonnegative matrix factorization and its many variants. The most standard setting of NMF is min_{U,V≥0} ‖M − W_1W^⊤_2 ‖, where W_1, W_2 range over all possible m × r matrices with nonnegative entries. This has been the subject of a significant body of theoretical and applied work, and we refer to the survey [Gil12] for a comprehensive overview of this literature.

Symmetric NMF When we constrain W_1 and W_2 to be equal, we obtain the question of symmetric NMF, which is closely related to kernel k-means [DHS05] and has been studied in a variety of contexts like graph clustering, topic modeling, and computer vision [ZS05, YHD^+12, YGL^+13, CRDH08, KG12, WLW^+11, ZWA13]. Symmetric NMF has received comparatively less attention but is nevertheless a popular clustering technique [HXZ^+11, KDP12, DHS05] where one takes the input matrix M to be some similarity matrix for a collection of data points and interprets the factorization W as specifying a soft clustering of these points into r groups, where W_{i,ℓ} is the “probability” that point i lies in cluster ℓ.

While there exist efficient provable algorithms for asymmetric NMF under certain separability assumptions [AGKM12, Moi13], the bulk of the work on symmetric NMF has been focused on designing iterative solvers for converging to a stationary point [HXZ^+11, KDP12, VGL^+16, LHW17, ZLLL18]; we refer to the recent work of [DBd19] for one such result and an exposition of this line of work.

Binary Matrix Factorization In NMF, when we constrain W_1, W_2 to be matrices with binaryvalued entries, the problem becomes binary matrix factorization [ZLDZ07, CIK17, BBB^+19, FGL^+19, KPRW19, KT21, KT19], which is connected to a diverse array of problems like LDPC codes [RPG16], optimizing passive OLED displays [KPRW19], and graph partitioning [CIK17].

With the exception of [ZWA13, KT21] which considered community detection with overlapping communities, most works on binary matrix factorization focus on the asymmetric setting. Over the reals, this is directly related to the bipartite clique partition problem [Orl77, CHHK14, CIK17]. [KPRW19] gave the first constant-factor approximation algorithm for this problem that runs in time 2^{O(r2 log r)} poly(m). Our Theorem 1.7 also extends to this asymmetric setting (see Theorem A.5); see Remark A.6 for a comparison.

On the other hand, over the Boolean semiring, this problem is directly related to the bipartite clique cover problem. Also called Boolean factor analysis, the discrete basis problem, or minimal noise role mining, it has received substantial attention in the context of topic modeling, database tiling, association rule mining, etc. [SBM03, ŠH06, BV10, MMG^+08, VAG07, LVAH12, MSVA16]. The best algorithm in this case, due to [FGL^+19], runs in time 2^{2O(r)} · m^2, matching the lower bound of [CIK17]. [EU18] considered the decision version of this problem, whose goal is to decide the minimum clique cover size r, and proved that it is NP-hard if k ≥ 5. A more general version of this problem was studied by [AGSS12] with applications to community detection. Our worst-case algorithm also applies to this setting (see Corollary A.8). In particular, even without the sparsity condition, the running time still matches the lower bound (see Remark A.9).

Over the reals, [KT21] gives sufficient conditions on W ∈ {0, 1}^{m×r} for which one can recover the matrix WW^⊤, namely that the set of Hadamard products between columns of W spans a ( (_r 2 ) +1)- dimensional space. In this case, they give an SDP-based algorithm for recovering W. While it is conceivable that for sufficiently large m, W also satisfy this property with high probability under our Assumption 1.2, in our setting an even simpler condition suffices, namely that W has full column rank. As we will see, even this turns out to be quite nontrivial to show when m is small.

More generally, we refer to the comprehensive survey of [MN20] for other results on BMF.

Sparse NMF In sparse NMF, one enforces that the factors W_1, W_2 must be sparse matrices [Hoy04, Gil12] as this can lead to more interpretable results, e.g. in speech separation [SO06], cancer diagnosis [GC05] and facial expression recognition [ZFRK10]. Hoyer [Hoy04] initiated the study of this problem based on the observation that standard NMF usually outputs a sparse solution and modeled Sparse NMF by adding a sparsity (L_1-norm divided by L_2-norm) penalty term to the minimization. Gillis [Gil12] studied this problem from a geometric perspective via data preprocessing. Apart from this regularization approach, there are also works that deal with exact sparsity constraints [PP12, CG19].

1.3 Miscellaneous Notation

We use F_q to denote finite field and sometimes use F to denote F_2 . For any nonnegative function f, we use ~O(f) to denote f poly(log f) and use ~Ω(f) to denote f/ poly(log f).

For a vector x ∈ R^n, we use supp(x) to denote the nonzero indices, ‖x‖_0 to denote the number of nonzero entries, and ‖x‖_p to denote its ℓ_p norm. We use ⃗1_d to denote the all-ones vector in R^d and suppress the subscript when the context is clear.

For a matrix A, we use A^+ to denote the pseudo-inverse of matrix A. We use ‖A‖_F to denote the Frobenius norm of matrix A, ‖A‖_1 = ∑ i,j |A_{i,j} | to denote its entrywise ℓ_1 norm, ‖A‖_0 to denote the number of nonzero entries, and ‖A‖_∞ to denote max_{i,j} |A_{i,j}|.

Given r, k, we let (_r [k] ) denote the collection of all subsets of [r] of size k.

2 Technical Overview

As the technical details for Theorems 1.6 and 1.7 are more self-contained, in this section we focus on highlighting the key technical ingredients for our main result, Theorem 1.4.

The starting point is the following thought experiment. If instead of getting access to the matrix M = ∑_r i=1 W^{⊗2}_i over the Boolean semiring, suppose we had the tensor T = r∑ i=1 W^{⊗3}_i (2)

over Z. Provided the columns W_i of W are linearly independent over R, then we can run a standard tensor decomposition algorithm to recover W_1, . . . , W_r up to permutation. As such, there are two technical steps:

• Step 1. bootstrapping the tensor T given only M,

• Step 2. showing linear independence of the W_i.

2.1 Bootstrapping the Tensor

The key insight is that although the similarity matrix M only gives access to “second-order” information about correlations between the entries of W, we can bootstrap third-order information in the form of T ≜ ∑_r i=1 W^{⊗3}_i , where W_i is the i-th column of W and the tensor is defined over R rather than the Boolean semiring.

Given sets S_1, . . . , S_c ⊂ [r], let μ(S_1, . . . , S_c) denote the probability that a randomly chosen subset T of [r] of size k does not intersect any of them. It is easy to see that μ(S_1, . . . , S_c) = ( r − |S_1 ∪ · · · ∪ S_c| k )/( r k ) ≜ μ_{|S1∪···∪Sc|}. (3) The following fact implies that μ is monotonically decreasing in |S_1 ∪ · · · ∪ S_c| and, importantly, that the different μ_t’s are well-separated.

Fact 2.1 (Informal version of Fact 4.1). There exist absolute constants C, C^′ > 0 for which the following holds. If r ≥ C · k^2, then for any 0 ≤ t ≤ 3k, we have that μ_t ≥ μ_{t+1} + C^′k/r and μ_t ≥ 1 − O(tk/r). Hence, we first estimate μ by computing the fraction of columns of M which are simultaneously zero in rows corresponding to the sets S_1, . . . , S_c. Provided that the number of columns m is sufficiently large, we can estimate this probability to within error O(k/r), and then invert along μ to exactly recover |S_1 ∪ · · · ∪ S_c|, from which we obtain T_{a,b,c} via:

T_{a,b,c} = |S_1 ∩ S_2 ∩ S_3| = |S_1 ∪ S_2 ∪ S_3| − |S_1 ∪ S_2| − |S_2 ∪ S_3| − |S_1 ∪ S_3| + 3k,

for any a, b, c ∈ [m] with the corresponding subsets S_1, S_2, S_3.

Lemma 2.2 (Informal version of Lemma 4.2). If m ≥ ~Ω (rk log(1/δ)), then with probability at least 1 − δ over the randomness of M, there is an algorithm (Algorithm 1)for computing T_{a,b,c} for any a, b, c ∈ [m] in time O(m^{ω+1}).

We defer a full proof of Lemma 2.2 to Section 4.2. As for the runtime, we can compute each slice of T by setting up an appropriate matrix multiplication. Then, it suffices to apply the following standard guarantee for (noiseless) tensor decomposition:

Lemma 2.3 (Jennrich’s algorithm, see e.g. Lemma 4.3). Given a collection of linearly independent vectors w_1, . . . , w_r ∈ R^m, there is an algorithm that takes any tensor T = ∑_r i=1 w^{⊗3}_i , runs in time O(m^ω), and outputs a list of vectors ^w_1, . . . , ^w_r for which there exists permutation π satisfying ^w_i = w_{π(i)} for all i ∈ [r].

The full algorithm for recovering W from M is given in Algorithm 1 below.

Algorithm 1: TensorRecover(M)

Input: M ∈ {0, 1}^{m×m} s.t. M = WW^⊤ over Boolean semiring for some W ∈ S_{m,r,k} Output: Matrix ^W ∈ S_{m,r,k} which is equal to W up to column permutation

/* Form the tensor T */

1 for (a, b, c) ∈ [m] × [m] × [m] do 2 Let μ_{abc} be the fraction of ℓ ∈ [m] for which M_{a,ℓ} = M_{b,ℓ} = M_{c,ℓ} are all zero. Define μ_{ab}, μ_{ac}, μ_{bc} analogously. // (Lemma 2.2) 3 Let t_{abc} be the nonnegative integer t for which μ_t (see (3)) is closest to μ_{abc}. Define t_{ab}, t_{ac}, t_{bc} analogously. 4 T_{a,b,c} ← t_{abc} − t_{ab} − t_{ac} − t_{bc} + 3k.

/* Run Jennrich’s on T */

5 Randomly sample unit vectors v_1, v_2 ∈ S^{m−1}. 6 M_1 ← T(Id, Id, v_1), M_2 ← T(Id, Id, v_2).

7 Let ~w_1, . . . , ~w_r ∈ R^m denote the left eigenvectors outside the kernel of M_1M^+_2 . 8 Round { ~w_i} to Boolean vectors {v_i}; let ^W ∈ {0, 1}^{m×r} consist of {w_i}. 9 return ^W.

2.2 Linear Independence

To use Jennrich’s, it remains to show that the columns of W are indeed linearly independent with high probability. This is the technical heart of our analysis. We show:

Theorem 2.4 (Linear independence of W, informal version of Theorem 4.4). Let W ∈ {0, 1}^{m×r} be a random matrix whose rows are i.i.d. random vectors each following a uniform distribution over {0, 1}^r with exactly k ones. For constant k ≥ 1 and m = Ω(max(r, (r/k) log r)), the r columns of W are linearly independent in R with probability at least 1 −^1_{poly(r)} .

Note that by a simple net argument, when m = ~Ω(r^2) one can show that W is not only full rank, but polynomially well-conditioned. But as our emphasis is on having the sample complexity m depend near-optimally on the rank parameter r, we need to be much more careful.

When k is odd, it turns out to be more straightforward to prove Theorem 2.4. In this case, to show linear independence of the W_i’s over R, we first observe that it suffices to show linear independence over F_2. For a given u ∈ F^r_2, one can explicitly compute the probability that Wu = 0, and by giving fine enough estimates for these probabilities based on bounds for binary Krawtchouk polynomials and taking a union bound, we conclude that the columns of W are linearly independent with high probability in this case.

This proof strategy breaks down for even k because in this case W is not full-rank over F_2: the columns of W add up to zero over F_2. Instead, we build on ideas from [FKS20], which studies the square matrix version of this problem and upper bounds the probability that there exists some x for which Wx = 0 and for which the most frequent entry in x occurs a fixed number of times. Intuitively, if the most frequent entry does not occur too many times, then the probability that Wx = 0 is very small. Otherwise, even if the probability is large, there are “few” such vectors. Unfortunately, [FKS20] requires k ≥ Ω(log r), and in order to handle the practically relevant regime of k = O(1), we need to adapt their techniques and exploit the fact that W is a slightly tall matrix in our setting.

In particular, we leverage a certain group-theoretic Littlewood-Offord inequality [JŠ19] which may be of independent interest to the TCS community. More specifically, we consider two scenarios under which there is a vector x such that Wx = 0. The first one is that there is a vector x with Wx = 0 which has some zero entries, in which case we can actually still reduce to the F_2 case as in the case of odd k. The second one is that there is a vector x with Wx = 0 where all entries of x are non-zero. In this case, since 1 ∈ ker(W) in F_2, we cannot consider linear independence over F_2, and our main workaround is instead to work over the cyclic group Z_q where q ∈ [k − 1, 2k] is a prime.

For this latter case, we further divide into two more cases: (1) the most frequent entry in x occurs a large number of times; (2) x does not have such an entry. By a union bound over both kinds of vectors x, it suffices to show anti-concentration in the sense that we want to upper bound Pr_w[⟨w, x⟩ = a (mod q)] for a fixed x in either case. In case (1), we can use the upper bound from [FKS20]. In case (2), [FKS20] used a Littlewood-Offord-type inequality [Erd45] to upper bound this probability, which does not apply in our case because it works for real numbers and we cannot apply union bound for an infinite number of vectors. Instead, we use a group-theoretic Littlewood-Offord inequality [JŠ19] and follow the idea of [FKS20] to transform the uniform k-sparse distribution to an i.i.d. Bernoulli distribution, completing the proof.

We defer the details of Theorem 2.4 to Section 4.4. Altogether, this allows us to conclude Theorem 1.4, and the formal proof is in Section 4.5.

Roadmap In Section 3 we provide technical preliminaries, basic definitions, and tools from previous work. In Section 4 we prove our average-case guarantee, Theorem 1.4. In Section 5 we describe the connection between SSBMF, BkV-SUM, and private neural network training in greater detail and then prove Theorem 1.6. In Appendix A we prove our worst-case guarantee, Theorem 1.7.

3 Preliminaries

3.1 Notations

We introduce some notations and definitions we will use throughout this paper.

For a positive integer n, we use [n] to denote the set {1, 2, · · · , n}. For a vector x, we use ‖x‖_2 to denote its ℓ_2 norm. We use ‖x‖_1 to denote its ℓ_1 norm.

For a matrix A, we use ‖A‖ to denote its spectral norm. We use ‖A‖_0 to denote the number of non-zero entries in A. We use ‖A‖_F to denote the Frobenius norm of A. For a square and full rank matrix A, we use A^{−1} to denote its inverse.

3.2 Basic Definitions

We provide a definition for Boolean semiring.

Definition 3.1. The Boolean semiring is the set {0, 1} equipped with addition corresponding to logical OR (i.e. x + y = 0 if x = y = 0 and x + y = 1 otherwise) and multiplication corresponding to logical AND (i.e. x · y = 1 if x = y = 1 and x · y = 0 otherwise).

We define Bernoulli random variable as follows:

Fact 3.2. For any 0 < c < 1 and 0 ≤ p ≤ ϵ, one can estimate the mean of a Bernoulli random variable Ber(p) to error c · ϵ with probability 1 − δ using O(c^{−2}ϵ^{−1}) samples.

3.3 Discrete probability tools

Definition 3.3. Given a vector v ∈ N^r , define a fibre of a vector to be a set of all indices whose entries are equal to a particular value.

Lemma 3.4 ([FKS20]). Let w ∈ {0, 1}^r be a random vector with exactly k ones where k < r/2. Let q ≥ 2 be an integer and consider a fixed vector v ∈ Z^r_q whose largest fibre has size r − s. Then, for any a ∈ Z_q we have Pr[⟨w, v⟩ ≡ a (mod q)] ≤ P_s for some P_s = 2^{−O(sk/r)} if sk = o(r), and P_s = 2^{−Ω(1)} if sk = Ω(r).

Lemma 3.5 ([FKS20]). For x ∈ R^r whose largest fibre has size r − s, and let w ∈ {0, 1}^r be a random vector with k ones. Then max_{a∈R} Pr[⟨x, w⟩ = a] = O (√ r/(sk) ) . In the proof of Proposition 4.8, we needed the following estimate for the binary Krawtchouk polynomial:

Lemma 3.6 ([Pol19]). For k ≤ 0.16r, λ ≤^r_2 , we have |K^r_k (λ)| ≤ ( r k ) · ( 1 − 2k r )_λ . 4 Average-Case Algorithm

In Section 4.1 we prove that the non-intersection probabilities μ_t defined in Section 2.1 are wellseparated, which we previously stated informally as Fact 2.1. In Section 4.2 we show how to exploit this fact to construct the tensor T defined in (2). In Section 4.3 we give a sufficient condition for the tensor T to be decomposable.

Section 4.4 is the main technical component of this paper where we show that under Assumption 1.2, the columns of W are linearly independent (over R) with high probability so that we can actually apply tensor decomposition. In Section 4.4.1 we observe that one way to show linear independent of the columns of W over R is to show linear independence over F_2. In Section 4.4.2 we handle the case of odd k by using this observation together with a helper lemma from Section 4.4.3 involving estimates of binary Krawtchouk polynomials. For even k, we cannot reduce to showing linear independence over F_2, so in Section 4.4.4 we handle this case using a combination of ideas from [FKS20] and a group-theoretic Littlewood-Offord inequality [JŠ19].

Finally, in Section 4.5 we put all the ingredients together to complete the proof of Theorem 1.4.

4.1 Non-Intersection Probabilities μ_t Well-Separated

We begin by showing that the non-intersection probabilities μ_t defined in (3) are monotonically decreasing and well-separated. For ease of reading, we recall the definition of μ_t here. Given sets S_1, . . . , S_c ⊂ [r], let μ(S_1, . . . , S_c) denote the probability that a randomly chosen subset T of [r] of size k does not intersect any of them. Then μ(S_1, . . . , S_c) = ( r − |S_1 ∪ · · · ∪ S_c| k )/( r k ) ≜ μ_{|S1∪···∪Sc|}. (4)

Fact 4.1 (Formal version of Fact 2.1). There exist absolute constants C, C^′ > 0 for which the following holds. If r ≥ C · k^2, then for any 0 ≤ t ≤ 3k, we have that μ_t ≥ μ_{t+1} + C^′k/r and μ_t ≥ 1 − O(tk/r). Proof. For any 0 ≤ t ≤ r, note that (_{r−t} k ) (_r k ) − (_{r−t−1} k ) (_r k ) = r − t − 1 r · r − t − 2 r − 1 · · · r − t − k + 1 r − k + 2 · ( r − t r − k + 1 − r − t − k r − k + 1 ) . ≥ ( 1 − t + 1 r − k + 2 )_{k−1} · k r − k + 1 ≥ ( 1 − (t + 1)(k − 1) r − k + 2 ) · k r − k + 1 ≥ Ω(k/r), where in the last step we used the assumptions that r ≥ Ω(k^2) and t ≤ O(k). For the second part of the claim, we similarly have that (_{r−t} k ) (_r k ) = r − t r · r − t − 1 r − 1 · · · r − t − k + 1 r − k + 1 ≥ ( 1 − t r − k + 1 )_k

≥ 1 − tk r − k + 1 ≥ 1 − O(tk/r).

4.2 Constructing a tensor We now use Fact 4.1 to show how to construct the tensor T defined in (2), namely T ≜ ∑_r i=1 W^{⊗3}_i .

Lemma 4.2 (Constructing a tensor, formal version of Lemma 2.2). If m ≥ ~Ω (rk log(1/δ)), then with probability at least 1 − δ over the randomness of M, there is an algorithm for computing T_{a,b,c} for any a, b, c ∈ [m] in time O(m^{ω+1}).

Proof. If entries a, b, c correspond to subsets S_1, S_2, S_3 of [m], then

T_{a,b,c} = |S_1 ∩ S_2 ∩ S_3| = |S_1 ∪ S_2 ∪ S_3| − |S_1 ∪ S_2| − |S_2 ∪ S_3| − |S_1 ∪ S_3| + 3k. (5)

By Fact 3.2 and the second part of Fact 4.1 applied to t = |S_i ∪S_j| or t = |S_1 ∪S_2 ∪S_3|, we conclude that any μ_{|Si∪Sj |} or μ_{|S1∪S2∪S3|} can be estimated to error C^′k/2r with probability 1−δ/m^3 provided that m ≥ Ω ( t^2r k log(m^3/δ) ) . Note that t ≤ 3k, so this holds by the bound on m in the hypothesis of the lemma. By the first part of Fact 4.1, provided these quantities can be estimated within the desired accuracy, we can exactly recover every |S_i ∪ S_j | as well as |S_1 ∪ S_2 ∪ S_3|. So by (5) and a union bound over all (a, b, c), with probability at least 1 − δ we can recover every entry of T.

It remains to show that T can be computed in the claimed time. Note that naively, each entry would require O(m) time to compute, leading to O(m^4) runtime. We now show how to do this more efficiently with fast matrix multiplication. Fix any a ∈ [m] and consider the a-th slice of T.

Recall that for every b, c ∈ [m], we would like to compute the number of columns ℓ ∈ [m] for which M_{a,ℓ}, M_{b,ℓ}, M_{c,ℓ} are all zero (note that we can compute the other relevant statistics like the number of ℓ for which M_{a,ℓ} and M_{b,ℓ} are both zero in total time O(m^3) across all a, b even naively).

We can first restrict our attention to the set L_a of ℓ for which M_{a,ℓ} = 0, which can be computed in time O(m). Let M_a denote the matrix given by restricting M to the columns indexed by L_a and subtracting every resulting entry from 1. By design, (M_aM^⊤_a )_{b,c} is equal to the number of ℓ ∈ L_a for which M_{b,ℓ} = M_{c,ℓ} = 0, and the matrix M_aM^⊤_a can be computed in time O(m^ω). The claimed runtime follows.

4.3 Tensor decomposition

We can invoke standard guarantees for tensor decomposition to decompose T, the key sufficient condition being that the components {W_1, . . . , W_r} be linearly independent over R.

Lemma 4.3 (Tensor decomposition, formal version of Lemma 2.3). Given a collection of linearly independent vectors w_1, . . . , w_r ∈ R^m, there is an algorithm that takes any tensor T = ∑_r i=1 w^{⊗3}_i , runs in time O(m^ω), and outputs a list of vectors ^w_1, . . . , ^w_r for which there exists permutation π satisfying ^w_i = w_{π(i)} for all i ∈ [r].

Proof. The algorithm is simply to run Jennrich’s algorithm ([HAR70, LRA93]), but we include a proof for completeness. Pick random v_1, v_2 ∈ S^{m−1} and define M_1 ≜ T(Id, Id, v_1) and M_2 ≜ T(Id, Id, v_2). If W ∈ R^{m×r} is the matrix whose columns consist of w_1, . . . , w_r, then we can write M_a = ∑_r i=1⟨w_i, v_a⟩w_iw^⊤_i = WD_aW^⊤, where D_a ≜ diag(⟨w_1, v_a⟩, . . . , ⟨w_r, v_a⟩). As a result, M_aM^+_b = WD_aD^+_b W^+. This gives an eigendecomposition of M_aM^+_b because the entries of D_aD^+_b are distinct almost surely because {w_i} are linearly independent. We conclude that the nontrivial eigenvectors of M_aM^+_b are precisely the vectors {w_i} up to permutation as claimed. Forming M_1 and M_2 takes O(m^2) time, and forming M_aM^+_b and computing its eigenvectors takes O(m^ω) time.

4.4 Linear independence of W

We now turn to proving the main technical result in this paper, namely that for W satisfying Assumption 1.2, the columns of W are linearly independent over R with high probability as soon as m is near-linear in r.

Theorem 4.4 (Linear independence of W, formal version of Theorem 2.4). Let W ∈ {0, 1}^{m×r} be a random matrix whose rows are i.i.d. random vectors each following a uniform distribution over {0, 1}^r with exactly k ones. For constant k ≥ 1 and m = Ω(max(r, (r/k) log r)), the r columns of W are linearly independent in R with probability at least 1 −^1_{poly(r)} .

4.4.1 Reduction to Finite Fields

We treat the cases of odd and even k separately. For the former, we will show that the columns of W are linearly independent over F_2 with high probability, which by the following is sufficient for linear independence over R:

Lemma 4.5 (Reduction from F_2 to R). Let W ∈ {0, 1}^{m×r} . If the columns of W are linearly independent in F_2, then they are also linearly independent in R.

Proof. We prove a contrapositive statement, i.e., if the columns are linearly dependent in R, then they are still dependent in F_2.

Let w_1, . . . , w_n be the columns of W. If they are linearly dependent in R, then there exists c_1, . . . , c_r ∈ R such that ∑_r i=1 c_iw_i = 0. By Gaussian elimination, it is easy to see that c_1, . . . , c_r ∈ Q. By multiplying some common factor, we can get r integers c^′_1, . . . , c^′_r ∈ Z such that not all of them are even numbers and c^′_1w_1 + c^′_2w_2 + · · · + c^′_rw_r = 0.

Then, apply (mod 2) to both sides of the equation and for any j ∈ [m], the j-th entry of the resulting vector is r∑ i=1 c^′_iW_{ij} (mod 2) = r⨁ i=1 (c^′_i mod 2) · W_{ij} = 0, (6)

where the first step follows from W_{ij} ∈ {0, 1}.

Define a vector a ∈ F^r_2 such that a_i := c^′_i mod 2 for i ∈ [r]. Then, a ≠ 0 and Eq. (6) implies that Wa = 0 in F_2, which means the columns of W are linearly dependent in F_2. And the claim hence follows.

4.4.2 Linear independence for odd k

We are now ready to handle the case of odd k. The following lemma proves the F_2 case.

Lemma 4.6 (Linear independence in F_2). Give two fixed positive integers n and r, for any odd positive integer k, if m = Ω(max(r, (r/k) log r)), then with probability at least 1−^1_{poly(r)} , the columns of m × r matrix W are linearly independent in F_2.

Proof. To show that the columns of W are linearly independent, equivalently, we can show that ker(W) = ∅ with high probability; that is, for all x ∈ F^r_2 \{0}, Wx ≠ 0.

For 1 ≤ λ ≤ r, let P_λ := Pr[Wu = 0] for u ∈ F^r_2 and |u| = λ. Note that this probability is the same for all weight-λ vectors. Then, we have

Pr[ker(W) ≠ ∅] ≤ r∑ λ=1 P_λ · | | { u ∈ F^r_2 | ||u| = λ }| |

≤ r∑ λ=1 P_λ · ( r λ ) . Fix λ ∈ [r] and u ∈ F^r_2 with weight λ. Since the rows of W are independent, we have

P_λ = Pr[Wu = 0] = m∏ i=1 Pr[⟨w_i, u⟩ = 0] = (Pr[⟨w, u⟩ = 0])^m,

where w is a uniformly random vector in the set {u ∈ F^r_2 ||u| = k}. It’s easy to see that k should be an odd number; otherwise, W1 = 0.

By Proposition 4.8, we have

Pr[ker W ≠ ∅] ≤ r/2∑ λ=1 ( 1 2 + 1 2 ( 1 − 2k r )_λ)m · ( r λ ) + ( 1 2 )_m · ( r λ )

≤ 2^{r−1−m} + r/2∑ λ=1 ( 1 2 + 1 2 ( 1 − 2k r )_λ)m · ( r λ ) ( ∑_{r/2} i=0 (_r i ) = 2^{r−1}.)

≤ 2^{r−1−m} + r/2∑ λ=1 ( 1 + kλ/r 1 + 2kλ/r )_m · ( r λ ) ((1 −^{2k}_r )^λ ≤^1_{1+(2kλ)/r} .)

≤ 2^{r−1−m} + r/2∑ λ=1 exp ( − kmλ/r 1 + kλ/r ) · ( r λ ) (1 − x ≤ e^{−x}.)

≤ 2^{r−1−m} + r/2∑ λ=1 ( exp ( − km/r 1 + kλ/r + log(er/λ) ))_λ ( (_r λ ) ≤ (er/λ)^λ.) Suppose m > (r/k) log(er/λ) + λ log(er/λ) for 0 < λ < r/2, then we have − km/r 1 + kλ/r + log(er/λ) < − log(er/λ) + kλ/r log(er/λ) 1 + kλ/r + log(er/λ) = − log(er/λ) + log(er/λ) = 0.

Note that when 0 < λ < r/2, λ log(er/λ) ≤ Ω(r). Also, (r/k) log(er/λ) ≤ Ω((r/k) log r). Hence, if we take m = Ω(r + (r/k) log r), we have ( exp ( − km/r 1 + kλ/r + log(er/λ) ))_λ ≤ exp ( −λ · Ω(log(r)) 1 + kλ/r ) ≤ 1 poly(r) . Therefore,

Pr[ker W ≠ ∅] ≤ 2^{r−1−m} + r/2∑ λ=1 ( exp ( − km/r 1 + kλ/r + log(er/λ) ))_λ

≤ 2^{−Ω((r/k) log r)} + r/2∑ λ=1 1 poly(r) = 1 poly(r) , and the lemma is then proved.

Combining Lemma 4.5 and Lemma 4.6, we immediately have the following corollary:

Corollary 4.7 (Linear independence in R for odd k). For r ≥ 0, odd constant k ≥ 1, when m = Ω((r/k) log r) ≥ r, with probability at least 1 −^1_{poly(r)} , the columns of matrix W are linearly independent in R.

4.4.3 Helper lemma

In the proof of Lemma 4.6 above, we required the following helper lemma:

Proposition 4.8. For 1 ≤ λ ≤^r_2 , we have either P_λ ≤ ( 1 2 + 1 2 ( 1 − 2k r )_λ)m and P_{r−λ} ≤ ( 1 2 )_m , or P_λ ≤ ( 1 2 )_m and P_{r−λ} ≤ ( 1 2 + 1 2 ( 1 − 2k r )_λ)m . Proof. We can write the probability of ⟨w, u⟩ = 0 as follows:

Pr[⟨w, u⟩ = 0] = ( r k )_{−1} · k−1∑ i=0, i even ( λ i )( r − λ k − i ) . We first consider the following sum with alternating signs:

K^r_k (λ) := k∑ i=0 ( λ i )( r − λ k − i ) (−1)^i,

which is the binary Krawtchouk polynomial.

Then, for 1 ≤ λ ≤^r_2 , we have

Pr[⟨w, u⟩ = 0] = ( r k )_{−1 k−1}∑ i=0, i even ( λ i )( r − λ k − i )

= 1 2 + K^r_k (λ) 2 (_r k ) . By symmetry, for^r_2 < λ < r,

Pr[⟨w, u⟩ = 0] = ( r k )_{−1 k−1}∑ i=0, i even ( λ i )( r − λ k − i )

= ( r k )_{−1 k}∑ i=1, i odd ( r − λ i )( λ k − i )

= 1 2 − K^r_k (r − λ) 2 (_r k ) .

By Lemma 3.6, we know that for 1 ≤ λ ≤^r_2 , |K^r_k (λ)| ≤ (_r k ) ( 1 −^{2k}_r )_λ . Therefore, if K^r_k (λ) > 0, then P_λ ≤ Pr[⟨w, u⟩ = 0]^m ≤ ( 1 2 + 1 2 ( 1 − 2k r )_λ)m , P_{r−λ} ≤ ( 1 m )_m .

If K^r_k (λ) < 0, then P_{r−λ} ≤ ( 1 2 + 1 2 ( 1 − 2k r )_λ)m , P_λ ≤ ( 1 m )_m . The proposition hence follows.

4.4.4 Linear independence for even k

Next, we turn to the case of even k. When k is even, we cannot use Lemma 4.5 because the matrix is not linearly independent in F_2. Instead, we use a variant of the proof in [FKS20] to show that in this case, the linear independence of the columns of W still holds with high probability:

Lemma 4.9. Give two fixed positive integers n and r, for any even positive integer k, if m = Ω(r + (r/k) log r), then with probability at least 1 −^1_{poly(r)} , the columns of m × r matrix W are linearly independent in R.

Proof. We first show that it suffices to consider the case when W ∈ Z^{m×r} is an integral matrix. Suppose the columns of W are not linearly independent, i.e., there exists x ∈ Q^r such that Wx = 0. Then, we will be able to multiply by an integer and then divide by a power of two to obtain a vector c ∈ Z^r with at least one odd entry such that ⟨w_i, c⟩ = 0 for all i ∈ [m] where w^⊤_i denotes the i-th row of W.

To upper bound the column-singular probability, we have

Pr[W is column-singular] ≤ Pr[Wx = 0 for some x with |supp(x)| < r] + Pr[Wx = 0 for some x with |supp(x)| = r].

For the first term, it can be upper bounded by

Pr[⟨w_i, x⟩ ≡ 0 (mod 2) ∀i ∈ [r] for some x ≠ 1],

where 1 is an length-r all ones vector.

Note that the reduction (Lemma 4.5) fails only when all of the entries of c are odd because W1 = 0 in F_2 when k is even. Hence, We can use almost the same calculation in Lemma 4.6 to upper bound this probability by r^{−Ω(1)} when m = Ω((r/k) log r).

For the second term, let S_r denote the set of vectors with support size r. Define a fibre of a vector to be a set of all indices whose entries are equal to a particular value. And define a set P to be P := {c ∈ Z^r : c has largest fibre of size at most (1 − δ)r}

Then, we have

Pr[Wx = 0 for some x with |supp(x)| = r] ≤ Pr[∃x ∈ S_r\P : ⟨w_i, x⟩ = 0 ∀i ∈ [m]] + Pr[∃x ∈ S_r ∩ P : ⟨w_i, x⟩ = 0 ∀i ∈ [m]] ≤ B_1 + B_2.

For B_1, let q = k −1. It suffices to prove that there is no non-constant vector c ∈ Z^r_q with largest fibre of size at least (1 − δ)r such that ⟨w_i, c⟩ ≡ 0 (mod q) for all i ∈ [m]. Then, by Lemma 3.4, let t = O(r/k) and the probability can be upper bounded by

B_1 ≤ δr∑ s=1 ( r s ) q^{s+1}(P_s)^{m1}

≤ t∑ s=1 2^{s log r+(s+1) log q−O(sk/r)·m} + δr∑ s=t+1 2^{s log r+(s+1) log q−Ω(m)}

≤ δr · 2^{−Ω(log r)} = r^{−O(1)},

if we take m_1 = Ω((r/k) log r) and δ < 1.

For B_2, we need to apply a union bound: B_2 ≤ |S_r ∩ P| · ( max_{x∈P} Pr[⟨w, x⟩ = 0] )_m . In fact, it suffices to consider the vectors in Z^r_q, where q is a prime in [k − 1, 2k]. We need the following group-theoretic Littlewood-Offord inequality:

Lemma 4.10 (Corollary 1 in [JŠ19]). Let q ≥ 2 be a prime. Let x ∈ Z^n_q with |supp(x)| = n. Let w_i ∈ {−1, 1}_{Zq} be a Bernoulli random variable for i ∈ [n]. Then,

sup_{g∈Zq} Pr[⟨x, w⟩ = g] ≤ 3 max { 1 q , 1 √ n } . Then, similar to the proof of Lemma 4.2 in [FKS20], Lemma 4.10 implies the following claim:

Claim 4.11. Let 0 < k ≤ r/2, and consider a vector x ∈ Z^r_q (q prime) whose largest fibre has size r − s, and let w ∈ {0, 1}^r be a random vector with exactly k ones. Then, sup_{g∈Zq} Pr[⟨x, w⟩ = g] = O ( max{1/q, √ r/(ks)} ) . In our case, s = δr and √ r/(ks) = (δk)^{−1/2}. That is, max_{x∈P} Pr[⟨w, x⟩ = 0] ≤ O ( 1 √ δk )

Then, we apply union bound for B_2:

B_2 ≤ (q − 1)^r · ( 1 √ δk )_m

≤ (2k)^r · (δk)^{−m/2} = exp(O(r log(k) − m log(δk))) = exp(−Ω(r log k)) ≤ 1 poly(r) , if we take δ to be a constant in (0, 1) and m = Ω(r).

Combining them together, we get that

Pr[W is column-singular] ≤ 1 poly(r)

if m = Ω(max{r, (r/k) log r}).

4.5 Putting Everything Together

In this section we formally show how to conclude our main average-case guarantee:

Theorem 4.12 (Average-case guarantee, formal version of Theorem 1.4). Fix any integer 2 ≤ k ≤ r, failure probability δ ∈ (0, 1), and suppose m ≥ ~Ω(rk log(1/δ)). Let W ∈ {0, 1}^{m×r} be generated by the following random process: for every i ∈ [m], the i-th row of W is a uniformly random ksparse binary vector. Define M ≜ WW^⊤ where matrix multiplication is over the Boolean semiring. There is an algorithm which runs in O(m^{ω+1}) time and, with probability 1 − δ over the randomness of W, outputs a matrix ^W ∈ {0, 1}^{m×r} whose columns are a permutation of those of W.^3

Proof. By Lemma 4.2, as long as m satisfies the bound in the hypothesis, with probability at least 1 − δ one can successfully form the tensor T = ∑_r i=1 W^{⊗3}_i in time O(m^{ω+1}). By Theorem 4.4, the columns of W are linearly independent with high probability. By Lemma 4.3, one can therefore recover the columns of W up to permutation.

5 Connections between BkV-SUM, SSBMF, InstaHide

In this section, we begin by formally defining BkV-SUM and describing the connection to SSBMF elucidated in [CLSZ21, CDG^+20]. In Section 5.3 we then prove Theorem 1.6 by describing an algorithm that takes a solution to the SSBMF instance corresponding to a BkV-SUM instance and extracts more fine-grained information about the latter, specifically certain coordinates of the unknown database generating the BkV-SUM instance. As we will explain, the motivation for this particular recovery guarantee comes squarely from designing better attacks on InstaHide.

5.1 Connection to batched k-vector sum

We first describe an extension of the well-studied k-sum problem [Kar72, Eri95, Pat10, AL13, Abb19] to a “batched” setting. Recall that the classic k-sum problem asks: given a collection of r numbers, determine whether there exists a subset of size k summing to zero. One can consider an analogous question where we instead have a collection of r vectors in R^d, and more generally, instead of asking whether some subset of size k sums to the zero vector, we could ask the following search problem which has been studied previously [BIWX11, CP14, ALW14]:

Definition 5.1 (k-Vector-Sum). Given a database X consisting of d-dimensional vectors x_1, · · · , x_r, for a fixed vector y and an integer k, we promise that there is a set S ⊂ [n] such that |S| = k and y = ∑ i∈S x_i. We can observe y and have access to database X, our goal is to recover set S.

Even when d = 1, the Exponential Time Hypothesis implies that no algorithm can do better than r^{o(k)}, and this essentially remains true even for vectors over finite fields of small characteristic [BIWX11].

3ω ≈ 2.373 is the exponent of matrix multiplication.

We consider two twists on this question. First, instead of a single vector y, imagine we got a batch of multiple vectors y_1, . . . , y_m, each of which is the sum of some k vectors in the database, and the goal is to figure out the constituent vectors for each y_i. Second, given that there might be some redundant information among the y_i’s, it is conceivable that under certain assumptions on the database X, we could even hope to solve this problem without knowing X. These considerations motivate the following problem:

Definition 5.2 (BkV-SUM). Given unknown database X which is a list of vectors x_1, · · · , x_r ∈ R^d and a fixed integer k. For a set of vector y_1, · · · , y_m ∈ R^d, for each j ∈ [m], we promise that there is a set S_j ⊂ [n] such that |S_j| = k and y_j = ∑ i∈S_j xi. Given y1, · · · , ym, our goal is to recover

sets S_1, · · · , S_m.

As we discuss in Section 5.3, BkV-SUM is closely related to existing attacks on a recently proposed scheme for privately training neural networks called InstaHide.

5.2 Similarity Oracle

Taking a step back, note that BkV-SUM could even be harder than kV-SUM from a worst-case perspective, e.g. if y_1 = · · · = y_m. The workaround we consider is motivated by the aforementioned applications of BkV-SUM to InstaHide [CLSZ21, CDG^+20]. It turns out that in these applications, the unknown database X possesses additional properties that allow one to construct the following oracle, e.g. by training an appropriate neural network classifier [CDG^+20]:

Definition 5.3 (Similarity oracle). Recall the notation of Definition 5.2. Given vectors {y_1, . . . , y_m} generated by BkV-SUM, let O denote the oracle for which O(i, j) = |S_i ∩ S_j| ≠ ∅] for all i, j ∈ [m]. Also define the selection matrix W ∈ {0, 1}^{m×r} to be the matrix whose i-th row is the indicator vector for subset S_i.

The following simple observation tells us that given an instance of BkV-SUM together with a similarity oracle, we can immediately reduce to an instance of SSBMF:

Fact 5.4. If the matrix M ∈ R^{m×m} has entries M_{i,j} = O(i, j), then it satisfies M = WW^⊤.

5.3 An Improved Attack on InstaHide

Given a similarity oracle, we can in fact do more than just recover S_1, . . . , S_m: provided that d is sufficiently large, we can use the matrix W we have recovered as well as the vectors y_1, . . . , y_m to solve a collection of linear systems to recover x_1, . . . , x_m. In this section, we show a stronger guarantee: recovery is possible even if we only have access to the entrywise absolute values of the y_i’s. To motivate this result, we first spell out how exactly InstaHide [HSLA20] relates to the BkV-SUM problem considered in this section.

Definition 5.5. From a private dataset X = {x_1, . . . , x_r}, InstaHide generates a synthetic dataset by sampling W ∈ {0, 1}^{m×r} according to Assumption 1.2 and outputting the vectors z_1, . . . , z_m given by z_i = |W_iX|, where | · | denotes entrywise absolute value, W_i is the i-th row of W, and, abusing notation, X denotes the r × d matrix whose j-th row is x_j. In light of Definition 5.2, let S_i ⊂ [r] denote the support of the i-th row of W.

Note that the synthetic dataset {z_1, . . . , z_m} in Definition 5.5 is simply given by the entrywise absolute values of the vectors {y_1, . . . , y_m} in Definition 5.2 if the size-k subsets S_1, . . . , S_m there were chosen uniformly at random.

It was shown in [HSLA20] that by training a neural network on the synthetic dataset generated from a private image dataset, one can still achieve good classification accuracy, and the hope was that by taking entrywise absolute values, one could conceal information about the private dataset. This has since been refuted empirically by [CDG^+20], and provably by [CLSZ21, HST^+20] for extremely small values of k, but a truly polynomial-time, provable algorithm for recovering private images from synthetic ones generated by InstaHide had remained open, even given a similarity oracle.

Here we close this gap by showing how to efficiently recover most of the private dataset by building on our algorithm for SSBMF. The pseudocode is given in Algorithm 2.

Algorithm 2: GetHeavyCoordinates(M)

Input: Similarity matrix M for synthetic images generated from unknown private dataset X Output: Matrix ^X which approximates heavy entries of X (see Theorem 5.8) 1 W ←TensorRecover(M). 2 for j ∈ [d] do 3 Let z ∈ R^m have i-th entry equal to the j-th coordinate of synthetic image i. 4 Form the vector ~p^′ ≜^1_m ∑_m i=1 ( w_i −^{k−1}_{r−2}⃗1 ) · z^2_i , where w_i is the i-th row of W.

5 Set the j-th row of ^X to be ~p^′ ·^{r(r−1)}_{k(r−2k+1)} .

6 return ^X.

The following lemma is the main ingredient for analyzing Algorithm 2, whose main guarantees were informally stated in Theorem 1.6. It essentially says that given W and the ℓ-th coordinates of all z_1, . . . , z_m, one can approximately reconstruct the ℓ-th coordinates of all x_1, . . . , x_r which are sufficiently “heavy.” Roughly, an index i ∈ [r] is “heavy” if the magnitude of the ℓ-th coordinate of x_i is roughly k times larger than the average value in that coordinate across all x_1, . . . , x_r.

Lemma 5.6. For any absolute constant η > 0, there is an absolute constant c > 0 for which the following holds as long as m ≥ Ω(log(d/δ)). There is an algorithm GetHeavyCoordinates that takes as input W ∈ {0, 1}^{m×r} satisfying Assumption 1.2 and vector z ∈ R^m satisfying |Wp| = z for some vector p ∈ R^r, runs in time O(r · m), and outputs ^p such that for every i ∈ [r] for which |p_i| ≥ (ck/r) · p, we have that ~p_i = p_i · (1 ± η).

We will need the following basic calculation. Henceforth, given a vector p, let p denote the sum of its entries.

Fact 5.7. For any vector p ∈ R^r,

E_S [⟨e_S , p⟩^2] = k(r − k) r(r − 1) ‖p‖^2 + k(k − 1) r(r − 1) p^2 (7)

where the expectation is over a random size-k subset S ⊂ [r].

Proof. Let ξ_i denote the indicator for the event that i ∈ S so that

E_S [⟨e_S , p⟩^2] = E_S ∑ i,j∈[r] ξ_iξ_jp_ip_j = ∑ i∈[r] p^2_i · E [ξ_i] + ∑ i≠j p_ip_j E [ξ_iξ_j]

= ( k r − k(k − 1) r(r − 1) ) ‖p‖^2 + k(k − 1) r(r − 1) p^2 = k(r − k) r(r − 1) ‖p‖^2 + k(k − 1) r(r − 1) p^2.

as claimed.

We are now ready to prove Lemma 5.6.

Proof of Lemma 5.6. Define the vector ~p ≜ E_S [ ⟨e_S , p⟩^2 · e_S ] , (8)

where the expectation is over a random subset S ⊂ [r] of size k, and e_S ∈ {0, 1}^k is the indicator vector for the subset S. The i-th entry of ~p is given by ~p_i = ( r k )_{−1} · ∑ S∈(^{r−1}_{[k−1]})

(⟨e_S , p⟩ + p_i)^2

= ( r k )_{−1} · ∑ S∈(^{r−1}_{[k−1]}) p^2_i + 2p_i · p_S + p^2_S (p_S ≜ ∑ j∈S p_j.)

= ( r k )_{−1} · p^2_i · ( r − 1 k − 1 ) + 2p_i · ∑ S∈(^{r−1}_{[k−1]}) p_S + ∑ S∈(^{r−1}_{[k−1]}) p^2_S

For the second term, we have ∑ S∈(^{r−1}_{[k−1]}) p_S = ∑ j∈[r]−{i} p_j · ( r − 2 k − 2 ) .

For the third term, we have ∑ S∈(^{r−1}_{[k−1]}) p^2_S = ∑ S∈(^{r−1}_{[k−1]}) ∑ j,ℓ∈S p_j p_ℓ

= ∑ S∈(^{r−1}_{[k−1]}) ∑ j∈S p^2_j + ∑ S∈(^{r−1}_{[k−1]}) ∑ j≠ℓ p_jp_ℓ

= ∑ j∈[r]−{i} p^2_j · ( r − 2 k − 2 ) + ∑ j,ℓ∈[r]−{i},j≠ℓ p_jp_ℓ · ( r − 3 k − 3 ) .

Hence, the i-th entry of E_S[⟨e_S , p⟩^2 · e_S ] is ( E_S [ e_S · ⟨e_S , p⟩^2 ] ) i = p^2_i · k(r − 2k + 1) r(r − 1) + ‖p‖^2 · k(k − 1)(r − k) r(r − 1)(r − 2) + 2p_ip · k(k − 1) r(r − 1) + p^2 · k(k − 1)(k − 2) r(r − 1)(r − 2) . We conclude by Fact 5.7 that the i-th entry of E_S [ ⟨e_S , p⟩^2 · ( e_S −^{k−1}_{r−2} · ⃗1 )] is bounded by ( E_S [( e_S − k − 1 r − 2 ⃗1 ) · ⟨e_S , p⟩^2 ]) i = p^2_i · k(r − 2k + 1) r(r − 1) + 2p_ip · k(k − 1) r(r − 1) + p^2 · k(k − 1)(2k − 3) r(r − 1)(r − 2) We do not have exact access to ~p, but we may form the unbiased estimator ~p^′ ≜ 1 m m∑ i=1 ( w_i − k − 1 r − 2 ⃗1 ) · z^2_i , (9)

where w_i is the i-th row of W. For any i ∈ [m], each coordinate of w_i · z^2_i is bounded within the interval [ −‖z‖^2_∞, ‖z‖^2_∞ ] , so by Chernoff, provided that m ≥ Ω(log(d/δ)/ϵ^2), we ensure that ~p^′_i ∈ ~p_i(1 ± ϵ) for all i with probability at least 1 − δ. Now consider the following estimator for p^2_i : ^q_i ≜ ~p^′_i · r(r − 1) k(r − 2k + 1)

. (10)

We can thus upper bound the error of ^q_i relative to p^2_i by p p_i · O ( k r ) + ( p p_i )_2 · O ( k^2 r^2 ) ± ϵ · O ( 1 + p p_i k r + p^2 p^2_i k^2 r^2 ) . If we assume that |p_i| ≥ Ω(k/r)p and ϵ = O(1) for appropriately chosen constant factors, then we have that ^q_i ∈ p^2_i · (1 ± η) as desired.

We are now ready to prove the main guarantee for our attack on InstaHide, originally stated informally in Theorem 5.8.

Theorem 5.8 (Formal version of Theorem 1.6). For any absolute constant η > 0, there is an absolute constant c > 0 for which the following holds. Fix any integer k ≥ 2, failure probability δ ∈ (0, 1), and suppose m ≥ ~Ω(rk log(d/δ)). Given a synthetic dataset of size m generated by BkV-SUM from a matrix X, together with its similarity oracle, there is an O(m^{ω+1} + d · r · m)-time algorithm which outputs a matrix ^X such that for any (i, j) ∈ [r] × [d] satisfying |X_{i,j}| ≥ (ck/r) ∑ i^′∈[r] |Xi^′,j|, we have that | ^X_{i,j}| = |X_{i,j}| · (1 ± η).

Proof. By Theorem 4.12 and the assumed lower bound on m, we can exactly recover the selection matrix W (up to some column permutation) in time O(m^{ω+1}). Using Lemma 5.6, for every pixel index j ∈ [d] we can run GetHeavyCoordinates(M) to recover the pixels in position j which are heaviest among the r private images in time O(m · r), yielding the desired guarantee.

References

[Abb19] Amir Abboud. Fine-grained reductions and quantum speedups for dynamic programming. In 46th International Colloquium on Automata, Languages, and Programming (ICALP 2019). Schloss Dagstuhl-Leibniz-Zentrum fuer Informatik, 2019.

[AD14] Megasthenis Asteris and Alexandros G Dimakis. Repairable fountain codes. IEEE Journal on Selected Areas in Communications, 32(5):1037–1047, 2014.

[ADM^+18] Nima Anari, Constantinos Daskalakis, Wolfgang Maass, Christos Papadimitriou, Amin Saberi, and Santosh Vempala. Smoothed analysis of discrete tensor decomposition and assemblies of neurons. In Advances in Neural Information Processing Systems, volume 31, 2018.

[AGKM12] Sanjeev Arora, Rong Ge, Ravindran Kannan, and Ankur Moitra. Computing a nonnegative matrix factorization–provably. In Proceedings of the fortyfourth annual ACM symposium on Theory of computing (STOC), pages 145–162.

https://arxiv.org/pdf/1111.0952.pdf, 2012.

[AGSS12] Sanjeev Arora, Rong Ge, Sushant Sachdeva, and Grant Schoenebeck. Finding overlapping communities in social networks: toward a rigorous approach. In Proceedings of the 13th ACM Conference on Electronic Commerce, pages 37–54, 2012.

[AHP20] Elad Aigner-Horev and Yury Person. On sparse random combinatorial matrices. arXiv preprint arXiv:2010.07648, 2020.

[AL13] Amir Abboud and Kevin Lewi. Exact weight subgraphs and the k-sum conjecture. In International Colloquium on Automata, Languages, and Programming (ICALP), 2013.

[ALW14] Amir Abboud, Kevin Lewi, and Ryan Williams. Losing weight by gaining edges. In European Symposium on Algorithms (ESA), 2014.

[AUY83] Alfred V Aho, Jeffrey D Ullman, and Mihalis Yannakakis. On notions of information transfer in vlsi circuits. In Proceedings of the fifteenth annual ACM symposium on Theory of computing, pages 133–139, 1983.

[BBB^+19] Frank Ban, Vijay Bhattiprolu, Karl Bringmann, Pavel Kolev, Euiwoong Lee, and David P Woodruff. A ptas for lp-low rank approximation. In Proceedings of the Thirtieth Annual ACM-SIAM Symposium on Discrete Algorithms (SODA), pages 747–766. SIAM, 2019.

[BIWX11] Arnab Bhattacharyya, Piotr Indyk, David P Woodruff, and Ning Xie. The complexity of linear dependence problems in vector spaces. In Innovations in Computer Science (ICS), pages 496–508, 2011.

[BV10] Radim Belohlavek and Vilem Vychodil. Discovery of optimal factors in binary data via a novel method of matrix decomposition. Journal of Computer and System Sciences, 76(1):3–20, 2010.

[CDG^+20] Nicholas Carlini, Samuel Deng, Sanjam Garg, Somesh Jha, Saeed Mahloujifar, Mohammad Mahmoody, Shuang Song, Abhradeep Thakurta, and Florian Tramer. An attack on instahide: Is private learning possible with instance encoding? arXiv preprint arXiv:2011.05315, 2020.

[CFK^+15] Marek Cygan, Fedor V Fomin, Łukasz Kowalik, Daniel Lokshtanov, Dániel Marx, Marcin Pilipczuk, Michał Pilipczuk, and Saket Saurabh. Parameterized algorithms, volume 5. Springer, 2015.

[CG19] Jeremy E Cohen and Nicolas Gillis. Nonnegative low-rank sparse component analysis. In ICASSP 2019-2019 IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP), pages 8226–8230. IEEE, 2019.

[CHHK14] Parinya Chalermsook, Sandy Heydrich, Eugenia Holm, and Andreas Karrenbauer. Nearly tight approximability results for minimum biclique cover and partition. In European Symposium on Algorithms (ESA), pages 235–246. Springer, 2014.

[CIK17] Sunil Chandran, Davis Issac, and Andreas Karrenbauer. On the parameterized complexity of biclique cover and partition. In 11th International Symposium on Parameterized and Exact Computation (IPEC). Schloss Dagstuhl-Leibniz-Zentrum fuer Informatik, 2017.

[CLSZ21] Sitan Chen, Xiaoxiao Li, Zhao Song, and Danyang Zhuo. On instahide, phase retrieval, and sparse matrix factorization. In International Conference on Learning Representations, 2021.

[CP14] David Cattanéo and Simon Perdrix. The parameterized complexity of domination-type problems and application to linear codes. In International Conference on Theory and Applications of Models of Computation, pages 86–103. Springer, 2014.

[CRDH08] Yanhua Chen, Manjeet Rege, Ming Dong, and Jing Hua. Non-negative matrix factorization for semi-supervised data clustering. Knowledge and Information Systems, 17(3):355–379, 2008.

[CV08] Kevin P Costello and Van H Vu. The rank of random graphs. Random Structures & Algorithms, 33(3):269–285, 2008.

[CV10] Kevin p Costello and Van Vu. On the rank of random sparse matrices. Combinatorics, Probability and Computing, 19(3):321–342, 2010.

[DBd19] Radu-Alexandru Dragomir, Jérôme Bolte, and Alexandre d’Aspremont. Fast gradient methods for symmetric nonnegative matrix factorization. arXiv preprint arXiv:1901.10791, 2019.

[dFDRC08] Ruairí de Fréin, Konstantinos Drakakis, Scott Rickard, and Andrzej Cichocki. Analysis of financial data using non-negative matrix factorization. international mathematical forum, 3(38):1853–1870, 2008.

[DHS05] Chris Ding, Xiaofeng He, and Horst D Simon. On the equivalence of nonnegative matrix factorization and spectral clustering. In Proceedings of the SIAM international conference on data mining (ICDM), pages 606–610. SIAM, 2005.

[DM18] Irit Dinur and Pasin Manurangsi. Eth-hardness of approximating 2-csps and directed steiner network. In 9th Innovations in Theoretical Computer Science Conference (ITCS 2018). Schloss Dagstuhl-Leibniz-Zentrum fuer Informatik, 2018.

[DS95] Daniele Giorgio Degiorgi and Klaus Simon. A dynamic algorithm for line graph recognition. In International Workshop on Graph-Theoretic Concepts in Computer Science, pages 37–48. Springer, 1995.

[ER60] Paul Erdős and Alfréd Rényi. On the evolution of random graphs. Publ. Math. Inst. Hung. Acad. Sci, 5(1):17–60, 1960.

[Erd45] Paul Erdös. On a lemma of littlewood and offord. Bulletin of the American Mathematical Society, 51(12):898–902, 1945.

[Eri95] Jeff Erickson. Lower bounds for linear satisfiability problems. In ACM-SIAM Symposium on Discrete Algorithms (SODA), pages 388–395, 1995.

[EU18] Alessandro Epasto and Eli Upfal. Efficient approximation for restricted biclique cover problems. Algorithms, 11(6):84, 2018.

[FGL^+19] Fedor V Fomin, Petr A Golovach, Daniel Lokshtanov, Fahad Panolan, and Saket Saurabh. Approximation schemes for low-rank binary matrix approximation problems. ACM Transactions on Algorithms (TALG), 16(1):1–39, 2019.

[FJLS20] Asaf Ferber, Vishesh Jain, Kyle Luh, and Wojciech Samotij. On the counting problem in inverse littlewood–offord theory. Journal of the London Mathematical Society, 2020.

[FKS20] Asaf Ferber, Matthew Kwan, and Lisa Sauermann. Singularity of sparse random matrices: simple proofs. Combinatorics, Probability and Computing, pages 1–8, 2020.

[FMPS09] Herbert Fleischner, Egbert Mujuni, Daniël Paulusma, and Stefan Szeider. Covering graphs with few complete bipartite subgraphs. Theoretical Computer Science, 410(21- 23):2045–2053, 2009.

[GC05] Yuan Gao and George Church. Improving molecular cancer class discovery through sparse non-negative matrix factorization. Bioinformatics, 21(21):3970–3975, 2005.

[Gil12] Nicolas Gillis. Sparse and unique nonnegative matrix factorization through data preprocessing. The Journal of Machine Learning Research, 13(1):3349–3386, 2012.

[HAR70] RA HARSHMAN. Foundations of the parafac procedure: Models and conditions for an” explanatory” multi-mode factor analysis. UCLA Working Papers in Phonetics, 16:1–84, 1970.

[Hoy04] Patrik O Hoyer. Non-negative matrix factorization with sparseness constraints. Journal of machine learning research, 5(Nov):1457–1469, 2004.

[HSLA20] Yangsibo Huang, Zhao Song, Kai Li, and Sanjeev Arora. Instahide: Instance-hiding schemes for private distributed learning. In International Conference on Machine Learning (ICML), pages 4507–4518, 2020.

[HST^+20] Baihe Huang, Zhao Song, Runzhou Tao, Ruizhe Zhang, and Danyang Zhuo. Instahide’s sample complexity when mixing two private images. arXiv preprint arXiv:2011.11877, 2020.

[Hua18] Jiaoyang Huang. Invertibility of adjacency matrices for random d-regular graphs. arXiv preprint arXiv:1807.06465, 2018.

[HXZ^+11] Zhaoshui He, Shengli Xie, Rafal Zdunek, Guoxu Zhou, and Andrzej Cichocki. Symmetric nonnegative matrix factorization: Algorithms and applications to probabilistic clustering. IEEE Transactions on Neural Networks, 22(12):2117–2131, 2011.

[Jai21] Vishesh Jain. Approximate spielman-teng theorems for the least singular value of random combinatorial matrices. Israel Journal of Mathematics, 242(1):461–500, 2021.

[JKL97] Michael S Jacobson, André E Kézdy, and Jenő Lehel. Recognizing intersection graphs of linear uniform hypergraphs. Graphs and Combinatorics, 13(4):359–367, 1997.

[JŠ19] Tomas Juškevičius and Grazvydas Šemetulskis. Optimal littlewood-offord inequalities in groups. Combinatorica, 39(4):911–921, 2019.

[Kar72] Richard M Karp. Reducibility among combinatorial problems. In Complexity of computer computations, pages 85–103. Springer, 1972.

[KDP12] Da Kuang, Chris Ding, and Haesun Park. Symmetric nonnegative matrix factorization for graph clustering. In Proceedings of the SIAM International Conference on Data Mining (ICDM), pages 106–117. SIAM, 2012.

[KG12] Vassilis Kalofolias and Efstratios Gallopoulos. Computing symmetric nonnegative rank factorizations. Linear algebra and its applications, 436(2):421–435, 2012.

[KP08] Jingu Kim and Haesun Park. Sparse nonnegative matrix factorization for clustering. Technical report, Georgia Institute of Technology, 2008.

[KPRW19] Ravi Kumar, Rina Panigrahy, Ali Rahimi, and David Woodruff. Faster algorithms for binary matrix factorization. In International Conference on Machine Learning (ICML), pages 3551–3559, 2019.

[KT19] Richard Kueng and Joel A Tropp. Binary component decomposition part ii: The asymmetric case. arXiv preprint arXiv:1907.13602, 2019.

[KT21] Richard Kueng and Joel A Tropp. Binary component decomposition part i: the positive-semidefinite case. SIAM Journal on Mathematics of Data Science, 3(2):544– 572, 2021.

[Leh74] Philippe GH Lehot. An optimal algorithm to detect a line graph and output its root graph. Journal of the ACM (JACM), 21(4):569–575, 1974.

[LHW17] Songtao Lu, Mingyi Hong, and Zhengdao Wang. A nonconvex splitting method for symmetric nonnegative matrix factorization: Convergence analysis and optimality. IEEE Transactions on Signal Processing, 65(12):3120–3135, 2017.

[Lov77] L Lovász. Problem, beitrag zur graphentheorie und deren auwendungen, vorgstragen auf dem intern. koll, 1977.

[LRA93] Sue E Leurgans, Robert T Ross, and Rebecca B Abel. A decomposition for three-way arrays. SIAM Journal on Matrix Analysis and Applications, 14(4):1064–1083, 1993.

[LS99] Daniel D Lee and H Sebastian Seung. Learning the parts of objects by non-negative matrix factorization. Nature, 401(6755):788–791, 1999.

[LTVM15] Dajie Liu, Stojan Trajanovski, and Piet Van Mieghem. Iligra: an efficient inverse line graph algorithm. Journal of Mathematical Modelling and Algorithms in Operations Research, 14(1):13–33, 2015.

[Lub02] Michael Luby. Lt codes. In The 43rd Annual IEEE Symposium on Foundations of Computer Science, 2002. Proceedings., pages 271–271. IEEE Computer Society, 2002.

[LVAH12] Haibing Lu, Jaideep Vaidya, Vijayalakshmi Atluri, and Yuan Hong. Constraint-aware role mining via extended boolean matrix decomposition. IEEE Transactions on Dependable and Secure Computing, 9(5):655–669, 2012.

[Mac05] David JC MacKay. Fountain codes. IEE Proceedings-Communications, 152(6):1062– 1068, 2005.

[MMG^+08] Pauli Miettinen, Taneli Mielikäinen, Aristides Gionis, Gautam Das, and Heikki Mannila. The discrete basis problem. IEEE Transactions on Knowledge and Data Engineering (TKDE), 20(10):1348–1362, 2008.

[MN20] Pauli Miettinen and Stefan Neumann. Recent developments in boolean matrix factorization. arXiv preprint arXiv:2012.03127, 2020.

[Moi13] Ankur Moitra. An almost optimal algorithm for computing nonnegative rank. In Proceedings of the Twenty-Fourth Annual ACM-SIAM Symposium on Discrete Algorithms (SODA), pages 1454–1464. SIAM, 2013.

[MSVA16] Barsha Mitra, Shamik Sural, Jaideep Vaidya, and Vijayalakshmi Atluri. A survey of role mining. ACM Computing Surveys (CSUR), 48(4):1–37, 2016.

[MT97] Yury Metelsky and Regina Tyshkevich. On line graphs of linear 3-uniform hypergraphs. Journal of Graph Theory, 25(4):243–251, 1997.

[Ngu13] Hoi H Nguyen. On the singularity of random combinatorial matrices. SIAM Journal on Discrete Mathematics, 27(1):447–458, 2013.

[Nis91] Noam Nisan. Lower bounds for non-commutative computation. In Proceedings of the twenty-third annual ACM symposium on Theory of computing, pages 410–418, 1991.

[Orl77] James Orlin. Contentment in graph theory: Covering graphs with cliques. Indagationes Mathematicae (Proceedings), 80(5):406–424, 1977.

[Pat10] Mihai Patrascu. Towards polynomial lower bounds for dynamic problems. In Proceedings of the forty-second ACM symposium on Theory of computing (STOC), pages 603–610, 2010.

[Pol19] Yury Polyanskiy. Hypercontractivity of spherical averages in hamming space. SIAM Journal on Discrete Mathematics, 33(2):731–754, 2019.

[PP12] Robert Peharz and Franz Pernkopf. Sparse nonnegative matrix factorization with ℓ_0- constraints. Neurocomputing, 80:38–46, 2012.

[PRT81] Svatopluk Poljak, Vojtěch Rödl, and Daniel Turzik. Complexity of representation of graphs by set systems. Discrete Applied Mathematics, 3(4):301–312, 1981.

[Rou73] Nicholas D Roussopoulos. A max{m, n} algorithm for determining the graph h from its line graph g. Information Processing Letters, 2(4):108–112, 1973.

[RPG16] Siamak Ravanbakhsh, Barnabás Póczos, and Russell Greiner. Boolean matrix factorization and noisy completion via message passing. In Proceedings of the 33rd International Conference on International Conference on Machine Learning (ICML), pages 945–954, 2016.

[RSW16] Ilya Razenshteyn, Zhao Song, and David P Woodruff. Weighted low rank approximations with provable guarantees. In Proceedings of the forty-eighth annual ACM symposium on Theory of Computing (STOC), pages 250–263, 2016.

[RV08] Mark Rudelson and Roman Vershynin. The littlewood–offord problem and invertibility of random matrices. Advances in Mathematics, 218(2):600–633, 2008.

[SB03] Paris Smaragdis and Judith C Brown. Non-negative matrix factorization for polyphonic music transcription. In 2003 IEEE Workshop on Applications of Signal Processing to Audio and Acoustics (IEEE Cat. No. 03TH8684), pages 177–180. IEEE, 2003.

[SBM03] Jouni K Seppänen, Ella Bingham, and Heikki Mannila. A simple algorithm for topic identification in 0–1 data. In European Conference on Principles of Data Mining and Knowledge Discovery, pages 423–434. Springer, 2003.

[ŠH06] Tomáš Šingliar and Miloš Hauskrecht. Noisy-or component analysis and its application to link analysis. Journal of Machine Learning Research (JMLR), 7(Oct):2189–2213, 2006.

[SL11] Roman Sandler and Michael Lindenbaum. Nonnegative matrix factorization with earth mover’s distance metric for image analysis. IEEE Transactions on Pattern Analysis and Machine Intelligence, 33(8):1590–1602, 2011.

[SO06] Mikkel N Schmidt and Rasmus K Olsson. Single-channel speech separation using sparse non-negative matrix factorization. In Ninth International Conference on Spoken Language Processing, 2006.

[SST05] PV Skums, SV Suzdal, and RI Tyshkevich. Edge intersection graphs of linear 3-uniform hypergraphs. Electronic Notes in Discrete Mathematics, 22:33–40, 2005.

[SWZ17] Zhao Song, David P Woodruff, and Peilin Zhong. Low rank approximation with entrywise l1-norm error. In Proceedings of the 49th Annual ACM SIGACT Symposium on Theory of Computing (STOC), pages 688–701, 2017.

[SWZ19] Zhao Song, David P Woodruff, and Peilin Zhong. Relative error tensor low rank approximation. In Proceedings of the Thirtieth Annual ACM-SIAM Symposium on Discrete Algorithms (SODA), pages 2772–2789. SIAM, 2019.

[Sys82] Maciej M Syslo. A labeling algorithm to recognize a line digraph and output its root graph. Information Processing Letters, 15(1):28–30, 1982.

[VAG07] Jaideep Vaidya, Vijayalakshmi Atluri, and Qi Guo. The role mining problem: finding a minimal descriptive set of roles. In Proceedings of the 12th ACM symposium on Access control models and technologies, pages 175–184, 2007.

[VGL^+16] Arnaud Vandaele, Nicolas Gillis, Qi Lei, Kai Zhong, and Inderjit Dhillon. Efficient and non-convex coordinate descent for symmetric nonnegative matrix factorization. IEEE Transactions on Signal Processing, 64(21):5571–5584, 2016.

[Vu08] Van Vu. Random discrete matrices. In Horizons of combinatorics, pages 257–280. Springer, 2008.

[Whi92] Hassler Whitney. Congruent graphs and the connectivity of graphs. In Hassler Whitney Collected Papers, pages 61–79. Springer, 1992.

[WLW^+11] Fei Wang, Tao Li, Xin Wang, Shenghuo Zhu, and Chris Ding. Community discovery using nonnegative matrix factorization. Data Mining and Knowledge Discovery, 22(3):493–521, 2011.

[XLG03] Wei Xu, Xin Liu, and Yihong Gong. Document clustering based on non-negative matrix factorization. In Proceedings of the 26th annual international ACM SIGIR conference on Research and development in informaion retrieval, pages 267–273, 2003.

[YGL^+13] Xiaohui Yan, Jiafeng Guo, Shenghua Liu, Xueqi Cheng, and Yanfeng Wang. Learning topics in short texts by non-negative matrix factorization on term correlation matrix. In proceedings of the SIAM International Conference on Data Mining (ICDM), pages 749–757. SIAM, 2013.

[YHD^+12] Zhirong Yang, Tele Hao, Onur Dikmen, Xi Chen, and Erkki Oja. Clustering by nonnegative matrix factorization using graph random walk. Advances in Neural Information Processing Systems (NeurIPS), 25:1079–1087, 2012.

[ZCDLP18] Hongyi Zhang, Moustapha Cisse, Yann N Dauphin, and David Lopez-Paz. mixup: Beyond empirical risk minimization. In International Conference on Learning Representations, 2018.

[ZFRK10] Ruicong Zhi, Markus Flierl, Qiuqi Ruan, and W Bastiaan Kleijn. Graph-preserving sparse nonnegative matrix factorization with application to facial expression recognition. IEEE Transactions on Systems, Man, and Cybernetics, Part B (Cybernetics), 41(1):38–52, 2010.

[ZLDZ07] Zhongyuan Zhang, Tao Li, Chris Ding, and Xiangsun Zhang. Binary matrix factorization with applications. In Seventh IEEE international conference on data mining (ICDM), pages 391–400. IEEE, 2007.

[ZLLL18] Zhihui Zhu, Xiao Li, Kai Liu, and Qiuwei Li. Dropping symmetry for fast symmetric nonnegative matrix factorization. Advances in Neural Information Processing Systems (NeurIPS), 31:5154–5164, 2018.

[ZS05] Ron Zass and Amnon Shashua. A unifying approach to hard and probabilistic clustering. In Tenth IEEE International Conference on Computer Vision (ICCV), pages 294–301. IEEE, 2005.

[ZWA13] Zhong-Yuan Zhang, Yong Wang, and Yong-Yeol Ahn. Overlapping community detection in complex networks using symmetric binary matrix factorization. Physical Review E, 87(6):062803, 2013.

A Worst-Case Algorithm

In this section, we give a worst-case quasi-polynomial algorithm for sparse boolean matrix factorization problem. It turns out that our techniques here can handle both SSBMF as well as an asymmetric variant, In Section A.1 we define this variant and give some background on constraint satisfaction problems (CSPs). Section A.2 gives the algorithm for the asymmetric and symmetric version of the problem by exhibiting a reduction to 2-CSP. Section A.3 extends the algorithm to the Boolean semiring.

A.1 CSP Preliminaries

We first define a general (asymmetric) version of SSBMF as follows:

Definition A.1 (Sparse Boolean matrix factorization (Sparse BMF)). Given an m × m matrix M where each entry is in {0, 1, · · · , k}. Suppose matrix M can be factorized into two matrices U ∈ {0, 1}^{m×r} and V ∈ {0, 1}^{r×m}, where each row of U is k-sparse and each column of V is k-sparse.

The task is to find a row k-sparse matrix ^U ∈ {0, 1}^{m×r} and a column k-sparse matrix ^V ∈ {0, 1}^{r×m} such that M = ^U ^V.

We can also define the sparse Boolean matrix factorization as an optimization problem.

Definition A.2 (Sparse BMF, optimization version). Given an m × m matrix M where each entry is in {0, 1, · · · , k}. The goal is to find a row k-sparse matrix ^U ∈ {0, 1}^{m×r} and a column k-sparse matrix ^V ∈ {0, 1}^{r×m} such that the number of different entries ‖M − ^U ^V‖_0 is minimized.

We now recall the definition of 2-CSPs:

Definition A.3 (Max 2-CSP). A 2-CSP problem is defined by the tuple (Σ, V, E, C). Σ is an alphabet set of size q, V is a variable set of size n, E ⊆ V × V is the constraint set. V and E define an underlying graph of the 2-CSP instance, and C = {C_e}_{e∈E} describes the constraints. For each e ∈ E, C_e is a function Σ × Σ → {0, 1}. The goal is to find an assignment σ : V → Σ with maximal value, defined to be the number of satisfied edges e = (u, v) ∈ E (i.e., for which C_e(σ(u), σ(v)) = 1).

We will use the following known algorithm for solving “dense” 2-CSP instances:

Theorem A.4 ([DM18]). Define the density δ of a 2-CSP instance to be δ ≜ |E|/ (_{|V |} 2 ) . For any 0 < ϵ ≤ 1, there is an approximation algorithm that, given any δ-dense 2-CSP instance with optimal value OPT, runs in time (nq)^{O(ϵ−1·δ−1·log q)} and outputs an assignment with value OPT−ϵ|E|, where n = |V | and q = |Σ|. A.2 From Factorization to CSPs

We give a reduction that can reduce the general sparse BMF problem to a Max 2-CSP problem, and then use a quasi-polynomial time 2-CSP solver to find an approximation solution.

Theorem A.5 (QPTAS for asymmetric sparse BMF, formal version of Theorem 1.7). Given m, k, r ≥ 0 and an m × m matrix M as the input of an instance of sparse Boolean matrix factorization problem. Let OPT be the optimal value of the problem, i.e., OPT := min_{U,V} ‖M − UV‖_0, where U, V satisfy the sparsity constraints of the problem.

For any 1 ≥ ϵ > 0, there exists an algorithm that runs in m^{O(ϵ−1k log r)}r^{O(ϵ−1k2 log r)} time and finds a row k-sparse matrix ^U and a column k-sparse matrix ^V satisfying

‖M − ^U ^V‖_0 ≤ OPT + ϵm^2.

Proof. For the input matrix M, let U and V be the ground-truth of the factorization. Let (b^⊤_1 , . . . , b^⊤_m) be the rows of U and (c_1, . . . , c_m) be the columns of V. We construct a 2-CSP instance F_A that finds U and V as follows:

• Let Σ = { (q_1, . . . , q_r) | q_i ∈ {0, 1} ∀i ∈ [r] and ∑ i∈[r] qi = k } be the alphabet.

• The underlying graph is a bipartite graph. The left-side vertices V_L = [m] corresponding to the rows of U. The right-side vertices V_R = [m] corresponding to the columns of V.

• For e = (u, v) ∈ V_L×V_R, define the constraint C_e to be: for all (p_1, . . . , p_r), (q_1, . . . , q_r) ∈ Σ×Σ,

C_e((p_1, . . . , p_r), (q_1, . . . , q_r)) = 1 ⇐⇒ r∑ i=1 p_iq_i = A_{u,v}. Note that F_A has value OPT. We can create an assignment from the ground-truth such that σ(u) = b_u for u ∈ V_L and σ(v) = c_v for v ∈ V_R. By definition of the sparse Boolean matrix factorization problem, this is a legal assignment. Also, since the number of A_{u,v} = ⟨b_u, c_v⟩ for all (u, v) ∈ [m] × [m] is m^2 − OPT, we can see that all such edges are satisfied by this assignment.

Then, we can run the QPTAS algorithm (Theorem A.4) on F_A and obtain an assignment that at most OPT − ϵ|E| constraints are unsatisfied, which means the number of different entries between M and ^U ^V is at most OPT − ϵm^2.

The alphabet size of F_A is (_r k ) . The reduction time is O(m^2r^k) and the 2-CSP solving time is (mr^k)^{O(ϵ−1 log(rk))} by Theorem A.4 since the density of a complete bipartite graph is δ =^1_2 . The theorem is then proved.

Remark A.6. We briefly compare this to the guarantee of [KPRW19], who obtained a

2^{O(r2 log r)} poly(m)

constant-factor approximation algorithm. By introducing a sparsity constraint on the rows of U, V through our new parameter k, we circumvent the exponential dependence on r, at the cost of running in time quasipolynomial in m. In particular, our guarantee dominates when the rank parameter r is at least roughly ~Ω( √ log m), though strictly speaking our guarantee is incomparable because we aim for an additive approximation and only measure error in L_0 rather than Frobenius norm.

A similar reduction can be used to prove a worst-case guarantee for SSBMF, stated informally in Theorem 1.7.

Theorem A.7 (Formal version of Theorem 1.7). Given m, k, r ≥ 0 and a symmetric m×m matrix M as the input of a (worst-case) instance of SSBMF. Let OPT be the optimal value of the problem, i.e., OPT := min_W ‖M − WW^⊤‖_0, where W is a row k-sparse matrix in {0, 1}^{m×r} . For any accuracy ϵ ∈ (0, 1), there is an algorithm running in time m^{O(ϵ−1k log r)}r^{O(ϵ−1k2 log r)} which finds a row k-sparse matrix ^W satisfying

‖M − ^W ^W^⊤‖_0 ≤ OPT + ϵm^2.

Proof. The construction of the 2-CSP instance F_A is almost the same as in the proof of Theorem A.5, except that in this case, the underlying graph is a complete graph, where the vertices V = [m] correspond to the rows of W. Then, each constraint C_{(u,v)} checks whether ⟨b_u, b_v ⟩ = M_{u,v}. The correctness of the reduction follows exactly the proof of Theorem A.5 and we omit it here. The density of F_A in this case is 1, and hence the running time of the algorithm is (mr^k)^{O(ϵ−1 log(rk))}.

A.3 Extension to the Boolean Semiring

A direct corollary of Theorem A.7 is that, the sparse BMF over the Boolean semiring can also be solved in quasi-polynomial time.

Corollary A.8. Given m, k, r ≥ 0 and a symmetric Boolean m × m matrix M. Let OPT be the optimal value of the problem, i.e., OPT := min_W ‖M − WW^⊤‖_0, where W is a row k-sparse matrix in {0, 1}^{m×r} and the matrix multiplication is over the Boolean semiring, i.e., a + b is a ∨ b and a · b is a ∧ b. For any accuracy parameter ϵ ∈ (0, 1), there exists an algorithm that runs in m^{O(ϵ−1k log r)}r^{O(ϵ−1k2 log r)} time and finds a row k-sparse matrix ^W satisfying

‖M − ^W ^W^⊤‖_0 ≤ OPT + ϵm^2.

Proof. The construction can be easily adapted to the case when matrix multiplication is over the Boolean semiring, where a + b becomes a ∨ b and a · b becomes a ∧ b. We can just modify the constraints of the 2-CSP instance in the reduction and it is easy to see that the algorithm still works.

Remark A.9. Factorizing Boolean matrices with Boolean arithmetic is equivalent to the bipartite clique cover problem. It was proved by [CIK17] that the time complexity lower bound for the exact version of this problem is 2^{2Ω(r)} . Since the approximation error is ϵm^2, when ϵ <^1_{m2} , the output of our algorithm is the exact solution. Further, if we do not have the row sparsity condition, i.e., k = r, then the time complexity becomes

2^{O(m2(log m)·r2 log r)}.

In the realm of parameterized complexity (see for example [CFK^+15]), due to the kernelization in [FMPS09], we may assume m ≤ 2^r and the running time of our algorithm is 2^{~O(22r ·r3)}, which matches the lower bound of this problem.