arXiv:2005.05308v1 [cs.CR] 9 May 2020

Lattice-based public key encryption with equality test supporting flexible authorization in standard model

Dung Hoang Duong^1, Kazuhide Fukushima^2, Shinsaku Kiyomoto^2, Partha Sarathi Roy^1, Arnaud Sipasseuth^2, and Willy Susilo^1

1 Institute of Cybersecurity and Cryptology School of Computing and Information Technology, University of Wollongong Northfields Avenue, Wollongong NSW 2522, Australia {hduong,partha,wsusilo}@uow.edu.au 2 Information Security Laboratory, KDDI Research, Inc. 2-1-15 Ohara, Fujimino-shi, Saitama, 356-8502, Japan {ka-fukushima,kiyomoto,ar-sipasseuth}@kddi-research.jp

Abstract. Public key encryption with equality test (PKEET) supports to check whether two ciphertexts encrypted under different public keys contain the same message or not. PKEET has many interesting applications such as keyword search on encrypted data, encrypted data partitioning for efficient encrypted data management, personal health record systems, spam filtering in encrypted email systems and so on. However, the PKEET scheme lacks an authorization mechanism for a user to control the comparison of its ciphertexts with others. In 2015, Ma et al. introduce the notion of PKEET with flexible authorization (PKEET-FA) which strengthens privacy protection. Since 2015, there are several follow-up works on PKEET-FA. But, all are secure in the random-oracle model. Moreover, all are vulnerable to quantum attacks. In this paper, we provide three constructions of quantum-safe PKEET-FA secure in the standard model. Proposed constructions are secure based on the hardness assumptions of integer lattices and ideal lattices. Finally, we implement the PKEET-FA scheme over ideal lattices.

1 Introduction

Public key encryption with equality test (PKEET), which supports the equality test of underlying messages of two ciphertexts with the help of trapdoor, was first introduced by Yang et al. [22]. The property of equality test is of use for various practical applications, such as keyword search on encrypted data, encrypted data partitioning for efficient encrypted data management, personal health record systems, spam filtering in encrypted email systems and so on. But, to protect the privacy of the data owner, it is required to have an authorization mechanism. In this direction, the first successful effort was by Tang [19], where a fine-grained authorization policy enforcement mechanism was integrated into PKEET. This work was further extended by using two collaborating proxies to perform the equality tests [20]. Moreover, an all-or-nothing PKEET was presented by Tang [21]. But, all the above schemes are one-way against chosen-ciphertext attack (OW-CCA). However, for some special scenarios, such as database applications, OW-CCA security may not be strong enough. Motivated by this, the security models of PKEET were revisited by Lu et al. [11], who proposed several new and stronger security definitions. A new notion, called public key encryption with delegated equality test (PKE-DET), was introduced by Ma et al. [15], where the delegated party is only allowed to deal with the work in a multi-user setting. Ma et al. [14] proposed a new primitive, called public key encryption with equality test supporting flexible authorization (PKEET-FA), to strengthen privacy protection. Lin et al. [10], remove the pairing computation from the construction of Ma et al. [14]. However, they are all proven to be secure in the random oracle model based on the number-theoretic hardness assumption. It is a need of the age to construct secure primitive based on post-quantum secure hardness assumption. Therefore it is necessary to construct such a scheme in the standard model based on post-quantum secure hardness assumption. Recently, Lee et al. [9] proposed a generic construction of PKEET in the standard model from which it is possible to mount a lattice-based construction. Duong et al. [7] proposed a concrete construction of PKEET secure in the standard model based on the hardness of LWE problem. Both of these two works do not consider the authorization mechanism.

Our contribution: In this paper, our contribution is fourfold:

– According to the best of our knowledge, we propose the first concrete construction of a PKEET-FA scheme based on the hardness assumption of integer lattices.

– We describe a lattice-based instantiation of PKEET-FA from Lee et al.’s [9] generic construction. – To have better efficiency in respect of the size of parameters, we propose a construction of PKEET-FA scheme based on the hardness assumption of ideal lattices.

– Finally, we implement the PKEET-FA scheme over ideal lattices.

We first employ the multi-bit full IBE by Agrawal et al. [1] and then directly transform it into a PKEET scheme. Finally, we have devoleped the authorization algorithms to construct PKEET-FA over integer lattices. In our scheme, a ciphertext is of the form CT = (CT_1, CT_2, CT_3, CT_4) where (CT_1, CT_3) is the encryption of the message m, as in the original IBE scheme, and (CT_2, CT_4) is the encryption of H(m) in which H is a hash function. In order to utilize the IBE scheme, we employ a second hash function H^′ and create the identity H^′(CT_1, CT_2) before computing CT_3 and CT_4. To instantiate PKEET-FA from [9], we have employed the HIBE from [1]. Finally, we have used the ideal version of IBE of [1] from [4] to construct PKEET-FA over ideal lattices. As compared to the previous constructions, the proposed constructions are computationally efficient due to the absence of exponentiation and evaluation of pairing; see Table 1. Moreover, all the previous constructions are secure in the random oracle model, whereas, all the proposed constructions are secure in the standard model.

Table 1. Efficency Comparison with Existing PKEET.

Scheme C_{Enc} C_{Dec} C_{Td} C_{Test} Std./RO Asmp

[22] 3 Exp 3 Exp - 2 Pairing RO CDH [19,20] 4 Exp 2 Exp 3 Exp 4 Pairing RO CDH + DDH [21] 5 Exp 2 Exp 0 4 Exp RO CDH [15]-Type 1 6 Exp 5 Exp 0 2 Pairing+ 2 Exp RO CDH [15]-Type 2 6 Exp 5 Exp 2 Exp 2 Pairing+ 2 Exp RO CDH [15]-Type 3 6 Exp 5 Exp 1 Exp 2 Pairing+ 2 Exp RO CDH [10]-Type 1 4 Exp 3 Exp 0 2 Exp RO DDH [10]-Type 2 4 Exp 3 Exp 1 Exp 0 RO DDH [10]-Type 3 4 Exp 3 Exp 1 Exp 1 Exp RO DDH Proposed- Type 1,2, 3 0 0 0 0 Std. LWE (Over Integer Lattices)

Proposed- Type 1 0 0 0 0 Std. LWE (Instantiation of Lee et al.’s [9]construction)

Proposed- Type 1,2, 3 0 0 0 0 Std. RLWE (Over Ideal Lattices)

C_{Enc}, C_{Dec}, C_{Td}, C_{Test}: the computation complexity of algorithms for encryption, decryption, Td and Test; Asmp: assumption; Exp: exponentiation; pairing: pairing evaluation; Std./RO: security in standard model or random oracle model; CDH: computational Diffie-Hellman assumption; DDH: decesional Diffie-Hellman assumption; LWE: learning with error problem; RLWE: Ring LWE.

2 Preliminaries

2.1 Public key encryption with equality test supporting flexible authorization (PKEET-FA)

In this section, we will recall the model of PKEET-FA and its security model.

We remark that a PKEET-FA system is a multi-user setting. Hence we assume that in our system throughout the paper, each user is assigned with an index i with 1 ≤ i ≤ N where N is the number of users in the system.

Definition 1 (PKEET-FA). PKEET-FA consists of the following polynomial-time algorithms:

– Setup(λ): On input a security parameter λ and set of parameters, it outputs the a pair of a user’s public key PK and secret key SK.

– Enc(PK, m): On input the public key PK and a message m, it outputs a ciphertext CT. – Dec(SK, CT): On input the secret key SK and a ciphertext CT, it outputs a message m^′ or ⊥.

Suppose that the receiver U_i (resp. U_j ) has a public/secret key pair (PK_i, SK_i) (resp. (PK_j , SK_j )), whose ciphertext is CT_i (resp. CT_j ). To realize Type-α (α = 1, 2, 3) authorization for U_i and U_j , algorithm Td_α (α = 1, 2, 3) is defined to generate trapdoor for U_i’s ciphertext (or ciphertexts) that is (are) required to be compared with U_j ’s ciphertext (or ciphertexts), and Test_α (α = 1, 2, 3) algorithm to determine whether two receivers’ ciphertexts contain the same message or not. Type-1 Authorization:

– Td_1(SK_i): On input the secret key SK_i of the user U_i, it outputs a trapdoor td_{1,i} for U_i. – Test(td_{1,i}, td_{1,j} , CT_i, CT_j ): On input two trapdoors td_{1,i}, td_{1,j} and two ciphertexts CT_i, CT_j for users U_i and U_j respectively, it outputs 1 or 0.

Type-2 Authorization:

– Td_2(SK_i, CT_i): On input the secret key SK_i and ciphertext CT_i of the user U_i, it outputs a trapdoor td_{2,i} for (U_i, CT_i).

– Test(td_{2,i}, td_{2,j} , CT_i, CT_j ): On input two trapdoors td_{2,i}, td_{2,j} and two ciphertexts CT_i, CT_j for users U_i and U_j respectively, it outputs 1 or 0.

Type-3 Authorization:

– Td_{3,i}(SK_i, CT_i): On input the secret key SK_i and ciphertext CT_i of the user U_i, it outputs a trapdoor td_{3,i} for (U_i, CT_i).

– Td_{3,j} (SK_j ): On input the secret key SK_j of the user U_j , it outputs a trapdoor td_{3,j} for U_j . – Test(td_{3,i}, td_{3,j} , CT_i, CT_j ): On input two trapdoors td_{3,i}, td_{3,j} and two ciphertexts CT_i, CT_j for users U_i and U_j respectively, it outputs 1 or 0.

Remark 2. Type-3 authorization is a combination of Type-1 authorization and Type-2 authorization, which is for comparing a single ciphertext of U_i with all ciphertexts of U_j .

Correctness. We say that a PKEET scheme is correct if the following three condition hold:

(1) For any security parameter λ, any user U_i and any message m, it holds that Pr [ Dec(SK_i, CT_i) = m | | | | (PK_i, SK_i) ← Setup(λ) CT_i ← Enc(PK_i, m) ] = 1.

(2) For any security parameter λ, any users U_i, U_j and any messages m_i, m_j , it holds that:

Pr Test td_{α,i} td_{α,j} CT_i CT_j = 1

| | | | | | | | | |

(PK_i, SK_i) ← Setup(λ) CT_i ← Enc(PK_i, m_i) td_{α,i} ← Td_α() (PK_j , SK_j ) ← Setup(λ) CT_j ← Enc(PK_j , m_j) td_{α,j} ← Td_α() = 1

if m_i = m_j regardless of whether i = j, where α = 1, 2, 3.

(3) For any security parameter λ, any users U_i, U_j and any messages m_i, m_j , it holds that

Pr Test td_{α,i} td_{α,j} CT_i CT_j = 1

| | | | | | | | | |

(PK_i, SK_i) ← Setup(λ) CT_i ← Enc(PK_i, m_i) td_{α,i} ← Td_A (PK_j , SK_j ) ← Setup(λ) CT_j ← Enc(PK_j , m_j) td_{α,j} ← Td_α()

is negligible in λ for any ciphertexts CT_i, CT_j such that Dec(SK_i, CT_i) ≠ Dec(SK_j , CT_j ) regardless of whether i = j, where α = 1, 2, 3.

Security model of PKEET. Because the trapdoor algorithm for Type-3 authorization can be obtained by the combination of those for Type-1 and Type-2 authorizations, we omit Type-3 authorization queries and only provide Type-α (α = 1, 2) authorization queries to the adversary in the security games for simplicity. For the security model of PKEET-FA, we consider two types of adversaries: • Type-I adversary: for this type, the adversary can request to issue a trapdoor for authorization of the target user and thus can perform authorization (equality) tests on the challenge ciphertext. The aim of this type of adversaries is to reveal the message in the challenge ciphertext.

• Type-II adversary: for this type, the adversary cannot request to issue a trapdoor for authorization of the target user and thus cannot perform equality tests on the challenge ciphertext. The aim of this type of adversaries is to distinguish which message is in the challenge ciphertext between two candidates.

The security model of a PKEET scheme against two types of adversaries above is described in the following.

OW-CCA security against Type-I adversaries. We illustrate the game between a challenger C and a Type-I adversary A who can have a trapdoor for all ciphertexts of the target user, say U_θ, that he wants to attack, as follows:

1. Setup: The challenger C runs Setup(λ) to generate the key pairs (PK_i, SK_i) for all users with i = 1, · · · , N, and gives {PK_i}^N_{i=1} to A.

2. Phase 1: The adversary A may make queries polynomially many times adaptively and in any order to the following oracles:

– O^{SK}: an oracle that on input an index i (different from θ), returns the U_i’s secret key SK_i. – O^{Dec}: an oracle that on input a pair of an index i and a ciphertext CT_i, returns the output of Dec(SK_i, CT_i) using the secret key of the user U_i.

– O^{Tdα} for α = 1, 2:

• on input i, O^{Td1} returns td_i by running td_{1,i} ← Td(SK_i). • On input (i, CT_i), O^{Td2} returns by running td_{2,i} ← Td_2(SK_i, CT_i).

3. Challenge: C chooses a random message m in the message space and run CT^∗_θ ← Enc(PK_θ, m), and sends CT^∗_θ to A.

4. Guess: A output m^′.

The adversary A wins the above game if m = m^′ and the success probability of A is defined as Adv^{OW-CCA,T ype−α} A,PKEET (λ) := Pr[m = m ′]. Remark 3. If the message space is polynomial in the security parameter or the min-entropy of the message distribution is much lower than the security parameter then a Type-I adversary A with a trapdoor for the challenge ciphertext can reveal the message in polynomial-time or small exponential time in the security parameter, by performing the equality tests with the challenge ciphertext and all other ciphertexts of all messages generated by himself. Hence to prevent this attack, we assume that the size of the message space M is exponential in the security parameter and the min-entropy of the message distribution is sufficiently higher than the security parameter.

IND-CCA security against Type-II adversaries. We present the game between a challenger C and a Type-II adversary A who cannot have a trapdoor for all ciphertexts of the target user U_θ as follows: 1. Setup: The challenger C runs Setup(λ) to generate the key pairs (PK_i, SK_i) for all users with i = 1, · · · , N, and gives {PK_i}^N_{i=1} to A.

2. Phase 1: The adversary A may make queries polynomially many times adaptively and in any order to the following oracles:

– O^{SK}: an oracle that on input an index i (different from θ), returns the U_i’s secret key SK_i. – O^{Dec}: an oracle that on input a pair of an index i and a ciphertext CT_i, returns the output of Dec(SK_i, CT_i) using the secret key of the user U_i.

– O^{Tdα} for α = 1, 2:

• on input i(≠ θ), O^{Td1} returns td_i by running td_{1,i} ← Td(SK_i). • On input (i(≠ θ), CT_i), O^{Td2} returns by running td_{2,i} ← Td_2(SK_i, CT_i).

3. Challenge: A chooses message m and pass to C, who then selects a random bit r ∈ {0, 1}. If r = 0, runs CT^∗_{θ,r} ← Enc(PK_θ, m); otherwise chose a random ciphertext as CT^∗_{θ,r} and sends CT^∗_{θ,r} to A.

4. Guess: A output r^′.

The adversary A wins the above game if r = r^′ and the advantage of A is defined as Adv^{IND-CCA,T ype−α} A,PKEET := | | | |Pr[r = r^′] − 1 2 | | | | .

2.2 Lattices

Lattices are discrete subgroups of Z^m. Specially, a lattice Λ in Z^m with basis B = [b_1, · · · , b_n] ∈ Z^{m×n}, where each b_i is written in column form, is defined as

Λ := {_n ∑ i=1 b_ix_i|x_i ∈ Z ∀i = 1, · · · , n } ⊆ Z^m. We call n the rank of Λ and if n = m we say that Λ is a full rank lattice. In this paper, we mainly consider full rank lattices containing qZ^m, called q-ary lattices, defined as the following, for a given matrix A ∈ Z^{n×m} and u ∈ Z^n_q

Λ_q(A) := { e ∈ Z^m s.t. ∃s ∈ Z^n_q where A^Ts = e mod q } Λ^⊥_q (A) := {e ∈ Z^m s.t. Ae = 0 mod q} Λ^u_q (A) := {e ∈ Z^m s.t. Ae = u mod q}

Note that if t ∈ Λ^u_q (A) then Λ^u_q (A) = Λ^⊥_q (A) + t.

Let S = {s_1, · · · , s_k} be a set of vectors in R^m . We denote by ‖S‖ := max_i ‖s_i‖ for i = 1, · · · , k, the maximum l_2 length of the vectors in S. We also denote S̃ := {s̃_1, · · · , s̃_k} the Gram-Schmidt orthogonalization of the vectors s_1, · · · , s_k in that order. We refer to ‖S̃‖ the Gram-Schmidt norm of S.

Ajtai [2] first proposed how to sample a uniform matrix A ∈ Z^{n×m}_q with an associated basis S_A of Λ^⊥_q (A) with low Gram-Schmidt norm. It is improved later by Alwen and Peikert [3] in the following Theorem.

Theorem 4. Let q ≥ 3 be odd and m := ⌈6n log q⌉. There is a probabilistic polynomial-time algorithm TrapGen(q, n) that outputs a pair (A ∈ Z^{n×m}_q , S ∈ Z^{m×m}) such that A is statistically close to a uniform matrix in Z^{n×m}_q and S is a basis for Λ^⊥_q (A) satisfying ‖S̃‖ ≤ O( √ n log q) and ‖S‖ ≤ O(n log q)

with all but negligible probability in n.

Definition 5 (Gaussian distribution). Let Λ ⊆ Z^m be a lattice. For a vector c ∈ R^m and a positive parameter σ ∈ R, define:

ρ_{σ,c}(x) = exp ( π ‖x − c‖^2

σ^2 ) and ρ_{σ,c}(Λ) = ∑ x∈Λ ρ_{σ,c}(x).

The discrete Gaussian distribution over Λ with center c and parameter σ is ∀y ∈ Λ , D_{Λ,σ,c}(y) = ρ_{σ,c}(y) ρ_{σ,c}(Λ) . For convenience, we will denote by ρ_σ and D_{Λ.σ} for ρ_{0,σ} and D_{Λ,σ,0} respectively. When σ = 1 we will write ρ instead of ρ_1. We can extend this definition to a positive definite covariance matrix Σ = BB^T : ρ^√_{Σ,c}(x) = exp(−π(x − c)^T Σ^{−1}(x − c)). It is well-known that for a vector x sampled in D_Zm_{,σ} , one has that ‖x‖ ≤ tσ √ m with overwhelming probability.

We recall below in Theorem 6 some useful result. The first one comes from [17, Lemma 4.4] . The second one is from [5] and formulated in [1, Theorem 17] and the last one is from [1, Theorem 19].

Theorem 6. Let q > 2 and let A, B be a matrix in Z^{n×m}_q with m > n and B is rank n. Let T_A, T_B be a basis for Λ^⊥_q (A) and Λ^⊥_q (B) respectively. Then for c ∈ R^m and U ∈ Z^{n×t}_q :

1. Let M be a matrix in Z^{n×m1}_q and σ ≥ ‖ ~T_A‖ω( √ log(m + m_1)). Then there exists a PPT algorithm SampleLeft(A, M, T_A, U, σ) that outputs a matrix e ∈ Z^{(m+m1)×t} distributed statistically close to D_ΛU_{q (F1),σ} where F_1 := (A | M). In particular e ∈ Λ^U_q (F_1), i.e., F_1 · e = U mod q. In addition, if A is rank n then there is a PPT algorithm SampleBasisLeft(A, M, T_A, σ) that outputs a basis of Λ^⊥_q (F_1).

2. Let R be a matrix in Z^{k×m} and let s_R := sup_{‖x‖=1} ‖Rx‖. Let F_2 := (A | AR + B). Then for σ ≥ ‖ ~T_B‖s_Rω( √ log m), there exists a PPT algorithm SampleRight(A, B, R, T_B , U, σ) that outputs a matrix e ∈ Z^{(m+k)×t} distributed statistically close to D_ΛU_{q (F2),σ} . In particular e ∈ Λ^U_q (F_2), i.e., F_2 · e = U mod q. Note that when R is a random matrix in {−1, 1}^{m×m} then s_R < O( √ m) with overwhelming probability (cf. [1, Lemma 15]).

The security of our construction reduces to the LWE (Learning With Errors) problem introduced by Regev [18].

Definition 7 (LWE problem). Consider publicly a prime q, a positive integer n, and a distribution χ over Z_q. An (Z_q, n, χ)-LWE problem instance consists of access to an unspecified challenge oracle O, being either a noisy pseudorandom sampler O_s associated with a secret s ∈ Z^n_q , or a truly random sampler O_$ who behaviors are as follows:

O_s: samples of the form (u_i, v_i) = (u_i, u^T_i s+x_i) ∈ Z^n_q ×Z_q where s ∈ Z^n_q is a uniform secret key, u_i ∈ Z^n_q is uniform and x_i ∈ Z_q is a noise withdrawn from χ.

O_$: samples are uniform pairs in Z^n_q × Z_q.

The (Z_q, n, χ)-LWE problem allows responds queries to the challenge oracle O. We say that an algorithm A decides the (Z_q, n, χ)-LWE problem if

Adv^{LWE}_A := | |Pr[A^Os = 1] − Pr[A^O$ = 1] | | is non-negligible for a random s ∈ Z^n_q .

Regev [18] showed that (see Theorem 8 below) when χ is the distribution Ψ_α of the random variable ⌊qX⌉ mod q where α ∈ (0, 1) and X is a normal random variable with mean 0 and standard deviation α/ √ 2π then the LWE problem is hard.

Theorem 8. If there exists an efficient, possibly quantum, algorithm for deciding the (Z_q, n, Ψ_α)-LWE problem for q > 2 √ n/α then there is an efficient quantum algorithm for approximating the SIVP and GapSVP problems, to within Õ(n/α) factors in the l_2 norm, in the worst case.

Hence if we assume the hardness of approximating the SIVP and GapSVP problems in lattices of dimension n to within polynomial (in n) factors, then it follows from Theorem 8 that deciding the LWE problem is hard when n/α is a polynomial in n.

In this paper, we will also deal with ideal lattices, i.e., lattices arising from polynomial rings. Specially, when n is a power of two, we consider the ring R := Z[x]/(x^n + 1), the ring of integers of the cyclotomic number field Q[x]/(x^n + 1). The ring R is isomorphic to the integer lattice Z^n through mapping a polynomial f = ∑_{n−1} i=0 f_ix^i to its vector of coefficients (f_0, f_1, · · · , f_{n−1}) in Z^n. In this paper, we will consider such ring R and denote by R_q = R/qR = Z_q[x]/(x^n + 1) where q = 1 mod 2n is a prime. In this section, we follow [4] to recall some useful results in ideal lattices.

We use ring variants LWE, proposed by [12], and proven to be as hard as the GapSVP/SIVP problems on ideal lattices.

Definition 9 (Ring-LWE_{n,q,DR,σ} ). Given a = (a_1, · · · , a_m)^T ∈ R^m_q a vector of m uniformly random polynomials, and b = as + e where s ← U(R_q) and e ← D_Rm_{,σ}, distinguish (a, b = as + e) from (a, b) drawn from the uniform distribution over R^m_q × R^m_q .

In this paper, we use the ring version of trapdoors for ideal lattices, introduced in [16] and recently improved in [8].

Definition 10. Define g = (1, 2, 4, · · · , 2^{k−1})^T ∈ R_q with k = ⌈log_2(q)⌉ and call g the gadget vector, i.e., for which the inversion of f_gT (z) = g^T z ∈ R_q is easy. The lattice Λ^⊥_q (g^T ) has a publicly known basis B_q ∈ R^{k×k} which satisfies that ‖ ~B_q ‖ ≤ √ 5. Definition 11 (g-trapdoor). Let a ∈ R^m_q and g ∈ R^k_q with k = ⌈log_2(q)⌉ and m > k. A g-trapdoor for a consist in a matrix of small polynomials T ∈ R^{(m−k)×k}, following a discrete Gaussian distribution of parameter σ, such that

a^T ( T I_k ) = hg^T

for some invertible element h ∈ R_q . The polynomial h is called the tag associated to T . The quality of the trapdoor is measured by its largest singular value s_1(T ).

Algorithm 1: Algorithm TrapGen(q, σ, a^′, h)

Input: the ring modulus q, a Gaussian parameter σ, optional a^′ ∈ R^{m−k}_q and h ∈ Rq . If no a^′, h are given, the algorithm chooses a^′ ← U(R^{m−k}_q ) and h = 1.

Output: a ∈ R^m_q with its trapdoor T ∈ R^{(m−k)×k}, of norm ‖T ‖ ≤ tσ √ (m − k)n associated to the tag h.

1 Choose T ← D_R(m−k)×k_{,σ} , a = (a^{′T} |hg − a^{′T} T )^T . 2 Return (a, T ).

The Algorithm 1 shows how to generate a random vector a ∈ R^m_q together with its trapdoor T . One of the main algorithm we use in our scheme is the preimage sampling algorithm SamplePre, illustrated in Algorithm 2, which finds x such that f_aT (x) = u for a given u ∈ R_q and a public a ∈ R^m_q using the g-trapdoor T of a, where (a, T ) ← TrapGen(q, σ, a^′, h) as in Algorithm 1.

Algorithm 2: Algorithm SamplePre(T, a, h, ζ, σ, α, u)

Input: a ∈ R^m_q , with its trapdoor T ∈ R^{(m−k)×k} associated to an invertible tag h ∈ Rq , u ∈ Rq and ζ, σ, α three Gaussian parameters Output: x ∈ R^m_q following a discrete Gaussian distribution of parameters ζ satisfying a^T x = u ∈ Rq .

1 p ← SampleP(q, ζ, α, T ), v ← h^{−1}(u − a^T p)

2 z ← SamplePolyG(σ, v), x ← p + ( T I_k ) z

The algorithm SamplePre uses the following two algorithm:

– The algorithm SampleP(q, ζ, α, T ) on input the ring modulus q, ζ and α two Gaussian parameters

and T ← D_R(m−k)×k_{,σ}, output p ← D_{Rm,}√_{Σp} where Σ_p = ζ^2I_m − α^2 ( T I_k ) (T^T I_k).

– The algorithm SamplePolyG on input a Gaussian parameter σ and a target v ∈ R_q , outputs z ← D_Λ⊥_{q (g}T_{),α,v} with α = √ 5σ. For the special case of the cyclotomic number ring R = Z[x]/(x^n+1) in our paper, the algorithm SampleP can be efficiently implemented as in [8, Section 4.1]. For algorithm SamplePolyG, one needs to call the algorithm SampleG in [8, Section 3.2] n times.

Our construction follows the IBE construction in [1]. In such a case, we need an encoding hash function H : Z^n_q → R_q to map identities to Z^n_q to invertible elements in R_q; such an H is called encoding with Full-Rank Differences (FRD) in [1]. We require that H satisfies the following properties:

– for all distinct u, v ∈ Z^n_q , the element H(u) − H(v) ∈ R_q is invertible; and – H is computable in polynomial time (in n log(q)).

To implement such an encoding H, there are several methods proposed in [8,6,13] and we refer to [8, Section 2.4] for more details.

3 PKEET-FA Construction over Integer Lattices

Setup(λ)

On input a security parameter λ, set the parameters q, n, m, σ, α as in section 3.1 1. Use TrapGen(q, n) to generate uniformly random n × m-matrices A, A^′ ∈ Z^{n×m}_q together with trapdoors T_A and T_A′ respectively.

2. Select l + 1 uniformly random n × m matrices A_1, · · · , A_l, B ∈ Z^{n×m}_q . 3. Let H : {0, 1}^∗ → {0, 1}^t and H^′ : {0, 1}^∗ → {−1, 1}^l be hash functions. 4. Select a uniformly random matrix U ∈ Z^{n×t}_q . 5. Output the public key and the secret key PK = (A, A^′, A_1, · · · , A_l, B, U) , SK = (T_A, T_A′ ). Encrypt(PK, m)

On input the public key PK and a message m ∈ {0, 1}^t, do:

1. Choose a uniformly random s_1, s_2 ∈ Z^n_q 2. Choose x_1, x_2 ∈ Ψ^t_α and compute^3

c_1 = U^T s_1 + x_1 + m ⌊ q 2 ⌋ c_2 = U^T s_2 + x_2 + H(m) ⌊ q 2 ⌋ ∈ Z^t_q. 3. Choose b ∈ {−1, 1}^l, and set

F_1 = (A|B + l∑ i=1 b_iA_i) , F_2 = (A^′|B + l∑ i=1 b_iA_i). 4. Choose l uniformly random matrices R_i ∈ {−1, 1}^{m×m} for i = 1, · · · , l and define R = ∑_l i=1 b_iR_i ∈ {−l, · · · , l}^{m×m}. 5. Choose y_1, y_2 ∈ Ψ^m_α and set z_1 = R^T y_1, z_2 = R^T y_2 ∈ Z^m_q . 6. Compute

c_3 = F^T_1 s_1 + [y^T_1 |z^T_1 ]^T ∈ Z^{2m}_q ,

c_4 = F^T_2 s_2 + [y^T_2 |z^T_2 ]^T ∈ Z^{2m}_q .

7. The ciphertext is CT = (b, c_1, c_2, c_3, c_4) ∈ {−1, 1}^l × Z^{2t+4m}_q .

Decrypt(PK, SK, CT) On input public key PK, private key SK and a ciphertext CT = (b, c_1, c_2, c_3, c_4), do: 1. Sample e ∈ Z^{2m×t} from

e ← SampleLeft(A, B + l∑ i=1 b_iA_i, T_A, U, σ). Note that F_1 · e = U in Z^{n×t}_q .

2. Compute w ← c_1 − e^T c_3 ∈ Z^t_q.

3. For each i = 1, · · · , t, compare w_i and ⌊^q_2 ⌋. If they are close, output m_i = 1 and otherwise output m_i = 0. We then obtain the message m.

4. Sample e^′ ∈ Z^{2m×t} from

e^′ ← SampleLeft(A^′, B + l∑ i=1 b_iA_i, T_A′ , U, σ). 5. Compute w^′ ← c_2 − (e^′)^T c_4 ∈ Z^t_q.

6. For each i = 1, · · · , t, compare w^′_i and ⌊^q_2 ⌋. If they are close, output h_i = 1 and otherwise output h_i = 0. We then obtain the vector h.

7. If h = H(m) then output m, otherwise output ⊥.

Let U_i and U_j be two users of the system. We denote by CT_i = (c_{i1}, c_{i2}, c_{i3}, c_{i4}) (resp. CT_j = (c_{j1}, c_{j2}, c_{j3}, c_{j4})) be a ciphertext of U_i (resp. U_j ).

Type-1 Authorization – Td_1(SK_i): On input a user U_i’s secret key SK_i = (K_{i,1}, K_{i,2}), it outputs a trapdoor td_{1,i} = K_{i,2}. – Test(td_{1,i}, td_{1,j} , CT_i, CT_j ): On input trapdoors td_{1,i}, td_{1,j} and ciphertexts CT_i, CT_j for users U_i, U_j respectively, computes 1. For each i (resp. j), do the following:

• b_i = (b_{i1}, · · · , b_{il}) and sample e_i ∈ Z^{2m×t} from

e_i ← SampleLeft(A^′_i, B_i + l∑ k=1 b_{ik}A_{ik}, T_A′_i , U_i, σ). Note that F_{i2} · e_i = U_i in Z^{n×t}_q .

3 Note that for a message m ∈ {0, 1}^t, we choose a random binary string m^′ of fixed length t^′ large enough and by abusing of notation, we write H(m) for H(m^′‖m).

• Compute w_i ← c_{i2} − e^T_i c_{i4} ∈ Z^t_q. For each k = 1, · · · , t, compare each coordinate w_{ik} with ⌊^q_w ⌋ and output h_{ik} = 1 if they are close, and 0 otherwise. At the end, we obtain the vector h_i (resp. h_j ).

2. Output 1 if h_i = h_j and 0 otherwise.

Type-2 Authorization :

– Td_2(SK_i, CT_i): On input a user U_i’s secret key SK_i = (K_{i,1}, K_{i,2}) and ciphertext CT_i, it outputs a trapdoor td_{2,i} in following manner:

b_i = (b_{i1}, · · · , b_{il}) and sample td_{2,i} = e_i ∈ Z^{2m×t} from

e_i ← SampleLeft(A^′_i, B_i + l∑ k=1 b_{ik}A_{ik}, T_A′_i , U_i, σ).

Note that F_{i2} · e_i = U_i in Z^{n×t}_q .

– Test(td_{2,i}, td_{2,j} , CT_i, CT_j ): On input trapdoors td_{2,i}, td_{2,j} and ciphertexts CT_i, CT_j for users U_i, U_j respectively, computes 1. For each i (resp. j), do the following: Compute w_i ← c_{i2} − e^T_i c_{i4} ∈ Z^t_q. For each k = 1, · · · , t, compare each coordinate w_{ik} with ⌊^q_w ⌋ and output h_{ik} = 1 if they are close, and 0 otherwise. At the end, we obtain the vector h_i (resp. h_j ).

2. Output 1 if h_i = h_j and 0 otherwise.

Type-3 Authorization :

– Td_{3,i}(SK_i, CT_i): On input a user U_i’s secret key SK_i = (K_{i,1}, K_{i,2}) and ciphertext CT_i, it outputs a trapdoor td_{3,i} in following manner:

b_i = (b_{i1}, · · · , b_{il}) and sample td_{2,i} = e_i ∈ Z^{2m×t} from

e_i ← SampleLeft(A^′_i, B_i + l∑ k=1 b_{ik}A_{ik}, T_A′_i , U_i, σ).

Note that F_{i2} · e_i = U_i in Z^{n×t}_q .

– Td_{3,j} (SK_j ): On input a user U_j ’s secret key SK_j = (K_{j,1}, K_{j,2}), it outputs a trapdoor td_{3,j} = K_{j,2}. – Test(td_{3,i}, td_{3,j} , CT_i, CT_j ): On input trapdoors td_{3,i}, td_{3,j} and ciphertexts CT_i, CT_j for users U_i, U_j respectively, computes 1. For each i, do the following: Compute w_i ← c_{i2} − e^T_i c_{i4} ∈ Z^t_q. For each k = 1, · · · , t, compare each coordinate w_{ik} with ⌊^q_w ⌋ and output h_{ik} = 1 if they are close, and 0 otherwise. At the end, we obtain the vector h_i.

2. b_j = (b_{i1}, · · · , b_{jl}) and sample e_j ∈ Z^{2m×t} from

SampleLeft(A^′_j , B_j + l∑ k=1 b_{jk}A_{jk} , T_A′_j , U_j , σ).

Note that F_{j2} · e_j = U_j in Z^{n×t}_q .

3. Compute w_j ← c_{j2} − e^T_j c_{j4} ∈ Z^t_q. For each k = 1, · · · , t, compare each coordinate w_{jk} with ⌊^q_w ⌋ and output h_{jk} = 1 if they are close, and 0 otherwise. At the end, we obtain the vector h_j .

4. Output 1 if h_i = h_j and 0 otherwise.

Theorem 12. Our PKEET-FA construction above is correct if H is a collision-resistant hash function.

Proof. It is easy to see that if CT is a valid ciphertext of m then the decryption will always output m. Moreover, if CT_i and CT_j are valid ciphertext of m and m^′ of user U_i and U_j respectively. Then the Test process of Type-α (for α = 1, 2, 3) checks whether H(m) = H(m^′). If so then it outputs 1, meaning that m = m^′, which is always correct with overwhelming probability since H is collision resistant. Hence our PKEET-FA described above is correct.

3.1 Parameters

We follow [1, Section 7.3] for choosing parameters for our scheme. Now for the system to work correctly we need to ensure

– the error term in decryption is less than q/5 with high probability, i.e., q = Ω(σm^{3/2}) and α < [σlmω( √ log m)]^{−1}, – that the TrapGen can operate, i.e., m > 6n log q, – that σ is large enough for SampleLeft and SampleRight, i.e., σ > lmω( √ log m), – that Regev’s reduction applies, i.e., q > 2 √ n/α, – that our security reduction applies (i.e., q > 2Q where Q is the number of identity queries from the adversary).

Hence the following choice of parameters (q, m, σ, α) from [1] satisfies all of the above conditions, taking n to be the security parameter:

m = 6n^{1+δ} , q = max(2Q, m^{2.5}ω( √ log n)) σ = mlω( √ log n) , α = [l^2m^2ω( √ log n)] (1) and round up m to the nearest larger integer and q to the nearest larger prime. Here we assume that δ is such that n^δ > ⌈log q⌉ = O(log n).

3.2 Security analysis

In this section, we will prove that our proposed scheme is OW-CCA secure against Type-I adversaries (cf. Theorem 1) and IND-CCA secure against Type-II adversaries (cf. Theorem 2).

Theorem 1. The PKEET with parameters (q, n, m, σ, α) as in (1) is OW-CCA secure provided that H is a one-way hash function, H^′ is a collision-resistant hash function, and Full-IBE of [1] is IND-CPA secure based on the hardness of (Z_q, n, Ψ̄_α)-LWE assumption.

Proof. We show OW-CCA security in the standard model. Let A be a PPT adversary that attacks the PKEET-FA scheme and has advantage ϵ. We will construct an adversary S that attacks the Full-IBE of [1] by simulating the view of A, and has advantage ϵ.

The adversary S works as follows: Let A choose U_θ as target user.

On input PK = (A, A_1, · · · , A_l, B, U) of Full-IBE, S append A^′ in PK, generates T_A′ , sets the PKEET-FA instance for U_θ, and simulates the view of A for U_θ.

For other user U_i, S sets PK = (A_i, A^′_i, A_1, · · · , A_l, B_i, U_i), and generates T_{Ai} , T_A′_i by TrapGen(q, n) to simulates the view of A according to the scheme.

1. Query P hase : – Secret Key Query: On A’s query for the secret key of i(≠ θ)-th user, S generates T_{Ai} , T_A′_i by TrapGen(q, n) and return to A. – Decryption Query: • On A’s query on a pair of an index i(≠ θ) and a ciphertext CT_i, S returns the output of Dec(SK_i, CT_i) using the secret key of the user U_i.

• A’s query on a pair of an index θ and a ciphertext CT_θ, S makes secret key query to Full-IBE oracle for secret key for the identity b_θ and receives e_θ. S decrypt CT_θ according to Dec of PKEET-FA and returns to A.

– Td_1 Query: On A’s query on an index i, S returns td_{1,i} ← Td(SK_i).

– Td_2 Query: On A’s query on a pair of an index i and a ciphertext CT_i, S returns td_{2,i} ← Td_2(SK_i, CT_i).

2. Challenge P hase : S chooses m from message space and sends m, id^∗(≠ b_θ) to the challenger of Full-IBE and Encrypt H(m) i.e., c_2, c_4. Challenger of Full-IBE choose r ←_$ {0, 1}. – If r = 0, Challenger of Full-IBE computes Encrypt(PK, id^∗, m) = (c_1, c_3), and sends (c_1, c_3) to S. – If r = 1, Challenger of Full-IBE chose (c_1, c_3) ←_$ Z^t_q × Z^{2m}_q , and sends (c_1, c_3) to S. After getting reply, S will send (id^∗, c_1, c_2, c_3, c_4) to A. 3. Decision P hase :

– If A sends m to S, S will sends r = 0 to the Challenger of Full-IBE. – If A sends ⊥ to S, S will sends r = 1 to the Challenger of Full-IBE.

So, the simulation of view of A is perfect with the real scheme. So, the winning probability of A against PKEET-FA is same with the winning probability of S against Full-IBE. Hence, the proof.

Theorem 2. The PKEET with parameters (q, n, m, σ, α) as in (1) is IND-CCA secure provided that H^′ is a collision-resistant hash function, and Full-IBE of [1] is IND-CPA secure based on the hardness of (Z_q, n, Ψ̄_α)-LWE assumption.

Proof. We show IND-CCA security in the standard model. Let A be a PPT adversary that attacks the PKEET-FA scheme and has advantage ϵ. We will construct an adversary S that attacks the Full-IBE of [1] by simulating the view of A, and has advantage ϵ.

The adversary S works as follows: Let A choose U_θ as target user.

On input PK = (A, A_1, · · · , A_l, B, U) of Full-IBE, S append A^′ in PK, generates T_A′ , sets the PKEET-FA instance for U_θ, and simulates the view of A for U_θ.

For other user U_i, S sets PK = (A_i, A^′_i, A_1, · · · , A_l, B_i, U_i), and generates T_{Ai} , T_A′_i by TrapGen(q, n) to simulates the view of A according to the scheme.

1. Query P hase : – Secret Key Query: On A’s query for the secret key of i(≠ θ)-th user, S generates T_{Ai} , T_A′_i by TrapGen(q, n) and return to A. – Decryption Query: • On A’s query on a pair of an index i(≠ θ) and a ciphertext CT_i, S returns the output of Dec(SK_i, CT_i) using the secret key of the user U_i.

• A’s query on a pair of an index θ and a ciphertext CT_θ, S makes secret key query to Full-IBE oracle for secret key for the identity b_θ and receives e_θ. S decrypt CT_θ according to Dec of PKEET-FA and returns to A.

– Td_1 Query: On A’s query on an index i(≠ θ), S returns td_{1,i} ← Td(SK_i). – Td_2 Query: On A’s query on a pair of an index i(≠ θ) and a ciphertext CT_i, S returns td_{2,i} ← Td_2(SK_i, CT_i).

2. Challenge P hase : S receives m from A. S sends m, id^∗(≠ b_θ) to the challenger of Full-IBE and Encrypt H(m) i.e., c_2, c_4. Challenger of Full-IBE choose r ←_$ {0, 1}.

– If r = 0, Challenger of Full-IBE computes Encrypt(PK, id^∗, m) = (c_1, c_3), and sends (c_1, c_3) to S. – If r = 1, Challenger of Full-IBE chose (c_1, c_3) ←_$ Z^t_q × Z^{2m}_q , and sends (c_1, c_3) to S. After getting reply, S will send (id^∗, c_1, c_2, c_3, c_4) to A.

3. Decision P hase : S will receive r^′ from A and passes to the challenger of Full-IBE.

So, the simulation of view of A is perfect with the real scheme. So, the winning probability of A against PKEET-FA is same with the winning probability of S against Full-IBE. Hence, the proof.

4 Instantiation from Lee et al. [9]

Setup(λ)

On input security parameter λ, and a maximum hierarchy depth 2, set the parameters q, n, m, σ̄, ᾱ. The vector σ̄ & ᾱ ∈ R^2 and we use σ_l and α_l to refer to their l- th coordinate. 1. Use algorithm TrapGen(q, n) to select uniformly random n × m- matrices A, A^′ ∈ Z^{n×m}_q with a basis T_A, T_A′ for Λ^⊥_q (A), Λ^⊥_q (A^′), respectively. Repeat this Step until A, A^′ has rank n.

2. Select 3 uniformly random m × m matrices A_1, A_2, B ∈ Z^{n×m}_q . 3. Select a uniformly random matrix U ∈ Z^{n×t}_q .

4. We need some hash functions H : {0, 1}^∗ → {0, 1}^t, H_1 : {0, 1}^∗ → {−1, 1}^t, H_2 : {0, 1}^∗ → Z_q and a full domain difference map H^′ : Z^n_q → Z^{n×n}_q as in [1, Section 5].

5. Output the public key and the secret key

PK = (A, A_1, A_2, B, U) , SK = (T_A, T_A′ ).

Enc(PK, m) On input the public key PK and a message m ∈ {0, 1}^t do 1. Choose uniformly random s_1, s_2 ∈ Z^n_q . 2. Choose x_1, x_2 ∈ Ψ^t_α and compute

c_1 = U^T s_1 + x_1 + m ⌊ q 2 ⌋ ∈ Z^t_q, c_2 = U^T s_2 + x_2 + H(m) ⌊ q 2 ⌋ ∈ Z^t_q. 3. Select uniformly random l − 2 matrices A_3, · · · , A_l ∈ Z^{n×m}_q and set vk = A_3‖ · · · ‖A_l. 4. Set id := H_2(vk) ∈ Z^n_q .

5. Build the following matrices in Z^{n×3m}_q :

F_1 = (A|A_1 + H^′(0) · B|A_2 + H^′(id) · B), F_2 = (A|A_1 + H^′(1) · B|A_2 + H^′(id) · B).

6. Choose a uniformly random n × 2m matrix R in {−1, 1}^{n×2m}. 7. Choose y_1, y_2 ∈ Ψ^m_α and set z_1 = R^T y_1, z_2 = R^T y_2 ∈ Z^{2m}_q . 8. Compute

c_3 = F^T_1 s_1 + [y^T_1 |z^T_1 ]^T ∈ Z^{3m}_q ,

c_4 = F^T_2 s_2 + [y^T_2 |z^T_2 ]^T ∈ Z^{3m}_q .

9. Let b := H_1(c_1‖c_2‖c_3‖c_4) ∈ {−1, 1}^l and define a matrix F = (A^′|B + l∑ i=1 b_iA_i) ∈ Z^{n×2m}_q . 10. Extract a signature e^′ ∈ Z^{2m×t} by

e^′ ← SampleLeft(A^′, B + l∑ i=1 b_iA_i, T_A′ , 0, σ). Note that F · e^′ = 0 mod q.

11. Output the ciphertext CT = (vk, c_1, c_2, c_3, c_4, e^′).

Dec(SK, CT) On input a secret key SK and a ciphertext CT, do 1. Parse the ciphertext CT into (vk, c_1, c_2, c_3, c_4, e).

2. Let b := H_1(c_1‖c_2‖c_3‖c_4) ∈ {−1, 1}^l and define a matrix F = (A^′|B + l∑ i=1 b_iA_i) ∈ Z^{n×2m}_q .

3. If F · e^′ = 0 in Z_q and ‖e‖ ≤ σ √ 2m then continue to Step 4; otherwise output ⊥.

4. Set id := H_2(vk) ∈ Z^n_q and build the following matrices in Z^{n×3m}_q :

F_1 = (A|A_1 + H^′(0) · B|A_2 + H^′(id) · B), F_2 = (A|A_1 + H^′(1) · B|A_2 + H^′(id) · B).

5. Use the secret key SK = T_A and the algorithm SampleLeft to sample matrices e_1, e_2 ∈ Z^{3m×t}_q such that F_1 · e_1 = U and F_2 · e_2 = U in Z^{n×t}_q .

6. Compute w ← c_1 − e^T_1 c_3 ∈ Z^t_q.

7. For each i = 1, · · · , t, compare w_i and ⌊^q_2 ⌋. If they are close, output m_i = 1 and otherwise output m_i = 0. We then obtain the message m.

8. Compute w^′ ← c_2 − e^T_2 c_4 ∈ Z^t_q.

9. For each i = 1, · · · , t, compare w^′_i and ⌊^q_2 ⌋. If they are close, output h_i = 1 and otherwise output h_i = 0. We then obtain the vector h.

10. If h = H(m) then output m, otherwise output ⊥. Td(SK_i)

On input the secret key SK_i of a user U_i, run

td_i ← SampleBasisLeft(A_i, B_i + H^′(1) · A_{i,1})

and returns the trapdoor td_i ∈ Z^{2m×2m}_q . Note that

(A_i‖B_i + H^′(1) · A_{i,1}) · td_i = 0 ∈ Z^{n×2m}_q .

Test(td_i, td_j , CT_i, CT_j )

On input trapdoors td_i, td_j and ciphertexts CT_i, CT_j of users U_i and U_j respectively, for k = i, j, do the following 1. Parse CT_k into (vk_k , c_{k,1}, c_{k,2}, c_{k,3}, c_{k,4}, e_k).

2. Set Ā_k = (A_k|B_k + H^′(1) · A_{k,1}). Sample e_k ∈ Z^{3m×t}_q from

SampleLeft(Ā_k, B_k + H^′(id_k) · A_{k,2}, td_k, U, σ).

3. Use e_k to decrypt c_{k,2}, c_{k,4} as in Step 8-9 of Dec(SK, CT) above to obtain the hash value h_k. 4. If h_i = h_j then ouput 1; otherwise output 0.

Theorem 13 (Correctness). The above PKEET is correct if the hash function H is collision resistant.

Proof. Since we employ the multi-bit HIBE and signature scheme from [1], their correctness follow from [1]. The Theorem follows from [9, Theorem 1].

Parameters We follow [1, Section 8.3] for choosing parameters for our scheme. Now for the system to work correctly we need to ensure

– the error term in decryption is less than q/5 with high probability, i.e., q = Ω(σm^{3/2}) and α < [σlmω( √ log m)]^{−1}, – that the TrapGen can operate, i.e., m > 6n log q, – that σ is large enough for SampleLeft and SampleRight, i.e., σ > lmω( √ log m), – that Regev’s reduction applies, i.e., q > 2 √ n/α, Hence the following choice of parameters (q, m, σ, α) from [1] satisfies all of the above conditions, taking n to be the security parameter:

m = 6n^{1+δ} , q = max(2Q, m^{2.5}ω( √ log n)) σ = mlω( √ log n) , α = [l^2m^2ω( √ log n)] (2) and round up m to the nearest larger integer and q to the nearest larger prime. Here we assume that δ is such that n^δ > ⌈log q⌉ = O(log n).

Theorem 14. The PKEET constructed in Section 4 with paramaters as in (2) is IND-CCA2 secure provided that H_1 is collision resistant.

Proof. The HIBE is IND-sID-CPA secure by [1, Theorem 33] and the signature is strongly unforgeable by [1, Section 7.5]. The result follows from [9, Theorem 2].

Theorem 15 ([9, Theorem 3]). The PKEET with parameters (q, n, m, σ, α) as in (2) is OW-CCA2 provided that H is one-way and H_1 is collision resistant.

Proof. The HIBE is IND-sID-CPA secure by [1, Theorem 33] and the signature is strongly unforgeable by [1, Section 7.5]. The result follows from [9, Theorem 3].

5 PKEET-FA over Ideal Lattices

The parameters of the scheme are n, m, q, k and σ, α, γ, τ and ζ are real numbers, and chosen as in Section 5.

Construction

Setup(1^n)

On input the security parameter 1^n, do the following:

1. Compute a ∈ R^m_q associated to its trapdoor T_a ∈ R^{(m−k)×k}, (a, T_a) ← TrapGen(q, σ, h = 0), i.e., a = ((a^′)^T | − (a^′)^T T_a)^T 2. Compute b ∈ R^m_q associated to its trapdoor T_b ∈ R^{(m−k)×k}, (b, T_b) ← TrapGen(q, σ, h = 0), i.e., b = ((b^′)^T | − (b^′)^T T_b)^T 3. Sample uniformly random u ← U(R_q ). 4. Output PK = (a, b, u) ∈ R^{2m+1}_q and SK = (T_a, T_b) Enc(PK, M)

Given a message M ∈ R_2, do the following 1. Sample s_1, s_2 ← U(R_q ), e^′_1, e^′_2 ← D_{R,τ} and compute

CT_1 = u · s_1 + e^′_1 + M · ⌊q/2⌋ ∈ R_q , CT_2 = u · s_2 + e^′_2 + H^′(M) · ⌊q/2⌋ ∈ R_q .

where H^′ is a hash function mapping from {0, 1}^∗ to the message space M. 2. Choose a random v ∈ Z^n_q and compute h = H(v) ∈ R_q . 3. Compute a_h = a^T + (0|hg)^T = ((a^′)^T |hg − (a^′)^T T_a)^T . 4. Compute b_h = b^T + (0|hg)^T = ((b^′)^T |hg − (b^′)^T T_b)^T . 5. Choose y, y^′ ← D_Rm−k_{,τ} , z, z^′ ∈ D_Rk_{,γ} and compute

CT_3 = a_h · s_1 + (y^T , z^T )^T ∈ R^m_q ,

CT_4 = b_h · s_2 + ((y^′)^T , (z^′)^T )^T ∈ R^m_q .

Output the ciphertext CT = (v, CT_1, CT_2, CT_3, CT_4) ∈ R^{2m+3}_q .

Dec(SK, CT)

On input the secret key SK = (T_a, T_b) and a ciphertext CT = (v, CT_1, CT_2, CT_3, CT_4), do the following:

1. Compute h = H(v) and construct a_h and b_h as in Step 3 and 4 in the Encryption process. 2. Sample short vectors x, x^′ ∈ R^m_q :

x ← SamplePre(T_a, a_h, h, ζ, σ, α, u) x^′ ← SamplePre(T_b, b_h, h, ζ, σ, α, u)

3. Compute w = CT_1 − CT^T_3 x ∈ R_q.

4. For each w_i, if it is closer to ⌊q/2⌋ than to 0, then output M_i = 1, otherwise M_i = 0. Then we obtain the message M.

5. Compute w^′ = CT_2 − CT^T_4 x^′ ∈ R_q .

6. For each w^′_i, if it is closer to ⌊q/2⌋ than to 0, then output h_i = 1, otherwise h_i = 0. Then we obtain an element h.

7. If h = H^′(M) then output M, otherwise output ⊥.

Let U_i and U_j be two users of the system. We denote by CT_i = (CT_{i,1}, CT_{i,2}, CT_{i,3}, CT_{i,4}) (resp. CT_j = (CT_{j,1}, CT_{j,2}, CT_{j,3}, CT_{j,4})) be a ciphertext of U_i (resp. U_j ).

Type-1 Authorization – Td_1(SK_i): On input a user U_i’s secret key SK_i = (T_{i,a}, T_{i,b}), it outputs a trapdoor td_{1,i} = T_{i,b}. – Test(td_{1,i}, td_{1,j} , CT_i, CT_j ): On input trapdoors td_{1,i}, td_{1,j} and ciphertexts CT_i, CT_j for users U_i, U_j respectively, computes 1. For each i (resp. j), do the following

(a) Compute h_i = H(v_i) and sample x^′_i ∈ R^m_q from x^′_i ← SamplePre(T_{i,b}, b_h, h_i, ζ, σ, α, u). (b) Compute w_i = CT_{i,2} − CT^T_{i,4}x^′_i. For each k = 1, · · · , n, if w_{i,k} is closer to ⌊q/2⌋ than to 0, then output h_{ik} = 1, otherwise h_{ik} = 0. Then we obtain the element h_i (resp. h_j ).

2. Output 1 if h_i = h_j , and 0 otherwise.

Type-2 Authorization

– Td_2(SK_i, CT_i): On input a user U_i’s secret key SK_i = (T_{i,a}, T_{i,b}) and ciphertext CT_i = (v_i, CT_{i,1}, CT_{i,2}, CT_{i,3}, CT_{i,4}), it samples x^′_i ∈ R^m_q from x^′_i ← SamplePre(T_{i,b}, b_h, h_i, ζ, σ, α, u). it outputs a trapdoor td_{2,i} = x^′_i.

– Test(td_{2,i}, td_{2,j} , CT_i, CT_j ): On input trapdoors td_{2,i}, td_{2,j} and ciphertexts CT_i, CT_j for users U_i, U_j respectively, do the following 1. Compute w_i = CT_{i,2} − CT^T_{i,4}x^′_i. For each k = 1, · · · , n, if w_{i,k} is closer to ⌊q/2⌋ than to 0, then output h_{ik} = 1, otherwise h_{ik} = 0. Then we obtain the element h_i (resp. h_j ).

2. Output 1 if h_i = h_j , and 0 otherwise. Type-3 Authorization

– Td_{3,i}(SK_i, CT_i): On input a user U_i’s secret key SK_i = (T_{i,a}, T_{i,b}) and ciphertext CT_i, it outputs a trapdoor td_{3,i} = x^′_i by sampling x^′_i ← SamplePre(T_{i,b}, b_h, h_i, ζ, σ, α, u). – Td_{3,j} (SK_j ): On input a user U_j ’s secret key SK_j = (T_{j,a}, T_{j,b}), it outputs a trapdoor td_{3,j} = T_{j,b}. – Test(td_{i,3}td_{j,3}, CT_i, CT_j ): On input trapdoors td_{3,i}, td_{j,3} and ciphertexts CT_i, CT_j for users U_i, U_j respectively, do the following 1. Compute w_i = CT_{i,2} − CT^T_{i,4}x^′_i. For each k = 1, · · · , n, if w_{i,k} is closer to ⌊q/2⌋ than to 0, then output h_{ik} = 1, otherwise h_{ik} = 0. Then we obtain the element h_i.

2. Compute h_j = H(v_j ) and sample x^′_j ∈ R^m_q from

x^′_j ← SamplePre(T_{j,b}, b_h, h_j , ζ, σ, α, u).

3. Compute w_j = CT_{j,2} − CT^T_{j,4}x^′_j . For each k = 1, · · · , n, if w_{j,k} is closer to ⌊q/2⌋ than to 0, then output h_{jk} = 1, otherwise h_{jk} = 0. Then we obtain the element h_j .

4. Output 1 if h_i = h_j , and 0 otherwise.

Lemma 16 (Correctness). With the choice of parameters as in 5, our proposed PKEET is correct, assuming that the hash function H^′ is collision-resitant.

Proof. Let x = (x^T_0 |x^T_1 )^T with x_0 ∈ R^{m−k}_q and x_1 ∈ R^k_q . To correctly decrypt a ciphertext, we need the error term e^′_1 − (y^T |z^T )(x^T_0 |x^T_1 )^T = e^′_1 − y^T x_0 − z^T x_1 to be bounded by ⌊q/4⌋, which is satisfied by the choice of parameters in 5. Similarly, for the test procedure, one needs to correctly decrypt H^′(M) and the equality test works correctly given that H^′ is collision-resistant.

Security analysis In this section, we will prove that our proposed scheme is OW-CCA secure against Type-I adversaries (cf. Theorem 17) and IND-CCA secure against Type-II adversaries (cf. Theorem 18).

Theorem 17 (OW-CCA). The proposed PKEET scheme with parameter (q, n, m, σ, α) as in Section 5 is OW-CCA secure provided that H^′ is one-way hash function, H is a collision resistant hash function and the Ring-LWE_{n,q,DR,σ} problem is hard. In particular, suppose there exists a probabilistic algorithm A that wins the OW-CCA game with advantage ϵ then there is a probabilistic algorithm B that solves that Ring-LWE_{n,q,DR,σ} problem with advantage ϵ^′ such that ϵ^′ ≥ ϵ − ϵ_H′_{,OW} − ϵ_{H,CR} where ϵ_H′_{,OW} and ϵ_{H,CR} are the advantage of breaking the one-wayness of H^′ and the collision resistance of H respectively.

Proof. The proof follows that of [7, Theorem 5] and [4, Theorem 1]. Assume that there exists a Type-I adversary A who breaks the OW-CCA security of the PKEET scheme with non-negligible probability ϵ. We construct an algorithm B who solves the RLWE problem using A. Assume again that there are N users in our PKEET system. We now describe the behaviors of B. Assume that θ is the target index of the adversary A and the challenge ciphertext is CT^∗_θ = (v^∗, CT^∗_{θ,1}, CT^∗_{θ,2}, CT^∗_{θ,3}, CT^∗_{θ,4}).

We will proceed the proof in a sequence of games. In Game i, let W_i denote the event that the adversary A win the game. The adversary’s advantage in Game i is Pr[W_i].

Game 0. This is the original OW-CCA game between the attacker A against the scheme and the OW-CCA challenger.

Game 1. This is similar to Game 0 except that at the challenge phase, B chooses two message M and M^′ in the message space and encrypt M in CT^∗_{θ,1} and H^′(M^′) in CT^∗_{θ,2}. Other steps are similar to Game 0. Since A may have a trapdoor Td_α (for α = 1, 2) then he can obtain H^′(M^′). At the end, if A outputs M^′, call this event E_1, then A has broken the one-wayness of H^′. Thus Pr[E_1] ≤ ϵ_H′_{,OW} where ϵ_H′_{,OW} is the advantage of A in breaking the one-wayness of H^′. Therefore, one has

Pr[W_0] − Pr[W_1] ≤ ϵ_H′_{,OW}.

Game 2. This is similar to Game 1 except the way the challenge B generates the public key for the user with index θ, and the challenge ciphertext CT^∗_θ as the following. At the start of the experiment, choose a random v^∗ ∈ Z^n_q and let the public parameter a generated by TrapGen(q, σ, a^′, −h^∗_θ) where h^∗_θ = H(v^∗). Hence, the public parameter is a = ((a^′)^T | − h^∗_θg − (a^′)^T T_a)^T , where the first part a^′ ∈ R^{m−k}_q is chosen from the uniform distribution. For the second part a^{′T} T_a = ( ∑_{m−k} i=1 a_it_{i,1}, · · · , ∑_{m−k} i=1 a_it_{i,k}) is indistinguishable from the uniform distribution. In our paper, we choose m − k = 2 and a^′ = (1, a) with a ← U(R_q ) and the public key a = (1, a| − (at_{2,1} + t_{1,1}), · · · , −(at_{2,k} + t_{1,k})) looks uniform followed by the RLWE assumption, given that the secret and error follow the same distribution. The remainder of the game is unchanged and similar to Game 1.

Note that whenever A queries O^{Dec}(θ, CT_θ) with CT_θ = (v, CT_{θ,1}, CT_{θ,2}, CT_{θ,3}, CT_{θ,4}) then B does as follows. If v = 0 or v = v^∗ then B aborts. Otherwise, B can answer as usual using the trapdoor T_a, except if H(v) = h^∗_θ, which happens with probability at most the advantage ϵ_{H,CR} of breaking the collision-resistance of H. It follows that

Pr[W_2] − Pr[W_1] ≤ ϵ_{H,CR}.

Game 3. In this game, the challenge ciphertext CT^∗_θ is now chosen uniformly in R^{2m+3}_q . We now show that Game 3 and Game 2 are indistinguishable for A by doing a reduction from RLWE problem.

Now B receives m − k + 1 samples (a_i, b_i)_{0≤i≤m−k} as an instance of the decisional RLWE problem. Let a^′ = (a_1, · · · , a_{m−k})^T ∈ R^{m−k}_q and b^′ = (b_1, · · · , b_{m−k})^T ∈ R^{m−k}_q . The simulator runs TrapGen(q, σ, a^′, −h^∗_θ), and we get a = ((a^′)^T | − h^∗_θg − (a^′)^T T_a)^T as in Game 2. Similarly, the simulator runs TrapGen(q, σ, b^′, −h^∗_θ) to get b = ((b^′)^T | − h^∗_θg − (b^′)^T T_a)^T . Next B set u = a_0 and sends PK_θ = (a, b, u) to A as the public key of the user θ.

At the challenge phase, the simulator chooses a message M and computes the challenge ciphertext CT^∗_θ ← Enc(PK_θ, M) as follows:

1. Set CT^∗_{θ,1} ← b_0 + M · ⌊q/2⌋.

2. Choose a uniformly random s_2 ∈ R_q and e^′_2 ← D_{R,τ} and compute

CT^∗_{θ,2} = u · s_2 + e^′_2 + H^′(M) · ⌊q/2⌋ ∈ R_q .

3. Set CT^∗_{θ,3} = [ b^′ −b^′T_a + ^e ] ∈ R^m_q with ^e ← D_Rk_{q , u} for some real μ.

4. Compute h^∗_θ = H(v^∗) ∈ R_q .

5. Choose y^′ ← D_Rm−k_{,τ} , z^′ ← R_Rk_{,γ} and set

CT^∗_{θ,4} = b_{hθ} · s_2 + ((y^′)^T , (z^′)^T )^T ∈ R^m_q .

Then B sends CT^∗_θ = (v^∗, CT^∗_{θ,1}, CT^∗_{θ,2}, CT^∗_{θ,3}, CT^∗_{θ,4}) to A.

When the samples (a_i, b_i) are LWE samples, then b^′ = a^′s_1 + e^′ and b_0 = a_0s_1 + e_0 for some s_1 ∈ R_q and e_0 ← D_{R,τ} , e^′ ← D_Rm−k_{,τ} . It implies that

CT^∗_{θ,1} = u · s_1 + e_0 + M · ⌊q/2⌋ and CT^∗_{θ,3} = a_{hθ} · s_1 + (e^{′T} |z^T ) where z = −e^{′T} T_a + ^e^T is indistinguishable from a sample drawn from the distribution D_Rk_{,γ} with γ^2 = (σ‖e^′‖)^2 + μ^2 for μ well chosen.

Then CT^∗_θ is a valid ciphertext.

When the (a_i, b_i) are uniformly random in R^2_q , then obviously CT^∗_θ also looks uniform. A guesses if it is interacting with Game 3 or Game 2. The simulator outputs the final guess as the answer to the RLWE problem. One can easily obtain that

Pr[W_3] − Pr[W_2] ≤ ϵ^′.

Combining the above results we obtain

ϵ = Pr[W_0] ≤ ϵ_H′_{,OW} + ϵ_{H,CR} + ϵ^′

which implies ϵ^′ ≥ ϵ − ϵ_{H,CR} − ϵ_H′_{,OW}.

Theorem 18 (IND-CCA). The proposed PKEET scheme with parameter (q, n, m, σ, α) as in... is IND-CCA secure provided that H is a one-way hash function, H^′ is a collision resistant hash function and the Ring-LWE_{n,q,DR,σ} is hard. In particular, suppose there exists a probabilistic algorithm A that wins the IND-CCA game with advantage ϵ then there is a probabilistic algorithm B that solves that Ring-LWE_{n,q,DR,σ} problem with advantage ϵ^′ such that ϵ^′ ≥ ϵ − ϵ_{H,CR}, where ϵ_{H,CR} is the advantage of breaking the collision resistance of H.

Proof. The proof is similar to that of Theorem 17 and that of [7, Theorem 6], hence we omit the proof here. Note that in this proof, we do not consider Game 1 as in Theorem 17 , which results in not having ϵ_H′_{,OW} in the advantage formula.

Parameters We follow [4, Section 4.2] for choosing parameters for our scheme as the following:

1. The modulus q is choosen to be a prime of size 62 bits. 2. We choose m − k = 2.

3. The Gaussian parameter σ for the trapdoor sampling is σ > √ (ln(2n/ϵ)/π) ([16]) where n is the maximum length of the ring polynomials, and ϵ is the desired bound on the statistical error introduced by each randomized rounding operation. This parameter is also chosen to ensure the hardness of Ring-LWE_{n,q,DR,σ} problem.

4. The Gaussian parameter σ for the G-sampling is α = √ 5σ ([16]).

5. The parameter ζ is chosen such that ζ > √ 5Cσ^2( √ kn + √ 2n + t^′) for C ∼= 1/ √ 2π and t^′ ≥ 0, following [8].

6. For decrypting correctly, we need tτ √ n + 2t^2τζn + t^2γζkn < ⌊q/4⌋. 7. Finally, we choose μ = tστ √ 2n and γ = 2tστ √ n so that γ satisfies γ^2 = (σ‖e^′‖)^2 + μ^2.

8. The parameter t here is chosen such that a vector x sampled in D_Zm_{,σ} has norm ‖x‖ ≤ tσ √ m. Note that Pr_{x←DZ,σ}[|x| > tσ] ≤ erfc(t/ √ 2) with erfc(x) = 1 −^2_π ∫_x 0 exp^{−t2} dt. One can choose, for example, t = 12 (see [4, Section 2]).

6 Discussion

PKEET-FA over integer lattices has lowest ciphertext and secret key sizes. But, public key sizes is lowest in case of PKEET-FA over ideal lattices. We have provided a comparative study of data sizes among the proposed schemes in table 2.

Table 2. Comparison among Proposed PKEET-FA.

Scheme Ciphertext Public Key Secret Key

Section 3 l + (2t + 4m) log q ((l + 3)mn + nt) log q 2m^2 log q Section 4 (8m + 2t + 2mt) log q (4mn + nt) log q 2m^2 log q Section 5 n(2m + 3) log q n(2m + 1) log q 2nk(m − k) log q

Data sizes are in number of bits.

Test Setup Encrypt Decrypt T d1 T d2 T d_{3,(i,j)} T est1 T est2 T est3 Time (ms) 4.644 7.772 38.618 0,0001 37.715 18.647 37.776 0.8203 19.648

Table 3. Test results, average time in ms after 1000 runs, security λ = 195

7 Implementation of PKEET-FA over Ideal Lattices

We discuss here a small test implementation we created. The following code hosted at https:\\github.

com\TBDThe purpose of this implementation is to serve as a baseline for further efficiency improvements.

While the whole program architecture is different, we attempted to keep all the primitives identical from sampling to memory allocations. The results of the computations are shown in the table 3. The computations were done on a Intel(R) Core(TM) i7-8665U CPU @ 1.90GHz processor using the Windows Subsystem for Linux. Note that our timing tests were done sequentially, without the use of multithreading to run test samples as it was the case in https://github.com/lbibe/code/blob/master/src/main.cpp. Some primitives use multithreading whenever it was also used on the available code of lbibe. Note that the thread number was set to 2. The results presented in table 3 are consistent according to the design of the scheme.

We do not provide any comparison in this paper: most comparisons available online and used in the current literature are NIST candidates, which follow specific requirements and have various degrees of optimizations that are, in our honest opinion, not consistent between schemes. As far as we know, no NIST submissions have an equality test implemented.

References

1. Agrawal, S., Boneh, D., Boyen, X.: Efficient lattice (h) ibe in the standard model. In: Annual International Conference on the Theory and Applications of Cryptographic Techniques. pp. 553–572. Springer (2010) 2. Ajtai, M.: Generating hard instances of the short basis problem. In: International Colloquium on Automata, Languages, and Programming. pp. 1–9. Springer (1999) 3. Alwen, J., Peikert, C.: Generating shorter bases for hard random lattices. In: 26th International Symposium on Theoretical Aspects of Computer Science STACS 2009. pp. 75–86. IBFI Schloss Dagstuhl (2009) 4. Bert, P., Fouque, P., Roux-Langlois, A., Sabt, M.: Practical implementation of ring-sis/lwe based signature and IBE. In: Post-Quantum Cryptography - 9th International Conference, PQCrypto 2018, Fort Lauderdale, FL, USA, April 9-11, 2018, Proceedings. pp. 271–291 (2018). https://doi.org/10.1007/978-3-319-79063-3 13,

https://doi.org/10.1007/978-3-319-79063-3\_13

5. Cash, D., Hofheinz, D., Kiltz, E., Peikert, C.: Bonsai trees, or how to delegate a lattice basis. In: Annual International Conference on the Theory and Applications of Cryptographic Techniques. pp. 523–552. Springer (2010) 6. Ducas, L., Micciancio, D.: Improved short lattice signatures in the standard model. In: Advances in Cryptology - CRYPTO 2014 - 34th Annual Cryptology Conference, Santa Barbara, CA, USA, August 17-21, 2014, Proceedings, Part I. pp. 335–352 (2014). https://doi.org/10.1007/978-3-662-44371-2 19, https://doi.org/

10.1007/978-3-662-44371-2\_19

7. Duong, D.H., Fukushima, K., Kiyomoto, S., Roy, P.S., Susilo, W.: A lattice-based public key encryption with equality test in standard model. In: Information Security and Privacy - 24th Australasian Conference, ACISP 2019, Christchurch, New Zealand, July 3-5, 2019, Proceedings. pp. 138–155 (2019). https://doi.org/10.1007/978-3-030-21548-4 8, https://doi.org/10.1007/978-3-030-21548-4\_8 8. Genise, N., Micciancio, D.: Faster gaussian sampling for trapdoor lattices with arbitrary modulus. In: Annual International Conference on the Theory and Applications of Cryptographic Techniques. pp. 174–203. Springer (2018) 9. Lee, H.T., Ling, S., Seo, J.H., Wang, H., Youn, T.Y.: Public key encryption with equality test in the standard model. IACR Cryptology ePrint Archive 2016, 1182 (2016)

10. Lin, X.J., Qu, H., Zhang, X.: Public key encryption supporting equality test and flexible authorization without bilinear pairings. IACR Cryptology ePrint Archive 2016, 277 (2016) 11. Lu, Y., Zhang, R., Lin, D.: Stronger security model for public-key encryption with equality test. In: International Conference on Pairing-Based Cryptography. pp. 65–82. Springer (2012) 12. Lyubashevsky, V., Peikert, C., Regev, O.: On ideal lattices and learning with errors over rings. In: Advances in Cryptology - EUROCRYPT 2010, 29th Annual International Conference on the Theory and Applications of Cryptographic Techniques, Monaco / French Riviera, May 30 - June 3, 2010. Proceedings. pp. 1–23 (2010). https://doi.org/10.1007/978-3-642-13190-5 1, https://doi.org/10.1007/978-3-642-13190-5\_1 13. Lyubashevsky, V., Seiler, G.: Short, invertible elements in partially splitting cyclotomic rings and applications to lattice-based zero-knowledge proofs. In: Advances in Cryptology - EUROCRYPT 2018 - 37th Annual International Conference on the Theory and Applications of Cryptographic Techniques, Tel Aviv, Israel, April 29 - May 3, 2018 Proceedings, Part I. pp. 204–224 (2018). https://doi.org/10.1007/978-3-319-78381- 9 8, https://doi.org/10.1007/978-3-319-78381-9\_8 14. Ma, S., Huang, Q., Zhang, M., Yang, B.: Efficient public key encryption with equality test supporting flexible authorization. IEEE Trans. Information Forensics and Security 10(3), 458–470 (2015). https://doi.org/10.1109/TIFS.2014.2378592, https://doi.org/10.1109/TIFS.2014.2378592 15. Ma, S., Zhang, M., Huang, Q., Yang, B.: Public key encryption with delegated equality test in a multi-user setting. The Computer Journal 58(4), 986–1002 (2015) 16. Micciancio, D., Peikert, C.: Trapdoors for lattices: Simpler, tighter, faster, smaller. In: Annual International Conference on the Theory and Applications of Cryptographic Techniques. pp. 700–718. Springer (2012) 17. Micciancio, D., Regev, O.: Worst-case to average-case reductions based on gaussian measures. SIAM Journal on Computing 37(1), 267–302 (2007) 18. Regev, O.: On lattices, learning with errors, random linear codes, and cryptography. Journal of the ACM (JACM) 56(6), 34 (2009) 19. Tang, Q.: Towards public key encryption scheme supporting equality test with fine-grained authorization. In:

Australasian Conference on Information Security and Privacy. pp. 389–406. Springer (2011) 20. Tang, Q.: Public key encryption schemes supporting equality test with authorisation of different granularity.

International journal of applied cryptography 2(4), 304–321 (2012) 21. Tang, Q.: Public key encryption supporting plaintext equality test and user-specified authorization. Security and Communication Networks 5(12), 1351–1362 (2012) 22. Yang, G., Tan, C.H., Huang, Q., Wong, D.S.: Probabilistic public key encryption with equality test. In:

Cryptographers? Track at the RSA Conference. pp. 119–131. Springer (2010)