arXiv:1908.04954v1 [cs.CR] 14 Aug 2019

Taking a Lesson from Quantum Particles

for Statistical Data Privacy

Farhad Farokhi^∗

Abstract

Privacy is under threat from artificial intelligence revolution fueled by unprecedented abundance of data. Differential privacy, an established candidate for privacy protection, is susceptible to adversarial attacks, acts conservatively, and leads to miss-implementations because of lacking systematic methods for setting its parameters (known as the privacy budget). An alternative is information-theoretic privacy using entropy with the drawback of requiring prior distribution of the private data. Here, by using the Fisher information, information-theoretic privacy framework is extended to avoid unnecessary assumptions on the private data. The optimal privacy-preserving additive noise, extracted by minimizing the Fisher information, must follow the time-independent Schrödinger’s equation. A fundamental trade-off between privacy and utility is also proved, reminiscent of the Heisenberg uncertainty principle.

1 Introduction

Privacy, defined as control over knowledge about oneself [14], is an important part of personal liberty, moral autonomy, and democracy [24, 17]. This notion has been increasingly under threat by artificial intelligence in the era of big data [27, 24], which motivates the need for development of methods for preserving privacy of individuals. The roll out of the General Data Protection Regulation (GDPR), the legal text of the Regulation (EU) 2016/679, will undoubtedly further fuel the privacy research by industry so that corporations can recruit and maintain a larger set of customers willing to share their private data under proper guarantees.

Researchers at Microsoft developed the notion of differential privacy in mid-2000s as a methodology for responding to online queries on private datasets in a privacy-preserving manner [10, 9], following negative results establishing impossibility of publishing outcomes of arbitrary aggregative queries on private databases without revealing private sensitive information [7, 6]. Differential privacy, roughly speaking, requires that the output a query on a dataset should be systematically corrupted, for instance by an additive noise, so that its statistics do not significantly change by changing the private data of one individual; hence rending the problem of reverse engineering the private dataset over which the queries were computed hopeless.

Differential privacy has proved to be an extremely popular methodology [11], even extending beyond research to government organizations and private corporations [2, 1]. Even ignoring susceptibility of differential privacy to adversarial attacks [19], the notions is fairly conservative [3, 25, 16]. Further, because of the lack of a systematic way for setting the so-called “privacy parameter”, differential privacy has shown to be ineffective in practice [18, 30].

Another approach for ensuring privacy is to use information or estimation theory metrics in order to measure private information leakage when responding to queries on private datasets [22, 5, 23]. These studies date back to wiretap channels [31] and their extensions [32]. Information-theoretic measures of privacy rely on mutual information (or relative entropy) for measuring private information leakage and cast the privacy problem as a generalized rate-distortion problem [22]. Although possessing physical interpretations for privacy and offering strong guarantees, the use of entropy as a measure of privacy forces the private dataset to be statistically distributed with known distributions. This is the biggest shortfall of information-theoretic privacy because it introduces information asymmetry between the adversary and the curator (denoting those

∗F. Farokhi is with the CSIRO’s Data61, Docklands, Australia and the University of Melbourne, Parkville, Australia. e-mail: farhad.farokhi@unimelb.edu.au

who are burdened with protecting data privacy) with potential for devastating mistakes by the curator due to misinformation.

This motivates the extension of information-theoretic privacy to use the Fisher information, from the estimation theory, as measure of private information leakage. This is because the Fisher information does not require strong statistical assumptions on the private dataset.

2 Problem Formulation

Here we model a dataset with vector x ∈ R^n . Assume that a m-dimensional query f : R^n → R^m is provided to the curator for execution on the dataset x. The curator, instead of directly releasing the outcome f(x), provides a noisy response as in

y = f(x) + w, (1)

where w is an additive noise with density function p_w : W → R with W ⊆ R^m denoting the support set of the additive noise. The support set can capture the noises that are sensible in practice in order to avoid absurd outputs. This is a feature that is entirely missing from differential privacy [3]. The Cramér- Rao bound [4, 28, 20] shows that the quality of an adversary’s estimate of the private dataset x based on measurement y in (1) denoted by x̂(y) is bounded by E{‖x − x̂(y)‖^2} ≥ α(x) I , (2)

where α(x) is a term that is a function of the Jacobian of f(x) and I is the Fisher information of the additive noise defined as

I = E {‖ ‖ ‖ ‖ ∂ ∂w log(p_w(w)) ‖ ‖ ‖ ‖ 2 2 } . (3)

This bound is valid of unbiased estimators, E{x̂(y)} = x, but it can be easily generalized to biased estimators with some additional terms [4, 28]. Intuitively, the most private action can be extracted by maximizing the adversary’s estimation error E{‖x − x̂(y)‖^2} but this is a function of the actions of the adversary, namely its estimator x̂(y). In a real world, we do not know the adversary and thus need to be prepared for the worst-case scenario. Therefore, minimizing I can capture the most privacy-preserving additive noise. This is a great measure of privacy because it is independent of the actions of the adversary and only depends on the choice of the additive privacy-preserving noise.

This framework can also be made mindful of the utility of the response by enforcing a constraint on Q = E {g(w)} , (4) where g : R^m → R_{≥0} is increasing in each component of w; therefore, the quality of response is inversely proportional to Q. For instance, g(w) = w^⊤w selects the trace of the co-variance matrix of the additive noise to be inversely proportional to the quality or utility of response but the choice is not limited to co-variance.

Now, we can pose the problem of optimal privacy-preserving policies as

min_γ I, (5a)

such that Q ≤ ρ. (5b)

The constraint Q ≤ ρ ensures that the quality of the privacy-preserving noise can be set in advance, which is not possible in differential privacy.

3 Privacy and the Schrödinger’s Equation

To solve this optimization problem using the method in [21], we can form the Lagrangian L = ∫ W ‖ ‖ ‖ ∂ ∂w log(p_w(w)) ‖ ‖ ‖ 2 2 p_w(w)dw + λ ( ρ − ∫ W g(w)p_w (w)dw ) + μ ( ∫ W p_w(w)dw − 1 ) , where λ ≤ 0 is the Lagrange multiplier corresponding to the inequality constraint Q ≤ ρ and μ ∈ R is the Lagrange multiplier corresponding to the fact that the integration of the density p_w(w) over W is equal to one (because it is a probability density function). Using Theorem 5.3 in [12], the necessary condition for minimizing the Lagrangian L is that ∇^2ψ(w) − 1 4 ( μ + λg(w) ) ψ(w) = 0, ∀w ∈ W, (6) where ψ(w) = √ p_w(w).

The optimality condition in (6) is the non-relativistic time-independent Schrödinger’s equation with potential function proportional to μ + λg(w) inside the set W and infinite potential outside. Note that (6) can essentially be rewritten in the more familiar form of [ −∇^2 + V (w) ] ψ(w) = 0, (7)

where

V (w) = { (μ + λg(w))/4, w ∈ W, +∞, w /∈ W. (8) Minimization of the Fisher information and its relationship with the Schrödinger equation was previously explored in [15, 26]. However, in those papers, the choice of Fisher information as a measure of disorder in quantum mechanics was merely philosophical while, here, the choice is concretely motivated by the problem of privacy.

As an example, consider m = 1 with W = [−a, a] and assume that g(w) = 0. This is identical to the problem of a free quantum particle in an infinite square well. The solutions to the time-independent Schródinger equation in this case is known to be of the form ψ(w) = c sin(nπ(w − a)/(2a)) for all n ∈ N. Note that c = 1/ √ a because the integration of the density p_w(w) = ψ(w)^2 over W is equal to one. Hence, p_w(w) = sin^2(nπ(w−a)/(2a))/a for all n ∈ N. As a result, it can be seen that I = n^2π^2/a for all n ∈ N. As it is desired to minimize I for ensuring the most privacy, it must be that n = 1 for the optimal privacy-preserving policy. Another example, is to consider unbounded W = R and assume that g(w) = w^2. In this case, simple algebraic derivations show that the optimal privacy-preserving policy is p_w(w) = exp(−w^2/(2ρ))/ √ 2πρ, which is the Gaussian density function that is known to guarantee a relaxed version of differential privacy, known as the approximate differential privacy [8, 11].

Finally, we would like to prove a fundamental result regarding the privacy-utility trade-off reminiscent of the Heisenberg uncertainty principle. This is only shown for g(w) = w^⊤w. It is known that J ≥ 1/E{w^⊤ w} for any density function p_w [29] and, as a result,

Privacy Principle: JQ ≥ 1. (9)

This inequality proves that, by decreasing J in order to improve privacy, the quality must be sacrificed by increasing Q. This is underlying principle in privacy: there is no free lunch for privacy.

Finally, note that, although previously, the Fisher information has been used for measuring privacy infringements in [13], parallels with quantum physics were not explored and the fundamental result regarding the privacy-utility trade-off in (9) was also not investigated.

4 Conclusions

In this paper, we used the Fisher information as a measure of privacy to avoid unnecessary assumptions on the private data. We proved that the optimal privacy-preserving additive noise, extracted by minimizing the Fisher information, must follow the time-independent Schrödinger’s equation. We also derived a fundamental trade-off between privacy and utility.

References

[1] John M Abowd. The US census bureau adopts differential privacy. In Proceedings of the 24th ACM SIGKDD International Conference on Knowledge Discovery & Data Mining, pages 2867–2867. ACM, 2018.

[2] Apple. Apple differential privacy technical overview, 2016. https://www.apple.com/privacy/docs/

Differential_Privacy_Overview.pdf.

[3] Jane Bambauer, Krishnamurty Muralidhar, and Rathindra Sarathy. Fool’s gold: an illustrated critique of differential privacy. Vand. J. Ent. & Tech. L., 16:701, 2013.

[4] Jean-François Bercher. On generalized Cramér–Rao inequalities, generalized Fisher information and characterizations of generalized q-Gaussian distributions. Journal of Physics A: Mathematical and Theoretical, 45(25):255303, 2012.

[5] Paolo Braca, Riccardo Lazzeretti, Stefano Marano, and Vincenzo Matta. Learning with privacy in consensus + obfuscation. IEEE Signal Processing Letters, 23(9):1174–1178, 2016.

[6] Dorothy E Denning, Peter J Denning, and Mayer D Schwartz. The tracker: A threat to statistical database security. ACM Transactions on Database Systems, 4(1):76–96, 1979.

[7] Irit Dinur and Kobbi Nissim. Revealing information while preserving privacy. In Proceedings of the twenty-second ACM SIGMOD-SIGACT-SIGART symposium on Principles of database systems, pages 202–210. ACM, 2003.

[8] Cynthia Dwork, Krishnaram Kenthapadi, Frank McSherry, Ilya Mironov, and Moni Naor. Our data, ourselves: Privacy via distributed noise generation. In Serge Vaudenay, editor, Advances in Cryptology - EUROCRYPT 2006, pages 486–503, Berlin, Heidelberg, 2006. Springer Berlin Heidelberg.

[9] Cynthia Dwork, Frank McSherry, Kobbi Nissim, and Adam Smith. Calibrating noise to sensitivity in private data analysis. In Shai Halevi and Tal Rabin, editors, Theory of Cryptography, pages 265–284, Berlin, Heidelberg, 2006. Springer Berlin Heidelberg.

[10] Cynthia Dwork and Frank D Mcsherry. Differential data privacy, April 13 2010. US Patent 7,698,250.

[11] Cynthia Dwork and Aaron Roth. The algorithmic foundations of differential privacy. Foundations and Trends in Theoretical Computer Science, 9(3–4):211–407, 2014.

[12] C. H. Edwards. Advanced Calculus of Several Variables. Academic Press, 1973.

[13] Farhad Farokhi and Henrik Sandberg. Fisher information as a measure of privacy: Preserving privacy of households with smart meters using batteries. IEEE Transactions on Smart Grid, 9(5):4726–4734, 2018.

[14] Charles Fried. Privacy. The Yale Law Journal, 77:475–483, 1968.

[15] B Roy Frieden. Fisher information, disorder, and the equilibrium distributions of physics. Physical Review A, 41(8):4265, 1990.

[16] Simson L Garfinkel, John M Abowd, and Sarah Powazek. Issues encountered deploying differential privacy. In Proceedings of the 2018 Workshop on Privacy in the Electronic Society, pages 133–137, 2018.

[17] Ruth Gavison. Privacy and the limits of law. The Yale Law Journal, 89(3):421–471, 1980.

[18] Andy Greenberg. How one of Apple’s key privacy safeguards falls short, 2017. https://www.wired.

com/story/apple-differential-privacy-shortcomings/.

[19] Andreas Haeberlen, Benjamin C Pierce, and Arjun Narayan. Differential privacy under fire. In USENIX Security Symposium, 2011.

[20] Alfred O Hero, Jeffrey A Fessler, and Mohammad Usman. Exploring estimator bias-variance tradeoffs using the uniform CR bound. IEEE Transactions on Signal Processing, 44(8):2026–2041, 1996.

[21] V Jeyakumar and Henry Wolkowicz. Zero duality gaps in infinite-dimensional programming. Journal of Optimization Theory and Applications, 67(1):87–108, 1990.

[22] Yingbin Liang, H Vincent Poor, and Shlomo Shamai. Information theoretic security. Foundations and Trends in Communications and Information Theory, 5(4–5):355–580, 2009.

[23] Yuhan Helena Liu, Si-Hyeon Lee, and Ashish Khisti. Information-theoretic privacy in smart metering systems using cascaded rechargeable batteries. IEEE Signal Processing Letters, 24(3):314–318, 2017.

[24] Sonia K McNeil. Privacy and the modern grid. Harvard Journal of Law & Technology, 25:199–224, 2011.

[25] Krish Muralidhar and Rathindra Sarathy. Does differential privacy protect terry gross’ privacy? In Josep Domingo-Ferrer and Emmanouil Magkos, editors, Privacy in Statistical Databases, pages 200–209, Berlin, Heidelberg, 2010. Springer Berlin Heidelberg.

[26] Marcel Reginatto. Derivation of the equations of nonrelativistic quantum mechanics using the principle of minimum fisher information. Physical Review A, 58(3):1775, 1998.

[27] Ira Rubinstein. Big data: The end of privacy or a new beginning? International Data Privacy Law, 2013. January 25, 2013.

[28] Jun Shao. Mathematical Statistics. Springer Texts in Statistics. Springer-Verlag New York, 2003. [29] Manuel S Stein, Amine Mezghani, and Josef A Nossek. A lower bound for the fisher information measure.

IEEE Signal Process. Lett., 21(7):796–799, 2014.

[30] Jun Tang, Aleksandra Korolova, Xiaolong Bai, Xueqiang Wang, and Xiaofeng Wang. Privacy loss in Apple’s implementation of differential privacy on macOS 10.12. arXiv preprint arXiv:1709.02753, 2017.

[31] A. D. Wyner. The wire-tap channel. Bell System Technical Journal, The, 54(8):1355–1387, 1975. [32] Hirosuke Yamamoto. A source coding problem for sources with additional outputs to keep secret from the receiver or wiretappers. IEEE Transactions on Information Theory, 29(6):918–923, 1983.