Evaluating Built-in ECC of FPG A on-chip M em ories for the M itigation of U ndervolting Faults

Behzad Salam i^�, O sm an S. U nsal^�, and A drian Cristal K estelm an^{� �}

�Barcelona Supercom puting Center (BSC), Barcelona, Spain. �U niversitat Politcnica de Catalunya (U PC), Barcelona, Spain.

�IIIA - A rtifi cial Intelligence R esearch Institute CSIC - Spanish N ational R esearch Council, Spain. Em ails:�b ehzad.salam i, osm an.unsal, and adrian.cristal�@ b sc.es

Abstract— V oltage underscaling below the nom inal level is an effective solution for im proving energy effi ciency in digital circuits, e.g., Field Program m able G ate A rrays (FPG A s). H ow ever,further undervolting below a safe voltage level and w ithout accom panying frequency scaling leads to tim ing related faults, potentially underm ining the energy savings. Through experim ental voltage underscaling studies on com m ercial FPG A s, w e observed that the rate of these faults exponentially increases for on-chip m em ories, or B lock R A M s (B R A M s). To m itigate these faults, w e evaluated the effi ciency of the built-in E rror- C orrection C ode (E C C ) and observed that m ore than 9 0 % of the faults are correctable and further 7% are detectable (but not correctable). This effi ciency is the result of the single-bit type of these faults, w hich are then effectively covered by the Single- E rror C orrection and D ouble-E rror D etection (SE C D E D ) design of the built-in E C C . Finally, m otivated by the above experim ental observations, w e evaluated an FPG A -based N eural N etw ork (N N ) accelerator under low -voltage operations, w hile built-in E C C is leveraged to m itigate undervolting faults and thus, prevent N N significant accuracy loss.In consequence,w e achieve 40 % of the B R A M pow er saving through undervolting below the m inim um safe voltage level, w ith a negligible N N accuracy loss, thank s to the substantial fault coverage by the built-in E C C .

I. IN T R O D U CT IO N T he pow er and energy dissipation of digital circuits is directly related to their supply voltage. For instance, in recent years, it has b een show n that undervolting, i.e., voltage underscaling b elow the nom inal level that is a factory setting b y vendors, can sub stantially im prove the energy effi ciency of real hardw are including i) processing devices, e.g., CPU s [1], G raphics Processing U nits (G PU s) [2], Field Program m ab le G ate A rrays (FPG A s) [3], A pplication-specifi c Integrated Circuits (A SICs) [4] and ii) m em ory m odules, e.g., D ynam ic R A M s (D R A M s) [5] and Static R A M s (SR A M s) [11]. U nlike D ynam ic V oltage and Freq uency Scaling (D V FS) techniq ue [12], the freq uency is not norm ally scaled dow n in the undervolting approach. T herefore energy savings can b e m ore signifi cant; how ever, tim ing related faults can appear, w hich in turn, can cause applications to crash or term inate w ith w rong results. Effi ciently m itigating these faults can allow further undervolting. How ever, existing undervolting fault m itigation techniq ues need either extensive hardw are or redesign. For instance, R azor [13] that dynam ically underscales the voltage until a fault occurs leverages additional delay latches; and [5] req uires m ajor m odifi cations on the m em ory controller to dealw ith the reduced supply voltages. A lternatively, w e aim to leverage the b uilt-in Error Correction Code (ECC) of FPG A s to m itigate these faults, due to increasing iterest to exploit FPG A s system s in different dom ains such as q uery processing [6], [7], [8], [9], N eural N etw ork (N N ) [10], am ong others. ECC is a class of Ham m ing code-b ased fault m itigation techniq ue that is conventionally used to m itigate soft errors [14]. T his paper aim s to evaluate its effi ciency in aggressive low -voltage regions, to the b est of our know ledge for the fi rst tim e in com m ercial FPG A s.

T he concentration of this paper is on FPG A -b ased on-chip m em ories, or Block R A M s (BR A M s), as a m ajor FPG A com - ponent.BR A M s of the studied com m ercial FPG A s from Xilinx, a m ain vendor, are eq uipped w ith a Single-Error Correction and D oub le-Error D etection (SECD ED )ECC m echanism [15]. T hrough experim ents on a V C707 and tw o identical sam ples of K C705 FPG A platform s, w e fi nd that w ith undervolting b elow the nom inal level and until �_{� �} , no ob servab le faults occur; how ever, w ith further voltage reduction faults m anifest w ith an exponentially increasing rate, after w hich the system crashes at �_� . T he conservative voltage m argin is confi rm ed to b e on average 39% of the nom inal level, set b y the vendor to ensure the w orst-case process and environm ental conditions. A lso, through undervolting b elow the voltage guardb and from �_{� �} to �_� , BR A M s pow er consum ption is further reduced; how ever, faults appear in this region req uire fault m itigation- in our case b y leveraging ECC.

W e experim entally fi nd that the b uilt-in ECC does not incur considerab le pow er overhead w hile show ing good coverage of undervolting faults w ith a 90% of correction and a further 7% detection (b ut not correction)capab ility. O ur experim ents indicate that m ost of the undervolting faults m anifest them selves single-b itfaults, w hich can b e very effi ciently corrected b y the SECD ED type b uilt-in ECC. A lso, w e discover that b y further undervolting, correctab le faults m anifest b efore detectab le faults and in turn, detectab le faults m anifest b efore undetectab le faults. T his b ehavior is the conseq uence of the Fault Inclusion Property (FIP), i.e., all faulty b its, if any, at a certain voltage level w ould also b e faulty (and expanded to other b its)at low er voltage levels. D ue to this ob servation of faults b ehavior, applicationaw are run-tim e undervolting techniq ues can b e deployed, w here the supply voltage is underscaled until the fi rst faultis detected (b ut not corrected)b y the b uilt-in ECC. Finally, m otivated b y ab ove experim ental ob servations, w e evaluate an FPG A -b ased N N accelerator under low -voltage BR A M s operations, w hile b uilt-in ECC is leveraged to cover undervolting faults and in turn, to prevent accuracy loss. In conseq uence, the total pow er consum ption of the accelerator is reduced b y 25.2% through undervolting BR A M s from the nom inal level to the �_� , w ith a negligib le N N accuracy loss.

O verall, this paper aim s to evaluate the built-in E C C of aggressively-undervolted B R A M s of com m ercial FPG A s, associated w ith the follow ing contrib utions:

� Evaluating the trade-off am ong fault coverage capab ility and pow er consum ption, in FPG A BR A M s eq uipped w ith b uiltin ECC at low -voltage regions.

� Characterizing the b ehavior of faults according to the inherentcapab ility of the b uilt-in ECC, i.e., SECD EC under aggressive low -voltage operations.

� Evaluating a low -voltage FPG A -b ased N N accelerator, protected b y b uilt-in ECC to prevent accuracy loss.

T his paper is organized as follow s. In Section II, w e discuss the FPG A BR A M s undervolting m ethodology and experim ental ob servations. In Section III, w e elab orate on the effi ciency of the b uilt-in ECC for the fault m itigation, w ith a case study evaluation on N N accelerators, as discussed in Section IV . Section V review s the previous w ork, and fi nally, Section V I concludes and sum m arizes the paper.

II. U N D ER ST A N D IN G FPG A BR A M S U N D ER V O L T IN G

W e perform our undervolting experim ents on tw o representative Xilinx FPG A platform s, i.e., V C707 and K C705, representing perform ance- and pow er-optim ized designs, respectively. A lso, for investigating the im pact of the die-to-die process variation, w e repeat our experim ents on tw o identical sam ples of K C705. V C707 and K C705 are eq uipped w ith 2060 and 890 BR A M s, respectively, distrib uted all over the chip w ith the size of 18-kb its each and w ith a nom inal voltage of �_� � . Each BR A M is a m atrix of b itcells w ith 1024 row s and 18 colum ns. W hen ECC is activated, 2-b its per row are reserved as parity; otherw ise, all 18-b its can b e used as data b its. For the flexib ility purpose, BR A M s can b e either individually accessed or cascaded to b uild larger m em ories. N ote thatfor the voltage scaling of BR A M s (�_� )w e use the sam e m ethodology of [16], w hich is b ased on Pow er M anagem ent Bus (PM Bus) [17].

Finally, to m easure the pow er consum ption, w e use real tim e pow er m easurem ent b y the voltage regulator reported b y PM - Bus. W e report the total pow er consum ption savings, including dynam ic and static parts through the undervolting. N ote that experim ents are perform ed on the default and fi xed internal freq uency of BR A M s, i.e., � 500M Hz [15]. In short, w e gradually undervolt �_� untilsystem crashes, w hile reading contents of BR A M s. For each voltage level, w e record the fault rate, fault location, and pow er consum ption of BR A M s for further analysis.

A. BRAM Configuration

In studied platform s, there are several options for BR A M s confi gurations.O ur experim ental setup is b ased on the follow ing confi gurations:

� Confi guration m odes: W e use sim ple dual-port m ode BR A M s since it is the only m ode that ECC can b e activated.How ever, the overall voltage b ehavior (large voltage guardb and, critical, and crash voltage regions) has experim ented on other BR A M m odes, and q uite sim ilar b ehavior is ob served.

� Soft- vs. hard-core ECC: T w o types of ECC are availab le in Xilinx BR A M s, i.e., soft- and hard-core w ith the sam e functionality. U nlike the hard-core, in the soft-core ECC, FPG A resources such as L U T s are utilized to im plem ent the corresponding functionality. T hus, w e m ake our study on hard-core b uilt-in ECC, w hich does not req uire any additional hardw are.

� W ord w idth:O ur design is b ased on m em ory w idth of 64- b its since the b uilt-in ECC is optim ized for m em ories w ith w ord-w idth � 64-b its [15]. N ote that since the b asic BR A M s w ord-w idth is 18-b its, the m em ory used in our study is b uilt b y autom atically cascading original BR A M s.

Finally, note that w e access BR A M s in the non-b uffered m ode w ithout exploiting R A M FIFO and output registers; thus, any read operation on-the-fly and directly accesses to BR A M s; in other w ords, b uffered data is not accessed.

B. O verall Power and Fault Rate Behavior

W e experim entally ob serve that b y undervolting b elow the nom inalvoltage level, i.e., �_� � tw o voltage thresholds exist. First, m inim um safe voltage, i.e., �_{� �} , w hich separates the fault-free or voltage guardb and m argin and faulty regions. T his voltage guardb and is confi rm ed to b e on average %39 of the nom inal voltage for studied platform s under am b ient tem perature and norm al environm ental conditions; although, slightly different am ong platform s. T his large gap is added b y the vendor to ensure the w orst-case scenarios. In our experim ents, elim inating it delivers m ore than an order of m agnitude pow er savings w ithout com prom ising reliab ility or perform ance. T he voltage guardb and gap is also confi rm ed for other devices such as 12% for CPU s [18], 20% for G PU s [2], and 16% for D R A M s [5]. Second,�_� that is the low est voltage level that our design practically operates, b elow that FPG A fails. W ith a slight difference am ong the FPG A platform s that w e studied, �_� is experim entally m easured to b e 0.54V .

W hen �_� �_{� �} , no ob servab le faults occur; how - ever, further undervolting b elow �_{� �} , the fault rate exponentially increases, for instance in V C707, up to 0.06% or 652 faults per 1M b it w hile the pow er consum ption is further reduced, b y 36.1%. A s can b e seen in Fig. 1, the fault rate in V C707 is signifi cantly higher than K C705, w hich can b e the conseq uence of their architectural differences. A lso, a signifi cant difference is ob served b etw een the tw o sam ples of K C705. A s can b e seen, K C705-A show s a 4.1 � higher fault rate than K C705-B, w hich can b e due to the die-to-die process variation. T his experim ental com parison concludes that reliab ility degradation through aggressive voltage underscaling not only depends on the architecture of the underlying FPG A b ut also, it can signifi cantly vary for different FPG A s of the sam e platform . A lso, b y leveraging ECC in BR A M s, the fault rate in the critical voltage region b elow �_{� �}

(a) V C707 (b ) K C705-A (c) K C705-B

Fig.1: T he effi ciency of ECC to m itigate undervolting faults at the critical voltage regions b elow �_{� �} .

is signifi cantly reduced b y an average of m ore than 90% for all platform s, as sum m arized in Fig. 1, and elab orated in Section III.

III. E FFIC IEN C Y O F FPG A BR A M S B U IL T -IN ECC U N D ER L O W -V O L T A G E O PER A T IO N S T he b uilt-in ECC m echanism of BR A M s uses Ham m ing code.

W hen ECC is activated, parity b its are generated during each w rite operation and stored along w ith the data, at the granularity of a single row /w ord. T hese parity b its are used during each read operation of a row to correct single-b itfaults, or to detect (b ut not correct)any doub le-b it fault, term ed SECD ED . T his section evaluates the effi ciency and overhead of this ECC in aggressive low -voltage FPG A BR A M s, according to the b ehavior of undervolting faults b y undervolting �_� b elow �_{� �} . N ote that since the experim ental results on the studied platform s lead to very sim ilar conclusions, in this section and to save the space, w e present experim ental results on the only V C707.

A. Built-in ECC Cap ability

D ue to the capab ility of the b uilt-in ECC in FPG A BR A M s, w e categorize faults into correctab le (or single-b it), detectab le (or doub le-b it), and undetectab le (or m ultiple-b it) faults, as illustrated in Fig. 2a. Fig. 2b show s a histogram of these fault types, in different voltage levels at the critical voltage region, i.e., from �_{� �} � to �_� � on V C707. W e ob serve that:

� T he vast m ajority of these faults are correctab le or detectab le (b ut not correctab le)b y the b uilt-in ECC; for instance, m ore than 90% and a further 7% at �_� � are correctab le and detectab le, respectively, using the b uilt-in ECC. T his effi ciency is the conseq uence of the inherent type of the b uilt-in ECC, i.e., SECD ED , w hich w e experim entally fi nd that it has very good fault coverage due to the relatively sparse distrib ution of undervolting faults.

� By further voltage underscaling, correctab le faults m anifest b efore detectab le, and in turn, detectab le faults m anifest b efore undetectab le faults. T hrough this ob servation, w e leverage the b uilt-in ECC to discover the m inim um safe voltage of FPG A -b ased N N accelerator, as discussed in Section IV . T he faults b ehavior m entioned ab ove is the conseq uence of the Fault Inclusion Property (FIP). FIP is said to exist if all the faulty b its in a certain level of �_�

T A BL E I: Pow er and area overheads of the b uilt-in ECC.

a) A rea U tilization (% ) BR A M L U T FF W ithout ECC 96% 3% 0.25% W ith ECC 100% 12% 0.25% b) B R A M Pow er (W ) V nom = 1V V m in= 0.61V V crash= 0.54V W ithout ECC 2.4 0.31 0.198 W ith ECC — — 0.211 — : A b ove �_{� �} , since there is no fault, no need for the ECC.

T ested M em ory Size: 512 * (1024 * 64-b its)

are still faulty in further reduced voltage levels. In other w ords, w ithin a m em ory row w hich experiences faults, b y further undervolting, those initial faulty b its are still faulty and also potentially expanded to other b its. Conseq uently, single-b it faults can b e potentially converted to doub le-b it and sim ilarly, doub le-b it faults can b e potentially converted to m ultiple-b it faults. FIP w as previously ob served for CPU cache structures [19], here w e confi rm that FIP holds for FPG A BR A M s, as w ell, as show n as a stacked chart in Fig. 2c. A lso, as noted, FIP results in the b ehavior as m entioned earlier of the appearance of correctab le/detectab le/undetectab le faults in ECC-activated FPG A BR A M s.

B. Built-in ECC O verhead

T A BL E I(a) includes the area utilization rate of the hardw are design describ ed in Section II.A , to evaluate the area cost of the b uilt-in ECC. T ow ard this goal, our hardw are design accesses 512 m em ories each w ith the size of 1024 row s of 64-b its, w hich leads to a full BR A M s utilization on V C707. A s can b e seen, the b uilt-in ECC does not incur considerab le area cost since it is a hard-core unit and internally em b edded w ithin the BR A M s structure. A lso, T A BL E I(b ) includes the pow er overhead of the b uilt-in ECC. W e report the pow er consum ption of BR A M s at� �_{� �} � � , and �_� � . A s can b e seen, the ECC pow er overhead is 13m W or 4.2% at �_� � . In other w ords, the pow er consum ption of BR A M s are reduced from 0.31W to 0.211W (31.9% pow er reduction) w ith the voltage underscaling from �_{� �} � to �_� � , b y exploiting b uilt-in ECC to cover a vast m ajority of faults.

C olum ns

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

R ow s

0 1 2 3 4 5 . . . . . . . . . . . 1020 1021 1022 1023

BR AM (1024*18)

Faulty Bitcell

H ealthy Bitcell

single-b it (correctab le)

d oub le-b it (d etectab le)

m ultiple-b it (und etectab le)

(a) Illustration of different fault types in row -colum n form at b asic-size BR A M .

(b ) Histogram of different fault types under different voltage levels.

(c) Fault Inclusion Property (FIP): Faulty b itcells stay faulty at low er voltage levels.

Fig. 2: T he Behavior of ECC-activated BR A M s faults, w hen �_� is scaled from �_{� �} � to �_� � .

IV . T HE E FFICIEN CY O F BR A M S ECC FO R L O W -V O L T A G E FPG A -BA SED N N A CCEL ER A T O R In this section, w e discuss the effi ciency of the b uilt-in ECC of BR A M s on an FPG A -b ased N N accelerator, as a case study, under low -voltage operations at the critical voltage region. W e follow the sam e im plem entation m ethodology of [16] to m ap N N on FPG A . In this section, w e present the experim ental results on V C707 for M N IST dataset [20];how ever, w e confi rm the conclusions for other studied FPG A platform s as w ell as for other N N b enchm arks

Fig. 3: Im pact of undervolting faults on the classifi cation error of FPG A -b ased N N and the effi ciency of b uilt-in ECC. �_� is underscaled at the critical region, i.e.,from �_{� �} � to �_� � for V C707.

such as Forest [21] and R eutres [22].

Further voltage underscaling b elow the voltage guardb and and tow ard �_� � , reduces a further 40% of BR A M s pow er over �_{� �} � .How ever, due to undervolting faults in som e of BR A M s b itcells, the N N accuracy is degraded. In turn, the classifi cation error is increased from 2.56% (fault-free classifi cation error at the nom inal voltage level) to 6.15% w hen �_� �_� � , see Fig. 3. T he N N classifi cation error (left y-axis) increases exponentially, correlated directly w ith the fault rate increase in BR A M s (right y-axis), as expected.

T o attain the pow er savings gain of the accelerator w ithout com prom ising the N N accuracy, w e leverage b uilt-in ECC of FPG A BR A M s. In conseq uence, the N N classifi cation error rate sub stantially reduces, thanks to the signifi cant faultcoverage b y ECC, as show n in Fig. 3. For instance, the N N classifi cation error has a 0.56% overhead, i.e., the N N classifi cation error of 2.56% as the fault-free classifi cation at the nom inal voltage level increases to 3.12% at �_� �_� � , w hen BR A M s are eq uipped w ith b uilt-in ECC. T his overhead is 6.1� less than experim ents on default BR A M s confi guration w ithout ECC, i.e., 3.44% vs. 0.56%.

V . R EL A T ED W O R K

A s an effective solution to reduce pow er and energy consum ption, undervolting is recently studied in detail for m odern processors [1], [18], [25], [26], [27]. A lso, G PU s [2], D R A M s [5], and SR A M s [11] are evaluated in low -voltage regim es. In parallel, FPG A s have also recently b een experim ented in part under low -voltage operations [33], [34], [16], [35];how ever, w ithout proposing effective fault m itigation techniq ues. Industrial-b ased projects have also focused on im proving the energy effi ciency of hetregenous system s through undervolting [31], [32]. A ll these studies indicate that aggressive undervolting b elow the voltage guardb and m argin leads to tim ing related faults generation. T o m itigate these faults, several solutions are investigated, as b riefly listed b elow :

� Freq uency underscaling: By accom panying freq uency underscaling, faults can disappear; how ever, energy effi ciency im provem ents can b e lim ited [35]. A lso, the im plem entation cost of this approach, i.e., D V FS is the need for additional online delay m onitoring dedicated hardw are. R azor is an exam ple of such a hardw are m echanism that em ploys shadow tim ing latches [13]. R ecent FPG A im plem entations of this approach show s 70% energy saving [30], [12], [28]. A lternatively, our approach m ore aggressively allow s FPG A s to experience faults w ith undervolting and later on, em ploys the b uilt-in ECC fault m itigation techniq ue of the underlying hardw are, i.e., FPG A BR A M s.

� V oltage-adapted device controller: [5] extensively investigated the effect of undervolting in D R A M s and to m itigate faults, a m odifi ed version of the m em ory controller is presented. T he cost of this approach is heavy m em ory controller m odifi cations.

A lternatively, w e exploit the b uilt-in ECC of BR A M s to cover undervolting faults.T his approach does not req uire any softw are or hardw are m odifi cation of the availab le FPG A design. T o the b est of our know ledge, such a thorough study on the b uilt-in fault m itigation techniq ues in ultra low -voltage regions has not b een undertaken for FPG A s; although, itis in part studied for CPU s [18] and caches [29].

M otivated b y the effi ciency of b uilt-in ECC, w e exploit itto prevent the accuracy loss in an ultra-low -voltage FPG A -b ased N N accelerator. T o the b est of our know ledge, there is not m uch pub licly-availab le study on N N s w ith the voltage scaling of the underlying hardw are. Existing w orks are either b ased on sim ulations [36], [37], [38], [39] or are partial undervolting studies for custom ized circuits, i.e., SR A M s [11] and A SICs [4].

V I. C O N CL U SIO N A N D FU T U R E W O R K

T his paper experim entally evaluated the effi ciency of the b uiltin ECC of FPG A BR A M s under aggressive low -voltage operations. Experim entalresults show the signifi cant effi ciency of the b uilt-in ECC, i.e., fault m itigation w ithout considerab le pow er cost. M otivated b y these results, w e leveraged the b uilt-in ECC to prevent the accuracy loss in low -pow er FPG A -b ased N eural N etw ork (N N )accelerator under aggressive low -voltage operations. In conseq uence, b elow the safe voltage guardb and level, w e achieve 40% pow er saving w ith the cost of 0.06% of the N N accuracy loss. A s an ongoing w ork, w e are w orking on the design of custom ized ECC designs, accounting to our ob servations of the faultb ehavior in extrem ely low -voltage regions of FPG A s, and applying them to the real-w orld applications.

A CK N O W L ED G M EN T

T he research leading to these results has received funding from the European U nion’s Horizon 2020 Program m e under the L EG aT O Project (w w w .legato-project.eu), grant agreem ent n^� 780681.

R EFER EN CES

[1] R .Bertran, et al. ”V ery L ow V oltage (V L V ) D esign”, in ICCD, 2017. [2] J. L eng, et al. ”Safe lim its on voltage reduction effi ciency in G PU s: a direct m easurem ent approach”, in M ICRO , 2015.

[3] B. Salam i, ”A ggressive U ndervolting of FPG A s: Pow er and R eliab ility T rade-offs”, Ph.D . T hesis, Universitat Politcnica de Catalunya (UPC), 2018.

[4] P. N. W hatm ough, et al. ”14.3 a 28nm SO C w ith a 1.2 ghz 568nj/prediction sparse D eep-N eural-N etw ork engine w ith � 0.1 tim ing error rate tolerance for IO T applications”, in ISSCC, 2017.

[5] K . K . Chang, et al. ”U nderstanding reduced-voltage operation in m odern D R A M devices: Experim ental characterization, analysis, and m echanism s”, in M easurem ent and Analysis of Com p uting System s, 2017.

[6] B. Salam i, G . A . M alazgirt, O . A rcas-A b ella, A . Yurdakul, and N .

Sonm ez, ”A xleD B: A novel program m ab le q uery processing platform on FPG A ”, in Elsevier M ICPRO , 2017.

[7] O . A rcas-A b ella, A . A rm ejach, T .Hayes, G . A . M alazgirt, O . Palom ar, B. Salam i, and N . Sonm ez. ”Hardw are acceleration for q uery processing: leveraging FPG A s, CPU s, and m em ory”, in CISE, 2016.

[8] B. Salam i, O . A rcas-A b ella, N . Sonm ez, O . U nsal, and A . Cristal.

”A ccelerating Hash-Based Query Processing O perations on FPG A s b y a Hash T ab le Caching T echniq ue”, in CARLA, 2016.

[9] B. Salam i, O . A rcas-A b ella, and N . Sonm ez. ”HA T CH: hash tab le caching in hardw are for effi cient relational join on FPG A ”, in FCCM , 2015.

[10] K . G uo, et al. ”A Survey of FPG A -Based N eural N etw ork A ccelerator”, in arXiv:17 12 .08934, 2017.

[11] L . Yang, et al. ”SR A M voltage scaling for energy-effi cient convolutional neural netw orks”, in ISQ ED, 2017.

[12] N unez-Yanez, etal. ”Energy optim ization in com m ercial FPG A s w ith voltage, freq uency and logic scaling”, in IEEE TC, 2016.

[13] D . Ernst, et al. ”R azor: A low -pow er pipeline b ased on circuit-level tim ing speculation”, in M ICRO , 2003.

[14] P.Shivakum ar, et.al.”M odeling the effect of technology trends on the soft error rate of com b inational logic”, in DSN, 2002.

[15] Xilinx Co. https://w w w .xilinx.com /support/docum entation/user guides/ ug473 7Series M em ory R esources.pdf [16] B. Salam i, O . U nsal, and A . Cristal. ”Com prehensive Evaluation of Supply V oltage U nderscaling in FPG A on-chip M em ories .”, in M icro, 2018.

[17] ”Pow er M anagem ent Bus (PM BU S).” http://pm b us.org [18] A . Bacha, etal. ”D ynam ic reduction of voltage m argins b y leveraging on-chip ECC in Itanium II processors”, in ISCA, 2013.

[19] M . G ottscho, et al. ”Pow er/capacity scaling: Energy savings w ith sim ple fault-tolerant caches”, in DAC, 2014.

[20] Y. L eCun, et al. ”G radient-b ased learning applied to docum ent recognition”, in IEEE Proceeding, 1998.

[21] J.Blackard. ”Com parison of neural netw orks and discrim inant analysis in predicting forest cover types.” in PhD Dissertation, Colorado State University, 2000.

[22] A . M argarida de Jesus Cardoso. ”Im proving m ethods for single-lab el text categorization.” in M aster Dissertation, Instituto Sup erior Tcnico, 2007. A PA [23] S. G upta, et al. ”D eep learning w ith lim ited num erical precision”, in ICM L, 2015.

[24] C. A lvarez, et al. ”Fuzzy m em oization for floating-point m ultim edia applications”, in IEEE TC, 2005.

[25] G . Papadim itriou, et al. ”Harnessing voltage m argins for energy effi - ciency in m ulticore CPU s”, in M ICRO , 2017.

[26] K .Sw am inathan, et al. ”Bravo: Balanced reliab ility-aw are voltage optim ization”, in H PCA, 2017.

[27] B. M oons, etal. ”A n energy-effi cient precision-scalab le ConvN et processor in 40-nm CM O S”, in IEEE JSSC, 2017.

[28] J. N unez-Yanez. ”A daptive voltage scaling in a heterogeneous FPG A device w ith m em ory and logic in-situ detectors”, in Elsevier M ICPRO , 2017.

[29] G . Yalcin, etal. ”Exploiting a fast and sim ple ECC for scaling supply voltage in level-1 caches”, in IO LTS, 2014.

[30] M .J. L evine, S. Edw ard, and P.YK . Cheung. ”D ynam ic voltage and freq uency scaling w ith online slack m easurem ent.” in FPG A, 2014.

[31] A . Cristal, et al. ”L EG aT O : tow ards energy-effi cient, secure, faulttolerant toolset for heterogeneous com puting”. in CF 2018.

[32] A . Cristal, et al. ”L EG aT O : First Steps T ow ards Energy-Effi cient T oolset for Heterogeneous Com puting”. in SAM O S, 2018.

[33] B. Salam i, O . U nsal, and A . Cristal. ”A D em o of FPG A A ggressive V oltage D ow nscaling: Pow er and R eliab ility T radeoffs.”, in FPL, 2018.

[34] B. Salam i, O . U nsal, and A . Cristal. ”Fault Characterization T hrough FPG A U ndervolting.”, in FPL, 2018.

[35] I.A hm ad, Sh.Zhao.J.M eijers, O .T rescases, and V .Betz. ”A utom atic BR A M T esting for rob ust D ynam ic V oltage Scaling for FPG A s.”, in FPL, 2018.

[36] B. R eagen, etal. ”M inerva:Enab ling low -pow er, highly-accurate deep neural netw ork accelerators”, in M icro, 2016.

[37] J. Zhang, et al. ”T hU nderV olt:Enab ling A ggressive V oltage U nderscaling and T im ing Error R esilience for Energy Effi cient D eep N eural N etw ork A ccelerators”, in arXiv:1802 .03806 , 2018.

[38] S. K im , et al. ”M A T IC: L earning around errors for effi cient low -voltage neural netw ork accelerators.” in DATE, 2018.

[39] B. Salam i, O .U nsal, and A . Cristal. ”O n the R esilience of N N A ccelerators:FaultCharacterization and M itigation.”, in H PM L W orkshop in conjunction with SBAC-PAD, 2018.