arXiv:1703.00207v1 [cs.CR] 1 Mar 2017

A Quantum-Classical Scheme towards Quantum Functional Encryption

Aditya Ahuja

Department of Computer Science and Engineering, Indian Institute of Technology Delhi

aditya.ahuja@cse.iitd.ac.in

Abstract. Quantum encryption is a well studied problem for both classical and quantum information. However, little is known about quantum encryption schemes which enable the user, under different keys, to learn different functions of the plaintext, given the ciphertext. In this paper, we give a novel one-bit secret-key quantum encryption scheme, a classical extension of which allows different key holders to learn different length subsequences of the plaintext from the ciphertext. We prove our quantum-classical scheme secure under the notions of quantum semantic security, quantum entropic indistinguishability, and recent security definitions from the field of functional encryption.

Keywords: Quantum Encryption, Quantum Semantic Security, Quantum Entropic Indistinguishability, Functional Encryption

1 Introduction

In a pioneering work, Boneh, Sahai and Waters formalized the notion of functional encryption in 2010 [3]. This generalization of an encryption scheme enabled users possessing different keys to learn different functions over the plaintext from the ciphertext. There have been many (classical) schemes proposed to realize different variants of functional encryption since the inception of the notion. However, despite it’s power, there have been no equivalent formalizations of functional encryption for quantum information.

Over the last few years, formal definitions of quantum entropic security [1] and quantum computational security [2] have been introduced and accepted. Moreover, for classical functional encryption schemes, refined security definitions [4] have been recently presented, which extend the notion of security given in the original paper [3].

In this work, we first present a one-qubit secret-key quantum encryption scheme for classical information. The scheme is proven secure under quantum semantic security (Definition 8, [2]) and quantum entropic indistinguishability (Definition 3, [1]). The classical, functional extension of this scheme is then proven to be full-message private, full-function private (Definitions 2.4,3.2 [4]) and weakly simulation-secure (Definition 5, [3]). Intuitively, the security of the quantum encryption scheme and it’s extension are based upon distinguishing computationally between two different but uniformly distributed bits, which is a hard problem. Also the functional extension allows the user to learn different length subsequences of the message, with a different subsequence per instantiation of the scheme.

This paper is organized as follows. First, we present the syntax - the notations and definitions used to present our scheme, in the preliminaries section. The third section of the paper gives the construction and correctness arguments for our scheme. The proofs of security are given in the following section. We then give the operational aspects of the scheme in the discussion section. To catalogue other works in quantum encryption, we give next a section on related work. In the final section, we present our conclusions and future extensions possible for this work.

2 Preliminaries

In this section, we define the syntax and the definitions used for presenting our cryptosystem and establishing it’s correctness and security.

2.1 Notation

Let λ be the security parameter. Let poly(λ), exp(λ), negl(λ), non-negl(λ) denote the set of all polynomial, exponential, negligible, and non-negligible functions on λ respectively. We will sometimes abuse notation and place these function classes in place of functions that belong to these classes. Let {|0⟩ , |1⟩} be the computational basis for our QPT algorithms. For both our QPT and PPT algorithms, we will use A^O to denote that A has oracle access to O. We will use U(V ) to denote uniform distribution on universe V .

2.2 Correctness Definitions

We begin by defining the functionality to be realized and the structure of our scheme. These definitions are inspired from [3], but modified appropriately.

Definition 1 (Functionality). A functionality F , given a ∈ A, defined over (K, M) is a function F_a : K ×M → {0, 1}^∗ describable as a deterministic Turing Machine. We call A the functionality-index space, M the message space, and K ∪ {ℵ} the key space.

We introduce ℵ to allow ∀a ∈ A, ∀m ∈ M, F_a(ℵ, m) = |m|.

Definition 2 (Hybrid FE Scheme). A hybrid Functional Encryption (hFE) scheme (Π, Ξ) for a functionality F , given functionality-index a, defined over (K, M), is a tuple of PPT algorithms Π = (Setup, KeyGen, Enc, Dec) and a secret-key quantum encryption scheme Ξ = (QE, QD) where Enc and Dec have oracle access to QE and QD respectively.

This scheme must satisfy the following correctness condition given A, ∀k ∈ K, ∀m ∈ M: 1. msk ← Setup (1^λ, A) 2. sk ← KeyGen_{msk}(k) 3. |c⟩ ← Enc^{QE}_{msk}(m) 4. n ← Dec^{QD}(sk, |c⟩) It is mandated that msk contains a, and n = F_a(k, m) with probability 1.

Note that that hardwiring of the master-secret allows only oracle access to

KeyGen and Enc . This allows any user to encrypt any message m via an or-

acle call to get the quantum cipher-text. However in our proofs of security the adversary has only oracle access to KeyGen and Enc . Thus the above definition is limited but sound.

2.3 Security Definitions

We give definitions for quantum IND-secure encryptions, and quantum entropic indistinguishability first. Note that they are reproduced from their original sources.

Definition 3 (IND-Security, Definition 7, [2]). A secret-key quantum scheme (QE, QD) with secret s, has indistinguishable encryptions, or is IND-secure, if for every QPT adversary (M, D), |P r[D{(QE_s ⊗ 1_E )(ρ_{ME} )} = 1] − P r[D{(QE_s ⊗ 1_E )(|0⟩ ⟨0|_M ⊗ ρ_E )} = 1] ≤ negl(λ).

where ρ_{ME} ← M(1^λ), ρ_E = Tr_M (ρ_{ME} ) and the probabilities are taken over the internal randomness of QE, M, D.

Definition 4 (Entropic Indistinguishability, Definition 3, [1]). An encryption scheme with superoperator E is said to be (t, ϵ)-indistinguishable if for all (density) operators ρ such that H_∞(ρ) ≥ t we have ||E(ρ) −^1_d I||_{tr} ≤ ϵ. Here d is the size of the message space.

We next give security definitions for classical functional ciphers adopted from [4] in the context of our quantum-classical scheme. Note that superscripts are not exponentiations but indexes. Also ∀b, Enc_{msk,b}(m^0, m^1) = Enc_{msk}(m^b),

KeyGen_{msk,b}(f^0, f^1) = KeyGen_{msk}(f^b).

Definition 5 (Valid Message-Privacy Adversary, Definition 2.3, [4]). A polynomial-time algorithm A is a valid message-privacy adversary if for all private-key functional encryption schemes (Setup, KeyGen, Enc, Dec) and for all λ ∈ N, b ∈ {0, 1} and for all f and (m^0, m^1) with which A queries oracles KeyGen and Enc_{msk,b} respectively, we have f(m^0) = f(m^1).

Definition 6 (Full Message Privacy, Definition 2.4, [4]). A private-key functional encryption scheme (Setup, KeyGen, Enc, Dec) is fully message private if for any valid message-privacy adversary A: |P r[A^{KeyGenmsk (·),Encmsk,0(·,·)}(λ) = 1] − P r[A^{KeyGenmsk (·),Encmsk,1 (·,·)}(λ) = 1]| ≤ negl(λ).

Definition 7 (Valid Function-Privacy Adversary, Definition 3.1, [4]). A polynomial-time algorithm A is a valid function-privacy adversary if for all private-key functional encryption schemes (Setup, KeyGen, Enc, Dec) and for all λ ∈ N, b ∈ {0, 1} and for all (f^0, f^1) and (m^0, m^1) with which A queries oracles KeyGen_{msk,b} and Enc_{msk,b} respectively, we have |m^0| = |m^1|, |f^0| = |f^1|, and f^0(m^0) = f^1(m^1) where | · | denotes the length of description.

Definition 8 (Full Function Privacy, Definition 3.2, [4]). A private-key functional encryption scheme (Setup, KeyGen, Enc, Dec) is fully message private if for any valid function-privacy adversary A: |P r[A^{KeyGenmsk,0(·),Encmsk,0 (·,·)}(λ) = 1] − P r[A^{KeyGenmsk,1(·),Encmsk,1(·,·)}(λ) = 1]| ≤ negl(λ).

Finally we give a scheme security definition from the seminal work [3]. This has been updated to make the functionality index a part of the comparison (so that we are comparing the same function).

Definition 9 (Weak Simulation Security, Definition 5, [3]). A functional encryption scheme (Setup, KeyGen, Enc, Dec) is weakly simulation-secure if for all polynomial-time algorithms (Msg,Adv) there exists a polynomial-time algorithm Sim such that the distribution ensembles given in Algorithm 1 are computationally indistinguishable.

Algorithm 1 Weak-Simulation Security Game

msk = a ← Setup (1^λ, A) (m, τ ) ← Msg(1^λ) |c⟩ ← Enc_{msk} (m) via an oracle call α ← Adv^{KeyGenmsk (·)}(|c⟩ , τ ) Let (y1, y2, ..., y_l) be the Adv queries Output real dist. (a, m, τ, α, y1, ..., y_l)

Give Functionality-Index a from A. (m, τ ) ← Msg(1^λ) α ← Sim^{Fa(·,m)}(1^λ, τ, Fa(ℵ, m)) Let (y1, y2, ..., y_l) be the Sim queries to Fa Output ideal dist. (a, m, τ, α, y1, ..., y_l)

3 A Quantum-Classical Construction

3.1 The One-Qubit Quantum Cryptosystem

We introduce our novel single qubit secret-key quantum cipher Ξ in Algorithm 2. Note that the secret key is given by the enclosing hFE cipher. The scheme is proven correct in Theorem 1 under the appropriate unitary map.

Algorithm 2 The Scheme Ξ = (QE, QD), given the secret-key bit s, Blochsphere equatorial-position θ, message-bit b 1: procedure QE_{s,θ} (b) 2: Prepare |s⟩ from s and |b⟩ from b. 3: Sample bit r ⇐ U({0, 1}). 4: Return (|c0⟩ , |c1⟩) = (H^θ_r |s⟩ , H^θ_r |b⟩). 5: end procedure 6: procedure QD_{s,θ} (|c0⟩ , |c1⟩) 7: Obtain |r⟩ = (H^θ_s )^† |c0⟩.

8: Prepare r from |r⟩ (by measurement, with probability 1). 9: Obtain |b⟩ = (H^θ_r )^† |c1⟩.

10: Prepare b from |b⟩ (by measurement, with probability 1). 11: Return b. 12: end procedure

Theorem 1 (The Quantum Encryption Unitary Map and Ξ Correctness).

Let H^θ_u := 1 √ 2 [ 1 1 (−1)^ue^{iθ} (−1)^{u+1}e^{iθ} ] be the unitary map in scheme Ξ.

Then ∀θ, u, v, H^θ_u |v⟩ = H^θ_v |u⟩, and scheme Ξ (in Algorithm 2) is correct.

Proof. First, it is an easy verification that ∀θ, u, (H^θ_u)^†H^θ_u = H^θ_u(H^θ_u)^† = I. Next

we have H^θ_u |v⟩ =^{1√}_2 [ 1 (−1)^{u⊕v} e^{iθ} ] = H^θ_v |u⟩. Finally, to show that the scheme

is correct, QD_{s,θ}(QE_{s,θ}(b)) = QD_{s,θ}(H^θ_r |s⟩ , H^θ_r |b⟩) = ((H^θ_s )^†H^θ_r |s⟩ , (H^θ_? )^†H^θ_r |b⟩) = ((H^θ_s )^†H^θ_s |r⟩ , (H^θ_? )^†H^θ_r |b⟩) = (|r⟩ , (H^θ_? )^†H^θ_r |b⟩) = (H^θ_r )^†H^θ_r |b⟩ = |b⟩ = b with probability 1, as we obtain the inverting map of H^θ_r |b⟩ after recovering r.

Note that encrypting the randomness under the secret is equivalent to encrypting the secret under the randomness - a unique property of the unitary map H^θ_u.

3.2 The hFE Scheme

Our message (plaintext) length |m| will be greater that or equal to the security parameter. Furthermore, |m| = Q ∈ poly(λ). We will use Σ = {σ : {0, 1}^λ → {0, 1}^Q| σ is injective} as part of the functionality index space. Note |Σ| ∈ exp(λ). Our scheme is given in Algorithm 3.

We will also use the following nomenclature for our correctness and security proofs.

Definition 10. We say that an arbitrary key k = κ_q if there exists (exactly one) q ∈ [Q] such that σ(κ_Q) − σ(k) = −^{Q−q+1}_2 or σ(κ_Q) − σ(k) =^{Q−q}_2 . Also, the function f_{κq} induced by key κ_q is f_{κq} (m) = m_1m_2...m_q .

Algorithm 3 The Scheme Π = (Setup, KeyGen, Enc, Dec), given k ∈ {0, 1}^λ, m ∈ {0, 1}^Q, oracle access to Ξ = (QE, QD)

procedure Setup(1^λ, Σ) Sample a = (σ, κQ) ⇐ U(Σ, {0, 1}^λ) Return msk = a end procedure procedure KeyGena(k) Let σ(κQ) = (s1, s2, ..., sQ) Obtain δ ← σ(κQ) − σ(k). If ∃q ∈ [Q] such that δ = −^{Q−q+1}_2 or δ =^{Q−q}_2 return sk = (s1, s2, ..., sq , ⊥, ⊥, ..., ⊥). Otherwise return sk = ⊥.

end procedure procedure Enc^{QE}_a (m) Let σ(κQ) = (s1, s2, ..., sQ) ∀j ∈ [Q], (|cj,0⟩ , |cj,1⟩) ← QE_{sj ,θj} (mj ) where θj =^{2πj}_Q Return |c⟩ = (|cj,0⟩ , |cj,1⟩)_{j∈[Q]} end procedure procedure Dec^{QD}(sk, |c⟩) Let sk = (s1, s2, ..., sq , ⊥, ⊥, ..., ⊥) ∀j ∈ [q], mj ← QD_{sj ,θj} (|cj,0⟩ , |cj,1⟩) where θj =^{2πj}_Q Return m1m2m3...mq end procedure

Intuitively, κ_q reveals the first q-bits of the message, and there is exactly one such κ_q .

Correctness and Positional Secrecy Given for a message m, a particular user has key κ_q,

Dec^{QD}(KeyGen_a(κ_q ), Enc^{QE}_a (m)) = Dec^{QD}(s_1s_2...s_q, (QE_{sj ,θj} (m_j ))_{j∈[Q]})

= m_1m_2...m_q with probability 1.

The different positions of the cipher-qubit on the Bloch sphere equator allow recovery of different subsequences of the message, a notion we call positional secrecy. More formally, let η : {0, 1}^Q → {0, 1}^Q be a permutation that is predecided, or optionally is the output of Setup . Then we use QE to encrypt m_{η(j)} under s_j , θ_j . This results in key κ_q recovering the q-subsequence induced by η (rearranging the message bits so that the indices are in order):

Dec^{QD}(KeyGen_a(κ_q ), Enc^{QE}_a (m)) = Dec^{QD}(s_1s_2...s_q, (QE_{sj ,θj} (m_{η(j)}))_{j∈[Q]})

= m_{η(1)}m_{η(2)}...m_{η(q)} with probability 1.

4 Scheme Security

We will use the following corollary for our security proofs in this section.

Corollary 1. If H^θ_u is as defined in Theorem 1, then ∀u, b, θ H^θ_u |b⟩ = H^θ_{u⊕b} |0⟩.

4.1 Security of the Quantum Encryption Scheme

We first note that (before prepending with the randomness) |QE_{s,θ}(b)| = 2|b| and so the core-function based impossibility result (Definition 6.1,6.2 Theorem 6.3, [5]) does not apply to Ξ.

Theorem 2 (Semantic Security). The one-qubit secret-key encryption scheme Ξ is quantum semantically secure.

Proof. First, we prove that Ξ = (QE, QD) is IND-secure under Definition 3. Let’s say there exists a QPT distinguisher qD that can distinguish between QE_{s,θ}(|b⟩) and QE_{s,θ}(|0⟩) in time poly(λ) with a probability non-negl(λ). Consider the following attack where cD is a distinguisher between r ⊕0 and r ⊕b, given s, θ and a uniformly random r:

1. The message adversary chooses b. 2. Sample r ⇐ U({0, 1}).

3. Prepare H^θ_{r⊕s} |0⟩ and send it to qD as it’s first argument. 4. Choose a challenge c^∗ uniformly between r ⊕ 0 and r ⊕ b and send it to cD. 5. cD prepares H^θ_c∗ |0⟩ and sends it to qD as it’s second argument. 6. qD now has one of the encryptions between QE_{s,θ}(|0⟩) and QE_{s,θ}(|b⟩). 7. qD distinguishes between the two possible encryptions and sends it’s decision, 0 or b, to cD (in time poly(λ) with a probability non-negl(λ)).

8. cD, for the challenge c^∗ outputs it’s decision (0 or b), the same as the result given by qD.

Thus we have constructed a computational distinguisher cD between two statistically identical distributions r ⊕ 0 and r ⊕ b, even for a b different than 0, a contradiction. So qD cannot exist (step 7 cannot happen) and Ξ is IND-secure. We next use Theorem 9 from [2] to conclude that Ξ is quantum semantic secure.

Theorem 3 (Entropic Indistinguishability). The one-qubit secret-key encryption scheme Ξ is entropically (t,^1_2 (2^{1−t}−1))-indistinguishable for min-entropy t ∈ [0, 1].

Proof. Here we prove entropic-indistinguishability (Definition 4) of the message qubit under Ξ. Since the secret qubit comes from the uniform distribution, it is perfectly indistinguishable (under the same superoperator) and it’s security proof is thus implied. Let ρ = ∑ j∈{0,1} γj |j⟩ ⟨j| be the operator corresponding to the message qubit.

The only associated interpretations of ρ are classical, according to our scheme. Let E be the superoperator corresponding to our unitary map. So E(ρ) := H^θ_r ρ(H^θ_r )^† for uniformly random r and the message space distribution has minentropy t = − log(max{γ_0, γ_1}) ∈ [0, 1]. Firstly, it’s an easy verification that

E(ρ) := H^θ_r ρ(H^θ_r )^† = 1 2 [ 1 (γ_0 − γ_1)(−1)^re^{iθ} (γ_0 − γ_1)(−1)^re^{iθ} 1 ]

Now, ||E(ρ) − 1 2 I||_{tr} = 1 2

Tr

√ (E(ρ) − 1 2 I)^†(E(ρ) − 1 2 I) = 1 2

Tr

[_{|γ0−γ1|} 2 0 0^{|γ0−γ1|}_2 ]

= |γ_0 − γ_1| 2 = |2 × max{γ_0, γ_1} − 1| 2 = |2 × 2^{−t} − 1| 2 = 1 2 (2^{1−t} − 1)

Thus Ξ is (t,^1_2 (2^{1−t} − 1))-indistinguishable.

4.2 Security of the hFE scheme

Now we prove security of the classical extension of our quantum encryption using the definitions of privacy/security from the domain of classical functional encryption.

Theorem 4 (Fully Message Private). The hFE scheme (Π, Ξ) is fully message private (under Definition 6).

Proof. We start by observing that since the QPT adversary A is a valid messageprivacy adversary (Definition 5), the messages m^0 and m^1 agree on all bits [q] such that A queries κ_q. Let q^∗ = max{q : A queries κ_q}. Then ∃j^∗ ∈ {q^∗ + 1, ..., Q} such that m^0_j∗ = 1 − m^1_j∗ , otherwise the two encryption oracle calls are identical.

Now, let’s say A can distinguish between Enc_{a,0}(m^0, m^1) and Enc_{a,1}(m^0, m^1) in time poly(λ)with a probability non-negl(λ). Let cD_j , ∀j ∈ [Q] be distinguishers on a bit. Let s ∈ {0, 1}^Q be the given secret and θ_j =^{2πj}_Q , ∀j ∈ [Q] be the given encryption angles. Now consider the following attack for a uniformly random r ∈ {0, 1}^Q:

1. The adversary chooses messages m^0, m^1. 2. Sample r ⇐ U({0, 1}^Q).

3. Prepare ∀j, H^{θj}_{rj ⊕sj} |0⟩ and send them to A in order as it’s odd-position arguments.

4. Choose a challenge bit b uniformly between 0 and 1. 5. Send challenge ∀j, u_j = r_j ⊕ m^b_j to cD_j .

6. Each cD_j prepares H^{θj}_{uj} |0⟩ and sends it (in order) to A as it’s even-position arguments.

7. A now has the encryption Enc_a(m^b).

8. A outputs b^′ = b sends it to cD_j , ∀j (in time poly(λ) with a probability non-negl(λ)).

9. cD_j , for the challenge u_j outputs it’s decision b^′.

Thus we have constructed a computational distinguisher cD_j∗ between two statistically identical distributions r⊕m^b_j∗ and r⊕m^{1−b}_j∗ where m^b_j∗ = 1−m^{1−b}_j∗ . This is a contradiction. So, A cannot exist (step 8 cannot happen with a non-negligible probability) and (Π, Ξ) is fully message private.

Corollary 2 (Fully Function Private). The hFE scheme (Π, Ξ) is fully function private (under Definition 8).

Proof. Again, on grounds that the QPT adversary A is a valid function-privacy adversary (Definition 7), f^0_{κq0} (m^0) = f^1_{κq1} (m^1) ⇒ f^0_{κq0} = f^1_{κq1} ⇒ κ_q0 = κ_q1 . This means that ∀q^0, q^1 ∈ [Q], KeyGen_{a,0}(κ_q0 , κ_q1 ) = KeyGen_{a,1}(κ_q0 , κ_q1 ) and the problem reduces to proving full message privacy, which has been proven (Theorem 4). Also, for completeness, every key in {0, 1}^λ \ {κ_q : q ∈ [Q]} gives a secret ⊥, rendering the two KeyGen_{a,u}, u ∈ {0, 1} oracles same (in output this time).

Theorem 5 (Weakly Simulation Secure). The hFE scheme (Π, Ξ) is weakly simulation-secure (under Definition 9).

Proof (Sketch). Intuitively, we will show that the output distributions of the adversary and simulator are statistically identical (i.e., having zero statistical distance). By virtue of the game, other distributions are same and proving the α’s identical is sufficient to prove the real and ideal distribution tuples are statistically identical.

First, let us define the following (deterministic) function:

S_a(k) := If k = κ_q for some q ∈ [Q], return the first q-bits of σ(κ_Q). Otherwise

return ⊥.

And let α = (α_1, α_2, ..., α_l) corresponding to key query distributions (y_j )_{j∈[l]}. The first thing to note is that the α_j ’s are distributions on m_1m_2...m_q for q ∈ {0} ∪ [Q], and these distributions are a deterministic map, say ϕ, from

S_a(y_j ). To see this in the real world game, first observe that since the quan-

tum cipher-text is IND-secure, it does not leak any information about the message to Adv, and so α^{real}_j = ϕ(KeyGen_a(y_j )) = ϕ(S_a(y_j )). In the ideal world game, firstly, F_a(ℵ, m) = zQ for some integer z, leaking nothing additional about the chosen message vector. Also, from the view of comparing the distribution vectors, and since the m distributions are identical by definition, the queries of Sim to F_a(y_j , m) can be reduced to a function of a and y_j alone. That function is exactly α^{ideal}_j = ϕ(S_a(y_j )) since only one key κ_q maps to one m_1m_2...m_q , q ∈ [Q] and all other keys map to the null message. Now let’s say there is a non-zero statistical distance Δ between α^{real}_j and α^{ideal}_j . Then 0 < Δ(α^{real}_j , α^{ideal}_j ) = Δ(S^{real}_a (y_j ), S^{ideal}_a (y_j )) ≤ Δ(y_j , y_j ) (as S^{real}_a = S^{ideal}_a = S_a, applying Theorem 7.6, [6]) ⇒ 0 < Δ(y_j , y_j ).

Thus we have a contradiction. So ∀j ∈ [l], α^{real}_j = α^{ideal}_j , and the real and ideal distribution ensembles are statistically indistinguishable.

5 Discussion

We see that the scheme (Π, Ξ) permits an arbitrary, polynomial-sized stretch in the length of the message, given the security parameter. This is realizable due to the infinitely many cipher positions permissible on the Bloch-sphere equator.

Note that this is not possible classically.

Also, there needs to be consideration on efficient representations of arbitrary injective functions from λ-bits to Q-bits, which in general have exponential size tables. Note that for the purpose of our scheme (where [[x]] denotes an efficient representation of x), [[a]] := (σ(κ_Q), κ_1, κ_2, ..., κ_Q) should suffice (see Definition 10). Finally, it’s important to observe that the keys k should be distributed only after instantiating a, that is, running Setup. This is true because under different σ’s, the same key k does not necessarily give the same decryption.

6 Related Work

Over the past twenty years, there has been a lot of work done on quantum ciphers. Most of them encrypt pure quantum states as opposed to classical information. Beginning with private quantum channels [9] whose optimality was proved later [10], quantum vernam ciphers were developed [20]. An optimal scheme based on quantum one-time pads [11] was proposed, later followed by characterisation of a one-way quantum encryption scheme [29] more general than private quantum channels.

Initially, Zhou proposed an algorithm to encrypt binary classical information [28]. Zhou then proposed qubit block encryption algorithms [40,39] which were later improved [12] to base their security on the BB84 protocol. Other than these, there have been parallel works on symmetric-key schemes [26,14], a dlevel systems’ scheme [15], and schemes based on modified BB84 [18], quantum key generation [7], conjugate coding [21], and quantum shift registers / hill cipher [19].

Quantum public-key encryption (QPKE) schemes have been addressed by the community since the beginning of this century [31]. There have been QPKE schemes with information theoretic security proposed by Pan [32] and Liang [25,24]. Also, there have been QPKE schemes based on single qubit rotations [30,33] and classical NP-complete problems [36].

More recently, quantum (fully) homomorphic encryption (Q(F)HE) schemes have been developed by the community. Liang proposed a perfectly secure QFHE scheme based on the quantum one-time pad [22]. This was followed by a QFHE scheme based on the universal quantum circuit [23]. Also, there has been a QHE scheme for polynomial sized circuits given by Dulek [13].

Very early, a KCQ (keyed communication in quantum noise) approach to cryptography [37] was presented. Other works in the space of conventional quantum encryption include studies on optimality of quantum encryption schemes [27], the use of quantum keys as opposed to classical keys [17], and non-malleable ciphers [8]. Quantum secure direct communication [34] and quantum key distribution [38] via quantum encryption have also been proposed. Finally, other notions of security [35,16] have been professed.

7 Conclusions and Future Work

In this work, we have introduced a novel one-qubit secret-key quantum encryption scheme for classical information. We have proved this scheme to have quantum semantic security, and quantum entropic indistinguishability as a function of the min-entropy of the message distribution. We have extended this scheme to permit recovery of different length subsequences of the message using different keys, under a new notion of positional secrecy. The resulting (hybrid) functional encryption scheme is proven to be full-message private, full-function private and weakly simulation-secure.

We hope to see the following improvements in the future, given the current status of our quantum-classical scheme:

1. Given that, under Ξ, encryptions of both 0 and 1 are statistically indistinguishable, perhaps there exists a proof of entropic security (Definition 2, [1]) for the quantum scheme.

2. We recognize that the biggest drawback of the classical extension is that

KeyGen and Enc algorithms are only available via oracle calls, although that

does not affect the security proofs. There could be a modification which permits making these algorithms public.

3. We hope that this work motivates a new general definition for quantum functional encryption - fully quantum schemes which permit learning meaningful functions from encryptions of (general) quantum states.

Acknowledgements We would like to thank Dr. Vinay J. Ribeiro for constructive discussions.

References

1. Simon Pierre Desrosiers. Entropic security in quantum cryptography. Quantum Information Processing, 8(4):331–345, 2009.

2. Gorjan Alagic, Anne Broadbent, Bill Fefferman, Tommaso Gagliardoni, Christian Schaffner, and Michael St. Jules. Computational security of quantum encryption. In Information Theoretic Security: 9th International Conference, ICITS 2016, Tacoma, WA, USA, August 9-12, 2016, Revised Selected Papers 9, pages 47–71. Springer, 2016.

3. Dan Boneh, Amit Sahai, and Brent Waters. Functional encryption: Definitions and challenges. In Theory of Cryptography Conference, pages 253–273. Springer, 2011.

4. Zvika Brakerski and Gil Segev. Function-private functional encryption in the private-key setting. In Theory of Cryptography Conference, pages 306–324. Springer, 2015.

5. Tommaso Gagliardoni, Andreas Hülsing, and Christian Schaffner. Semantic security and indistinguishability in the quantum world. In Annual Cryptology Conference, pages 60–89. Springer, 2016.

6. He Sun. Lecture 7, expander graphs in computer science, ws 2010-11. Max Planck Institute, 2010.

7. Ahmed M. Al-Salih Alharith A. Abdullah and Ali K. Bermani. A new quantum block encryption algorithm based on quantum key generation. Research Journal of Applied Sciences, 11 953-958.

8. Andris Ambainis, Jan Bouda, and Andreas Winter. Nonmalleable encryption of quantum information. Journal of Mathematical Physics, 50(4):042106, 2009.

9. Andris Ambainis, Michele Mosca, Alain Tapp, and Ronald De Wolf. Private quantum channels. In Foundations of Computer Science, 2000. Proceedings. 41st Annual Symposium on, pages 547–553. IEEE, 2000.

10. Jan Bouda and Mario Ziman. Optimality of private quantum channels. Journal of Physics A: Mathematical and Theoretical, 40(20):5415, 2007.

11. P Oscar Boykin and Vwani Roychowdhury. Optimal encryption of quantum bits.

Physical review A, 67(4):042317, 2003.

12. Zhengjun Cao and Lihua Liu. Improvement of one quantum encryption scheme.

In Intelligent Computing and Intelligent Systems (ICIS), 2010 IEEE International Conference on, volume 1, pages 335–339. IEEE, 2010.

13. Yfke Dulek, Christian Schaffner, and Florian Speelman. Quantum homomorphic encryption for polynomial-sized circuits. In Annual Cryptology Conference, pages 3–32. Springer, 2016.

14. Hassan M Elkamchochi, Refaat A Elattar, and Amr H Abd-Elhamied. A new symmetric key quantum cryptographic algorithm. In Radio Science Conference, 2007. NRSC 2007. National, pages 1–13. IEEE, 2007.

15. Guo Fen-Zhuo, Gao Fei, Wen Qiao-Yan, and Zhu Fu-Chen. A quantum encryption scheme using d-level systems. Chinese Physics, 15(8):1690, 2006.

16. Tommaso Gagliardoni, Nikolaos P Karvelas, and Stefan Katzenbeisser. Orams in a quantum world. 2017.

17. Akinori Kawachi and Christopher Portmann. On the power of quantum encryption keys. In International Workshop on Post-Quantum Cryptography, pages 165–180. Springer, 2008.

18. Rifaat Zaidan Khalaf. Quantum encryption algorithm based on modified bb84 and authentication dh algorithm. 2015.

19. Rifaat Zaidan Khalaf and Alharith Abdulkareem Abdullah. Novel quantum encryption algorithm based on multiqubit quantum shift register and hill cipher. Advances in High Energy Physics, 2014, 2014.

20. Debbie W Leung. Quantum vernam cipher. arXiv preprint quant-ph/0012077, 2000.

21. YANG Li, XIANG Chong, and LI Bao. Quantum probabilistic encryption scheme based on conjugate coding. China Communications, 10(2):19–26, 2013.

22. Min Liang. Symmetric quantum fully homomorphic encryption with perfect security. Quantum information processing, 12(12):3675–3687, 2013.

23. Min Liang. Quantum fully homomorphic encryption scheme based on universal quantum circuit. Quantum Information Processing, 14(8):2749–2759, 2015.

24. Min Liang and Li Yang. Public-key encryption and authentication of quantum information. Science China Physics, Mechanics and Astronomy, 55(9):1618–1629, 2012.

25. Min Liang and Li Yang. Quantum public-key algorithms to encrypt and authenticate quantum messages with information-theoretic security. arXiv preprint arXiv:1205.2246, 2012.

26. Gadallah Mohamed, Hassan Elkamchouchi, and Yasmine Abouelseoud. A new symmetric key encryption algorithm based on quantum computation. In Proceedings of the World Congress on Engineering and Computer Science, volume 1, 2016.

27. Daniel Nagaj and Iordanis Kerenidis. On the optimality of quantum encryption schemes. Journal of Mathematical Physics, 47(9):092102, 2006.

28. Zhou Nan-Run and Zeng Gui-Hua. A realizable quantum encryption algorithm for qubits. Chinese Physics, 14(11):2164, 2005.

29. Ashwin Nayak and Pranab Sen. Invertible quantum operations and perfect encryption of quantum states. arXiv preprint quant-ph/0605041, 2006.

30. Georgios M Nikolopoulos. Applications of single-qubit rotations in quantum publickey cryptography. Physical Review A, 77(3):032348, 2008.

31. Tatsuaki Okamoto, Keisuke Tanaka, and Shigenori Uchiyama. Quantum publickey cryptosystems. In Annual International Cryptology Conference, pages 147–165. Springer, 2000.

32. Jiangyou Pan and Li Yang. Quantum public-key encryption with information theoretic security. arXiv preprint arXiv:1006.0354, 2010.

33. U Seyfarth, GM Nikolopoulos, and G Alber. Symmetries and security of a quantum-public-key encryption based on single-qubit rotations. Physical Review A, 85(2):022342, 2012.

34. Li Xi-Han, Li Chun-Yan, Deng Fu-Guo, Zhou Ping, Liang Yu-Jie, and Zhou Hong- Yu. Quantum secure direct communication with quantum encryption based on pure entangled states. Chinese Physics, 16(8):2149, 2007.

35. Chong Xiang and Li Yang. Indistinguishability and semantic security for quantum encryption scheme. In Photonics Asia, pages 85540G–85540G. International Society for Optics and Photonics, 2012.

36. Li Yang. Quantum public-key cryptosystem based on classical np-complete problem. arXiv preprint quant-ph/0310076, 2003.

37. Horace P Yuen. Kcq: A new approach to quantum cryptography i. general principles and key generation. arXiv preprint quant-ph/0311061, 2003.

38. Yong-Sheng Zhang, Chuan-Feng Li, and Guang-Can Guo. Quantum key distribution via quantum encryption. Physical Review A, 64(2):024302, 2001.

39. Nanrun Zhou, Ye Liu, Guihua Zeng, Jin Xiong, and Fuchen Zhu. Novel qubit block encryption algorithm with hybrid keys. Physica A: Statistical Mechanics and its Applications, 375(2):693–698, 2007.

40. Nanrun Zhou, Guihua Zeng, Yiyou Nie, Jin Xiong, and Fuchen Zhu. A novel quantum block encryption algorithm based on quantum computation. Physica A: Statistical Mechanics and its Applications, 362(2):305–313, 2006.