arXiv:1605.09147v1 [quant-ph] 30 May 2016

Optimal analysis of ultra broadband energy-time entanglement for high bit-rate dense wavelength division multiplexed quantum networks

F. Kaiser, D. Aktas, B. Fedrici, T. Lunghi, L. Labonté, and S. Tanzilli^{1, a)} Université Nice Sophia Antipolis, Laboratoire de Physique de la Matière Condensée, CNRS UMR 7336, Parc Valrose, 06108 Nice Cedex 2, France

(Dated: 12 December 2023)

We demonstrate an experimental method for measuring energy-time entanglement over almost 80 nm spectral bandwidth in a single shot with a quantum bit error rate below 0.5%. Our scheme is extremely cost-effective and efficient in terms of resources as it employs only one source of entangled photons and one fixed unbalanced interferometer per phase-coded analysis basis. We show that the maximum analysis spectral bandwidth is obtained when the analysis interferometers are properly unbalanced, a strategy which can be straightforwardly applied to most of today’s experiments based on energy-time and time-bin entanglement. Our scheme has therefore a great potential for boosting bit rates and reducing the resource overhead of future entanglementbased quantum key distribution systems.

PACS numbers: 42.15.Eq, 42.50.Dv, 42.65.Lm, 03.67.Dd, 03.67.Hk

I. INTRODUCTION

To date, quantum key distribution (QKD) provides a powerful means to establish provably secure communication^{1–3}. In this perspective, QKD systems have already been commercialized, and laboratory demonstrations have achieved bit rates up to ∼ 1 Mbit/s at a distance of 50 km^{4,5}, extendible to up to 307 km^6. Most of the reported approaches are based on laser pulses attenuated down to the single photon level.

In order to increase these rates, several multiplexing techniques can be exploited^{4,7–11}. Here, we focus on dense wavelength division multiplexing (DWDM), where similarly to today’s classical telecommunication systems, N signals at separate wavelengths can be multiplexed in, and demultiplexed out of, a fiber link, thus increasing the achievable bit rate by a factor N. However, for protocols based on faint laser pulses or single photons, this requires employing N sources, and, depending on the protocol, up to N analyzers, which strongly increases the resource overhead^{12}.

In this perspective, entanglement-based DWDM QKD has the potential of increasing bit rates with significantly less technological resources. Actually, particular single sources of entangled photon pairs can naturally generate a broadband flux of wavelength correlated photon pairs which can be demultiplexed into N correlated pairs of wavelength channels^{8–11}. Additionally, in comparison to QKD schemes based on laser pulses, entanglement-based approaches are compatible with device-independent network-enabling protocols^{13–17}. Moreover, this architecture is immune to side channel attacks, making it more robust for secure communication^3.

Although long distance entanglement distribution has

a)Electronic mail: sebastien.tanzilli@unice.fr.

already been demonstrated^{10,18}, only a few experiments have considered DWDM QKD with, to date, in up to eight channel pairs^{10}. However, in all of these realizations, the optimal analyzer settings showed a strong wavelength dependence, such that entanglement has been measured in multiple channel pairs sequentially^{10,19,20}, i.e. the analyzer settings had to be adapted for each individual channel pair. Considering that QKD implementations require measuring entanglement in two orthogonal bases, this implies that each user has to employ 2×N long-term stable individual analyzers, which is both impractical and resource demanding.

In principle, entanglement can be distributed using any observable. However, long-distance implementations often rely on energy-time or time-bin entanglement^{21–26}, due to their immunity against polarization mode dispersion and drifts^{27}.

In this paper, we demonstrate a scheme that requires only one entangled photon pair source and one analyzer per user and analysis basis to measure energy-time entanglement with less than 0.5% error rate in a single shot over a spectral bandwidth of ∼ 80 nm, corresponding to N = 46 standard 100 GHz telecommunication channel pairs. We find that, compared to the standard configuration with identically unbalanced interferometers^{8,25}, the number of exploitable channel pairs can be augmented by three times when properly detuning one of the analyzers. This represents a significant step towards cost-effective entanglement-based high bit rate QKD in DWDM networks.

II. EXPERIMENTAL SETUP

The experimental setup is shown in FIG. 1. A continuous-wave laser operating at λ_p = 770 nm with a coherence length of ∼ 250 m pumps a periodically poled lithium niobate waveguide (PPLN/W) in which energytime entangled photon pairs are generated around the de-

FIG. 1. Experimental setup based on the Franson configuration^{24} . The energy-time entangled photon pair source is made of a pump laser and a PPLN/W. Long (short) wavelength photons are sent to Alice (Bob) using two FBGs. Each user employs an unbalanced fiber interferometer for entanglement analysis. The interferometers’ path length differences can be fine tuned using piezoelectric fiber stretchers.

FIG. 2. Emission spectrum of the PPLN/W. The 55 nm broad emission spectrum covers the full telecom C-band, as well as parts of the adjacent S- and L-bands. Photon pairs are generated pairwise symmetrically apart from the degenerate wavelength of 1540 nm. Photons above and below 1540 nm are sent to Alice and Bob, respectively.

generate wavelength of 1540 nm by spontaneous parametric down-conversion (SPDC). The emitted photon pairs are directly collected into a butt-coupled single-mode fiber. The corresponding emission spectrum is shown in FIG. 2, for which quasi phase-matching engineering leads to a bandwidth of 55 nm (↔ 7 THz) which fully covers the commonly used telecom C-band (1530−1565 nm), as well as parts of the adjacent S- (1460 − 1530 nm) and L-bands (1565 − 1625 nm). Due to conservation of the energy during the SPDC process, the wavelengths of the paired photons (λ_{A,B}) are related to the pump laser wavelength through the following relation: 1 λ_p = 1 λ_A + 1 λ_B

. (1)

In other words, the photons are generated pairwise symmetrically apart from the degenerate wavelength. The pairs are deterministically separated by sending long (short) wavelength photons to Alice (Bob) using a set of two broadband fiber Bragg gratings (FBG) and associated circulators (C). Further dynamic wavelength filtering is achieved using two tunable filters with a 0.8 nm (↔ 100 GHz) flat-top transmission profile, mimicking standard 100 GHz dense wavelength division multiplexers. To reveal energy-time entanglement, Alice and Bob use each an unbalanced fiber interferometer (Franson configuration^{24}), made of a beam-splitter and two Faraday mirrors. Both interferometers have a path length difference of ΔL_{A,B} ≈ 6.7 cm, can be fine tuned, and are actively stabilized using piezoelectric fiber stretchers^{28}. At the interferometer output, Alice detects her photons using a free-running InGaAs single photon detector (SPD, IDQ id220, 20% detection efficiency). At Bob’s site, we use an additional circulator through which we can detect photons at both interferometer outputs using gated In- GaAs SPDs (IDQ id201, 25% detection efficiency). Concerning the quantum state of the photon pairs at the interferometers’ outputs, four contributions have to be considered. Either both photons take the short or long paths (s_A − s_B or l_A − l_B), or both photons take opposite paths (s_A − l_B or l_A − s_B). Due to the spontaneous character of the photon pair generation process, the pair creation time in the PPLN/W remains unknown. This makes the contributions s_A −s_B and l_A −l_B indistinguishable, which leads to the observation of entanglement^{25}. These contributions are selected using a fast coincidence logic, leading to a reduced quantum state

|ψ⟩_{post} = 1 √ 2 ( |s_A⟩|s_B⟩ + e^{i ϕ}|l_A⟩|l_B⟩ ) , (2)

where ϕ = ϕ_A + ϕ_B stands as the two-photon phase. The individual contributions, ϕ_{A,B}, are related to the interferometers’ path length differences by

ϕ_{A,B} =

2π ΔL_{A,B} n(λ_{A,B}) λ_{A,B} . (3)

Here, n(λ_{A,B}) is the wavelength-dependent refractive index of the fibers in the interferometers. According to reference^{25}, the rate of coincidences between detectors SPD_A and SPD_{B1} follows R_{AB1} ∝ 1 + cos ϕ, while the rate between detectors SPD_A and SPD_{B2} follows R_{AB2} ∝ 1 − cos ϕ. For entanglement-based QKD using the Ekert protocol^{29}, the analysis bases are defined by the following settings:

ϕ_A + ϕ_B = 0 (4)

ϕ^′_A + ϕ^′_B = π with ϕ^′_A = ϕ_A + π 2 . (5)

In general, these conditions cannot be fulfilled over a large spectral bandwidth for fixed path length differences (ΔL_{A,B}), which results in a wavelength dependent two-photon phase shift. Considering the setting given in equation 4, this leads to an undesired non-zero anticoincidence rate R_{AB2} . The associated quantum bit error rate (QBER) of the QKD link is then given by

QBER =

R_{AB2} R_{AB1} + R_{AB2}

= sin^2 ( ϕ 2 ) . (6)

Although there exist several algorithms for QBER correction^{1,2}, they usually require additional resources, having repercussions on the attainable bit rate of the QKD link. Therefore, it is commonly acknowledged to keep the QBER as low as possible^{1–3}. Additionally, it has been demonstrated that high-dimensional QKD is only efficient at a QBER very close to zero^4. For this reason, we fix the maximum allowed QBER induced by improper interferometer settings to a stringent value of 0.5%, corresponding to an acceptable two-photon phase shift of ϕ = ±0.14 rad.

Spectral dependence of the two-photon phase ϕ To calculate the spectral dependence of ϕ, we first express n(λ) by a second order Taylor series, which reads

n(λ) ≈ n_0 + dn dλ · Δλ + 1 2 d^2n dλ^2 · (Δλ)^2. (7)

Here, n_0,^{dn}_{dλ} , and^{d2n}_{dλ2} are the fiber refractive index, the first, and second order derivatives, respectively, at the degenerate wavelength (2λ_p). All coefficients can be inferred from Sellmeier equations^{30}. By inserting equation 7 into equation 3, and respecting equation 1, we obtain ϕ = ϕ ( n_0, dn dλ , d^2n dλ^2 , ΔL_A, ΔL_B, λ_A, λ_p ) . (8)

It is often considered that the QBER is minimized for ΔL_A = ΔL_B^{21,22}. However, in section IV we show that the optimal settings are rather obtained for identical path travel time differences. In this case of ΔL_A = ΔL_B, equation 8 simplifies to ϕ = d^2n dλ^2 · π(λ_A − 2λ_p)^2 λ_A − λ_p

· ΔL_A + C, (9)

in which C =^{2π·n0·ΔLA}_{λp} is a constant as it is independent of the wavelengths of the paired photons (λ_{A,B}).

III. RESULTS WITH IDENTICAL ANALYZERS

For different wavelengths λ_A (and symmetrically associated wavelengths λ_B), we infer the two-photon phase ϕ by measuring the QBER and solving equation 6. We first align both interferometers to exactly ΔL_A = ΔL_B.

FIG. 3. Two-photon phase shift for identical analysis interferometers. The yellow shaded area indicates the region in which the QBER stays below 0.5%. The exploitable bandwidth covers 16 pairs of standard 100 GHz telecommunication channels. Error bars assume poissonian photon number statistics. The fit to the data is obtained with equation 9.

This is done by using an iterative procedure that amounts to infer the wavelength dependence of the QBER for different ΔL_A until a flat distribution is found around 1540 nm. Experimental results for ΔL_A = ΔL_B are shown in FIG. 3. Starting with ϕ = 0 at λ_A = 1540 nm, we reach the threshold phase shift ϕ = −0.14 rad at λ_A ∼ 1553 nm (λ_B ∼ 1527 nm). Consequently, these interferometers can be used to analyse entanglement with a QBER < 0.5% for 1540 nm < λ_A < 1553 nm (1527 nm < λ_B < 1540 nm) simultaneously, which corresponds to 16 pairs of standard 100 GHz telecommunication channels^{10,31}. Note that fully exploiting the emission bandwidth of our photon pair source requires analysing entanglement in at least 40 pairs of 100 GHz channels simultaneously. A straightforward solution would be to employ analysis interferometers made of custom-made components to shift or compensate dispersion. For example, by employing hybrid interferometers, made of singlemode and dispersion compensation fibers, instead of fully single-mode fiber interferometers, a 1.4% increase in the interference visibility was observed over a spectral bandwidth of 1.6 nm^{32}.

IV. RESULTS WITH OPTIMAL ANALYZERS

In the following, we demonstrate a much cheaper and simpler approach which can be applied without changing any of the components in the standard setup. We note that our strategy is not limited to fiber-based analysis interferometers only. For example, planar lightwave circuits^6, where dispersion compensation is not straightforward, could also benefit from the proposed method. Let us consider the different central wavelengths of Alice’s and Bob’s photons, λ^∗_A ∼ 1560 nm and λ^∗_B ∼ 1521 nm. Note that these spectral contributions show different

FIG. 4. Two-photon phase shift for non-identical analysis interferometers. The path length difference of Alice’s interferometer has been reduced by ∼ 12 μm compared to Bob’s. Now, the region in which the QBER is below 0.5% covers 46 pairs of standard telecommunication channels, meaning that the full telecom C-band, as well as some parts of the adjacent S- and L-bands, can be exploited simultaneously for entanglement analysis.

group velocities

v_{A,B} = c n_0 − dn dλ · λ^∗_{A,B} . (10)

As a consequence, the wavepackets in Alice’s and Bob’s interferometers show non-identical path travel time differences between short and long arms. To match these time differences, the following equation needs to be fulfilled

ΔL_A v_A = ΔL_B v_B

. (11)

Using Sellmeier equations^{30} to infer n_0 and^{dn}_{dλ} , and ΔL_B = 6.7 cm, we fulfill equation 11 by setting the path length difference of Alice’s interferometer to ΔL_A = (ΔL_B − 12 μm). The associated experimental results are shown in FIG. 4. We have essentially shifted the curve in FIG. 3 by about 20 nm to λ^∗_A ∼ 1560 nm (λ^∗_B ∼ 1521 nm). This way, we are now able to keep the two-photon phase within ϕ = ±0.14 rad for the full emission bandwidth of our source (1541 nm < λ_A < 1579 nm and 1503 nm < λ_B < 1539 nm), allowing to analyze entanglement with a QBER below 0.5% in 46 pairs of standard 100 GHz telecommunication channels in a single shot. We note that the improved bandwidth fully covers the most commonly used telecom C-band, as well as some parts of the adjacent S- and L-bands.

We envision the following configuration for realizing future DWDM QKD links. The tunable bandpass filters will be removed and Alice is also supplied with an interferometer having two outputs (as Bob’s in our current configuration, see FIG. 1). Wavelength division multiplexing is performed after the interferometers using standard telecom N-channel DWDMs. Granting security of

DWDM QKD protocols requires using a second analysis basis (see equation 5). This can be implemented by providing each Alice and Bob with a second interferometer for which the path length differences are set to ΔL^′_{A,B} = ΔL_{A,B} +^{λp}_{2·n0} . In this case, group velocity dispersion causes a slight additional error in ϕ^′ over the full bandwidth of the source. From equation 3 we calculate that it will be below^{2π}_{300} , which is essentially negligible for choosing two complementary bases. In a long-distance scenario, group velocity dispersion in a standard fiber distribution link causes a broadening of the coincidence peaks such that the contributions s_A − s_B and l_A − l_B cannot be properly post-selected. However, this problem can be conveniently overcome using dispersion compensation^{10,33} and/or dispersion shifted fibers^{34}.

Finally, we stress that our approach can be also applied to optimize DWDM QKD with polarization entangled photon pairs where wavelength dependent birefringence in the half-wave plates is an issue^{19}. Analogously to the strategy for energy-time entangled photon pairs, this problem could be partially compensated by either using thicker/thinner half-wave plates (optimized for longer/shorter wavelengths), or by simply tilting the existing ones.

V. CONCLUSION

In conclusion, we analysed energy-time entanglement of a broadband photon pair source using fixed unbalanced fiber interferometers, in the perspective of DWDM QKD. In the standard configuration, with identical analysis interferometers at Alice’s and Bob’s sites, group velocity dispersion limits the analysis bandwidth to 16 standard 100 GHz channel pairs at a QBER threshold of 0.5%.

Without replacing any components in the experimental setup, solely by properly unbalancing one of the two interferometers, we improved the analysis bandwidth to 46 channel pairs, covering not only the commonly used telecom C-band, but also some of the adjacent S- and L-bands.

We stress that the number of channel pairs could be increased to 368 by using the 12.5 GHz ultra-dense DWDM grid, which underlines the tremendous potential for high bit rate entanglement-based DWDM QKD.

Therefore, we believe that our work will have a great impact for the optimal exploitation of current and future high bit rate DWDM QKD systems, especially in combination with other multiplexing techniques.

VI. ACKNOWLEDGMENTS

The authors acknowledge financial support from the Foundation Simone & Cino Del Duca, the European Commission for the FP7-ITN PICQUE project (grant agreement No 608062), l’Agence Nationale de la Recherche (ANR) for the CONNEQT and SPOCQ projects (grants ANR-EMMA-002-01 and ANR-14- CE32-0019, respectively), and the iXCore Research Foundation.

1N. Gisin, G. Ribordy, W. Tittel, and H. Zbinden, “Quantum cryptography,” Rev. Mod. Phys. 74, 145–195 (2002). 2V. Scarani, H. Bechmann-Pasquinucci, N. J. Cerf, M. Dušek, N. Lütkenhaus, and M. Peev, “The security of practical quantum key distribution,” Rev. Mod. Phys. 81, 1301–1350 (2009). 3U. Vazirani and T. Vidick, “Fully device-independent quantum key distribution,” Phys. Rev. Lett. 113, 140501 (2014). 4M. Lucamarini, K. A. Patel, J. F. Dynes, B. Fröhlich, A. W. Sharpe, A. R. Dixon, Z. L. Yuan, R. V. Penty, and A. J. Shields, “Efficient decoy-state quantum key distribution with quantified security,” Opt. Express 21, 24550–24565 (2013).

5T. Zhong, H. Zhou, R. D. Horansky, C. Lee, V. B. Verma, A. E. Lita, A. Restelli, J. C. Bienfang, R. P. Mirin, T. Gerrits, S. W. Nam, F. Marsili, M. D. Shaw, Z. Zhang, L. Wang, D. Englund, G. W. Wornell, J. H. Shapiro, and F. N. C. Wong, “Photon-efficient quantum key distribution using time-energy entanglement with high-dimensional encoding,” New Journal of Physics 17, 022002 (2015).

6B. Korzh, C. C. W. Lim, R. Houlmann, N. Gisin, M. J. Li, D. Nolan, B. Sanguinetti, R. Thew, and H. Zbinden, “Provably secure and practical quantum key distribution over 307 km of optical fibre,” Nat. Photon. 9, 163 (2015), and references therein. 7S. P. Walborn, “Hyperentanglement: Breaking the communication barrier,” Nat Phys 4, 268–269 (2008).

8J. Mower, F. N. C. Wong, J. Shapiro, and D. Englund, “Dense wavelength division multiplexed quantum key distribution using entangled photons,” E-print arXiv:1110.4867 (2011). 9J. Ghalbouni, I. Agha, R. Frey, E. Diamanti, and I. Zaquine, “Experimental wavelength-division-multiplexed photon-pair distribution,” Opt. Lett. 38, 34–36 (2013).

10D. Aktas, B. Fedrici, F. Kaiser, T. Lunghi, L. Labonté, and S. Tanzilli, “Entanglement distribution over 150 km in wavelength division multiplexed channels for quantum cryptography,” Laser & Photon. Rev. 10, 451–457 (2016).

11C. Reimer, M. Kues, P. Roztocki, B. Wetzel, F. Grazioso, B. E.

Little, S. T. Chu, T. Johnston, Y. Bromberg, L. Caspani, D. J. Moss, and R. Morandotti, “Generation of multiphoton entangled quantum states by means of integrated frequency combs,” Science 351, 1176–1180 (2016).

12A. Tanaka, M. Fujiwara, K. Yoshino, S. Takahashi, Y. Nambu, A. Tomita, S. Miki, T. Yamashita, Z. Wang, M. Sasaki, and A. Tajima, “High-speed quantum key distribution system for 1-Mbps real-time key generation,” Quantum Electronics, IEEE Journal of 48, 542–550 (2012).

13N. Brunner, D. Cavalcanti, S. Pironio, V. Scarani, and S. Wehner, “Bell nonlocality,” Rev. Mod. Phys. 86, 419–478 (2014).

14N. Sangouard, C. Simon, H. De Riedmatten, and N. Gisin, “Quantum repeaters based on atomic ensembles and linear optics,” Rev. Mod. Phys. 83, 33–80 (2011).

15S. Kocsis, G. Y. Xiang, T. C. Ralph, and G. J. Pryde, “Heralded noiseless amplification of a photon polarization qubit,” Nature Phys. 9, 23–28 (2013).

16N. Bruno, V. Pini, A. Martin, and R. T. Thew, “A complete characterization of the heralded noiseless amplification of photons,” New J. Phys. 15, 093002 (2013).

17C. Simon, H. De Riedmatten, M. Afzelius, N. Sangouard, H. Zbinden, and N. Gisin, “Quantum repeaters with photon pair sources and multimode memories,” Phys. Rev. Lett. 98, 190503 (2007).

18T. Inagaki, N. Matsuda, O. Tadanaga, M. Asobe, and H. Takesue, “Entanglement distribution over 300 km of fiber,” Opt. Express 21, 23241–23249 (2013).

19H. C. Lim, A. Yoshizawa, H. Tsuchida, and K. Kikuchi, “Broadband source of telecom-band polarization-entangled photonpairs for wavelength-multiplexed entanglement distribution,” Opt. Express 16, 16052–16057 (2008).

20D. Kang, A. Anirban, and A. S. Helmy, “Monolithic semiconductor chips as a source for broadband wavelength-multiplexed polarization entangled photons,” E-print arXiv:1511.00903 (2015).

21W. Tittel, J. Brendel, N. Gisin, and H. Zbinden, “Longdistance bell-type tests using energy-time entangled photons,” Phys. Rev. A 59, 4150–4163 (1999).

22A. Cuevas, G. Carvacho, G. Saavedra, J. Carie, W. A. T.

Nogueira, M. Figueroa, A. Cabello, P. Mataloni, G. Lima, and G. B. Xavier, “Long-distance distribution of genuine energy-time entanglement,” Nat Commun 4, 2871 (2013).

23A. Martin, F. Kaiser, A. Vernier, A. Beveratos, V. Scarani, and S. Tanzilli, “Cross time-bin photonic entanglement for quantum key distribution,” Phys. Rev. A 87, 020301 (2013).

24J. D. Franson, “Bell inequality for position and time,” Phys. Rev. Lett. 62, 2205–2208 (1989).

25P. G. Kwiat, A. M. Steinberg, and R. Y. Chiao, “High-visibility interference in a Bell-inequality experiment for energy and time,” Phys. Rev. A 47, R2472–R2475 (1993).

26I. Marcikic, H. de Riedmatten, W. Tittel, H. Zbinden, M. Legré, and N. Gisin, “Distribution of time-bin entangled qubits over 50 km of optical fiber,” Phys. Rev. Lett. 93, 180502 (2004).

27H. Hübel, M. R. Vanner, T. Lederer, B. Blauensteiner, T. Lorünser, A. Poppe, and A. Zeilinger, “High-fidelity transmission of polarization encoded qubits from an entangled source over 100 km of fiber,” Opt. Express 15, 7853–7862 (2007).

28F. Kaiser, L. A. Ngah, A. Issautier, T. Delord, D. Aktas, V. D’Auria, M. P. De Micheli, A. Kastberg, L. Labonté, O. Alibart, A. Martin, and S. Tanzilli, “Polarization entangled photon-pair source based on quantum nonlinear photonics and interferometry,” Opt. Comm. 327, 7–16 (2014).

29A. K. Ekert, “Quantum cryptography based on Bell’s theorem,” Phys. Rev. Lett. 67, 661–663 (1991).

30D. B. Leviton and B. J. Frey, “Temperature-dependent absolute refractive index measurements of synthetic fused silica,” E-print arXiv:0805.0091 (2008).

31www.itu.int.

32T. Zhong and F. N. C. Wong, “Nonlocal cancellation of dispersion in franson interferometry,” Phys. Rev. A 88, 020103 (2013).

33S. Fasel, N. Gisin, C. Ribordy, and H. Zbinden, “Quantum key distribution over 30 km of standard fiber using energy-time entangled photon pairs: a comparison of two chromatic dispersion reduction methods,” Eur. Phys. J. D 30, 143–148 (2004).

34I. Marcikic, H. de Riedmatten, W. Tittel, H. Zbinden, and N. Gisin, “Long-distance teleportation of qubits at telecommunication wavelengths,” Nature 421, 509–513 (2003).