arXiv:2201.04762v1 [cs.CR] 13 Jan 2022

1 Proof of Results

1.1 Proof of Theorem 2

Proof. For fixed I^′ ≤ I (I^′ ∈ N), it holds that Pr{Δ_{2,fs} > √ I^′} = Pr{|J ∩ j_i| > I^′}, where the probability is taken over the randomness of J. Since |J ∩ j_i| follows the Binomial distribution with parameters |j_i| and p, the tail probability is bounded as below:

Pr{|J ∩ j_i| > I^′} = |j_i |∑

t=I^′ +1 ( |j_i| t ) p^t(1 − p)^{|ji |−t}

≤ I∑ t=I^′ +1 ( I t ) p^t(1 − p)^{I−t},

where the last inequality follows from |j_i| ≤ I and the monotonicity in a parameter n of the tail probability of the Binomial distribution. Setting the last term to be δ^′ concludes the proof.

1.2 Proof of Corollary 1

Proof. From Theorem 2, for fixed δ^′, if I^′ satisfies Pr{|J ∩ j_i| > I^′} = δ^′, then with probability 1 − δ^′, Δ_{2,fs} = √ I^′.

Here, applying Hoeffding’s inequality to I i.i.d. Bernoulli random variables with a parameter p yields that Pr{|J ∩ j_i| > I^′} ≤ Pr{|J ∩ j_i| ≥ I^′} ≤ exp ( −2I(p − I^′ I )^2 ) ,

for I^′ ≥ Ip. Rearranging the equality δ^′ = exp ( −2I(p −^{I ′}_I )^2 ) implies that for I^′ s.t. I^′ = Ip + √_I 2 log 1/δ^′, it holds that with probability 1 − δ^′, Δ_{2,fs} = √ I^′.

1.3 Proof of Theorem 4

Proof. As argued in the main paper, Δ^2_{,ffs} ≤ σ^2_{max}(B)I. Furthermore, from Theorem 3, we know

Pr { σ^2_{max}(B) ≥ (1 + ε)pσ^2_{max}(A) } ≤ 2srank(A) ( e^ε (1 + ε)^{1+ε} )_{pσ}2_{max(A)/L} . By using the fact that σ_{max}(A) = 1 and letting α = √ (1 + ϵ)p, we have

Pr { σ^2_{max}(B) ≥ α^2 } ≤ 2srank(A) ( e^{α2/p−1} (α^2/p)^{α2/p} )_{p/L} .

Thus, it holds that Pr{σ_{max}(B) ≤ α} ≥ 1 − δ^′, where δ^′ = 2srank(A) (_{eα2/p−1} (α^2 /p)^{α2 /p} )_{p/L} . Therefore, we have Pr{Δ_{2,ffs} ≤ α √ I} ≥ 1 − δ^′. 1.4 Proof of Corollary 2

Proof. Let M^′ : R^T → R^T be Algorithm 1 and M : R^T → R^{T ′} be Algorithm 1 without the interpolation in the last step. We define the interpolation map given j ∈ J as Interpolate_j : R^{|j|} → R^T . Note that this map is bijective.

Let S^′ ⊆ range(M^′) be arbitrary. Also, we denote the corresponding set by the inverse of Interpolate_j for M as S ⊆ range(M). Furthermore, we let F ⊆ J be the failure indices set. More formally, F = {j ∈ J : σ_{max}(B) > α}, where B = diag(δ_1, . . . , δ_T )A. Note that under j ∈ F , the sensitivity is √ I, but under j ∈ F^∁, it is α √ I. Then, it holds that

Pr{M^′(x) ∈ S^′} = ∑ j∈J Pr{M^′(x) ∈ S^′, J = j} = ∑ j∈J Pr{M(x) ∈ S, J = j} = ∑ j∈F Pr{M(x) ∈ S|J = j} Pr{J = j} + ∑ j∈F^∁ Pr{M(x) ∈ S|J = j} Pr{J = j} ≤ ∑ j∈F (exp(ϵ/α) Pr{M(x^′) ∈ S|J = j} + δ) Pr{J = j} + ∑ j∈F^∁ (exp(ϵ) Pr{M(x^′) ∈ S|J = j} + δ) Pr{J = j} = exp(ϵ/α) ∑ j∈F Pr{M(x^′) ∈ S|J = j} Pr{J = j} + δ Pr{J ∈ F } + exp(ϵ) ∑ j∈F^∁ Pr{M(x^′) ∈ S|J = j} Pr{J = j} + δ Pr{J ∈ F^∁} = exp(ϵ) ∑ j∈J Pr{M(x^′) ∈ S, J = j} + δ + (exp(ϵ/α) − exp(ϵ)) ∑ j∈F Pr{M(x^′) ∈ S|J = j} Pr{J = j} = exp(ϵ) ∑ j∈J Pr{M^′(x^′) ∈ S^′, J = j} + δ + (exp(ϵ/α) − exp(ϵ)) ∑ j∈F Pr{M(x^′) ∈ S|J = j} Pr{J = j} ≤ exp(ϵ) Pr{M^′(x^′) ∈ S^′} + δ + (exp(ϵ/α) − exp(ϵ)) Pr{J ∈ F } ≤ exp(ϵ) Pr{M^′(x^′) ∈ S^′} + δ + δ^′(exp(ϵ/α) − exp(ϵ))

where the first inequality follows from the use of the Gaussian mechanism, the second inequality holds due to Pr[M(x^′) ∈ S|J = j] ≤ 1, and the last inequality follows by Theorem 4.

1.5 Proof of Corollary 3

Proof. If A is an identity matrix, we are able to use the sensitivity bound in Theorem 2; thus, δ^′ is the one in Theorem 2 with I^′ = ⌈ α^2I ⌉ . Note that I^′ ∈ N. Let F = {j ∈ J : |j ∩ j_i| > I^′}. Then, under j ∈ F^∁, the sensitivity is √ I^′.

Finally, replacing α with √ I^′/I and proceeding the same transformation as the proof of Corollary 2 yield the final claim, where we use Theorem 2 to bound Pr{J ∈ F } in the final step.

1.6 Proof of Proposition 1

Proof. By the assumption that sup_i ∑ t d_{i,t} = cI for some c > 1, the sensitivity becomes √ cI under j ∈ F and α √ cI under j ∈ F^∁, where F is the failure indices set defined in the proof of Corollary 2. Therefore, if we replace ϵ in Algorithm 1 with √ cϵ, then we can proceed the identical transformation as the proof of Corollary 2. Thus, we have the privacy guarantee that replaces ϵ in Corollary 2 with √ cϵ for the case where sup_i ∑ t d_{i,t} = cI for some c > 1.

2 Details of Experiments

2.1 Instantiation of Our Algorithm

We instantiate the filter with the gaussian filter. More formally, we define the filtering vector h that constitutes A by

ĥ_t = exp ( − 1 2 ( T/2 − |t − T/2| σ_g )_2) ∀t ∈ [T ] h = ĥ/‖ĥ‖_1. We set σ_g = 10 for the real datasets and σ_g = 10/(1 − log(f)/4) for the synthetic dataset.

Figure 1: Two baseline mechanisms (left) and our mechanism with and without filtering (right), each operating on Synth time-series without observation noise. We plot the noiseless Synth time-series in blue for reference. Output by our algorithm without filtering concentrates around raw signal the most, indicating superiority of our algorithm with subsampling alone for smooth time-series signals.

We implement the interpolation in Algorithm 1 by SciPy’s (Virtanen et al., 2020) scipy.interpolate.interp1d method with kind parameter set to linear. There’s a case that J in Algorithm 1 does not contain the first and last indices; thus, we need to extrapolate the signal. We deal with it by copying the nearest value. For example, if min J = 2, we publish ẑ = (z_2, z_2, . . .)^⊤.

2.2 Why We Fix I for Synthetic Data

In our experiment with Synth data, we fix I for any (relative) sampling frequency f even though different sampling frequencies f yield different numbers of time steps T : the larger f becomes, the larger T becomes. However, for e.g., the PeMS data (traffic flow), I stays constant and does not scale with f. For example, if we assume a commuter passes a given sensor at most once every hour, then as long as the sampling frequency remains above once an hour, I will stay fixed regardless of T . In other words, we can consider the number of time steps, T , as T = (Duration) × (Sampling Frequency), and (for a high enough sampling frequency f) I only depends on signal duration. In fact, in the instance that sampling frequency descends below once per hour, sensitivity still remains unchanged given the above assumption. For instance, if the sampling frequency drops to once every two hours, an individual may participate twice in a time-step. While this may seem to invalidate our assumption of single participation per time-step (M = 1), the sensitivity stays constant since the product MI (number of participation by an individual in a fixed duration of the time-series) remains constant.

On the other hand, for real signals, the sampling frequency tends to be fixed; thus, I scales with T since larger T means longer observation duration. Therefore, it is indeed necessary to reduce the sensitivity scaling with T or I as an analyst wants to use a signal observed for a longer period with a given frequency f.

2.3 Outputs Operating on the Noiseless Synth Signal

Figure 1 shows in orange examples of outputs of four mechanisms: the two baseline mechanisms and our mechanism with and without filtering, each taking the Synth signal without observation noise as input. For reference the noiseless Synth signal is plotted in blue. Similar to the case where each mechanism takes the noisy Synth signal as input, outputs from our mechanism with and without filtering concentrate around the raw signal. Comparing the outputs by our mechanism with and without filtering, we see that subsampling alone helps produce less noisy output and capture underlying trends better. This supports the fact that the sensitivity reduction is larger for subsampling without filtering in general.

3 Miscellany

3.1 Relationship between α and δ^′ in Theorem 4

Figure 2 illustrates the tail probability δ^′ of Δ_{2,ffs} exceeding α √ I given α ∈ [0, 1], i.e., δ^′ = Pr{Δ_{2,ffs} > α √ I}. We set other parameters as T = 10000 and σ_g = 10, yielding srank(A) ≈ 280 and L ≈ 0.028 in Theorem 4.

Figure 2: Tail probability, δ^′, of Δ_{2,ffs} exceeding α √ I given α in Theorem 4 for varying subsampling parameter p. We observe that decrease rate of δ^′ is at least exponentially fast. We also see that as p becomes smaller we get more sensitivity reduction.

As expected, we get more sensitivity reduction as subsampling parameter p gets smaller. More importantly, we observe that δ^′ decreases at least exponentially. We believe the reduction is still notable though it is smaller for filtering and subsampling compared with subsampling alone.

References

Virtanen, P., Gommers, R., Oliphant, T. E., Haberland, M., Reddy, T., Cournapeau, D., Burovski, E., Peterson, P., Weckesser, W., Bright, J., van der Walt, S. J., Brett, M., Wilson, J., Millman, K. J., Mayorov, N., Nelson, A. R. J., Jones, E., Kern, R., Larson, E., Carey, C. J., Polat, İ., Feng, Y., Moore, E. W., VanderPlas, J., Laxalde, D., Perktold, J., Cimrman, R., Henriksen, I., Quintero, E. A., Harris, C. R., Archibald, A. M., Ribeiro, A. H., Pedregosa, F., and van Mulbregt, P. (2020). SciPy 1.0: Fundamental algorithms for scientific computing in Python. Nature Methods, 17(3):261–272.